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1.  Using this Service Interaction Profile  

1.1. What is a Service Interaction Profile? 

A SERVICE INTERACTION PROFILE (SIP) is a concept identified in the GSA FAS Reference 
Architecture ([RA-CONCRETE] and [RA-CONCEPT]) that defines an approach to meeting the 
basic requirements necessary for interaction between SERVICE CONSUMERS and SERVICES 
PROVIDERS.  Service consumers and providers include VIRTUAL SERVICES implemented by 
an intermediary.  
 
The SIP defines the interaction between SERVICE PROVIDERS and SERVICE CONSUMERS 
through selection and adherence to standards, protocols, and additional constraints where 
necessary. 
 
How SERVICE CONSUMERS and SERVICE PROVIDERS interact may be influenced by the 
capabilities of supporting middleware, referred to as the SOA Backplane.    

1.2. How to Use a Service Interaction Profile (SIP)… 

Declaring that a service complies with this (or any) SIP is a way of describing the protocols, 
standards, and additional constraints that the Service complies with.  Agreement to consume the 
SERVICE within the implementation parameters the SIP creates ensures interoperability.  If 
interoperability issues arise, the SIP is the part of the agreement used to resolve them.   
 
The SIP with which a SERVICE (provider) adheres is one field specified in a Service Description 
(SD).  It represents an extensive collection of standards, protocols, and additional constraints.  
When a service is made available across an organization, the SIP, articulated in the SD, 
becomes a shorthand for the collection of protocols, standards, and constraints with which it was 
developed.  The SERVICE PROVIDER selects a SIP, as part of the Service Description (SD), to 
communicate how to consume the service.  The SERVICE CONSUMER consults the SIP 
associated with a desired SERVICE to understand details on how to interact with that SERVICE. 
 
If this SIP does not satisfy the requirements of a particular SERVICE PROVIDER, that service 
owner may create a new SIP or request this SIP be updated to satisfy the new requirements.  In 
cases where the SIP nearly satisfies the requirements, modifying the existing SIP in a backwards-
compatible manner is highly desirable.  In either case, approval is required. 

1.3. Select This Service Interaction Profile (SIP) If… 

…you are constructing web services that exchange SOAP message protocol over HTTP(s) and 
can provide the service within the constraints it sets out.  This SIP largely contains refinements 
and transitional constraints to the WS-I family of specifications (see next section). 

1.4. Complying with this Service Interaction Profile (SIP)… 

Your service complies with this SIP if each of the conditions in Table 1  Summary of Compliance 
Requirements is satisfied.   

The details of the standards and Constraints are provided in the section entitled SOAP over 
HTTP(s) Service Interaction Profile -  Supporting Documentation.  Also consult Appendix B: 
References for full references and links to the standards. 
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Interaction Area Related Standards Constraints Comments 

 

Basic Interoperability WS-I BP and all the 
standards that it 
references 

 

Must comply with all 
of these standards 
except as noted by 
additional constraints 

 

Attachments WS-I AP and all the 
standards that it 
references 

Must comply with all 
of these standards 
except as noted by 
additional constraints 

 

Security WS-I BSP and all the 
standards that it 
references 

Must comply with all 
of these standards 
except as noted by 
additional constraints 

 

Large Message 
Handling 

[MTOM]  

[SOAP 1.1 Binding for 
MTOM 1.0]  

 

Must comply with all 
of these messaging-
related standards 
 

As of this publication, 
the Service Manager 
Intermediary acts as 
a pass-through for 
large messages; that 
is, it will pass on 
message(s) without 
impacting the 
attachments or 
associate message 
formats in any way. 
 

Message Addressing [WS-Addressing 
Core] 

[WS-Addressing 
SOAP Binding] 

 

Every message must 
conform to the [WS-
Addressing Core] 
and [WS-Addressing 
SOAP Binding] 
specifications, as 
described in Section 8 
of [WS-Addressing 
SOAP Binding].   

Conformance of 
messages with [WS-
Addressing WSDL 
Binding] is 
recommended but not 
required at this time. 

As of this publication, 
the Service Manager 
Intermediary acts as a 
pass-through for 
messaging metadata; 
that is, it will pass on 
message(s) without 
touching the 
information 
associated with the 
adopted standards 
but will not act on that 
metadata in any way. 

 

Message Exchange 
Patterns (MEPs) 

[WSDL 1.1].   

[WS-I BP] 

Pub-Sub message 
exchange pattern is 
not currently 

This is to be expected 
in the HTTP(s) based   
SIP.  Note that 
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Interaction Area Related Standards Constraints Comments 

 

supported Notification and 
Eventing standards 
(related  in function) 
are not addressed in 
this version of the 
SIP. 

Discovery WS-METADATA 
Exchange, 

UDDI 2.0 

UDDI 3.0 

Even though WS-BP 
requires UDDI 2.0, 
this SIP allows the 
use of UDDI 3.0. 

The other standards 
are listed because 
they are supported 
and may be 
appropriate to use for 
transition 

Authentication 

Authorization 

Section 11 of [WS-I 
BSP], “Username 
Token”,  

Section 12 of [WS-I 
BSP], “X.509 
Certificate Token”,  

Section 15 of [WS-I 
BSP], “SAML Token” 

If Consumer 
Authentication is 
required, each 
message must 
contain one or more 
of “Username Token,” 
“X.509,” or “SAML 
Token.”   Each 
MESSAGE must not 
contain security 
tokens of any other 
type, even if such 
type is permitted by 
[WS-I BSP], e.g. REL 
tokens and Kerberos 
tokens. 

This constraint is 
further refined by the 
Single Sign On 
constraint that follows. 

Single Sign On 

Authentication, 
Authorization 

SAML 

 

Single Sign On 
implemented via an 
SSO Server using 
SAML credentials is 
highly desirable 

 

Service Manager has 
the ability to validate 
SAML against an 
SSO Server 

 

Table 1  Summary of Compliance Requirements 

2. SOAP over HTTP(s) Service Interaction Profile -  Supporting 
Documentation 

This section provides additional support for the constraints summarized in the previous section.  
In some cases additional details are provided on the constraints and in others guidance within 
specifications is provided.  Future trends or expectations are discussed in areas that the SIP does 
not formally address (e.g. Transaction Support).   
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It is intended that the previous section provides an adequate summary of constraints so that this 
section can be treated as supporting documentation and additional guidance. 

This profile is based on the web services family of technology standards, defined as follows: 

 The Web Services Interoperability Organization (WS-I) Basic Profile ([WS-I BP]
‡
), 

version 1.1 (dated April 10
th
, 2006), and all standards that it references. 

 

Figure 1. WS-I Basic Profile 1.1 Specifications 

 The WS-I Simple SOAP Binding Profile ([WS-I SSBP]), version 1.0 (dated August 4
th
, 

2004), and all standards that it references. 

 

Figure 2. WS-I Simple SOAP Binding Profile 1.0 Specifications 

                                                      

‡
 Abbreviations formatted in this [style] represent citations defined in the References section 

below. 
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 The WS-I Attachments Profile ([WS-I AP]), version 1.0 (dated April 20
th
, 2006), and 

all standards that it references. 

 

Figure 3. WS-I Attachment Profile 1.0 Specifications 

 The WS-I Basic Security Profile ([WS-I BSP]), version 1.0 (dated March 30
th
, 2007), 

and all Token Profiles and related standards that it references. 

 

Figure 4. WS-I Basic Security Profile 1.0 Specifications 

 Other standards developed by the World Wide Web Consortium (W3C) or the 
Organization for the Advancement of Structured Information Standards (OASIS) that 
are explicitly identified in this document. 

 If no standard is available from WS-I, W3C, or OASIS to meet an identified 
requirement, then specifications developed by and issued under the copyright of a 
group of two or more companies will be referenced. 

2.1. General Conformance Requirements 

A SERVICE INTERFACE conforms to this service interaction profile if: 
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 The interface’s description meets all requirements of the DESCRIPTION conformance 
target in [WS-I BP]. 

 The interface meets all requirements of the INSTANCE and RECEIVER conformance 
targets in [WS-I BP]. 

A SERVICE CONSUMER conforms to this service interaction profile if: 

 The consumer meets all requirements of the CONSUMER and SENDER conformance 
targets in [WS-I BP]. 

A MESSAGE conforms to this service interaction profile if: 

 The message meets all requirements of the MESSAGE and ENVELOPE conformance 
targets in [WS-I BP] 

 

Figure 5. Conformance Targets and Relationships to WS-I Targets 

2.2. Service Interaction Requirements 

For a simple service, the service interaction requirements can be achieved by complying with  
WS-I Basic Profile (WS-I BP), WS-I Basic Security Profile (WS-I BSP) plus any local constraints. 
As pointed out earlier, since many  toolsets support these standards, and selecting and using 
them with the proper configurations will result in compliant service interfaces.  

This simple interaction can be extended based on additional service requirements.  These 
extensions can be thought of as a ‘menu’ of additional functionality that can be applied in areas 
such as security, reliability, and efficiency as required. 

This profile identifies specifications which MUST be followed when a specific form of interaction is 
needed.   In other words, you are not mandated to provide a particular function, but if you do; you 
must provide it in a manner compliant with this profile.  This is the best way to remain flexible 
while ensuring interoperability.   

Other requirements documents (e.g. FAS or government standards) may create requirements for 
specific features such as security.  Where these requirements are well-known, they are 
incorporated in this SIP. 

In some areas there are a variety of ways to meet a single requirement.  In this case existing WS-
I Profiles will be referenced and further constrained.  For example, in addition to the security 
described in WS-I, this Profile further selectively derives requirements from WS-I Basic Security 
Profile (WS-BSP) to include: 

o WS-Security 1.0 

o XML Signature 

o XML Encryption 
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o Username Token Profile 1.0 

o X.509 Certificate Token Profile 

o SAML Token Profile 1.0 

And not to include 

o Kerberos 

o REL 1.0 Rights Expression Language Token  

 

Similarly, in some areas such as Transactions and Reliability, the standards are emerging and 
have inconsistent vendor support.  This profile addresses these areas by indicating preferences 
for the standards but softens the requirement to adhere to those standards.   The standards 
identified are the ‘preferred” implementation, however, a solution is not considered “non-
compliant” if it does not fully support those standards. 

The following Service Interaction Requirements will not be required of every service interaction in 
the GSA FAS enterprise information systems. However, conformance to this Web Services 
Service Interaction Profile requires that if an approach to integrating two systems has any of the 
following requirements, each such requirement be implemented as indicated in each section 
below. 

2.2.1. Service Consumer Authentication 

If a SERVICE requires consumer authentication stronger or more specific than the access controls 
provided by the FAS security perimeter or security gateways combined with agency-enforced 
firewall policies or rules, then conformance with this service interaction profile requires that the 
MESSAGE(S) sent to the SERVICE INTERFACE by a SERVICE CONSUMER meet these consumer 
authentication requirements as follows. 

 Each MESSAGE must meet the requirements of Section 4 of [WS-I BSP], “SOAP Nodes 
and Messages”.  

 Each MESSAGE must meet the requirements of Section 5 of [WS-I BSP], “Security 
Headers”.  

 Each MESSAGE must meet the requirements of Section 6 of [WS-I BSP], “Timestamps”.  

 Each MESSAGE must contain one or more security tokens that meet the requirements of 
either Section 11 of [WS-I BSP], “Username Token”, or Section 12 of [WS-I BSP], “X.509 
Certificate Token”, or Section 15 of [WS-I BSP], “SAML Token”. 

 

Figure 6. Valid Security Tokens 

 Each MESSAGE must not contain security tokens of any other type, even if such type is 
permitted by [WS-I BSP], e.g. REL tokens and Kerberos tokens. 

Note that these mechanisms still rely on the identification of the hardware node that sends 
messages as or on behalf of the service consumer.  However, instead of relying solely on 
transport-layer mechanisms such as IP addresses or MPLS labels to verify the source of each 
message, they rely on a digital certificate for additional verification of the sending node’s identity. 
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If the chosen security token relies on a digital signature, then conformance with this service 
interaction profile requires that the EXECUTION CONTEXT supporting the service interaction include 
appropriate public key infrastructure (PKI).  

2.2.2. Service Consumer Authorization  

Section 4.1 above describes how SERVICE CONSUMERS supply proof of identity if required by a 
SERVICE.  Once in possession of consumer identity, a SERVICE can query data sources internal to 
its implementation or available through other services to determine what actions, if any, the 
CONSUMER is authorized to invoke on the SERVICE. 

If a SERVICE requires the transmission of authorization assertions from a SERVICE CONSUMER, then 
conformance with this service interaction profile requires that the MESSAGE(S) sent to the SERVICE 

INTERFACE by a SERVICE CONSUMER meet these consumer authorization requirements as follows. 

 Each MESSAGE sent to the SERVICE INTERFACE by a SERVICE CONSUMER must assert the 
consumer’s authorization to perform the requested action by including an assertion 
containing an attribute statement, such that the assertion and attribute statement conform 
to the Web Services Security: SAML Token Profile ([WSS: SAML Token Profile]), 
Version 2.0. 

 Each MESSAGE must contain one or more security tokens that meet the requirements of 
Section 15 of [WS-I BSP], “SAML Token”. 

 Each MESSAGE must not contain security tokens of any other type, even if such type is 
permitted by [WS-I BSP]. 

2.2.3. Service Authentication  

This service interaction profile relies on transport-level mechanisms to allow SERVICE CONSUMERS 
to authenticate SERVICE INTERFACES.  In particular, if a SERVICE INTERFACE provides a method for 
consumers to authenticate it, the method must be for the consumer to access the interface over 
HTTPS. 

When a SERVICE INTERFACE is available over HTTPS, the interface must meet the requirements as 
follows. 

 Each MESSAGE must meet the requirements of Section 6.1 of [WS-I BP], “Use of HTTPS”. 

 Each MESSAGE must meet the requirements of Section 4 of [WS-I BSP], “SOAP Nodes 
and Messages”. 

 Each MESSAGE must meet the requirements of Section 12 of [WS-I BSP], “X.509 
Certificate Token”. 

Conformance with this service interaction profile requires that the EXECUTION CONTEXT supporting 
the service interaction include appropriate public key infrastructure (PKI).  

2.2.4. Message Non-Repudiation 

If interaction between a SERVICE CONSUMER and SERVICE requires non-repudiation of a MESSAGE, 
the sender of the MESSAGE must: 

 Include a creation timestamp in the manner prescribed in Section 10 of [WS-Security], 
“Security Timestamps”. 

 Create a digital signature of the creation timestamp and the part of the message requiring 
non-repudiation, which may be the entire message.  This signature must conform to the 
requirements of [WS-I BSP] Section 8, “XML-Signature”. 
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By itself, this method does not provide for absolute non-repudiation.
†
  The business parties (e.g., 

agencies and vendors) involved in the service interaction should supplement the technical 
approach here with a written agreement that establishes whether, and under what circumstances, 
they permit repudiation. 

Note that [WS-Security] provides an example of this technical approach in Section 11. 

This profile’s satisfaction of Message Non-Repudiation requirements relies on mechanisms in 
EXECUTION CONTEXT.   

2.2.5. Message Integrity  

When a service requires message integrity, this service interaction profile meets the requirement 
by signing all or part of a MESSAGE using [XML Signature].  The MESSAGE must meet all 
requirements of [WS-I BSP] Section 8, “XML-Signature”. 

This profile’s satisfaction of Message Integrity requirements relies on mechanisms in EXECUTION 

CONTEXT.   

2.2.6. Message Confidentiality  

Where a service requires Message Confidentiality, conformance with this SERVICE INTERACTION 

PROFILE requires that the sender of the message must encrypt all or part of a message using 
[XML Encryption] as further specified and constrained in [WS-I BSP]. The encryption must 
result from application of a FIPS-approved encryption algorithm.   

Confidential elements or sections of a MESSAGE must meet the requirements associated with 
ENCRYPTED_DATA in [WS-I BSP], Section 9, “XML Encryption”. 

Conformance with this SERVICE INTERACTION PROFILE requirement relies on the EXECUTION 

CONTEXT supporting the service interaction including appropriate PKI.  

2.2.7. Message Attachments 

WS-I uses WS-I Attachment Profile 1.0.  SOAP Messages with Attachments (SwA) defines a 
MIME multipart/related structure for packaging attachments with SOAP messages. This profile 
complements the WS-I Basic Profile 1.1 to add support for conveying interoperable SwA-based 
attachments with SOAP messages

1
. 

Where a service requires Message Attachments
2
, conformance with this SERVICE INTERACTION 

PROFILE requires use of the attachment mechanisms described in WSDL 1.1 as well as SwA 
(SOAP with attachments)

3
    

                                                      

†
 A detailed explanation of the difficulty in using digital signatures with timestamps to implement 

non-repudiation is available in [Schneier], pages 40-41. 

1
 WS-I Profile 1.1 [WS-I BP] 

2
 MTOM provides an elegant and simple way of transmitting attachments by converting 

Base64Binary encoded data into Binary MIME data.  MTOM leverages existing standards for 
securing information such as WS-Encryption and WS-Signatures without requiring specialized 
standards for securing attachments.  See Large Message Handling for details.   

3
 Some Execution Contexts will support SwA in an upcoming release, but core contexts (SOA 

Software, JBoss ESB) support SwA as currently defined in the backplane. 
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2.2.8. Message Addressing 

For a service interaction requiring addressing metadata, this profile requires that every message 
conform to the WS-Addressing 1.0 Core ([WS-Addressing Core]) and SOAP Binding ([WS-
Addressing SOAP Binding]) specifications, as described in Section 8 of [WS-Addressing 
SOAP Binding].   

Conformance of messages with the WS-Addressing 1.0 WSDL Binding ([WS-Addressing WSDL 
Binding]) is recommended but not required at this time. 

As of this publication, the Service Manager Intermediary acts as a pass-through for messaging 
metadata; that is, it will pass on message(s) without touching the information associated with the 
adopted standards but will not act on that metadata in any way. 

2.2.9. Large Message Handling 

There is no fixed limit to the size of an HTTP(S) request or response, nor is there a limit to the 
size of a SOAP MESSAGE, which means there is no limit to the size of a message transmitted 
according to this service interaction profile.  . 

For a service interaction requiring Large Message Handing, this profile requires that every 
message comply with  

o [MTOM]  

o [SOAP 1.1 Binding for MTOM 1.0]  

As of this publication, the Service Manager Intermediary acts as a pass-through for large 
messages; that is, it will pass on message(s) without impacting the attachments or associate 
message formats in any way. 
 
It is anticipated that a future publication of this SIP will address additional standards related to 
large message handling, including:  

o  [XOP] 

 

2.2.10. Reliability  

A future version of this SIP will address Reliability.  It is anticipated that when it does, if interaction 
between a SERVICE CONSUMER and SERVICE requires reliable delivery of a MESSAGE, then the SIP 
will indicate that a MESSAGE must contain SOAP headers that conform to the requirements of the 
OASIS WS-Reliable Messaging standard ([WS-RM]). WS-Reliable Messaging ensures that 
messages are delivered at least once and no more than once and optionally in the correct order. 

This profile’s satisfaction of Reliability requirements relies on mechanisms in EXECUTION CONTEXT.   

2.2.11. Transaction Support  

A future version of this SIP will address Transaction Support.  It is anticipated that it does, it is will 
be based upon the following specifications: 

 [WS-Coordination],  

 [WS-Atomic Transaction], and  

 [WS-Business Activity],  

Compliance to a future version of this SIP will likely require adherence to these depending on the 
nature of the Transaction requirements. 
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2.2.12. Notification and Eventing 

Notification is a word used to describe the effects of implementing the publish-subscribe message 
exchange pattern (see Publish-Subscribe Pattern for details).   

It is anticipated that the family of specifications identified in WS-Notification ([WS-Notification]) 
will define a standard-based Web services approach to notification using a publish-subscribe 
message exchange pattern; and that a future publication of this SIP will address this. 

2.3. Interface Description Requirements 

This section demonstrates how this profile meets the Service Description Requirements identified 
in the FASRA [RA-CONCRETE]. 

Section 3.2 above indicates that a SERVICE INTERFACE conforms to this service interaction profile if 
its description meets all requirements of the DESCRIPTION conformance target in [WS-I BP].  
[WS-I BP] requires an interface’s description to consist of a Web Services Description Language 
(WSDL) document that conforms to [WSDL 1.1]. WSDL 2.0 should not be used at this time. 

The WSDL document must include the following child elements of the wsdl:definitions 

element: 

 at least one wsdl:message element for each MESSAGE involved in the interaction with 

the SERVICE 

 within the wsdl:portType and wsdl:binding elements, a wsdl:operation 

element corresponding to each action in the service’s behavior model 

Note that many of the standards referenced by this profile require use of particular SOAP 
headers.  The WSDL document that describes a service interface must describe these headers in 
conformance with the guidance of these standards. 

2.4. Message Exchange Patterns 

This section documents how this profile supports Message Exchange Patterns.. 

2.4.1. Fire-and-Forget Pattern 

The fire-and-forget pattern corresponds to a one-way operation as defined in [WSDL 1.1].  This 
SERVICE INTERACTION PROFILE supports this pattern by requiring that SERVICE CONSUMERS and 
SERVICE INTERFACES conform to [WS-I BP].  In particular, section 4.7.9 of [WS-I BP] requires that 
a service interface respond to a one-way operation by returning an HTTP(s) response with an 
empty entity-body. 

2.4.2. Request-Response Pattern 

The request-response message exchange pattern corresponds to a request-response operation 
as defined in [WSDL 1.1].  This service interaction profile supports this pattern by requiring that 
SERVICE CONSUMERS and SERVICE INTERFACES conform to [WS-I BP]. 

2.4.3. Publish-Subscribe Pattern 

The Publish-Subscribe Pattern is not currently part of this Service Interaction Profile (SIP) and is 
included here for completeness. 
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2.5. Message Definition Mechanisms 

This section demonstrates how this profile supports the Message Definition Mechanisms 
identified in the FAS Enterprise SOA Reference Architecture. 

This service interaction profile requires that each MESSAGE consist of one, but not both, of the 
following: 

 A single SOAP message (defined as the MESSAGE conformance target in [WS-I BP]) 
that meets all requirements of this profile 

 A SOAP message package (as defined in [SwA] and as constrained by [WS-I AP])  

Note that [WS-I BP] and [WS-I AP] require that the single SOAP message, in the first case 
above, or the “root part” of the SOAP message package, in the second case, be well-formed 
XML.  This XML must be valid against an XML Schema (as defined in [XML Schema]) that 
defines the message structure. 

Appendix A:  Glossary 

EXECUTION CONTEXT The set of technical and business elements that form a 
path between those with needs and those with 
capabilities and that permit service providers and 
consumers to interact. 

HTTP HyperText transport Protocol is the protocol used to 
transport requests and replies over the World Wide Web 

HTTPS HyperText Transport Protocol over SSL (Secure Socket  
Layer) used to transport requests and replies securely 
over the World Wide Web. 

HTTP(s) Represents using either HTTP or HTTPS 
interchangeably based upon the Security Handbook 
recommendation or the Security Level of the application.  

MESSAGE The entire “package” of information sent between 
service consumer and service (or vice versa), including 
any logical partitioning of the message into segments or 
sections. 

MPLS MultiProtocol Label Switching is a technology for 
speeding up network traffic flow and making it easier to 
manage.  It consists of a family of Internet Engineering 
Task Force (IETF) standards in which Internet Protocol 
networks can make packet forwarding decisions based 
on a pre-allocated label between the layer 2 and layer 3 
headers of a packet. 

SERVICE The means by which the needs of a consumer are 
brought together with the capabilities of a provider.  A 
service is the way in which one partner gains access to a 
capability offered by another partner. 

SERVICE CONSUMER An entity which seeks to satisfy a particular need 
through the use capabilities offered by means of a 
service 

SERVICE INTERACTION PROFILE A family of standards or other technologies or 
techniques that together demonstrate implementation or 
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satisfaction of all the requirements of interaction with a 
service.  . 

SERVICE INTERFACE The means by which the underlying capabilities of a 
service are accessed.  A service interface is the means 
for interacting with a service.  It includes the specific 
protocols, commands, and information exchange by 
which actions are initiated on the service.  A service 
interface is what a system designer or implementer 
(programmer) uses to design or build executable 
software that interacts with the service. 
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Track 5 : Business System Portfolios 

1.0 Summary 

This document defines a target state for the Global Supply and Services and  Travel, 

Motor Vehicle and Card Services business system portfolios to describe the following: 

 

○ What are our products and services? 

○ Who are our customers? 

○ How do we engage with our business line customers? 

 

 

The concepts described in this section will be used to develop a transition roadmap to 

move GSA from its current operating approach to the future operating model. 

 

 

2.0 List of participating organizations  

Service and Staff 

Office 

Participant 

FAS  

OCIO  

Other Staff Offices  

 

* Indicates the subtrack lead. 

 

 

3.0 Scope 

The Supply and Transportation portfolio track is one of five strategic business capability 

portfolios. This track identifies key functions and applications that supports the entire 

supply chain management, travel, transportation and card management.  Interviews will 

be conducted with the application teams supporting these functions to gather the 

strengths, weaknesses and gaps.  The team will determine current delivery service 

model and along with the leadership team determine the best approach to improve 

efficiencies, deliver solutions in a rapid development environment in a cost effective way 

to support the future to be state of the GSA CIO to-be environment.   
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The customers that use these business systems applications are internal to GSA, other 

government agencies, state agencies, vendors and private citizens. 

 

 

Term Definition 

Supplier 

Management 

Internal tools for GSA staff to use to manage our suppliers 

Vendor 
Management 

External tools for the vendors to use 

 

 

Subfunctions 

The table below describe the functions that make up this subtrack: 

Supply Chain Management: Manages the procurement, storage, inventory management 

order management and shipping of commodities. 

 

Transportation Management:  Includes vehicle acquisition, fleet management, travel and 

transportation services and transportation auditing. 

 

Card Services: Management and reporting of government wide credit card data. 

 

SubFunction Definition Exa

mple

s of 

Appli

catio

ns or 

Tool

s 

supp

ortin

g the 

subf

uncti

on 

Customer Order 

Management 

Receive, process, and fulfill customer 

requests for products and services 

including Requisition and Direct 

Fulfillment. 

● C

S

C

-
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S

A

 

A

d

v

a

n

t

a

g

e

  

S

h

o

p

p

i

n

g

 

C

a

r

t  

● G

e

c

o

 

-

 

G



 

6 

S

A

 

E

n

h

a

n

c

e

d

 

C

h

e

c

k

o

u

t

* 

● P

h

o

e

n

i

x

 

(

E

m

e

r

g

e

n

c

y

 

O

r

d

e

r

i

n

g



 

7 
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Deliveries/Transp
ortation 
Management 

Manage the movement of product ● W

M

S
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I
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* 

Inventory 
Management 

Manage, control and distribute 

products within current inventory.  

Recommends and facilitates the 

replenishments of inventory. 
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y
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e
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Property 
Disposition 
Management 

Manage the accountable disposal of 
obsolete or surplus property. 
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Returns 
Management 

Establish and monitor the repair, 
replacement, and crediting of 
customers for damaged or 
unsatisfactory goods or services. 

● C
S
C
-
C
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Stores 
Management 

Manage the supply and sales of items 
at GSA stores including activities to 
support virtual storefronts and 
catalogs. 

● C
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Supplier Define performance requirements for ● F
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Management suppliers, then evaluate suppliers 
based upon those requirements, taking 
actions where necessary. 
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Catalog 
Management 

Management and classification of 
product offerings 
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C
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P
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r
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c
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Vendor 
Relationship 
Management 

Provides support mechanisms and 
tools for commercial vendors , 
assistance, sales reporting and report 
cards 
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-
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● C
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V
e
n
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r
 
S
u
p
p
l
i
e
r
 
N
e
t
w
o
r
k
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Vehicle Fleet 
Management 

Manage the GSA Fleet, which provides 
leased vehicles, maintenance, and 
repair services. 
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Vehicle 
Acquisition 

Manage the purchase of federal 
agency vehicles. 
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Transportation 
Auditing  

Audits all transportation bills ● T
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e
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Travel 
Management 

Provide shared, government wide 
solutions to enable customers to 
manage their travel. 
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e 

● E
2 
E
l
e
c
tr
o
n
ic 
G
o
v
e
r
n
m
e
n
t 
T
r
a
v
e
l* 

Transportation 

Order 

Management 

 

Provides customers with competitive 
rates, industry expertise, and proper 
management and control of 
transportation services. 
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M
S
S
 
-
 
T
r
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n
s
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r
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n
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P
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D
e
l
i
v
e
r
y
 
S
e
r
v
i
c
e
s 

Card Services Oversight and management of the 
Smartpay credit card program 

● S
m
a
r
t
p
a
y 

 

* Denotes applications that are managed within the business lines. 

4.0 Current State: 

The Supply, Transportation and Card Services Portfolio applications support the Federal 

Acquisition Service (FAS) business lines except for E2 Travel.  The majority these applications 

are mature complex legacy applications built to support the business needs.  These applications 

support not only the business lines but other Federal agencies, State and local agencies, 

vendors and the general public. 

 

There are many applications that integrate not only within the Supply, Transportation and Card 

Services portfolio but also with the Acquisition portfolio.  These integrations allow us to share 

data among the applications thru web services and data files. 

 

Most transportation applications are niche markets and there is not duplication of functionality 

that resides in those applications.  For example, auditing of all transportation bills and the 

movement of freight and household goods is not done by any other services or function.  

 

There is duplication of functionality within some of the supply applications.  Global Supply and 

Services(GSS) is procuring a Order Management System that will eliminate some of the 

duplication.   
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There are currently 4 COTS packages in this portfolio.  The JDA/Manugistics which is used for 
forecasting and replenishment of demand for stock items that is used by Global Supply.  The 
application is flexible and reliable but all of the features are not being utilized.  There is a lack of 
business line advocate for the product to enhance the features.  The WMS highjump application 
is also a COTS product.  It has been modified to meet the needs of the Sharpe depot which 
makes it difficult to upgrade to new versions of the product.   E2 Travel is a COTS package , 
however, there was a new contract awarded and the product will be migrating to a new solution 
in June 2013.  The last COTS package is the Transport Integrator (TPI) solution that was just 
implemented to handle the freight part of Transportation Management Solutions Services 
(TMSS) application using a SaaS model. 
 
Most applications have scheduled change control boards with the customer to discuss the 
current projects, priorities, schedules and future initiatives.   
 
There is little or no documentation for most of the applications.   
 

4.1 Portfolio Customers  

 

Applications/Tools Description GSA Internal 

Customers /Users 

External 
Customer 

72A Tool for vendors to report sales 
and collection Industrial Funding 
Fee 

Office of Acquisition 

Management, Office 

of General Supplies 

and Services, 

Integrated 

Technology Service  

Multiple 
Award 
Schedule 
(MAS) 
Vendors 

GSAAdvantage Shopping Cart Module that supports customer 
order management / check-out 

Office of Acquisition 

Management, Office 

of General Supplies 

and Services, 

Integrated 

Technology Service  

Federal 
Agencies; 
State and 
Local 
Agencies; 
Organization
s allowed to 
buy off of 
schedule 
contracts 
(e.g., Red 
Cross, 
Educational 
Institutions, 
etc.) 

City Pairs to include   Airfare, 

CpAwards,Search, FARMS-Federal 

Agency Management System and 

Offer   Preparation Site 

Determines airfare between 
established contract airfare 
prices for different cities 

Office of Travel, 

Motor Vehicle, and 

Card Services 

Federal and 
State 
Agencies 
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CPES - Comprehensive Professional 

Energy Services 

Contract Administration tool that 
allows for task order reporting 
for CPES BPAs 

Office of General 

Supply and Services 

Vendors that 
hold CPES 
BPA 

CPSA - Centralized Procurement 

Sourcing Application 

System to capture store 
replenishment requisitions for 
non-stock items 

Office of General 

Supply and Services 

- Supply Stores 

N/A 

CSC - Customer Supply Center Supports all functions related to 
Global Supply Stores 

Office of General 

Supply and Services 

- Supply Stores 

N/A 

E2 Travel* End to end travel solution for 
travel 

Office of 
Administrative 
Services  
Travel Policy & 
Charge Card 
Program 

Federal 
Agencies 

EDMS - Enhanced Data 
Management System* 

Market Basket pricing analysis 
tool for vendors bidding on 
various General Supply and 
Services commodity BPAs 

Office of General 
Supply and Services 

N/A 

FMS-Fleet Management 
  System 

Manages the leasing of fleet 
vehicles 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal and 
State 
Agencies 

FSS-19 -Federal Supply Service 19 FSS-19 is an end-to-end order 
processing system, performing 
all major phases of the order 
process.   

Office of General 
Supply and Services 

Federal and 
State 
Agencies 

FSSI DDS2 - Federal Strategic 
Sourcing Initiative 
  Domestic Delivery Services 

Data Warehouse to report on all 
spend for the FSSI DDS2 
contract 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal 
Agencies 

Geco - GSA Enhanced Checkout* System to support all functions 
within the brick and mortar store 

Office of General 
Supply and Services 

Federal 
Agencies 

GovSales GovSales is a consolidated, 
citizen friendly website that 
makes it easy for the public to 
find government assets for sale 

Office of General 
Supply and Services 

General 
Public 

GSAXcess/AAMES Handles all federal personal 
property for utilization and 
donation 

Office of General 
Supply and Services 

Federal and 
State 
Agencies 

JDA - Manugistics COTS software package for 
forecasting and replenishment 
of demand for stock items 

Office of General 
Supply and Services 

N/A 

PICS - Product   Information Catalog Catalog system for all the items Office of General Federal 
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System offered by Global Supply Supply and Services Agencies; 
Others upon 
request 

ROADS-Requisitioning,  Ordering 
and Documentation 
System/AutoChoice 

Handles the procurement of 
vehicles for the federal 
government 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal and 
State 
agencies 

Sasy/GSAAuctions The SASy application supports 
FAS property disposal functions 
nationwide in all GSA regions. 

Office of General 
Supply and Services 

Federal 
Agencies 

Smartpay Portal to show reporting of all 
credit card spend across the 
federal government 

Office of Travel, 
Motor Vehicle, and 
Card Services 

N/A 

TASS-Transportation Audits Services 
Solutions/ARTS - Accounts 
Receivable Tracking System 

Handles all the auditing of all 
transportation bills across the 
federal government 

Office of Travel, 
Motor Vehicle, and 
Card Services 

N/A 

TMSS - Transportation Management 
Services Solutions 

Manages the household goods 
transportation needs of federal 
agencies, and also collects the 
rates from transportation 
carriers 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal 
Agencies 

TPI - TransPort Integrator* Manages the freight 
transportation needs of the 
federal government 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal 
Agencies 

VISS - Virtual Information Service 
System 

Discrepancy handling system 
for customer orders 

Global Supply and 
Services 

N/A 

VSC - Vendor Support 
  Center 

Website for one-stop 
information for GSA vendors 

Office of General 
Supply and Services 
; Office of Acquisition 
Management; Office 
of Customer 
Accounts and 
Research 

All GSA 
Vendors 

VSN - Vendor Supplier Network* External system - designed to 
provide a means for GSA 
vendors to receive orders and 
provide status and invoicing 
back to GSA 

Office of General 
Supply and Services 

GSA 
Vendors 

WMS-Commercial Warehouse 
  Management Systems to include 
Highjump and Phoenix 

Systems within the depots that 
manages the pick, pack and 
ship functionality 

Office of General 
Supply and Services 

N/A 

 

4.2 Technology/Platform/Offerings 
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Platforms:  Unisys MainframeJboss Application Server/ Apache Web Server, Drupal, Liferay, Salesforce, 

Solaris 

 

Languages:  ALGOL, Bourne Shell, C,  C++, C#, Cobol74 and 85, ColdFusion, C Shell, CSS, CSS3, 

DASDL, DCALGOL, Delphi, DMALGOL, DOS Batch, Groovy/Grails, HTML, HTML5, Solaris Batch, Java, 

Javascript, JDBC, JSON, JSP, Korn Shell, Perl, PL/SQL. Powerbuilder, Spring, MVC, SQL, Struts, 

URSA/DARGAL, WFL 

 

Operating Systems:  Linux, Microsoft Windows 2003 and 2008 Server, Microsoft SQL Server, Solaris, 

Unisys MCP,Unix, Windows 

 

Databases:  DMSII, MySQL, Oracle, Sybase ASE, Sybase IQ, MySQL 

 

Tools and Technologies:  ADOBE  Designer, Adobe Acrobat Professional, Adobe Photoshop, Advantage 

Architect, Advantage Fullfillment Optimizer, Apache, ASC X12 , Asguard, Autonomy Search, Business 

Objects Enterprise Suite, Cavaj, Coffee Cup Visual HTML, CoreFTP, Crystal Reports, DARGAL, 

DBATools, Documentum Suite, Dreamweaver(including Fireworks and Flash), Drupal, Eclipse, EditPad, 

EditPlus, Embarco Rapid SQL, ePortal Developer, eSOA, ExamDiff, Gentran Integration Suite , 

GhostScript, GNUWin32 DiffUtils, HighJump Software suite, HiSoftware AccVerify, HJVisualDebug, 

Homesite, HP Fortify, HP Application Life Cycle Management (ALM), HP Loadrunner, HP Quality Center, 

HP Functional testing with QuckTest Pro, HP Performance Center, Ibatis framework, Infoconnect, Jaws 

Screen Reader, Jamonm, JBoss, JBoss Developer Studio, JBOSS Enterprise Server, JBoss JMS , JDBC, 

Jmeter, JReport (including Designer and Server), Junit, Knowledge Tree, LDAP, Loftware Label Manager, 

Lewandowski Method (for Demand Forecasting), MCP Logon Agent, MGSWEB, Microsoft IIS, Microsoft 

ODBC, MS Silverlight, Microsoft Visual C+,  MS Visual Studio, MyEclipse, My SQL Query Browser, MVC 

framework (Struts 2), Netbeans, Open/A Server, OpenSSH client, OpenSSH server , OpenSSL, 

OpenSwitch, Oracle thin client, PDF417 Encoder for Windows, PentaHo Data Integrator, Photoshop, 

Powerbuilder, PowerDesigner, Programmer's File Editor , Programmer's Workbench, Putty, Rational 

Suite, Rational Software Architect, Rational Requisite Pro, Rightfax , Remedy, RoboHelp, SecureFX, 

Serena PVCS Version Manager, SDF, Serena Tracker, Serena Business Manager, SFTP, 

Siteline/Viewpoint, SnagIT 

, SOAPUI, SQL Advantage server, SQL Native Client, Squirrel SQL Client, SSH Secure Shell, SQL*Net, 

Struts framework, SSO, STunnel, Subversion, Sunbelt Kerio Personal Firewall, Sybase Client, Synase 

Printer Driver, Toad, TCP/IP, Tortoise SVN, UltraEdit, Unisys CD-ROM library, URSA, Van Dyke Vshell, 

Visual Studio, Warehouse Advantage, WASP Barcode DLL, Web Enabler for ClearPath MCP, Weblogic, 

WebScarab, Webwise, WireShark, WS Utility, Xcelsius, XMLspy, Zycus Autoclass  

         

 

 

 

5.0 Relationships and Dependencies 

The table below describes the guiding principles for the responsibility of this subtrack versus the 

Common IT Services in Track 4 
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Track 4 Subtrack 

Scope 

In Scope for Track 

5 business system 

portfolios 

Ownership of 

development and 

updating SDLC 

guidelines. 

Follow SDLC guidelines 

tailored to development 

processes. 

Provide platforms and 

common services for 

application 

development. 

Application 

development for 

break/fixes, system 

change requests and 

projects. 

Service architecture Service Definitions and 

stewardship 

 

 

These guiding principles are based on the following assumptions: 

 

The table below describes the relationship and dependencies with the other Track 5 

portfolios: 

Portfolio Dependenci

es and 

Relationship

s 

Assumption

s 

Acquisition Customer of 

Acquisition 

Schedule 

orders and 

BPAs need to 

be in place  in 

order to fulfill 

customer 

orders 

 

Supplier 

management 

systems inform 

contract 

performance 

monitoring. 

HR and FM Customer of 

HR and FM 

FM Accept 

charge files to 

bill customers 
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and purchase 

order files to 

pay vendors. 

Workspace Customer of 

Supply, 

Transportation 

and Card 

Services 

Supply chains 

handles 

ordering and 

disposal of 

furniture and 

other 

workspace 

assets.  

Acquisition of 

special order 

items is 

handled 

through the 

Acquisition sub 

track.  

 

 

The table below describes the relationship and dependencies with the other Track 4 IT 

functions: 

Function Dependencies and 

Relationships 

Assumptions 

Infrastructure Customer of Infrastructure Open System  - DBAs, 

middleware, sysadmins 

 

Provides hosting and COOP 

services 

 

Mainframe Systems - Provide 

SysAdmin 

 

Single Signon Framework 

 

Support Staff 

 

SLA’s are in place to support 

applications(infrastructure, 

communications, Single Signon, 

etc..) 

Security Customer of Security Security Scanning and Threat 

detection  (Mitigation log or 
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Security PO&Ms) 

 

A&A of applications 

 

Develops security policies 

 

Security clearances 

Planning and Governance Customer of Planning and 

Governance 

Defines and updates SDLC 

processes and keeps 

documentation up to date. 

 

Defines governance processes 

and framework 

Platform Management and 

Application Framework 

Customer of Platform 

Management and Application 

Framework 

SOA Backplane 

 

Leveraging Enterprise Content 

Services 

 

Works with application groups to 

determine technology roadmap 

and emerging technologies. 

 

 

[Picture showing dependencies and relationships between your portfolio and Track 4 

services] 

 

 

5.1 SWOT Analysis and Proposed Changes 

 

 

 

 

 

 

 

 

6.0 Future State: 
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6.1 Future State Mission, Vision and Objectives 

Mission Deliver best value innovative services and 

solutions to our Supply Chain Management, 

Travel, Transportation, Card services and 

Fleet customers. Support customers ever-

changing needs by delivering rapid solutions. 

Vision Create seamless customer experiences and 

add value by providing technical expertise in 

the systems we support.  Provide the 

customers the easy to use applications and 

tools needed so they can meet their missions. 

Objectives ● Continue delivering application 

enhancements while finding ways to 

improve efficiencies. 

● Create plan to address weaknesses 

and gaps discovered in application 

reviews. 

● Attract and retain highly skilled 

engaged workforce. 

● Use technology roadmap to make 

platform decisions. 

● Modernize applications where 

needed. 

● Find areas to reduce costs where 

possible. 

● IT Relationship Management resides 

in the Portfolio for business 

applications. 

● Dedicated staff for business 

applications. 

 

 

 

 

 

 

The majority of applications in this track are very mature complex applications and the 

application team has extensive business and domain knowledge of these systems.  The 

developers provide multiple skills which reduces the cost of the application.  They provide 

development, database administration and requirements development.  It would not be feasible 

to use a pool of programmers to support these systems.  There is a long learning curve when 
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new programmers are brought on board.  These systems are not well documented and if they 

were the time to delivery would be longer if  a “pooled” person was used because the person 

would have to try to understand the system by reading documentation.  The fastest approach to 

delivery is keeping  a dedicated staff for these systems.  These systems do not have 

programmer “idle” time that they could work on other projects because there is always new 

system change requests or projects that the business lines request. 

 

 

 

The Office of General Supply and Services has two initiatives to replace the Customer Supply 

Center application.  The first is for the Geco application to replace the Customer Supply Center 

front end functionality.  The Customer Supply Center application will continue to do the backend 

processing.  The estimated timeline is 7 months to implement the changes required in the Geco 

application. 

 

The other initiative is to award a contract for a Order Management System (OMS) that will 

handle the front end processing for Expanded Direct Delivery (EDD) items, catalog 

management and inventory management.  The OMS inventory management module will be the 

system of record for all stock and EDD items.  The inventory of these items will be made 

available to other applications using web services or SFTP of files.  OMS will replace the 

Customer Supply Center backend processes and the Customer Supply Center application will 

be retired.  The OMS may possibly be able to replace the ordering of EDD items through FSS-

19.  The projected timeline for OMS to be implemented is 3 years. 

 

The Centralized Procurement Sourcing Application (CPSA) is a duplicative application of 

functions done in FSS19.  It is recommended that CPSA be retired. 

 

FSS Online and PICS are client-server applications built in powerbuilder and needs to be 

rearchitected to a web based version.  Autochoice, Autostandards and Autovendor are 

Coldfusion applications that needs to be converted to Java. 

 

The E-Commerce steering committee is reviewing the GSA Advantage platform and contracts.  

FAS wants to move toward more FSSI contracts and reduce the number of MAS contracts.  The 

result of the steering committee decision will make recommendations on the platform which may 

result in moving to a cloud solution. 

 

There are several applications that would benefit by creating a mobile application for users.  

GSAXcess/AAMES, GSAAuctions, Computers for Learning, FMS2Go and CityPairs.  The 

business line has a vested interest in creating a mobile environment for these applications. 

 

Most applications have little to no documentation.  A knowledge refinery software needs to be 

purchased to bridge this gap.  The software will provide documentation, assist in impact 

analysis, better estimation of projects, business rule extraction, and identify processes 
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weaknesses.  The software will allow developers to find duplicative processes to streamline 

applications so future changes will be easier and faster. 

 

Most applications generate vast revenue for our business partners.  We need to ensure that 

when streamlining  these applications  that we do small  iterative changes to ensure we do not 

disrupt the system.  

 

The Supply Chain, Transportation and Card Services portfolio proposes having the following 

structure: along with the applications within each group: 

 

● Supply Chain, Transportation and Card Services Portfolio Center Executive 

○ Asset, Transportation and Card Services Division 

■ Asset Management Branch 

1. GSAXcess/AAMES 

2. Computers for Learning (CFL) 

3. Sasy/GSAAuctions 

■ Travel, Transportation and Card Services Branch 

1. Transport Integrator (TPI) 

2. Transportation Management Services Solutions (TMSS) 

3. Transportation Audits Services and Solutions(TASS)/Accounts 

Receivable Tracking System(ARTS) 

4. City Pairs 

5. E2 Travel 

6. Domestic Delivery Service Federal Strategic Sourcing Initiative 

(FSSI DDS2) 

7. Smartpay 

■ Vehicle Acquisition and Leasing Branch 

1. Requisition, Ordering and Documentation 

System(ROADS)/Autochoice 

2. Fleet Management System (FMS) 

○ Supply Services Management Division 

■ Milstrip Operations Branch 

1. Federal Supply Service 19 (FSS19) 

2. Manugistics 

■ Retail Operations Branch 

1. GSA Enhanced Checkout (GECO) 

2. Customer Supply Center (CSC) 

3. Centralized Procurement Sourcing Application (CPSA) 

4. EDI Gateway 

5. Vendor Supplier Network (VSN) 

6. Order Management System (OMS) 

■ Warehouse Management Branch 

1. Warehouse Management Systems 

○ Advantage Division 
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■ GSAAdvantage Branch 

1. GSA Advantage Shopping Cart 

■ Support Services Branch 

1. Product Information and Catalog System (PICS) 

2. Virtual Information Service System (VISS) (being renamed to 

VISION) 

3. Vendor Support Center (VSC) 

4. Enhanced Data Management System (EDMS) 

 

6.2 Customer Relationship Management 

 

The majority of application domain and business knowledge resides in the application 

development team and the government program managers.  This process allows the team to 

assist the customers in future development requirements and accurately assess the timeframe 

and cost of system changes quickly.  The current customer support and relationship 

management model will continue at the Portfolio level.  The Supply, Transportation and Card 

Services Executive, Division Directors and Branch Chiefs have extensive knowledge of the 

business systems and business processes to continue providing this support.  The interaction 

with the customer will be performed at the Portfolio, Division and Branch levels with their 

counterparts. 

 

All applications will have formal change control boards with government branch chief, 

government PM, application team and customer to report progress on current system change 

requests(SCR) and projects, prioritization of remaining SCR’s, projects and discussion on any 

new items or issues.  The Division Director interacts with their counterpart monthly (more when 

needed) to resolve issues and new project proposals..  

 

The Division Director is responsible for working with their business line counterpart for budget 

formulation.   

 

 

 

 

 

 

 

 

Operational Performance Metrics 

 

Operational Metric Description Baseline Target 

Provide Secure All security  All critical/high 
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Applications vulnerabilities are 

remediated 

vulnerabilities 

addressed with 30 

days; medium 

vulnerabilities within 

60 days; low 

vulnerabilities within 

90 days 

Provide reliable and 
functional system 
changes 

Application releases 
address all agreed to 
functionality 
 
Number of defects 
introduced in 
application releases 

100% 
 
 
90% 

100% 
 
 
98% 

 

 

Strategic Performance Metrics 

Strategic 

Metrics 

Descripti

on 

Baseline Target 

Operate 

Efficiently 

Well 

defined 

processe

s and 

procedur

es with 

SLAs 

 

Benchma

rk IT 

costs 

against 

industry, 

other 

federal 

agencies 

and 

historic 

cost 

trends 

TBD 

 

 

 

 

TBD 

TBD 

 

 

 

 

TBD 

Improve 
Financial 

Portfolio 
total IT 

TBD 

 

TBD 
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Performa
nce 

cost as a 
percenta
ge of 
revenue 
 
Percenta
ge of 
portfolio 
IT 
spending 
allocated 
to 
delivering 
new 
capabiliti
es 

 

 

 

TBD 

 

 

 

TBD 

Satisfy 
Business 
Partners 

Percenta
ge of 
software 
releases 
deployed 
on time 
 
Percenta
ge of 
software 
releases 
with all 
agreed to 
content 
 
End user 
satisfacti
on with 
utility of 
systems 

TBD 

 

 

 

 

TBD 
 
 
TBD 

TBD 

 

 

 

 

TBD 
 
 
TBD 

Improve 
Access to 
Data 

Use of 
technolog
y to 
provide 
data 
centric 
enabled 
offerings 
with 
tighter 
integratio
n with 

TBD TBD 
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GSA 
internal 
organizati
ons and 
customer
s 

Deliver 
Simpler 
IT 

Through 
stakehold
er 
surveys, 
measure 
portfolio 
responsiv
eness 
 
Through 
stakehold
er 
surveys, 
measure 
portfolio 
understa
nding of 
business 
needs.  
Survey 
end users 
on 
system 
usability 

TBD 

 

 

 

 

TBD 

TBD 
 
 
 
 
 
TBD 

 

 

6.3 Risks 

Risk Severity 

(H, M, L) 

Likelihoo

d (H, M, 

L) 

Mitigation 

Strategy 

 Med High  

Budget 

funding 

not 

obtained 

for 
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conversi

on, 

reengine

ering 

and new 

investme

nts 

Need 
ability to 
deploy 
mobile 
apps on 
Android 
platform 

High   

 

7.0 Other Considerations  

Please feel free to utilize this section for any considerations specific to your portfolio.  

8.0 Transition Plan 

8.1 Objectives and Actions 

[This template describes specific actions to meet the future state objectives identified in the 

Future State Mission, Vision, and Objectives section of this ConOps. As a first step, make sure 

these objectives address each of the gaps identified in the SWOT Analysis and Proposed 

Changes. For this section, think through the actions needed to achieve each future state 

objective. Phase the actions into two categories: those that can be accomplished immediately (1 

year) and those that may require additional planning or have dependencies that need a longer 

time horizon (2-3 years).] 

 

ID Objectives Immediate Actions (1 Year) Long-Term Actions (2-3 

Years) 

1 Rearchitect FSSOnline 

and PICS to a web 

application 

 Obtain funding and 

programming expertise 

to convert application 

2 Create Mobile 

applications 

Prioritize projects so 

mobile applications can be 

developed 
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3 Single Sign on for all 

applications 

Enable applications to use 

SecureAuth for single sign 

on capability 

 

4  Upgrade Gecko  Add CSC front end 

functionality and 

processes  

 

5 Implement OMS  CIO has oversight in the 
implementation of 
application and ensure 
all business rules are 
applied, testing of 
application and security 
standards are followed.  
Implementation of OMS 
will allow CSC 
application to be retired 

6 Reduce redundancy in 
replenishment of non 
stock items 

Retire CPSA  

7 Improve application 
documentation 

Procure application to 
extract business rules and 
produce documentation of 
applications 

 

8 Reduce development 
costs 

Hire additional FTE to 
develop applications.   

 

9 Rearchitect  
Autochoice, 
AutoVendor and 
AutoStandards 

Convert AutoVendor, 
Autostandards and 
CityPairs  to Java 

Convert AutoChoice to 
Java 

 

8.2 Immediate Actions           

[For the immediate actions in the table above, begin to define each in the table below. Describe 

the desired outcome or deliverable, and proposed steps (3-4). Identify any dependencies on 

other actions and the expected duration.] 

  

ID Action Outcome or 

Deliverable 
Dependency Estimated 

Duration 
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1 Create Mobile Apps Deliver Mobile 

Apps for FMS, 

CityPairs, 

GSAAuctions 

Prioritize workload; 

Ability to deploy on 

Android Platform. 

1 to 12 

months  

2 Implement Single 

Sign On for all 

applications 

Enable Single 

Sign On for all 

applications 

Prioritize workload 6 to 18 

months 

3 Implement GECO Customer Supply 

Center front end 

functionality 

moved to GECO 

Vendors ability to 

deliver solution 

7 to 9 

months 

4 Reduce redundancy 

in replenishment of 

non stock items 

Retire Centralized 

Procurement 

Sourcing 

Application 

 3 months 

5 Improve application 
documentation 

Procure 
Knowledge 
Refinery software 

Funding and 
Procurement 

6 to 12 
months 

6 Increase 
communications into 
Sharpe 

Upgrade circuits 
into Sharpe 

Funding and 
procurement 

3 to 6 
months 

7 Upgrade Pay.Gov in 
GSAAuctions 

Transition to web 
service 

Prioritization of 
projects 

3 to 6 
months 

8 Address weakness 
and gaps in 
applications 

Create plan to 
address weakness 
and gaps 

 3 to 6 
months 

9 Rearchitect 
AutoVendor, 
AutoStandards and 
CityPairs to Java 

Deploy new 
applications in 
Java 

 6 to 9 
months 

10 Reduce development 
costs 

Hire additional 
FTE to develop 
applications.   

Ability to increase 
FTE 

6 months 
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Appendix: Methodology 

 

Per managements direction no customer interviews were done at this time.  The applications 

teams were interviewed to derive at the strengths, weaknesses and gaps. 

 



1 

 

 

I. Purpose: 

The purpose of this TDL is to establish the initial assignment of applications to the CAMEO 
LB Task Order.  The contractor is assigned the following applications as part of the Task 
Order Award: 

Application Set 1: Acquisition Systems (Group 1) 

o Group 1: eCommerce 

● GSA Advantage! 
● 72A Quarterly Reporting System 
● AAC Admin Tool 
● AAC Inquiry 
● Advantage Customer Information System (ACIS) 
● Advantage Spend Analysis Program (ASAP) 
● Master Product Manager (MPM) 
● Contracting Officer Review System (CORS) 
● Governmentwide Acquisition Contracts (GWAC) Pricing Tool 
● Credit Card Order Authorization Service 
● GSA Advantage! Schedules e-Library System 
● GSA e-Buy 
● e-Buy Connect 
● e-Buy Mobile Services 
● eBuy Admin 
● GSA Global Supply & USMC Web Application 
● PO Portal 
● Schedule Input Program (SIP) Tool 
● SSQ (Schedule Sales Query) 
● Table Maintenance Tool (TMT) 
● Vendor Support Center (VSC) 
● Virtual Stores (Air Force, USDA, VA, DHS, PBS OneSource) 

● Web Version – GSA Schedules eMaintenance 
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Application Set 2: Supply Chain, Motor Vehicle Management and Transportation 
Systems (Groups 5-7) 

o Group 5: Supply Chain 
● FSS-19 
● DLMS MOD 
● CSM Web Services 
● Vendor Access Network System (VANS) 
● National Cataloging Action Log (NCAL) 
● FSS Online 
● FSS Online Data Entry 
● FSS Online Security 
● eFSS Online 
● URSA 
● Pegasys Connect 
● Customer Supply Center (CSC) 
● Product Information Catalog System (PICS) 
● Sales Automation System and Ad Hoc Reports (GSA Auction / SASY 

/MySales/Reverse Auctions) 
● Federal Asset Sales Portal (GovSales.gov) 
● Federal Disposal System (GSAXcess, CFL, AAMS, Foreign 

Gifts/NASA Space Artifacts) 
● GSA SmartPay Program 
● Online Contract Management System (OCMS) 
● MASS Contract Modification Web Site 
● EC/EDI Gateway 
● HOSTFAX 
● WMS Viewer 
● ePay 

 
o Group 6: Motor Vehicle Management 

● Fleet Management Systems and Ad Hoc Reporting (FMS) 
● Federal Motor Vehicle Registration System (FMVRS) 
● Web Automotive Remarketing Module (WebARM) (Fleet 

Management Sub-System) 

● FMS2GO 
● AutoAuctions 
● Requisitioning, Ordering and Documentation (ROADS) 

● AMP (Acquisition Management Program) / CAM (Customer 
Acquisition Module) 
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● CARS (Comprehensive Accident Reporting System) 
● MARS (Mechanical Accountability Reporting System) 
● STR (Short Term Rental) 
● VFE (Vehicle Fleet Exchange) 
● AutoChoice 
● AutoVendor 
● DRM (Dispatch Reservation Module) 
● Federal Vehicle Standard 
● FedFMS 
● Fleet Drive-Thru 

 
o Group 7: Transportation 

● Transportation Audit Support System (TASS/TARPS/ASPA) 
● Accounts Receivable Tracking System(ARTS) 
● Transportation Management Services Solution (TMSS) 
● Federal Strategic Sourcing Initiative (FSSI) for Domestic Delivery 

Service 

 
Application Set 3: Platform and Data Management (Groups 8-14) 

 
o Group 8: Enterprise  Information Management/ Business Objects 

● Customer Analysis and Research Tool (CART) Marketing 
Information system 

 
o Group 9: Web application 

● USAccess 
● FEDIDcard.gov 
● Financial Planning Application (FPA) 
● Telecom Invoice Management (TIM) 
● Telecommunications Services Category (TSC) 
● IT Solutions Navigator (ITSN) 
● ScopeReview 

 
o Group 10:  Enterprise Content Management 

● Enterprise Content Management Solution (ECMS) (Documentum) 
● SATCOM Report Portal 

 
o Group 12: SalesForce Platform 

● VISION – SalesForce Call center application solution 
●  Centralized Mailing List Service (CMLS) 
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o Group 13: Common Acquisition Platform (CAP) 

● Acquisition Gateway 
● Statement of Work Library (SOWL) 
● Interact (Task 7, CLIN 0007) 

 
o Group 14: Enterprise Platforms: 

● Enterprise Service Oriented Architecture (eSOA) 
● BSP (Helix) Cloud (AWS) 

 
o Group 15: Application Management Tools 

● HP Application Lifecycle Management Suite (ALM) 
● Serena Business Manager (SBM) 
● Collabnet 
● HP Performance Center 
● Jenkins 
● SonarQube 
● Subversion 



ECMS Overview
 ECMS is composed of 3 high level functions
 Capture

 Web Services for Systems of Record 

 Scanning
 Input Accel

 Kofax

 Drag and Drop

 Bulk Upload / Migration
 Viewing & Editing

 Electronic Contract File viewer (ECFv)

 Centerstage
 Export

 DoD



Acquisition Documents



Fleet Documents



Shipping Documents



InfoSec



Recent Daily “Upload” 
Volumes by Owner



ECMS Scanning/Digitization



ECFv Use Cases for End Users



ECFv Use Cases for Scanning 
Personnel



ECMS Functions



ClearPath Environment 

 
 

FAS currently owns three Unisys Libra ClearPath 890 mainframe systems.  The three ClearPath 
Libra 890 systems are currently located in two data centers in Eagan, Minnesota (MN) and Salt 
Lake City, Utah (UT).  The GSA production system in the Eagan, MN, hosting location is a 
ClearPath Libra 890 with two Windows servers.  The GSA development system is also a 
ClearPath Libra 890 mainframe and is hosted in Salt Lake City, UT.  The ClearPath Libra 890 in 
Salt Lake City supports development and testing. The third ClearPath Libra 890  it is configured 
such that it serves as the Eagan, MN, production business recovery machine.   

FAS operates and maintains 13 major mainframe applications supporting FAS fleet, inventory, 
logistics, and administrative record keeping, control, and reporting requirements.  These 
applications are of varying age, with many being over 20 years old.  These applications are 
typically programmed in Common Business-Oriented Language (COBOL) under Database 
Management System (DMS) II but also support a variety of other programming languages and 
utilities.  

The Unisys ClearPath Libra mainframe provides a valuable service on which many areas within 
Federal and state Governments depend.  FAS OCIO has a responsibility to continue providing 
these services even in the event of a major disruption that affects multiple areas of the country.  

FAS OCIO will provide all server, peripheral, and network hardware and software needed for 
ClearPath processing to the contractor as Government-Furnished Property (GFP). FAS currently 
owns and provides the hardware and systems software.  GSA currently outsources (1) ClearPath 
hosting and operations, (2) management of the EMC Storage array, and (3) VMAX 
RecoverPoint block-level data replication. 

FAS has legacy, mission-critical applications that operate on the Unisys ClearPath mainframe 
infrastructure, which have capabilities to interface with several Unisys ES7000 enterprise class 
servers as well as other non-Unisys enterprise servers.   

ClearPath hardware measures processing capacity in millions of instructions per second (MIPS).  
The CIO Office estimates the ClearPath LIBRA 890 hardware platform will process a total of 
72,000 MIPS and  60,000 backup MIPS. The breakdown is as follows: 

 

 Production System – 1,000 MIPS/month for 60 months (60,000 MIPS)  
 Development/Test System – 400 MIPS/month for 60 months (24,000 MIPS)   
 Disaster Recovery System  – 1,000 backup MIPS/month for 60 months (60,000 backup 

MIPS) 

 



ClearPath Environment 

 
 



Network Environment 

 
 

Network Environment 
The GSA FAS network environment is structured to facilitate hosting of all of the GSA FAS 
applications, including but not limited to, GSA Advantage!, E-Offer, RBA and ancillary 
applications.  This environment consists of over 100 production servers that reside at the 
incumbent hosting provider facilities in Sterling, Virginia and Chicago, Illinois; and, at the GSA 
hosting facility located at Crystal Plaza IV in Arlington, Virginia. 

The network within the GSA FAS environment consists of a VPN tunnel between the Internet 
Data Centers (IDC) located in Sterling, VA (DC2) and Chicago, IL (CH3).  The VPN leverages 
the incumbent’s backbone. This site-to-site VPN is used for database replication, to synchronize 
the primary site with the COOP site and for other administrative traffic. 

Site-to-site VPN tunnels are also used for routing traffic from the Sterling and Chicago data 
centers back to the GSA backbone. Access to Offeror operated data centers in Sterling and 
Chicago occurs via these VPN tunnels. 

Overall network topology for GSA FAS Sterling (DC2) 
  



Network Environment 
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Network Environment 

 
Overall network topology for GSA FAS Chicago (CH3) 
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Network Environment 

 
Overall network topology for Sharpe Warehouse 

 

 

 

  



Network Environment 

 
Application Flow 

 

 

 



Web Environment 

 
 

Web Servers 
GSA FAS leverages a mix of iPlanet, Apache, and IIS web server instances on Solaris 9 and 10, 
Linux, Windows and VMware servers.  While GSA FAS maintains some instances of IIS, the 
majority of web servers run on iPlanet and Apache.  

GSA FAS hosts approximately 80 production Apache 2.x instances on multiple separate Apache 
web servers. This includes web instances at the disaster recovery site, which are generally always 
active.  In addition to the Apache instances, the environment also hosts iPlanet version 6 web 
servers, primarily used by the GSA Advantage! application.  This environment comprises of 
approximately 40 production iPlanet version 6 web server instances hosted in the same 4 
physical servers as the Apache web servers.  Twice as many Apache and iPlanet web servers are 
maintained for the development and test environments. 

GSA FAS also leverages the use of an outgoing proxy server for various applications, including 
the outgoing transmissions to the Internet.  GSA FAS has two DMZ based servers running, one 
in Sterling and an alternate in Chicago.  These servers are hosted in the GSA FAS DMZ. 

Finally, GSA FAS maintains more than 10 instances of IIS instances on multiple separate 
servers.  These servers are hosted at the Arlington, VA GSA FAS data center and they are also 
running ColdFusion. The figure below depicts the web server architecture. 



Web Environment 

 
GSA Advantage System Design with Web Architecture Depicted 

 

 

 
 
 
  

 



Web Environment 

 
UNIX Hosts 
GSA FAS manages and maintains GFE equipment for its open systems infrastructure. GSA FAS 
use multiple operating systems including Sun Solaris 9, Solaris 10, Linux and VMware.  GSA 
FAS databases have been consolidated onto a Sun M8000 which is configured with Sun Solaris 
10 containers. Most of hosts in the GSA FAS infrastructure are configured with Emulex HBAs, 
are running PowerPath, and are attached to an EMC CX-380 SAN. 

Cold Fusion Servers 
GSA FAS maintains Cold Fusion 8 instances running on 3 servers.  The 2 main servers are 
INTweb (internal) and EXTweb (external) hosted at CP4.  The backend are either MS SQL or 
Sybase databases.  The INTweb has the Intranet with internal applications (ex: conres) and the 
EXTweb hosts external applications (ex: City Pairs, eResolve).  VSC server (hosted at Savvis for 
production and disaster recovery) runs Cold Fusion, this is where all vendors upload 
catalogs/images for products, etc.  VSC site is SSL. 

DNS Servers 
GSA FAS administers 4 DNS servers in the following locations, 1 in Sterling, VA and  1 in 
Chicago, IL, which both are non-authoritative.  There are 2 DNS servers in CP4 (Crystal City) 
which are Authoritative.   All 4 DNS servers are running on Linux Operating System on Dell 
1750 servers. 

 F5 Load Balancers 
The GSA FAS environment hosts a number of BigIP F5 load balancers. The two primary F5 
Production load balancers in this environment are used for the GSA FAS DMZ web server 
infrastructure. One of these load balancers is hosted in the Sterling, VA location, while the other 
is located in the Chicago, IL disaster recovery environment.  These load balancers are configured 
to use Global Traffic Manager (GTM) and used for local and geographic load balancing. 

These load balancers distribute requests across multiple web servers in the GSA FAS DMZ, 
primarily for the main GSA Advantage! and eBuy applications.  Other GSA FAS applications 
such as eOffer and RBA are located behind the F5 environment but are not actively load 
balanced by the F5 appliances.  For GSA Advantage! and its ancillary applications, web servers 
perform as “active” balanced servers in a round robin method.  

Active Directory 
GSA FAS has an Organizational Unit under the GSA Forest (maintained and administered by 
GSA OCIO).  In the future, GSA FAS would like to move to a more logical and secure Active 
Directory structure to be able to truly administer OU’s within GSA FAS (instead of the OCIO).   
Active Directory is currently managed by the GSA Office of the CIO and not GSA FAS. 



Web Environment 

 
Backup Infrastructure  
GSA FAS currently utilizes dedicated backups servers and tape libraries servicing each network 
zone. The EMC Networker tool is currently used for enterprise backups. The EMC Networker 
Backups server solution is currently run on Sun/SPARC hardware (Solaris OS), with Sun LTO-
based jukebox libraries. Currently GSA FAS utilizes Iron Mountain for Tape Backup offsite 
storage. The backup hardware configurations by site are: 

 Sterling: 
 SunFire 880 
 StorageTek L700e Tape Library with 324 slots and 12 LTO2 tape drives 

 
 Sterling-DMZ: 

 SunFire v440 
 StorEdge L100 Tape Library with 88 slots and 4 LTO2 tape drives 

 
 Arlington: 

 SunFire v440 
 SUN StorEdge L500 Tape Library with 143 slots and 4 LTO3 tape drives 

 
 Chicago: 

 Sunfire v480 
 SUN StorEdge L500 Tape Library with 237 slots and 10 LTO3 tape drives 

 
 Chicago-DMZ: 

 SunFire v120 
 4 DLT7000 tape drives 

 
Data Storage Schedule 
The schedule for GSA FAS data storage is below: 

 Standard - Daily tapes go off-site for 30 days and then tapes are returned and put back into 
rotation. 

 1-year Off-site - This storage timeframe is for specified hosts/filesystems, often database  
 7-year Off-site - Full snapshot backups are kept offsite for certain hosts  
 Forever Off-Site - This requirement applies to certain production backup hosts/savegroups, 

for Department of Justice retention requirements.   
 RBA - 1 month, 1yr for RBA weekly, monthly and annual full backups. 

The GSA OCIO is responsible for backing up those Windows hosts that reside on the GSA 
backbone. 

 

 

 



Host (Physical Server) Database DB Type Instance Count Platform O/S
eagu62 Sybase IQ DEV 1 Sun Solaris Solaris 10 SPARC (UNIX)
eagu16 Sybase ASE DEV 35 Sun Solaris Solaris 10 SPARC (UNIX)
eagu40 Sybase ASE DEV 16 Sun Solaris Solaris 10 SPARC (UNIX)
eagu61 Sybase ASE DEV 14 Sun Solaris Solaris 10 SPARC (UNIX)
eagu70 Sybase ASE DEV 3 Sun Solaris Solaris 10 SPARC (UNIX)
fcoh3sl-eoff-d-db-02.fss.gsa.gov Sybase ASE DEV 1 Sun Solaris Solaris 10 SPARC (UNIX)
eagu4 Sybase ASE DEV 8 Sun Solaris Solaris 10 SPARC (UNIX)
eagu66 Sybase ASE DEV 8 Sun Solaris Solaris 10 SPARC (UNIX)

8 Sybase Development 86 UNIX
eagu1 Sybase IQ PRD 1 Sun Solaris Solaris 10 SPARC (UNIX)
rosu1 Sybase IQ PRD 1 Sun Solaris Solaris 10 SPARC (UNIX)
eagu68 Sybase ASE PRD 27 Sun Solaris Solaris 10 SPARC (UNIX)
eagu72 Sybase ASE PRD 2 Sun Solaris Solaris 10 SPARC (UNIX)
fcoh1s-pvcs02 Sybase ASE PRD 57 Sun Solaris Solaris 10 SPARC (UNIX)
fcoh3sl-eoff-p-db-01.fss.gsa.gov Sybase ASE PRD 5 Sun Solaris Solaris 10 SPARC (UNIX)
fcoh3sl-eoff-p-db-02.fss.gsa.gov Sybase ASE PRD 5 Sun Solaris Solaris 10 SPARC (UNIX)
rosu4 Sybase ASE PRD 10 Sun Solaris Solaris 10 SPARC (UNIX)
rosu4 Sybase ASE PRD 1 Sun Solaris Solaris 10 SPARC (UNIX)
rosu64 Sybase ASE PRD 2 Sun Solaris Solaris 10 SPARC (UNIX)
rosu68 Sybase ASE PRD 19 Sun Solaris Solaris 10 SPARC (UNIX)

11 Sybase Production 130 UNIX
eagu17 Sybase ASE TST 18 Sun Solaris Solaris 10 SPARC (UNIX)
eagu60 Sybase ASE TST 1 Sun Solaris Solaris 10 SPARC (UNIX)
etdb1.fss.gsa.gov Sybase ASE TST 5 Sun Solaris Solaris 10 SPARC (UNIX)
fcoh3sl-eoff-t-db-02.fss.gsa.gov Sybase ASE TST 2 Sun Solaris Solaris 10 SPARC (UNIX)
rosu46 Sybase ASE TST 2 Sun Solaris Solaris 10 SPARC (UNIX)
eagu63 Sybase IQ TST 1 Sun Solaris Solaris 10 SPARC (UNIX)

6 Sybase Test 29 UNIX
eagu42 MySQL PRD 10 Sun Solaris Solaris 10 SPARC (UNIX)
fcoh3s-fdb01.fss.gsa.gov MySQL PRD 3 Sun Solaris Solaris 10 SPARC (UNIX)
f05h9s-fdb01.fss.gsa.gov MySQL SBY 4 Sun Solaris Solaris 10 SPARC (UNIX)

3 MySQL Production 17 UNIX
eagu48 Oracle DEV 46 Sun Solaris Solaris 10 SPARC (UNIX)



1 Oracle Development 46 UNIX
eagu50 Oracle PRD 40 Sun Solaris Solaris 10 SPARC (UNIX)

1 Oracle Production 40 UNIX
eagu49 Oracle TST 23 Sun Solaris Solaris 10 SPARC (UNIX)

1 Oracle Test 23 UNIX
FCOH1S-SQL02D SQL Server DEV 120 Wintel

1 SQL Server Development 120 Wintel
F09D1S-RFID02P1 SQL Server Sharpe PROD 1 Wintel
F09D1S-RFID02P2 SQL Server Sharpe PROD 1 Wintel
FCOH1S-SQL02P2 SQL Server PROD 2 Wintel
F09D1S-WAS02P1\ADVCFG SQL Server Sharpe PROD 2 Wintel
F09D1S-WAS02P2\ADVCFG SQL Server Sharpe PROD 2 Wintel
F09D1S-DEC02P2 SQL Server Sharpe PROD 3 Wintel
F09D1S-DEC02P1 SQL Server Sharpe PROD 4 Wintel
F09D1S-TIC02P1 SQL Server Sharpe PROD 8 Wintel
F09D1S-TIC02P2 SQL Server Sharpe PROD 12 Wintel
FCOH1S-SQL02P1 SQL Server PROD 182 Wintel
F09D1S-IIS02P1 SQL Server Sharpe PROD 1 Wintel
F09D1S-IIS02P2 SQL Server Sharpe PROD 1 Wintel

12 SQL Server Production 219 Wintel
F09D1S-IIS02S SQL Server Sharpe STAGE 1 Wintel
F09D1S-WAS02S\ADVCFG SQL Server Sharpe STAGE 2 Wintel
F09D1S-TIC02S SQL Server Sharpe STAGE 8 Wintel
F09D1S-RFID02S SQL Server Sharpe STAGE 1 Wintel
F09D1S-DEC02S SQL Server Sharpe STAGE 2 Wintel
F09D1S-IIS02T SQL Server Sharpe TEST 1 Wintel
F09D1S-RFID02T SQL Server Sharpe TEST 1 Wintel
F09D1S-WAS02T\ADVCFG SQL Server Sharpe TEST 2 Wintel
F09D1S-DEC02T SQL Server Sharpe TEST 3 Wintel
F07R7S-IMGNW01T SQL Server TEST 4 Wintel
FCOH1S-PROSIT1T SQL Server TEST 5 Wintel
FCOH1S-QC01T SQL Server TEST 11 Wintel
F09D1S-TIC02T SQL Server Sharpe TEST 14 Wintel
FCOH1S-SQL02T SQL Server TEST 27 Wintel



14 SQL Server Test 82 Wintel

Total Server Count 58
Total Instance Count 792



PMO Info 

Development Models 

 

 

PMO Reference  

 

 

The Contractor shall document the process and clear criteria to choose an appropriate life cycle 

model from among the numerous models that exist. These include waterfall, incremental, 

evolutionary, spiral, and agile development. Selection of an inappropriate life cycle can result in 

a system that does not satisfy user needs and increases costs and schedules. 

●     Waterfall development model 

The waterfall model, implies an ideal situation – the activities are performed once in the 

sequence indicated. The phases occur sequentially with the output on one phase providing 

input to the next phase. The waterfall model defines all requirements of the system, designs 

software to satisfy those requirements, develops the system based on the design, integrates, 

tests, and finally delivers a totally complete software system to a customer. Feedback and 

rework are allowed only to the previous step. While the waterfall model provides a structured, 

disciplined method for software development, it is a risky choice for new development because 

it inhibits flexibility. With a single pass through the process, most integration problems surface 

too late. Also, a completed product is not available until the end of the process which typically 

discourages user involvement. 

●     Agile development model 

If the project is determined to be most effectively delivered by an Agile Scrum methodology, the 

contractor shall incorporate and update existing Project plans and schedules for each release.  

The Contractor shall use the project management tool for Agile development that the 

government recommends.  Following the agile approach of rapid and incremental delivery of 

software, it should be anticipated there will be a release of new functionality every four weeks.  

The Contractor shall collaborate the release schedule and the “sprints” or “iterations”.  There will 

be agile calls for just-in-time requirements gathering to ensure information is as current as 

possible.  The contractor shall maintain the user stores and have a backlog developed.   

Therefore, long term planning (greater than four months) is done at the Program Level which is 

then converted to short term planning and development at the IT project management level. 

 

Those three will capture all of our work.  My group tends to favor Agile, with some additional documents 

for the platform they are developing for.  All new development work is planned for agile.  We also want 

the contractor to recommend which method would provide the most benefit to the project with as little risk 

as possible and at budget.   

 

 

 

A large majority of the EVM projects that I have seem have been waterfall.  

 



Implement and use Earned Value Management (EVM) as appropriate for the requirement and as 

approved by the Government - FAS OCIO policy requires the use of EVM for any one of the following for 

a task order project: 

§  Longer than three months duration 

§  A total budget greater than $250,000 

§  Identified as a major program in the OMB-300 submissions 

§  Identified by the GSA Associate CIO as a project that warrants EVM compliance due to the overall risk, 

priority, or business significance of the project 

 

____________________________________________________________________________________

_ 

 

Needs  

1.  Change Management Tool(s) 

2.  Level of responsibility for the offerors (sometimes networks interface with other organizations). 

3.  Constraining Policies and standards such as Design requirements, development standards, 

documentation, Enterprise Architecture, and system architecture requirements, and other pertinent 

standards or constraints with web site reference if possible. 

4.  Reference to technical documents provided as attachments, task library, or website. 

5.  Existing technical challenges, issues, or inefficiencies. (budget challenges, reorganization of OCIO, 

uncertain and undefined business requirements from our clients, unsatisfied requirements, etc.) 

  

  

1. For the Salesforce and Business Objects (Guident) change management is managed through 

Salesforce Case management tool.  The remaining Business Objects (FAME) and applications 

are managed via Serena Business Manager (SBM).  For ECMS and eSOA, Subversion (SVN) is 

used for Configuration Management and Serena Business Manager (SBM) is used for Change 

Management. 

  

Developer tools used by the ECMS team include: 

Composer 

Eclipse 

My Eclipse 

SQL Developer 

Process Builder 

Forms Builder 

Putty 

Repoint 

Documentum Administrator 

  

For managing for development of Agile projects the Rally.  Any project that is estimated to be 

over 40 hours of work that has been selected as 

  

http://www.rallydev.com/ 



  

  

2. Offices Interface with 

  

• Office of the Chief Information Officer, Applied Engineering - Provides and manages the 

system infultrusure and network services.  Updates and maintain security patching for the 

platforms supported in accordance with policy established by the GSA Chief Information 

Officer. 

  

 • Office of Administration - manages human capital planning and analysis, competitive sourcing 

program management, emergency management, employee development and training, space 

management and other service-wide managerial and administrative functions. 

  

• Office of Acquisition Management - ensures that GSA’s activities are fully compliant with 

federal laws, regulations, and policies, and that operating practices are consistent across business 

lines and regions. 

  

• Office of Assisted Acquisition Services - complements the programs of the Integrated 

Technology Services portfolio by providing acquisition, technical and project management 

services that assist agencies in acquiring and deploying information technology and professional 

services solutions. 

  

• Office of the Chief Information Officer - develops and manages applications and systems in 

support of the needs of the FAS business lines and staff offices in accordance with policy 

established by the GSA Chief Information Officer. 

  

• Office of the Controller - delivers financial and business information to FAS leaders and 

program managers to ensure sound resource and business decisions are made. 

  

• Office of Customer Accounts and Research - enables GSA to better understand customer 

requirements and become a strategic partner in helping agencies meet their acquisition needs. 

  

• Office of Integrated Technology Services - offers state of the art commercial products, systems, 

services and support to federal, state and local governments. 

  

• Office of General Supplies and Services - simplifies the buying process to meet customer 

agency needs in the areas of office supplies, computer products, tools, security, furniture and 

many others. 

  



• Office of Travel, Motor Vehicles, and Card Services - provides responsive and cost effective 

solutions in support of federal travel and transportation, motor vehicle solutions and a wide 

variety of card services. 

  

• Office of Strategy Management - sets the strategic vision for all of FAS, consistent with the 

overall GSA strategic vision, and also a consistent set of tools to help achieve the vision. 

  

• GSA Public Building Service - The Federal Governments Landlord. Owns and operates federal 

government office space 

  

3 . Constraining Policies and standards such as Design requirements, development standards, 

documentation, Enterprise Architecture, and system architecture requirements, and other pertinent 

standards or constraints with web site reference if possible. 

The Contractor shall follow current standards and procedures established in support of the 

Enterprise SaaS and PaaS platform for reviewing, regulating, approving, and supporting 

applications from inception to Production to post-Production support. The current enterprise 

platform supporting this effort is Salesforce, we leverage their Sales cloud services and the 

force.com platform see for our Enterprise licensed technologies available with Salesforce. GSA 

standards change periodically and new platforms are either added or replaced these practices 

shall be maintained and consistent for current and future state technology. 

This group has created a Center of Excellence (COE) that makes those determinations and sets 

the requirements for what deliverables are needed. 

Systems developed shall be 508 compliant. Be in accordance with all GSA security standards 

  

For ECMS please refer to: 

●    ECMS Operations Manual 

  

For FASeSOA please refer to: 

●    FASeSOA Reference Architecture 

●    FASeSOA Governance Model and Procedures 

●    FASeSOA Engagement Model 

●    FASeSOA Vocabulary 

●    FASeSOA Service Ownership Model and Heuristics Final 

●    FASeSOA Service Interaction Profile 

    

4. Reference to technical documents provided as attachments, task library, or website. 

  

Salesforce 

 

Business Objects 

 

  



For FASeSOA please refer to: 

●    FASeSOA Reference Architecture 

●    FASeSOA Governance Model and Procedures 

●    FASeSOA Engagement Model 

●    FASeSOA Vocabulary 

●    FASeSOA Service Ownership Model and Heuristics Final 

●    FASeSOA Service Interaction Profile 

  

For ECMS please refer to: 

●    ECMS Operations Manual 

●    ECMS ICD for FAS Web Services 

●   Captiva SOP 

●   Quarantine Report SOP 

●   ECMS COOP  

●   Other ECMS Program Docs  

  

5. Existing technical challenges, issues, or inefficiencies. (budget challenges, reorganization of OCIO, 

uncertain and undefined business requirements from our clients, unsatisfied requirements, etc.) 

  

●    Organization of the supporting development documentation 

●    Proactive communication to provide more time to increase the necessary hardware for 

maintaining the service level agreements 

●    Benchmarking code base for performance before implementing into environment.  SQL code 

needs to be optimized for our environment and results need to captured.  This information shall 

be used to provide better data to pinpoint issues with environment or code. 

●    Employee turnover on projects 

●    Identification of operational efficiencies and opportunities for cost savings or cost reductions 

●    Identification and documentation of Standard Operating Procedures 

●    Contractor employees not having any experience with Software Packages identified in the SOW 

as used by the Government 

●    Implementing systems to support demand at an Enterprise level 

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

Platforms 

Force.com 

Cold Fusion 10 

JBoss Application Server 

IIS Server 7 

JAVA jdk 1.6 

SAP Business Intelligence Platform 

  

Database 

Sybase ASE 15 , Sybase IQ 15.4 ,Oracle 11g, MySQL, MS SQL 2005 

  

  

  

Languages 

JAVA, VB.NET, ASP, PHP, APEX, HTML, CFM, CSS 2/3 

 

 



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
GSA Advantage! 

GSA Advantage! is an online electronic catalog software suite that allows customers to 
browse and electronically order items and services offered from GSA and VA Schedule 
contracts in addition to GSA Stock items. Customers can browse, search on specific product 
information, review delivery options, and place orders online without having to maintain 
paper copies of schedules and catalogs. Items may be purchased using government credit 
cards or a GSA account number. GSA Advantage is accessible on the Internet with a secure 
Internet browser. The system currently provides ordering capability for more than 100,000 
GSA supplied items and more than 17 million GSA and VA Schedule products and services 
from 16,000 vendors.  The system, which has been operational for more than a decade has 
processed more than 4.4 million orders for more than $2.8 Billion.  The GSA Advantage 
suite of applications, listed below contains more than 10,100 programs with more than 10 
million lines of code. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 12 24 61,697 (total 
man- hours 
for all 24 
releases.)  

 

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

JBoss, Sybase ASE, Database Objects, Web 
Services, CSS, JavaScript, Korn Shell, Perl, 
C Shell, Bourne Shell, XSLT, Hibernate, 
Spring, Struts, Ant, Junit 4,JPA, AspectJ, 
J2EE, Web Services, Open A, Apache, 
LDAP, Autonomy, Google Analytics, 
Apache FOB, iText 

  

Java 5,636 1,294,500 

JSP 679 444,102 

HTML 549 234,500 

XML 711 4,037,400 

SQL 644 220,500 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
AAC Inquiry 

AAC Inquiry is an intranet web application that provides addressing information for GSA 
and DoD assigned Activity Address Codes, including GY, GZ, GX, and GP series AACs 
designated for GSA Advantage. In addition, you can find the Transportation Control Number 
(TCN) associated with a purchase order or requisition generated through GSA Advantage. 
Access to the web application is controlled by validating User ID and password. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .1 1 263  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

JavaScript, J2EE, SQL, JDBC, Sybase ASE, 
LDAP  

 

Java 105 11,000 

JSP 26 2,000 

HTML 2 2 

XML 26 2,200 

SQL 4 100 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Advantage Customer Information System (ACIS) 

ACIS is the primary helpdesk application specific to addressing customer orders that are 
placed.  It is used by the Advantage helpdesk, the National Customer Service Center, GSA 
Depots, and other GSA support personnel to support GSA Advantage customers with 
ordering problems.  It provides access to real-time and historical revenue data within the 
GSA Advantage database in a dynamic and comprehensive manner. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .25 3 263  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

JavaScript, J2EE, JBoss, JDBC, Sybase 
ASE, LDAP 

  

Java 503 126,000 

JSP 83 45,200 

HTML 2 2 

XML 26 12,000 

SQL 85 193,100 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Master Product Manager (MPM)  

Internal FAS Support System to assist in the maintenance of UN/SPSC product categories 
and classifications. Tasks will include: Subtask: Catalog Categorization: Catalog 
Categorization and product classification using Autoclass COTS product and in accordance 
with United Nations Standard Products and Services Code (UNSPSC). Monitor and manage 
about half a million catalog transactions per day that are flowing through Advantage. 

Hardware Dell 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .25 3 1,029  

Operating System Linux 

Software Category No. 
Files 

Lines of Code 

J2EE, Autonomy, JBoss, Dell Linux, XSD, 
XML, CSS, JavaScript, Ant, JUnit 4, 
Sybase ASE, Hibernate/JPA, Spring MVC, 
Spring LDAP 

  

Java 26 2,600 

JSP 24 3,900 

HTML 4 22 

XML 23 1,400 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Contracting Officer Review System (CORS) 

The Contracting Officer Review System (CORS) was created as a means to provide 
contracting officer oversight and review of incoming vendor catalogs. It provides for the 
review and approval of both FAS and VA Schedule contracts. CORS is currently accessed 
via the Web by upwards of 300 contracting officers within both FAS and the Veterans 
Administration. Tasks will include: Subtask: Contracting Officer Approval System - Ensure 
that the catalogs are processed and approved by CORS. Ensure that the approved catalogs 
are uploaded and processed into product inventories to be visible in Advantage. Ensure that 
the catalog data are processed correct and generation of respective approval/reject notices are 
generated and sent to vendors. Monitor and manage about half a million catalog transactions 
per day that are flowing through Advantage. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .5 6 1,073  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

J2EE, JBoss, Sybase ASE, JavaScript, 
JDBC, Documentum 

  

Java 612 89,300 

JSP 558 102,100 

HTML 893 108,400 

XML 60 12,500 

SQL 27 163,900 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
GWAC Pricing Tool 

Self-service pricing tool to allow GSA and their customers to evaluate current labor category 
rates, to baseline and potentially save taxpayer money.  Users may filter data by 
constellation, functional area, industry partner, labor category, geographic locality, contract 
year, and government vs. contractor site. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .25 3 55  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

Jquery, CSS, Grails on Groovey framework, 
Oracle 11G for RDBMS 

  

HTML 3 800 

XML 9 4,100 

SQL 5 1,900 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Credit Card Order Authorization Service 

An enterprise web service based solution to authorize credit cards during purchases.  This 
service is used for GSA Advantage customers as well as for the Customer Supply Centers, 
GSA Enhanced Checkout (GECO), and for all GSA Customer Service Representatives to 
perform re-authorizations when needed.  This enterprise service will also be used by Pegasus 
Connect as part of the BAAR PHASE II Project. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .1 1 329  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

Spring MVC, Spring Security, JPA, CSS   

Java 30 4,700 

JSP 9 2,500 

HTML 2 2 

XML 7 700 

SQL 3 1,200 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Enterprise Acquisition Solution (EAS) 

Advantage enterprise web services in support of the EAS feature sets. For Services 
Schedules as part of EAS Services Pilot. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1 1 110  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

JEE, Webservices, Unix Shell scripts, 
Spring JMS, Talend, Apache FOP, XML, 
XSLT 

  

Java 73 7,100 

HTML 2 2 

XML 67 55,500 

SQL 5 2,100 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
eSOA Integration 

Advantage enterprise web services running in the SOA environment.  Credit Card 
Authorization, DODAAC/AAC Authentication, and PO fulfillment services. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .1 1 55  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

JEE, Webservices, WSDL, SQL   
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
GSA Advantage! Schedules e-Library System 

The Schedules e-Library system is the source for the latest GSA schedules contract award 
information.  This system provides schedule customers with a centralized source for 
researching GSA schedules 24 hours a day.  e-Library contains basic ordering guidelines, 
complete schedule listings, and a powerful search engine which allows a user to search by 
keyword text, schedule number, special item number (SIN), contractor name and contract 
number.  In addition, e-Library provides for comprehensive terms and conditions for other 
specialized contracting vehicles such as GWACs.  e-Library is updated daily to provide the 
latest award information and links directly to GSA's premier e-Commerce shopping site, 
GSA Advantage. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1 12 502  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

J2EE, ezMVC, JPA, Autonomy, JavaScript, 
Apache, JDBC, Sybase ASE, Stored 
Procedures, Apache, JBoss, Google 
Analytics 

  

Java 1240 248,600 

JSP 377 248,300 

HTML 82 8,700 

XML 333 44,900 

SQL 70 11,600 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
GSA e-Buy 

The e-Buy component of GSA Advantage is an online Request for Quotation (RFQ) tool 
designed to facilitate the request for submission of quotations for a wide range of 
commercial supplies and services that are offered by GSA Schedule and Government wide 
Acquisition Contract (GWAC) contractors. For Federal agencies (buyers), e-Buy maximizes 
their buying power by leveraging the power of the Internet to increase Schedule and GWAC 
contractor participation to obtain quotations that result in best value purchase decisions. For 
Schedule and GWAC contractors (sellers), e-Buy provides greater opportunities to offer 
quotations and increase business volume for supplies and services provided under their 
Schedule contracts and GWACs.   During FY12, more than 80,000 RFQs were processed 
through e-Buy for an estimated value of $8 Billion. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1.5 12 15,482  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

J2EE, Sybase ASE, Sybase EA Server, 
AspectJ, Ant, Perl, Spring, JMX, JUnit, 
XML, Web Service, Hibernate, Quartz, 
Oracle, AutoClass, JBoss, Verity K2, 
Apache, Google Analytics 

  

Java 400 66,900 

JSP 41 20,400 

HTML 9 200 

XML 97 13,300 

SQL 54 12,200 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
e-Buy Connect 

A web-service API/interface to e-Buy to allow Agency’s contract writing systems to connect 
(G2G) for posting, managing, and awarding solicitations (RFQs&RFI's) electronically. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .25 1 105  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

J2EE, Apache, Sybase ASE, Unix Sun 
Solaris, JBoss, Web Logic, XML, SOAP, 
WSDL 

  

Java 140 24,100 

JSP 4 800 

XML 18 2,200 

SQL 4 200 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
e-Buy Mobile Services 

Enablement of eBuy capabilities for GSA contractors to support mobile devices. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .25 1 53  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

Integrated into the main ebuy Java platform, 
Spring MVC, JQuery/JQuery UI, Sybase 
ASE, JBOSS, J2EE 

  

Java 17 1,600 

JSP 6 8,900 

XML 5 400 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
eBuy Admin 

eBuyAdmin is an intranet web application which GSA Advantage helpdesk uses to assist e-
Buy Buyer & Seller communities on issues related to Request for Quote [RFQ] and 
Responses [Quote] that were created in e-Buy application. This application provide search 
capabilities on RFQ ID, Quote ID, date range search on RFQs and also ability to assign RFQ 
password to forward to another e-Buy user. Access to the web application is controlled by 
validating User ID and password. 

Hardware Dell 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 0 1 239  

Operating System Linux 

Software Category No. 
Files 

Lines of Code 

J2EE, Apache, JBoss, Sybase ASE, Dell 
Linux 

  

Java 26 8,300 

JSP 21 6,200 

HTML 5 100 

XML 4 900 

SQL 1 100 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
GSA Global Supply & USMC Web Application 

An implementation of the GSA Advantage Virtual store concept that allows customers to 
browse and electronically order items from Global Supply programs.  The Global Supply 
store offers a substantially different 'look and feel' than GSA Advantage! 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1.5 12 4,645  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

J2EE, Verity K2, Sybase ASE, AspectJ, 
Ant, Perl, Spring, JMX, JUnit, XML, 
Hibernate, Quartz, Struts,  Junit 4, Apache, 
Google Analytics, Apache FOB, iText 

  

Java 1098 171,500 

JSP 132 58,800 

HTML 107 31,000 

XML 138 535,000 

SQL 125 29,200 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Password Approval and Assignment Application 

Supports Activity Address Code (AAC) password approval process, assignment, and 
maintenance offered both via the web, web services, and on a client-server platform. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .1 1 53  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

J2EE, Tomcat, Sybase ASE, JBoss, 
Transact-SQL 

  

Java 79 7,900 

JSP 32 5,800 

HTML 4 200 

XML 20 5,000 

SQL 43 15,200 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
PO Portal 

Web application created for use by our Advantage vendors to download (in various formats) 
or print purchase orders. There is also a status component that allows vendors to submit line 
or order level status back to notify Advantage customers. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .1 1 263  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

JDBC, EJB, JAXB, JAAS, Struts, JSTL, 
Apache FOP, iText, AJAX, , Hibernate, 
JPA, XML, XSLT, cXML, Ant, Log4J, 
JBoss, JavaScript, CSS 

  

Java 466 80,700 

JSP 49 19,800 

HTML 3 32 

XML 22 13,100 

SQL 34 6,800 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Schedule Input Program (SIP) Tool 

As part of its responsibilities, the VSC maintains and operates the Schedule Input Program 
(SIP) Tool.  This program is used by vendors to input and submit vendor, contract, item, 
price, and order data for Multiple Award Schedules into the GSA Advantage! system. Tasks 
will include: Subtask: SIP: Schedule Input Program (Catalog Input from Vendors). Ensure 
that the catalogs are received and processed correctly. Provide assistance and support to 
vendors including training and guidance. Maintain and update BPA and SIN rules to the SIP 
application. 

Hardware Client hardware 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .5 6 3,220  

Operating System Client OS 

Software Category No. 
Files 

Lines of Code 

Delphi, SFTP   

HTML 2 2 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Table Maintenance Tool (TMT) 

Table Maintenance Tool (TMT) is used to refine the management of Blanket Purchase 
Agreements awarded by GSA to help various federal agencies make efficient business 
decisions when acquiring products and services. This tool also provides capabilities to 
manage Social Media Apps available on the Cloud store [apps.gov]. This application is a 
web application and is available on the Intranet. Access to the web application is controlled 
by validating User ID and password. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .1 1 53  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

J2EE, Sybase ASE, Jboss, Transact-SQL, 
Apache, JPA, Struts 

  

Java 151 20,600 

JSP 36 10,800 

HTML 2 2 

XML 33 5,500 

SQL 13 4,000 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Vendor Support Center (VSC) 

The Vendor Support Center is a public website used to support both GSA and VA vendors. 
The site posts pertinent and useful information regarding GSA Advantage, reporting 
quarterly sales, contract administration, and various business opportunities. In conjunction 
with the website, GSA provides a manned helpdesk to help vendors with all of the functions 
supported by the website. Tasks will include: System monitoring, Support to GSA and 
Vendor helpdesk team; Tier-2 problem analysis including system and application logs; 
Support generating operational statistics/reports; Support op systems/security patch 
schedules and server maintenance windows; support to switch apps between primary and 
COOP.  Maintains all functionality of the Vendor Support Center, 72A/IFF Reporting, 
Vendor Toolbox. Interface with GSA Division Director and GSA Operations Branch Chief. 

Hardware  

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 5 12 3,220  

Operating System  

Software Category No. 
Files 

Lines of Code 

ColdFusion, SFTP, Avaya, Centre Vu, 
Witness, SQL Server, IIS, CSS, JavaScript, 
Web services 

  

HTML 1829 636,200 

XML 260 48,200 

SQL 2 100 
 
 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Virtual Stores (Air Force, USDA, VA, DHS, and PBS OneSource) 

Customized versions of GSA Advantage.  Customizations include agency-specific graphics, 
content, product inventories, blanket purchase agreements, and business rules. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1 12 1,117  

Operating System Solaris 

Software Category No. 
Files 

Lines of Code 

J2EE, JBoss, Autonomy, Verity K2, Sybase 
ASE, Sybase EA Server, iPlanet, AspectJ, 
Ant, Spring, XML, Web Service, Hibernate, 
Quartz, HTML, XSLT, Struts, Junit 4, 
Google Analytics 

  

Java 585 93,500 

JSP 70 32,100 

HTML 57 16,900 

XML 74 291,800 

SQL 67 15,900 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 1: eCommerce 
 
Web Version – GSA Schedules eMaintenance 

WEB is a web-based intranet application designed to replace the existing eMaintenance-
standalone Java application. This web version was first released along with e-Library phase-
5 in December 2003. 

Hardware Dell 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 .25 3 26  

Operating System Linux 

Software Category No. 
Files 

Lines of Code 

J2EE, ezMVC, JavaScript, Stored 
procedures, JDBC, Sybase ASE, Apache, 
JBoss 

  

Java 87 11,800 

JSP 42 8,500 

HTML 3 13 

XML 40 4,400 

SQL 18 1,200 
 
 



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 2: Multiple Award Schedules (MAS) 
 

 
 
 

eOffer/eMod 
eOffer is a web based application that allows vendors to prepare and submit their GSA Schedule 
offers and GSA Schedule contract modification requests electronically 24/7. eOffer/eMod uses the 
latest digital certificate based authentication technology to ensure the integrity of data and to 
electronically sign the offer (proposal) or modification request. Digital certificates are required in 
order to use eOffer/eMod. 

Hardware Sun 

Change 
Management Avg. No. Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release

: 
Remarks 

 DME O&M RFA/
Task 

5 3, 300  4Quarterly Releases and 
approx 1 Monthly Release per 
year.  

(Includes Enhancements, Problems, 
Maintenance, and RFAs) 

4 4 13 

Operating 
System 

Solaris 10, Red Hat Enterprise Linux 

Software Category No. 
Files 

Lines of Code 

JBoss, , Sybase Database server,    

EJB 133 35,622 

POJOs/Servlets 382 550,653 

JSP 157 16,526 

Static Files (HTML/XML etc) 52  

Required Skills Java, J2EE, JMS, Web Services, Strong XML, Strong XSL, EJB, JSP, Servlets, 
Struts, Tiles, MVC Pattern, SQL, digital certificates and PKI, Data Architecting, 
Eclipse 

 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 2: Multiple Award Schedules (MAS) 
 

 
 
 

Solicitation Writing System (SWS) 
The Solicitation Writing System (SWS) is a web based application that enables GSA 
Contracting Officials to prepare electronic solicitations. SWS standardizes the format and 
layout of all FAS solicitations, and enables electronic submission of offers/proposals. SWS 
enhances the existing FAS Acquisition System where it is interconnected to six internal sub-
systems and FedBizOpps. User security is enhanced by the use of Digital Certificate 
technology. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 D
M
E 

O
&
M 

RF
A/
Ta
sk 

5 600  4 Quarterly Releases and 
approx 1 Monthly Release 
per year. 

(Includes Enhancements, 
Problems, Maintenance, and 
RFAs) 

1 1 2 

Operating System Solaris 10 

Software Category No. 
Files 

Lines of Code 

JBoss, jbpm, jboss-rules, jbpm-bpel, Sybase 
Database server,  

  

EJB 15 8,410 

JSP 210 27,257 

Java Files 303 117,226 

Static Files (HTML/XML, etc) 120  

Web Services 8 8,710 

BPEL Processes 2  

JBPM Processes 7  

Action ClassesServlets 77 32,988 

Required Skills Java, J2EE, JMS, Web Services, Strong XML, Strong XSL, EJB, JSP, 
Servlets, Struts, Tiles,  MVC Pattern, SQL, digital certificates and PKI, 
Data Architecting, Process Modeling (BPEL/JPDL), Eclipse 

 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 2: Multiple Award Schedules (MAS) 
 

 
 
 

Offer Registration System (ORS) 

The Offer Registration System (ORS) is a web based application that enables GSA Contracting 
Officials to record and evaluate electronic and paper offers. ORS enhances the existing FAS 
Acquisition System offering and receiving web services. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release: 

Remarks 

 DM
E 

O&
M 

RF
A/T
ask 

5 2, 700  4Quarterly Releases 
and approx 1 Monthly 
Release per year 

(Includes Enhancements, 
Problems, Maintenance, 
and RFAs) 3 2 2 

Operating System Solaris 10 

Software Category No. 
Files 

Lines of Code 

JBoss, Sybase Database Server   

EJB 11 34562 

Servlets 11 2,680 

Web Service 7 20,512 

JSP 189 30,963 

POJO 87 265108 

Static Files 31 3,652 

Required Skills Java, J2EE, JMS, Web Services, Strong XML, EJB, JSP, Servlets, Struts, 
Tiles,  MVC Pattern, SQL, digital certificates and PKI, Data Architecting, 
Eclipse 

 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 2: Multiple Award Schedules (MAS) 
 

 
 
 

Electronic Centralized Acquisition Tool (eCAT) 
The Electronic Centralized Acquisition Tool (eCAT) is a web-based application that provides 
an efficient method for communicating procurement policy to individuals involved in the 
procurement process throughout the Federal Acquisition Service.  The eCAT website maintains 
FAR, GSAR, and FAS clauses and their matrices for use in preparing solicitations. eCAT users 
receive an email each time there is a modification.  These emails are indexed and individually 
listed.  They have become a great research tool and source of quick information for the user 
community 

Hardware Windows 2003 Server,Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release: 

Remarks 

 6  NA 158 33% of changes 
are code changes 

67% of changes 
are clause-related 
changes 

Operating 
System 

Windows ,Solaris 

Software Category No. Files Lines of Code 

Cold Fusion application server, Sybase 
Database  server 

  

CFM 167 41,316 

HTML Pages 880  

Forms 12 2,704 
 
 
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 2: Multiple Award Schedules (MAS) 
 

 
 
 

PET/EAS_WS 
PET is a web based application that assists CO community with pricing evaluation and 
negotiation of offers and applicable mods. The application also provides CO community web 
interfaces for generating the Preneg and Priceneg documents.  
 
EAS_WS are service inventory designed to support GSA’s business strategy. Based on the 
business context of GSA acquisition process, it is grouped into manageable domains such as 
Solicitation, Offer and Contract etc. Currently these services support offer and contract 
metadata capture, price information capture and updates and regulation data capture. PET 
fetches and stores evaluation and negotiation data into pricing DB using the EAS_WS 
services. 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release

: 
Remarks 

 D
M
E 

O
&
M 

RF
A/
Ta
sk 

5 100  4Quarterly Releases and 
approx 1 Monthly Release per 
year.  

(Includes, Problems, Maintenance, 
and RFAs) 

 1 6 

Operating 
System 

Red Hat Enterprise Linux 

Software Category No. 
Files 

Lines of Code 

Business.Services 423 95,827 

Persistence 431 54,892 

EAS.Commons 27 1,965 

Transformation 463 198,653 

Client.Framework 305 35,797 

client.ri 115 27,305 

domain models 76 13,812 

CMS 26 5,946 

eas.tools 42 6,228 

eas.utils 12 1,619 

esb 12 1,503 

rules.framework 33 2.043 

rules.repository 18 335 

service.manager 67 7,182 



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 2: Multiple Award Schedules (MAS) 
 

 
 
 

BPMS (Adapter and utility Classes, 
Webservices, JSP and Servlets) 

540 134,246 

Required Skills Java, J2EE, JMS, Web Services, Talend, Drools, Jboss ESB, XML, XSL, 
EJB, JSP, Servlets, Extjs, JavaScript, CSS, Savvion, JAX-RPC, JAXB,  
JAX_WS, Axis, SQL, Ant, SOA and Data Architecture, Eclipse 

 
 
On-Line Contract Management System (OCMS) 
OCMS is a Web-based application consisting of 11 main components:   

 Contract Management(CM),  
 Supply Report Card (SRC),  
 Complaint Investigation (CIS),  
 IFF (Industrial Funding Fee) Claims Process,  
 Report Card Visit Planning (RCVP) for MAS Contracts,  
 Administrative Report Card (ARC),  
 Pre-award Assessment Report (PAR),  
 Subcontracting Plan (Subk) and Reports management,  
 Unreported Sales Report Reminder and Delinquency Notices,  
 IFF (Industrial Funding Fee) Payment Delinquency Notices,  
 Administration function.  

  
OCMS also provides a “To Do” list of pending tasks for users along with canned reports. User 
community is internal GSA personnel. OCMS interfaces with ECMS to store contract related 
documents and also employs the GSA/FAS Single-Sign On (SSO) framework 

Hardware Intel,  Unisys Libra 890 mainframe 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Avg. Man-
hours/Release 

Remarks 

 9 6 2,470 Research and support 
activities of 250 
hrs/month. 

Operating 
System 

Red Hat Enterprise Linux, Unisys MCP 

Software Category No. 
Files 

Lines of Code 

JBoss, Unisys DMSII database, OPENA JDBC 
driver 

 N/A 

Java 876 192,029 

JSP 217 30,927 

HTML  265 

XML  17,863 



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 2: Multiple Award Schedules (MAS) 
 

 
 
 

MASS Contract Modification Web Site 
Mass Modifications (Mass Mods) are Government-initiated contract revisions developed to 
eliminate the paperwork and United States Postal Service (USPS)-mail burden associated with 
traditional paper modifications. Mass Mods are initiated when uniform changes to large 
segments of the Federal Supply Service (FSS) Contractor community are required. Examples 
include solicitation refreshes and the addition of contract requirements. Other than contract-
specific information, Mass Mods are identical for all recipients. When a modification becomes 
available for review, the Contractor point of contact is sent an e-mail with a direct hyperlink to a 
portion of the FAS Vendor Support Center (VSC) website that contains the modification 
acceptance process. The e-mail also contains a unique Personal Identification Number (PIN) that 
is required to access the modification for purposes of security and verification. Anyone viewing 
the VSC website can review and choose from a list of modifications available. Detailed 
information educates the reader on the background, purpose, and implications of the 
modification. At the conclusion, the Contractor enters the PIN and other verification information 
as a means of accepting the modification. Upon execution, a confirmation e-mail containing a 
printable SF-30 is sent to the Contractor, Administrative Contracting Officer (ACO), and 
Procurement Contracting Officer (PCO).   

Hardware Intel, Unisys Libra 890 mainframe 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 2-5 4-8 896 None 

Operating System Red Hat Enterprise Linux, Unisys MCP 

Software Category No. 
Files 

Lines of Code 

JBoss, Unisys DMSII database, OPENA 
JDBC driver, Apache 

 NA 

Java  30,322 

JSP  9,366 

HTML  12,989 

XML  3,479 
 
 
 



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 3: Contract Management  
 

 
 
 

Acquisition Planning Module 

The Acquisition Planning Module (APM) application provides GSA-wide acquisition 
planning capabilities in accordance with FAR Part 7. The APM has approximately 2,500 
named users (all internal to GSA).  The APM operates using Appian software-as-a-service 
hosted by Amazon Web Services.  The operations and maintenance team is responsible for 
Tier 2 & 3 help desk, in addition to maintaining the Appian process models.  The APM is 
integrated with GSA’s Secure Auth Identity Management product, and finalized acquisition 
plans are written to the Electronic Contract Management System (ECMS) through the ECMS 
Web Service.  Also, APM offers integration to other applications, such as the Assisted 
Acquisition Service Business Systems through Appian Web Services.  Currently, the web 
service use FAS’ Service Oriented Architecture software platform.  Future plans call for 
additional integration with other GSA acquisition systems. 

Hardware NA – Cloud Software-as-a-Service 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 3 6 320  

Operating System NA – Cloud Software-as-a-Service 

Software Category No.   

Appian Process Models   
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eApproval 

The eApproval application provides pre-solicitation routing and review processes supporting 
GSA users in Region 2, Region 4, General Supplies & Services, and Integrated Technology 
Services.  The routing and review are governed by hundreds of business rules residing in 
Appian process models.  Currently, eApproval has more than 150 GSA-internal users. 

Hardware NA – Cloud Software-as-a-Service 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 3 6 320  

Operating System NA – Cloud Software-as-a-Service 

Software Category No.   

Appian Process Models   

   

   

   

   

   
 
  



Application Set 1: Acquisition Systems (Groups 1-4) 
 
Group 3: Contract Management  
 

 
 
 

Enterprise Acquisition System Integrated (EASi) 
The Public Buildings Service (PBS) is the landlord for the civilian federal government.  
They manage 375.7 million square feet of workspace for a million federal employees in 
2,100 American communities.  PBS owns 1500+ assets totaling 181.6 million rentable 
square feet and manages 7,600+ leased assets totaling 194.1 million leased square feet.  
Their major source of funding is through the rent collect from other government agencies. 

This level of support to those agencies includes, but is not limited to, assisting agencies with 
the design and construction of new federal facilities, repair and renovation of existing federal 
facilities, selling real estate for federal agencies, leading the federal government in 
conservation, sustainability, recycling, and preservation of historic properties, and the 
commissioning of artwork.  As part of the PBS total solution value proposition, the PBS 
acquisition, financial management, and project management community ensures that the 
following are met: 

 Total compliance in acquisition, project, and financial management which 
reduces client acquisition and financial risk allowing program managers to 
concentrate on mission success; 

 Full financial compliance and funds expenditure reporting;  
 Contract performance monitoring and reporting; and 
 Acquisition guidance and compliance with all FAR and agency regulations. 

In support of this mission, the FAS Office of the Chief Information Officer (OCIO) in 
collaboration with the PBS CIO is completing the development of the Enterprise Acquisition 
System Integrated (EASi).  EASi, once completed, will provide seven modules that support 
PBS’s acquisition and financial management activities. 
 
The seven modules subsystems comprising EASi are:  

 Procurement Request (PRM) 
 Solicitation Writing (SWM) 
 Evaluation/Offer Management (EVLM) 
 Contract Writing (CWM) 
 Contract Administration, (CAM) 
 Contract Close-out (CCM) 

 
PBS employees, their customers, and their industry partners will be provided access to these 
systems through the World Wide Web (web). In using EASi, procurement requests are 
created, funding is approved, solicitations are created and published, evaluations are 
finalized and contracts are awarded and administered.  These modules automate a complex 
repetitive business process, institutionalize standards, methodologies, and maintenance of 
PBS acquisition actions and support their clients, management, program managers, and 
industry partners by managing the delivery/acquisition management process. 
The Government requires the contractor to perform IT development services, and provide 
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program and applications management for EASi to ensure that current and future supported 
FAS portfolio business, acquisition, and financial goals are met.  The contractor shall also 
provide overall program management, business analysis, and system enhancements to ensure 
supported systems and applications meet PBS functional and regulatory requirements.  The 
contractor shall follow stated quality control measures during the task order’s period-of-
performance.  

Hardware NA – Cloud Software-as-a-Service 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 24 12 320 Under 
Development 

Operating System NA – Cloud Software-as-a-Service 

Software Category No.   

Appian Process Models   

Google Application Engine   

SOA Software   

Integration Web Services   
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City Pairs Program (Airfares) 
The City Pair Program (CPP) offers fares discounted considerably off comparable commercial fares--
saving the federal government billions of dollars annually. In addition to the tremendous price savings, 
the CPP has many features which allow government travelers all the flexibility possible in planning 
official travel. The CPP consists of five applications: 
FARMS: Secure web application used by Federal agencies to submit Domestic/International projected 
travel requirements in terms of passenger counts. FARMS reconciles all federal agencies market 
requirements and with support of additional referential resources creates the RFP List (Solicitation). 
COPS:  Secure web applications that enable the contracting program Office to solicit offers of one to 
many Airline City Pairs. Airline carriers prepare, submit and modify the offer(s) electronically. The 
application validates formatted data and ensures 100% complete offer submission.  
Airfare: Airline carrier offers are processed through Airfare which completes a complex analytical 
process to rank the offers for each CityPair and permits the contracting program Office to conduct 
surveys amongst the stakeholders leading to negotiation and award.  Additional features include 
complete phase business support during offers evaluation, pre-award, award, voting tool, complete 
reporting system for current and previous fiscal years, contract award maintenance and audit features.  
CpAwards: Contracting Officers (CO) and Special Board Members evaluate, select and vote for 
airline carrier winners during the pre-award/award phase of the cycle.  
City Pair Search: Web application that allows government and military travelers (DOD) all flexibility 
possible when searching, planning official travel on City Pair markets, fares and services. Additionally, 
it provides travelers total estimated travel cost including fares, fuel surchages and baggage fees.  

Hardware Windows 2003 server, IIS, Sun server Unix, client PC 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release: 

Remarks 

 DME O&
M 

RFA/
Task 

12 345  

1 4 2 

Operating 
System 

Solaris on the Sun server, Windows server 2003. 

Software Category No. Files Lines of Code 

Cold Fusion, Sybase Database Server, PowerBuilder,    

AJAX, Eclipse, SQL, CFM, HTML, JavaScript 
components 

275 69,193 

 Stored Procedures    418  54,845 

 PowerBuilder  732 131,995 
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CSM Web Service 
CSM Web Service provides functions and methods that allow the FSS Online application to 
interoperate with internal applications such as Offer Registration System (ORS), eOffer, 
Solicitation Writing System (SWS), and external applications such as Federal Procurement Data 
System – Next Generation (FPDS-NG), Excluded Parties List System (EPLS), and Online 
Representations and Certifications Application (ORCA). In addition, CSM Web Service provides 
Contract data to other applications such as General Services Administration (GSA) Advantage, 
Enterprise Acquisition Solution (EAS), and Requisitioning, Ordering and Documentation System 
(ROADS). 
 
CSM Web Service uses eXtensible Markup Language (XML) messages that follow the Simple 
Object Access Protocol (SOAP) standard that have been popular with traditional enterprise. In 
such systems, there is often a machine-readable description of the operations offered by the 
service written in the Web Service Description Language (WSDL). The latter is not a 
requirement of a SOAP endpoint, but it is a prerequisite for automated client-side code 
generation in many Java and .NET SOAP frameworks (frameworks such as Spring, Apache 
Axis2, and Apache CXF being notable exceptions). Some industry organizations, such as the 
WS-I, mandate both SOAP and WSDL in their definition of a Web Service. 
All the services are exposed via Enterprise Service Oriented Architecture (eSOA). 

Hardware Sun server, Unisys Libra 890 mainframe 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Avg. Man-
hours/Release 

Remarks 

 4 6 2,510 None 

Operating 
System 

Solaris, Unisys MCP 

Software Category No. 
Files 

Lines of Code 

JBoss 5.0.1, Unisys DMSII database, OPENA 
JDBC driver, Java 1.6, EJB,  

N/A N/A 

Java  146,027 

JSP  0 

HTML  53 

XML  6212 
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Vendor Access Network System (VANS) 
VANS is a Web-based automated shipping system. It incorporates an automated process to 
eliminate the GSA form 1611 and paper documents. It interfaces FSS-19 data with regional 
transportation offices and commodity centers. It also eliminates the need for vendors to complete 
the 1611 form and fax or e-mail it to a GSA regional transportation office. 
 
VANS was developed to provide one program and process for vendors and GSA regional 
transportation offices, standardization of functions and processes, elimination of paper 
transactions, and electronic interchange of shipping information. VANS provides one face to 
vendors and suppliers, the commodity center, and regional transportation offices to clarify 
shipping instructions. VANS acts as the middle-man system between FSS-19 and Surface 
Deployment and Distribution Command (SDDC) systems and is currently being used to: 
 Transmit FSS-19 information from GSA to vendors, 
 Transmit shipping requirements from vendors to GSA, and 
 Prepare shipping instructions to vendors. 

 
VANS is currently being used to transmit information for containerized shipments; however, the 
GSA form 1611 process is still in effect for break-bulk shipments (mainly vehicles).  

Hardware Intel, Unisys Libra 890 mainframe 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 0-1 2-4 674 None 

Operating 
System 

Red Hat Enterprise Linux, Unisys MCP 

Software Category No. 
Files 

Lines of Code 

JBoss, Unisys DMSII database, OPENA JDBC 
drive, Apache Web Server 

 NA 

VANS MODULE:   

 Java  12,724 

 JSP  5,012 

 HTML  532 

 XML  409 

VAN-GS MODULE   

 Java  17,464 

 JSP  5,830 
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 HTML  2 

 XML  1,049 
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National Cataloging Action Log (NCAL) 

The NCAL program: 
 Submits and controls all incoming General Services Administration (GSA) Form 3535 

requests. 

 Provides quick and easy status inquiries. 

 Maintains an historical record of actions submitted for an item. 

 Provides report generation capabilities. 

This application is a web-based GSA Intranet Universal Resource Locator (URL) site with a web 
address at https://ncal.fas.gsa.gov/ncal/. The purpose of NCAL is to provide an automated log 
system that facilitates creation, transmission, tracking, and reporting of requests for 
Cataloging/Supply Management Data Action (GSA Form 3535) submitted by the Acquisition 
Centers. 

Hardware Sun for the JBoss and Apache applications, Unisys Libra 890 mainframe 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release: 

Remarks 

 0-1 4 23 There is minimal 
change in this 
application. 

Operating 
System 

Sun Solaris, Unisys MCP 

Software Category No. Files Lines of Code 

JBoss, Java, OPENA JDBC driver, Apache  NA 

Java  65,727 

JSP  38,861 

HTML  1,372 

XML  2,450 
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Demand Forecast 

Demand Forecast uses JDA (formerly known as Manugistics, a commercial software package 
(COTS)), to manage demand forecasting, inventory optimization, and replenishment planning to 
assist supply management personnel to better forecast demand and to economically manage the 
entire supply chain for FSS-19 and the Customer Supply Center (CSC). Demand Forecast 
interfaces with the Inventory Management (IM) and Procurement (PR) Modules of FSS-19, and 
with CSC. IM and CSC inventory data and PR contract data are sent to JDA on a daily basis. The 
data is loaded into an Oracle database and analyzed. Inventory replenishment transactions are 
generated and sent to FSS-19 for processing. JDA uses a client-server web architecture 
environment that runs via web browser. Application users sign in to the JDA application to 
review the appropriate screens about their demand forecasting, inventory optimization, and 
replenishment planning recommendations that were generated by JDA’s demand forecasting 
application.  

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release

: 

Avg. No. Man-hours for 
Monthly Application 
Maintenance 

 <1 1 120 12 

Operating 
System 

Solaris 10 

Software Category No. I/O Files 
Transfers 

Lines of Code 

JDA (a commercial COTS software 
package) 

24 N/A 

Database Oracle database – 11.2.0.3   
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FSS-19 
FSS-19 is the Federal Acquisition Service (FAS) operations and management system that 
supports the GSA mission to procure and distribute supplies across the Federal Government. 
Orders for supplies and services are sent to FSS-19 via the DAASC AUTODIN Replacement 
System (DARS), File Transfer Protocol (FTP),  Customer Supply Center (CSC), GSA 
Advantage!, the Phoenix Emergency Order system, and the FSS ON-LINE Data Entry System. 
Customer information and reports are output via DARS, FTP, Simple Mail Transfer Protocol 
(SMTP), Electronic Data Interchange (EDI), and Facsimile (FAX). Major interfaces are with the 
GSA Office of Finance and the Federal Procurement Data System. 
 
FSS-19 is predominantly a batch system that runs on a Unisys Libra 890 mainframe. Batch 
cycles are run nightly, Sunday through Friday. Weekly, Monthly, Quarterly, Semi-Annual, 
Annual, and As-Required batch cycles are also run. Online access is mostly for inquiry but with 
some file updating. The data is unclassified.  
 
FSS-19 also provides Simple Object Access Protocol (SOAP)-based web services to other 
applications to consume FSS-19 data.  
 
FSS-19 is one of the largest FAS IT systems. Because of its size and complexity, it is separated 
into 8 semi-independent modules. The modules are: 
 
1. FI – Finance Interface 
2. IM– Inventory Management 
3. LM– Logistics Data Management 
4. OP – Order Processing 
5. PM– Production Management 
6. PR – Procurement 
7. QC – Quality Control 
8. SD – Supply Distribution 

Hardware Unisys Libra 890 mainframe  

Change 
Management 

Avg. No. Changes/Mo Avg. No. 
Releases/Year 

Avg. Man-
hours/Release: 

Remarks 

 104 200 130 None 

Operating 
System 

MCP 14/SSR 55.1 

Database 
Management 
System 

Unisys Enterprise Database Server (DMSII) on the Unisys Libra 890 Mainframe. 
OpenA  uses 13 databases (596 datasets) and there are 3 databases not used by 
OpenA 

Software Category No. Files Lines of Code 

COBOL 74/85 programs 1,553 1,148,585 
(unique code – 

reusable code is 
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counted once) 

Work Flow Language (WFL) 1,341 164,904 

ALGOL programs 288 104,427 

SORT 10 81 

TEXTDATA 23 268 

DATA 23 16,533 

DASDL (Database Definition) 21 34,951 
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DLMS MOD 
The DLMS Mod application receives incoming DLMS XML transactions from DLA 
Transactions Services (DLATS), parses the transactions, extracts status from FSS19, and returns 
the results in DLMS XML format to DLATS.  The application also transforms outgoing FSS19 
MILSTRIP transactions to DLMS XML before being SFTP’d to DLATS.  The DLMS 
transactions currently in production are: 
 
Transaction Description         Note  
869A      Requisition Inquiry/Supply Assistance Request DLATS to GSA   
856S  Shipment Status      GSA to DLATS 
870S   Supply Status                  GSA to DLATS 
 
The application is written in Java and runs on the JBoss Application server installed in the 
JProcessor of the Unisys Libra system. 

Hardware Unisys Libra 890 Mainframe 

Change 
Management 

Avg. No. Changes/Mo No. 
Releases 

Man-
hours/Release 

Remarks 

0-1 2-4 200 None 

Operating 
System 

MCP 14/SSR 55.1 

Software Category No. 
Files 

Lines of Code 

JBoss, DMSII Database N/A N/A 

POJOs 28 1080 

Other Java Classes(non-POJO) 25 5318 

Static Files 4 1173 

XSD files 3 4033 

Sar file 1 96 
 
  



Application Set 2: Supply Chain, Motor Vehicle Management and 
Transportation Systems (Groups 5-7) 
 
Group 5: Supply Chain  
 

 
 
 

Warehouse Management System – Phoenix Subsystem  
FAS currently operates two warehouses to support our Supply Distribution program.  The two 
warehouses are the Eastern Distribution Center (EDC) located in Burlington, NJ and the Western 
Distribution Center (WDC) located in French Camp, CA.  There are two separate WMS in production 
at the EDC & WDC. The WMS applications are: 
 Phoenix WMS. The Phoenix WMS is made up of several modules that manage the warehouse 

including: 
o Facility Configuration  
o Order Processing,  
o Inventory Location,  
o Discrepancy Research,  
o Bin Replenishment,  
o Shipments (both Freight and Non-Freight), 
o Shipment Tracking,  
o Export Shipments,  
o Emergency Orders, and  
o The Receiving Module 

The core WMS system is a client/server application built in PowerBuilder running on a Sun Unix 
server in Sterling, VA and Chicago, IL.  The bar code system integration hardware/software utilizes 
WASP DLL’s. The Locator and Export Shipping Modules are also in production at the WDC.  An 
interface with the HighJump WMS was developed for the Locator, Shipments and Export Shipments 
modules.  
 
There are 3 small applications on a Windows server in Burlington , New Jersey written in Visual 
Studio utilizing VB.net on the front end and SQL server on the backend. 
 

 RFID - This application provides the shipping department the ability to transfer data from the 
manifest documents to an RFID tag which is then used to track the shipment on trucks from 
our facility in Burlington, NJ to anywhere in the world.  It also generates the necessary 
customs documents for all international shipments. 

 Hazmat - This application provides the shipping department the ability to create the required 
hazmat certification documentation for all shipments that contain hazardous materials. 

 Personnel - This application includes the ability to store and report on all employee data, 
vehicle information, warehouse employee license information, employee time worked 
including overtime, shipment information as well as carrier, truck and vessel data. 

 

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Annual Man-hours Remarks 

   11,400 9 

Operating Unix/Windows 
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System 

Software Category No. 
Tables 
& Files 

Lines of Code 

Powerbuilder and Other Supporting Software 1248 350,000 

Stored Procedures 984  

Reports and Labels 45  

 Visual Studio/SQL Server  26,457 
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Warehouse Management System – HighJump Subsystem 
The HighJump WMS is a COTS package that has been customized to meet the needs of the 
distribution center.  It performs the warehouse function from inventory receipt to shipping.  The 
HighJump WMS is in production at the WDC.  In the future, Highjump may be implemented in the 
EDC.  An interface was developed for the Locator, Shipments and Export Shipments modules in 
the Phoenix WMS.  The core WMS system is a proprietary software application built in System 
Advantage Architect.  It runs on a Windows server using SQL server and is located in Sharpe, Ca.  
The bar code system integration hardware/software utilizes WASP DLL’s through Loftware Label 
Manager.  Reports are generated using Crystal Enterprise.   

Hardware  

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Annual Man-
hours 

Remarks 

   5,700  

Operating 
System 

Windows 2003 

Software Category No. 
Tables 

Lines of Code 

HighJump App and Other Supporting Software  437 415,000 

Stored Procedures 537  

Reports and Labels 148  
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Burlington Support  
Support Staff at Burlington, New Jersey support the following: 
 

 Manage Phoenix WMS user accounts and logins for Burlington, Kansas City, Auburn, and 
Philadelphia  

 Troubleshoot and resolve daily operational issues with Phoenix WMS. 
 Create and test SCR’s as needed  
 Manually enter shipment confirmation for requisitions within Phoenix WMS where carrier 

does not provide electronic file.  (Fedex international)  Approximately 2000 requisition a 
month   

 Address daily corrections for WDC and CSC orders Approximately 20 order daily need to be 
addressed   

 Retrieve various confirmation files daily from carriers and ensure they are available for 
Phoenix WMS to process records back to FSS19 Supply carriers with address information 
daily for shipments  

 Printing daily of 1348’s, manifests, and military shipping labels for FSS19 cycle work and 
CSC cycle work Process and print an average of  3400 requisitions daily.  Also keep 
inventory and ordering of all supplies to print work i.e. toner, paper, labels, ribbons and office 
supplies 

 Printing of hazardous and marking labels to ship GN4 material 264,135 labels printed so far 
2013 

 Provide service for zebra printers in production room and throughout the warehouse (these 
printers are not covered under GITO contract) 20 printers  

 Process daily point of sales files received from Kalseriautem, Djibouti, and White House  
 Retrieve various files daily from carriers and ensure they are available for Phoenix WMS to 

process records back to FSS19   
 Create and send daily reports such as Advanced due for TCMD, Coop EDC , Coop WDC, 

Asset visibility   
 Provide Burlington users and management with various reports on order tracking and 

operations, using query tools such as Ursa and Crystal Reports.  Create ursa specs when 
requested to aide in research 

Perform as Tiger Team for EDC     Research all inquiries from customer, NCSC Kansas City, NCSC 
Auburn, DLA and vendors on inbound and outbound freight via phone and email  
Track AOG’s (aircraft on ground) orders due in and shipped from Burlington Depot 
  

   Annual Man-hours  

   11,400  
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FSS Online 
FSS Online/Client Server (CS) is the front end application to the FSS-19 database system. At the 
highest level, FSS Online/CS is used as an information management tool for the Contracting 
Officer (CO) and Contracting Specialist (CS) community. In FSS Online/CS, COs and CSs can 
track and manage contract loads, contract corrections, as well as contract modifications. 
 
It also provides the ability to write orders, manage vendor information, and create different 
reports related to the contracts. 
 
The following modules are included in the FSS Online/CS application: 

 Procurement (PR) 

 Contract Management (CM) 

 Order Processing (OP) 

 Technical Information Maintenance System (TIMS) 

 Work in Process (WIP) 

 Supply Distribution (SD) 

 Inventory Management (IM) 

 National Item File (NIF) 

FSS Online/CS is a windows desktop application written in PowerBuilder. It communicates with 
the FSS-19 database via the Open/A Open Data Base Connectivity (ODBC) driver and with the 
Offer Registration System (ORS) database via the Sybase Adaptive Server Enterprise client 
library. In addition, FSS Online/CS consumes Simple Object Access Protocol (SOAP) Web 
Services provided by Contract Services Management (CSM) Web Service. Via the web services, 
it interfaces with other applications, including Solicitation Writing System (SWS), Electronic 
Offer (eOffer), Electronic Modifications (eMods), Offer Registration System (ORS), Enterprise 
Content Management Solution (ECMS), Online Representations and Certification Application 
(ORCA). 

Hardware The front end is a client application running on the user’s laptop. At the back 
end, it interfaces with the DMSII database in Unisys Libra 890 mainframe as 
well as CSM Web Service using SOAP. 

Change 
Management 

Avg. No. Changes/Mo Avg. No. 
Releases/
Year 

Avg. Man-
hours/Release: 

Remarks 

18 4 5,062 None 

Operating 
System 

Windows XP and Windows 7 in front end (laptop). For the database, MCP on 
the Unisys Libra 890 mainframe. 

Software Category No. 
Files 

Lines of Code 

PowerBuilder version 12.5 N/A 954,467(unique 
code – reusable 
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code is counted 
once) 

OPENA ODBC  N/A N/A 
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FSS Online Data Entry 
Data Entry is a client/server application that allows the users to enter the data that will be 
processed by the different Modules of the FSS-19 system. The data is stored in a DMSII 
database in Unisys mainframe.  
Data Entry includes six different modules such as Procurement (PR), Order Processing (OP), 
Quality Control (QC), Inventory Management (IM), Supply Distribution(SM), and Logistic 
Management (LM). This application allows the user to enter and process orders and other daily 
actions. There are around 400 different transactions that can be performed in Data Entry. Each 
transaction has a unique doc id to represent the action, and the system updates the database 
directly when a doc id action is performed. The doc id includes various actions such as shipping 
the object to a specific warehouse. The FSS-19 evening cycle processes the data generated by the 
Data Entry application. The system can also monitor a user’s transaction history. 
Hardware The front end is a client application running on the user’s laptop. At the back 

end, it interfaces with the DMSII database in Unisys Libra 890 mainframe. 

Change 
Management 

Avg. No. Changes/Mo Avg. No. 
Releases/
Year 

Avg. Man-
hours/Release: 

Remarks 

 1 4 281 There is minimal 
change in this 
application. 

Operating 
System 

Windows XP and Windows 7 in front-end (laptop). For the database, MCP on 
the Unisys Libra 890 mainframe. 

Software Category No. 
Files 

Lines of Code 

PowerBuilder version 12.5 N/A 253,605 

OPENA ODBC  N/A N/A 
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FSS Online Security 
The Security application provides the capability to maintain the list of users for different 
applications such as FSSOnline, Data Entry, Online Contract Management System (OCMS), 
Solicitation Writing System (SWS), and Offer Registration System (ORS). 

It contains the level of authorization granted to the different modules and/or functionality in 
those applications. 

Hardware The front end is a client application running on the user’s laptop. At the back 
end, it interfaces with the DMSII database in Unisys Libra 890 mainframe. 

Change 
Management 

Avg. No. Changes/Mo Avg. No. 
Releases/
Year 

Avg. Man-
hours/Release: 

Remarks 

 1 4 281 Minimal change per 
year. 

Operating 
System 

Windows XP and Windows 7 in front end (laptop). For the database, MCP on 
the Unisys Libra 890 mainframe. 

Software Category No. 
Files 

Lines of Code 

PowerBuilder version 12.5 N/A 73,275 

OPENA ODBC  N/A N/A 
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eFSSOnline  
eFSSOnline is a Web application that provides the Contracting Officer (CO) community the list 
of eMods and eOffers that are ready for electronic signature. 

Hardware SUN machine running JBoss application server, Unisys Libra 890 mainframe 

Change 
Management 

Avg. No. Changes/Mo Avg. No. 
Releases/ 
Year 

Avg. Man-
hours/Release: 

Remarks 

 1 4 198 There is minimal 
change in this 
application. 

Operating 
System 

SUN Solarix for the JBoss application, Unisys MCP 

Software Category No. Files Lines of Code 

OPENA JDBC driver, JBoss 5.0.1, 
Java 6 

  

 Java 34 6615 

 JSP 36 4087 

 HTML 2 2 

 XML 12 1595 
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High Priority Order Air Clearance (HPOA) 
The High Priority Order Air Clearance (HPOA) application provides an automated mechanism 
that allows vendors to submit Department of Defense (DoD) orders to each Service’s Air 
Clearance Authority (ACA) via the Financial and Air Clearance Transportation System (FACTS) 
for determination of an export shipment’s eligibility to move via Air. 
 
The HPOA application is in testing mode and will be implemented in FY2014. 
 
HPOA was developed to provide one program and process for vendors and GSA regional 
transportation offices, standardization of functions and processes, elimination of Fax based 
transactions, and to promote X12. EDI electronic interchange of shipping information.  HPOA 
will provide one face to vendors , Supply Operations Center (SOC) , and FACTS to provide 
relevant  shipping instructions.  HPOA acts as the middle-man system between FSS-19 and 
SDDC systems and is currently being used to: 
 Transmit FSS-19 information from GSA to vendors, 
 Transmit shipping requirements from vendors to GSA/SOC , and 
 Send /Receive X12.EDI communication from FACTS. 

 

Hardware Intel, Unisys Libra 890 mainframe 

Change 
Management 

Avg. No. Changes/Mo Avg. No. 
Releases/ 
Year 

Avg. Man-
hours/Release: 

Remarks 

N/A N/A N/A  

Operating 
System 

Red Hat Enterprise Linux, Unisys MCP 

Software Category No. Files Lines of Code 

JBoss, Unisys DMSII database, 
OPENA JDBC driver,  Apache 
Server 

  

Java  33,798 

JSP  13,480 

HTML  532 

XML  1,806 
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Pegasys Connect 

FAS Pegasys Connect is an interface between GSA FAS Financial Transaction Source Systems, 
such as FedPay, FAS-Customer Supply Center (CSC), National Customer Service Center 
(NCSC), GSA Advantage, and FAS FSS-19, with the Pegasys System. Pegasys Connect also 
provides Simple Object Access Protocol (SOAP)-based Web Services to GSA Advantage and 
ATM-Rejected and Invalid Transaction Handling (R&ITH) applications. The Pegasys Connect 
application performs the following functions:  

 submits Billing, Account Receivable Tracking (ART), and contract-related files to 
Pegasys. 

 processes response files from Pegasys. 

 resubmits the billing files corrected by R&ITH application. 

 provides service to Advantage to obtain Billing Information History Data. 

 provides validation service to R&ITH application. 

 consumes service from Advantage to obtain Credit Card information. 

 provides services to GSA Advantage to update Billing records update with submission-
ready status. 

Pegasys Connect provides Billing and ART system submissions to Pegasys daily as per the 
agreed schedule, which will be processed by Pegasys; Pegasys will send response files back to 
FAS. The changes to GSA FAS Source Systems are kept to a minimum to avoid any disruption 
to the processes. 

Hardware Unisys Libra 890 Mainframe 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release: 

Remarks 

 N/A N/A N/A Not yet in 
production. 

Operating 
System 

 MCP 14/SSR 55.1 

Software Category No. Files Lines of Code 

Cobol 85 compiler, DMSII Database 
Management System, DMSQL JDBC, MGS 
Web Tool, CANDE/Programmers Workbench, 
SOAP UI, RSA/MS Visio 

  

COBOL programs 13 17,709 

Work Flow Language (WFL) programs 7 3,697 

 COPYLIB  5,220 
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URSA 
URSA is a reporting tool from Decision Support used by over 1200 FAS and other personnel 
throughout GSA. It supports users accessing a range of databases, including those that make up 
FSS19, CSC, TARPS, SASy, FEDS, FMS, etc. URSA generates reports against database files that 
reside on mainframe computers (GSAC, GSAB) located in Eagan, MN and Salt Lake City, UT. 

Hardware PCs/Laptops for Client, Unisys Libra 890 Mainframe 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

1 1 320  

Operating 
System 

Windows XP and 7, Unisys  MCP 14/SSR 55.1 

Software Category No. 
Files 

Lines of Code 

URSA - DMS2, and SQL.   
URSAC/DARGALC Instance 
DARGAL/MASTER/FSS19 ON CSCDARGAL  
DARGAL/MASTER/CSC ON CSCDARGAL  
DARGAL/MASTER/CSCASIA ON CSCDARGAL  
DARGAL/MASTER/PHOENIX ON CSCDARGAL  
DARGAL/MASTER/AAD/ADMIN ON CSCDARGAL  
DARGAL/MASTER/CPSA ON CSCDARGAL  
DARGAL/MASTER/SDREGDATA ON CSCDARGAL  
DARGAL/MASTER/BAAR ON SOFTWARE  

                                   Total for URSAA/DARGALA 
 

705 
219 
35 

126 
177 
21 

113 
34 

1430 
 

Average  of 
175 lines per 
entry 

 

 

 

 

                     

286,000 avg 
lines 

 URSAA/DARGALA Instance 
DARGAL/MASTER ON PROD  
DARGAL/MASTER/FEDS ON FMSDARGAL  
DARGAL/MASTER/EPAY ON FMSDARGAL  
DARGAL/MASTER/SASY ON FMSDARGAL  
DARGAL/MASTER/AUCTIONVIEW ON FMSDARGAL 
FMS/MASTER ON FMSDARGAL  
EUR/FMS/MASTER ON FMSDARGAL  
FMS/VEHCOST ON FMSDARGAL  
AMP/MASTER ON FMSDARGAL  
MASTER/FMVRSDB/ALL ON SOFTWARE  
MASTER/FMFADB ON FMSPROD  
MASTER/STRDB ON SOFTWARE  
FMS/FLEETSALES ON FMSDARGAL  
FMS/MASTER/SECURITY ON FMSDARGAL  
FMS/MASTER/EUR/SECURITY ON FMSDARGAL  

 
203 
116 

7 
96 
33 

534 
143 
49 

175 
20 
17 
34 
12 

2 

 

Average  of 
175 lines per 
entry 
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MASTER/FMFADB/SECURITY ON SOFTWARE  
MASTER/FMSHISTDB ON SOFTWARE  

 
                                   Total for URSAA/DARGALA 
 
                                                              Grand Total 

2 
2 

18 
 

1463 
  
 

2893 
 

 

 

                     
292,600 avg 
lines 
        

578,600 avg 
lines 
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Customer Supply Centers (CSC) 
The Customer Supply Centers (CSCs) are mainframe applications hosted on a Unisys CS890 
MCP Clearpath system. It Supports the operation of 43 active supply stores/retail 
warehouses located overseas and the United States.  Sales/Orders can either be walk-in 
orders or they can be submitted via call center by telephone, fax or email. In addition to 
Sales/Order Processing including pick/pack/ship capability, CSC has functionality of 
Inventory Management to manage and replenish store inventory, Purchase Order 
Management for the Expanded Direct Delivery (EDD) program, Discrepancy Research, 
Customer Address Management, and Ad-hoc Reporting.  CSC also processes FEDSTRIP 
requisitions from DAASC routed via FSS-19 for EDD part numbers as well as NSNs stocked 
at Hawaii stores, and EDD sales through the GSA Global Supply, USMC Servmart and GSA 
Advantage! websites.  CSC application also manages a call center website for NCSC 
(National Customer Support Center), vendors and customers. 
 

Hardware Unisys CS890  

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 4 24 1400 On an average 
there are at least 
two tasks 
requesting for 
data updates on 
an average per 
month. 

Operating System  

Software Category No. of 
Files 

Lines of Code 

COBOL Program 501 About a million 

WFL 100 30000 

Javascript 10 10000 

MGSWeb Webservice definition files 5 3000 
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Product Information and Communications System (PICS) 
PICS is a database management system that GSA uses for product and publication information.  
PICS maintains data for both NSN and Expanded Direct Delivery (EDD) items.  It is a single, 
consolidated, accurate, and up-to-date information source for all products marketed by the 
GSA.  PICS also allows for the creation and modification of product information.  Each 
weekday night PICS receives NSN item data from the FSS-19 Logistics Management (LM) 
module.  Each weekday night PICS sends EDD item data (prices, descriptions, etc) to the 
following systems: GSA Advantage, CSC, FSS-19 Procurements (PR) Module, and DOD 
EMALL.  PICS processes run after business hours in the UNIX environment of the Production 
server. These processes, which are launched automatically at regular intervals using the UNIX 
CRON feature, are responsible for receiving NSN item data from FSS-19 and transmission of 
EDD item data to the recipient systems. All PICS UNIX processes are initiated and controlled 
by UNIX shell scripts which in turn call other UNIX shell scripts, Java programs, and run 
database queries and stored procedures via ISQL.     

Hardware Sun 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Releas

e: 
Remarks 

 48 6 800 15% of changes are 
code changes 

85% of changes are 
data format changes 

Operating 
System 

Solaris 10.x 

Software Category No. Files Lines of Code 

SQL, Sybase Database Design, PowerBuilder 
version 12, Client Server technology, Windows 
XP/Windows 7 on the client PC, Sybase ASE15 

  

PowerBuilder  318,372 

Java  18,392 

SQL   36453 
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Sales Automation System and Ad Hoc Reports (GSA Auction / SASY / Reverse Auctions) 

The Sales Automation System (SASy) application supports Federal Acquisition Service 
property disposal functions nationwide in all GSA regions.  SASy is operational 24/7.  
Property is either sold or returned to originating agency for proper disposal.  The system 
supports live, sealed and internet auctions when the property is made available for sale.  
There is a web interface called GSAAuctions which is used to conduct internet online 
auctions to the public. The system creates financial registers, inventory of items and has a 
module called ePay that interfaces with the Department of Treasury’s Pay.Gov application 
for credit card payments.  There are currently 7 dashboards written using JReport.  There 
will be additional dashboards built in the future using JReport. 

Reverse Auctions is a module of GSAAuctions that will be used by Federal, State and local 
agencies to actively use the reverse auctions process as a procurement tool and by the 
business community at large with vendors contracted by various civilian and military 
agencies.  A user will post a commodity needed on the reverse auctions webpage and 
vendors will bid on the item.  At the end of the auction the lowest priced bid will win the 
auction.   Access to Reverse Auctions screens is governed by the Reverse Auctions and Ebuy 
security systems design.  The application is currently integrated with Ebuy and 
GSAAdvantage.  Future requirements are to integrate the application with the Regional 
Business Applications(RBA)/National Business Applications(NBA), Acquisition Planning 
Module (APM), eApproval and additional integration with eBuy. 
Access to appropriate screens in Sasy/GSAAuctions is governed by the Sasy security 
systems design.  The Sasy/GSAAuctions/Reverse Auctions application is processed on a 
Unisys Libra 890 mainframe located in Eagan, Minnesota.  It is written in Cobol74 using a 
DMSII database, Screen Design Facility (SDF) and COMS. The Sasy online is a web 
interface using blade technology developed in the ePortal technology.   The GSAAuctions 
and Reverse Auctions web interface is written using COBOL74, Javascript and HTML.  The 
search feature in the application utilizes the Thunderstone appliance. 
There are two components to the system, an online system and a batch cycle ran at night 

Hardware Unisys Libra 890 mainframe 

Change 
Managemen
t 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  88 19,200  

Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol74, ePortal, JReport 166 1,394,168 
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Federal Asset Sales Portal (GovSales.gov) 
GovSales.gov allows the public to search listings of surplus and forfeited property for sale 
by the Federal government ranging from luxury items such as furs and jewelry to 
automobiles and homes.  The web site’s single-point access makes it easier for the public to 
find and purchase these goods.  GovSales.gov portal provides convenient online shopping 
options that span across multiple national and regional federal sales centers.  GovSales is a 
Federal Asset Sales Initiative and is one of the E-Government programs managed by GSA.  
The Federal Asset Sales Initiative’s goal is to create a secure, efficient, and effective online 
marketplace for the public to find and buy commercial/residential real estate and other assets 
from the federal government.  Future requirements are to build dashboards for the 
application using JReport. 
The GovSales portal is processed on a Unisys Libra 890 mainframe located in Eagan, 
Minnesota.  It is written in Cobol74 using a DMSII database, and COMS.  The web interface 
is written using JavaScript and HTML.     
There are two components to the system, an online system and a batch cycle run at night.    

Hardware Unisys Libra 890 mainframe 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours/Release
: 

  

  2 1,900  

Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol74 23 93,709 
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Federal Disposal System (GSAXcess, CFL, AAMS) 
GSAXcess System is a government-wide excess property disposal and management system.  
Its function is to automate the reporting, screening, transferring, and donation functions.  
GSAXcess is used by all government agencies for the purpose of screening and transferring 
excess property. A module within GSAXcess handles Computers For Learning (CFL).  This 
module is used to transfer excess government computers to grade schools.  There is an 
Agency Asset Management System (AAMS) module that handles the internal agency 
screening of excess government property for that can be selected by a participating agency to 
transfer the asset to them.  The application has a web interface that enables agencies and 
authorized donation organizations to screen, freeze and transfer property.  Future 
requirements are to build dashboards for the application using JReport. 
Access to appropriate screens is governed by the GSAXcess security systems design.  The 
GSAXcess application is processed on a Unisys Libra 890 mainframe located in Eagan, 
Minnesota.  It is written in Cobol74 using a DMSII database and COMS.  The web interface 
is written using JavaScript and HTML.    The search feature in the application utilizes the 
Thunderstone appliance. 
There are two components to the system, an online system and a batch cycle run at night.   

Hardware Unisys Libra 890 mainframe 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  134 9,500  

Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol 133 764,749 
 
 
 



Application Set 2: Supply Chain, Motor Vehicle Management and 
Transportation Systems (Groups 5-7) 
 
Group 6: Motor Vehicle Management   
 

 
 
 

Fleet Management Systems and Ad Hoc Reporting (FMS) 
The Fleet Management System (FMS) application is responsible for the management of 
approximately 200,000 motor vehicles stateside, plus another 1,800 in Fleet Europe.  This 
includes vehicle maintenance, assignment to other agencies, billing and disposal.    The FMS 
also supports the following fleet management functions:   

 Vehicle inventory 
 Utilization 

 Maintenance control 

 Preventive maintenance tracking, and  

 Cost and financial management 
There are approximately seventy fleet management centers, sub centers and office sites.   
The application is written in Cobol74 using a DMSII database and COMS and SDF screens.  
The online application used by internal GSA staff is a web interface using blade technology 
developed in the ePortal technology.   Future requirements are to build dashboards for the 
application using JReport.   
Other modules of FMS include: 

 Comprehensive Accident Reporting System(CARS) – an online web-based tool for 
users to report vehicle accidents and resulting damage.  Allows GSA Fleet personnel 
to track vehicle incidents, payments and create reports.   The web interface uses 
HTML and Javascript. 

 Fleet Drive-Thru – an online web-based tool that allows users to input mileage and 
accounting information.   Simplifies bill reconciliation and payment and has a 
reporting tool for customers.  The web interface uses HTML and Javascript. 

 FedFMS(FFMS) – an online web-based tool for Fleet customers to use to manage 
their vehicle inventory and mileage.  The web interface uses HTML and Javascript. 

 Short-Term Rental – a web-based tool that allows customers the option of renting 
vehicles to meet short term requirements or to replace vehicles that are out of service 
due to accident or mechanical repairs.  The web interface uses HTML and Javascript. 

 Acquisition Management Program (AMP) – a web-based tool that automates the fleet 
vehicle acquisition processes such as ordering guidelines, financial information, 
vehicle requisitions and delivery of orders.  AMP interfaces with ROADS to place 
orders for vehicles.  The web interface uses HTML and Javascript. 

 Customer Dispatch and Reservation Module – a web-based tool  for users to schedule 
vehicle appointments, dispatch out vehicles to drivers, and produce reports.    The 
web interface uses HTML and Javascript. 

 Vehicle Fleet Exchange (VFE) – a web-based tool to notify Customers to schedule 
appointments at regional Auction Houses to exchange their government-issued 
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vehicle for a new vehicle.  Written in Coldfusion, HTML and Javascript using 
Sybase ASE database in a Windows environment.   This application will be 
converted to Cobol using a DMSII database.  The web interface will use HTML and 
Javascript. 
 

Access to appropriate screens is governed by the FMS security systems design. The FMS 
application is processed on a Unisys Libra 890 mainframe located in Eagan, Minnesota. 
There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe/Dell server 

Change 
Managemen
t 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

   247 16,150  

Operating  
System 

Unisys MCP/Windows 

Software Category No. of 
Tables 

Lines of Code 

Cobol, Java, ePortal, Coldfusion 309 2.9 million 
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Federal Motor Vehicle Registration System (FMVRS) 

Federal Motor Vehicle Registration System (FMVRS) creates a vehicle record in an agency's 
FMVRS file whenever a vehicle is purchased through AutoChoice and automatically creates 
a license plate record whenever a U.S. Government vehicle license plate is ordered through 
UNICOR/Amerimac. The agency then matches the license plate record to the vehicle it was 
assigned to.   

The National Law Enforcement Telecommunications System(NLETS) is a part of the 
FMVRS application.  NLETS is an interface that enables the message switch system to 
search for a VIN or license plate in the FMVRS database and return vehicle information to 
law enforcement at the state, local and federal levels. 

The application is written in Cobol74 using a DMSII database and COMS and SDF screens.  
The web interface is written in Javascript and HTML.   
Access to appropriate screens is governed by the FMVRS security systems design. The 
FMVRS application is processed on a Unisys Libra 890 mainframe located in Eagan, 
Minnesota. 

There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe 

Change 
Management 

 Avg. No. 
Releases/
Year 

Annual Man-
hours 

 

  135 5,700  

Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol 28 93,500 
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Automotive Remarketing Module(Arm) (Fleet Management Sub-System) 

Some of the vehicles that are taken out of service due to age or condition and sold by the 
Federal Acquisition Service (FAS) is done at auction houses across the county.  ARM is a 
standalone Visual C++  application running on a PC.  It displays data for FAS sales 
contracting officers at auctions to assist in bid acceptance.  ARM prepares data sent to the 
auctions houses pre-auction, reconciles post-auction invoices and data collected during the 
auction.  The Application then transmits the data to the FMS and Sasy application.   

There are plans to develop a web version of ARM in Java. 

Hardware  

Change 
Management 

 Avg. No. 
Releases/
Year 

Annual Man-
hours 

 

  15 1,900  

Operating 
System 

Windows XP/Windows 7 

Software Category No. of 
Tables 

Lines of Code 

Visual C++ 30 192,035 
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FMS2GO 
FMS2GO was developed with an interface to the AMP and FMS applications. This 
application automates the processes of receiving vehicles, assignments, and termination of 
assignments at remote Fleet Management Centers.  The application is written in C# and using 
SQL server and runs on a handheld device using Windows CE.   The information is 
transmitted to from the handheld device to the FMS application.  A mobile application was 
currently developed on the Android platform using Java that will eventually phase out the 
handheld devices and be replaced with rugged tablets. 

Hardware  

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  31 1,650  

Operating 
System 

Windows CE/Android 

Software Category No. 
Tables 

Lines of Code 

Visual C#, Java  7,000 
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AutoAuctions 
GSA sells its fleet vehicles that have been retired from service.  Over 30,000 vehicles are sold 
annually.  The AutoAuctions web site provides the public the ability to search for fleet vehicle 
sale locations and models available at the sales.  Users can register for email feeds based on 
options in their profiles.   
The application is written in Java and spring framework  using the Unisys JProcessor and a 
DMSII database.  The web interface uses HTML and Javascript.  The application war files are 
deployed in JBOSS.   The search feature in the application utilizes the Thunderstone 
appliance. 
Access to appropriate screens is governed by the AutoAuctions security systems design.  
The application is processed on a Unisys Libra 890 utilizing the windows side of the 
mainframe located in Eagan , Minnesota. 

Hardware Unisys Libra 890 mainframe ES7000 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  41 300  

Operating 
System 

Windows 

Software Category No. 
Tables 

Lines of Code 

Java  84,048 
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Requisitioning, Ordering and Documentation (ROADS) 
The Requisition, Ordering and Documentation System (ROADS) application is used by all 
government agencies to procure vehicles.  The system has a number of web interfaces to 
support the intended audiences.   

 AutoStandards web interface allows the Original Equipment Manufacturers (OEM) 
to register vehicle standards.   

 Autobid web interface is used by the OEM’s to offer vehicles to federal customers.  
 AutoChoice web interface allows federal customers to order vehicles over the 

internet that are being offered thru AutoBid.  
 Quality Discrepancy Reporting (QDR) web interface allows customers to report 

issues with vehicles.  The engineering department works reported issues with 
manufactures to resolve the discrepancies.  

 Drive Green web interface allows users to input requirements to purchase alternative 
fuel vehicles.  The FAS automotive branch uses the request to see where vehicles are 
available to purchase that meets the agencies requirements.   

AutoChoice, AutoStandards and Autobid are written in ColdFusion and will be converted to 
Java.    
The ROADS/QDR/Drive Green application is processed on a Unisys Libra 890 utilizing the 
windows side of the mainframe located in Eagan, Minnesota.  It is written in Java, HTML 
and Javascript using a MYSQL database.  The applications war files are deployed in JBOSS 
and the applications are accessed via url.  The application is developed in JBOSS Seam 2.0 
using Richfaces 3.3.1, EJBB Query, and Persistence Layers (hibernate) and the war files are 
deployed in JBOSS.  Autobid and autostandards web interface is written in ColdFusion 
running on a windows server in Sterling, Virginia and accesses the MYSQL database used in 
ROADS.  There are approximately 100 reports for the application that is developed using 
JReport.   
Access to appropriate screens is governed by the ROADS/Autochoice/QDR/Drive Green 
security systems design.  
There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe ES7000/ Dell servers 

Change 
Management 

 Avg. No. 
Releases/
Year 

Annual Man-
hours 

 

  63 7,600  

Operating 
System 

Windows  

Software Category No. of 
Tables 

Lines of Code 

Java, Cold Fusion, JReport, JBoss 213 442,253 
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Transportation Audit Support System (TASS/TARPS/ASPA) 
The Transportation Accounts Receivable and Payable System (TARPS) performs functions 
associated with the issuance and collection of overcharge claims resulting from the audit of 
transportation vouchers.  In additional, it records the submission of claims against the 
Government by carriers in the transportation industry.  TARPS also collects data for 
managerial direction and control, legal intervention, and litigation, productivity and 
statistical criteria, and payment of audit contractor fees and commissions. 
In conjunction with the TARPS system, the Federal Acquisition Service (FAS) has also 
implemented an Electronic Data Interchange (EDI) Application System for Post payment 
Audit (ASPA) which interfaces with TARPS.  The ASPA portion of the system resulted 
from a joint agreement between FAS and the Department of Defense (DoD).  The system 
accepts, stores, and makes available for audit Government Bills of Lading (GBLs), 
Government Travel Authorizations (GTRs), Government Excess Baggage Authorization 
Tickets (GEBATs), Vouchers, Invoices and Tenders.  Future requirements are to build 
dashboards for the application using JReport. 
All Federal Government agencies must submit its accounts receivable information each 
month. The Accounts Receivable Tracking System (ARTS) module supports the input of 
data and reporting from what the agencies submit.  It provides a list of agencies that have not 
submitted the required data so follow-up correspondence can be generated to the delinquent 
agency. 
 
Access to appropriate screens is governed by the TASS/TARPS/ASPA security systems 
design.  The TASS/TARPS/ASPA application is processed on a Unisys Libra 890 
mainframe located in Eagan, Minnesota.  It is written in Cobol74 using a DMSII database, 
Screen Design Facility (SDF) and COMS.  There is a web interface that enables trucking 
companies to receive transportation information that is written using Unisys’s blade 
technology developed in ePortal technology.   
There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  10 5,700  

Operating 
System 

Unisys MCP 

Software Category No. 
Tables 

Lines of Code 

Cobol74, ePortal 196 706,800 
 
  



Application Set 2: Supply Chain, Motor Vehicle Management and 
Transportation Systems (Groups 5-7) 
 
Group 7: Transportation  
 

 
 
 

Accounts Receivable Tracking System(ARTS) 
All Federal Government agencies must submit its accounts receivable information each 
month. The Accounts Receivable Tracking System (ARTS) module supports the input of 
data and reporting from what the agencies submit.  It provides a list of agencies that have not 
submitted the required data so follow-up correspondence can be generated to the delinquent 
agency. 
 
Access to ARTS is governed by the ARTS security system design.  The application is 
processed on a Unisys Libra 890 utilizing the windows side of the mainframe located in 
Eagan , Minnesota.  It is written in Java and the web interface is written in HTML and 
Javascript screen and uses a MySQL database.  The applications war files are deployed in 
JBOSS and the applications are accessed via url. 
 

Hardware Unisys Libra 890 mainframe ES7000 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  4 100  

Operating 
System 

Unisys MCP/Windows 

Software Category No. 
Tables 

Lines of Code 

Java, JBOSS 14 11,833 
 
 
 
  



Application Set 2: Supply Chain, Motor Vehicle Management and 
Transportation Systems (Groups 5-7) 
 
Group 7: Transportation  
 

 
 
 

Transportation Management Services Solution (TMSS) 
The Transportation Management Services Solution (TMSS) currently provides customers 
and vendors access to transportation cost and pricing information, Bills of Lading, Online 
Rate Filling and Prepayment Audit for Household Goods using a Web based system. TMSS 
also supports the two FAS supply depots located in Sharpe, Ca and Burlington, NJ for their 
transportation logistics.  The long term plan is to move the FAS supply depots to a new total 
transportation management system that is used for the rest of the Federal customers.  Future 
requirements are to build dashboards for the application using JReport. 
Access to appropriate screens is governed by the TMSS security systems design.  The TMSS 
application is processed on a Unisys Libra 890 mainframe located in Eagan, Minnesota.  It is 
written in Cobol74 using a DMSII database.  The web interface is written in HTML and 
Javascript utilizing Unisys’s web atlas. 
There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe 

Change 
Managem
ent 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  6 1,900  

Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol74 152 2 million 
 
 
  



Application Set 2: Supply Chain, Motor Vehicle Management and 
Transportation Systems (Groups 5-7) 
 
Group 7: Transportation  
 

 
 
 

Federal Strategic Sourcing Initiative (FSSI) for Domestic Delivery Service 
The Federal Strategic Sourcing Initiative (FSSI) is a collaborative effort between customer 
agencies across the federal government to reduce the costs of domestic small package 
shipments.  By using the United Parcel Service (UPS) BPA contract, agencies that 
participate in the program will receive discounts for shipments using UPS.  As agencies join 
in the program and identify their estimated annual spend, additional tier discounts are 
realized by all participating customer agencies.  The FSSI application has a portal for users 
to view dashboard reports for agencies to view how much has been spent on shipments.  The 
portal also shows spend reports for FedEx shipments and UPS international shipments.  The 
portal is developed in Java and the reports are built using JReport.  The database is MySQL 
and Pentaho ETL is used for loading and transforming the data into the data warehouse.  The 
applications war files are deployed in JBOSS and the applications are accessed via url.  The 
FSSI application is processed on a Unisys Libra 890 mainframe located in Eagan, 
Minnesota.   

Hardware Unisys Libra 890 mainframe ES7000 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  25 1,900  

Operating 
System 

Windows 

Software Category No. of 
Tables 

Lines of Code 

Java, JReport, JBoss 131 29,400 
 
 
 
 



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 8: Enterprise Data Marts/ Business Objects 
 

 
 
 

GSA SmartPay Program 
SmartPay is a Business Objects application, using an Enterprise Data Mart, reports, and 
dashboards to report credit card usage by the entire Federal government.  There are three banks 
that transmit level three data files using secure FTP and GPG encryption in.  The SmartPay 
application provides a flexible, interactive reporting tool used by GSA to support its internal and 
program-wide data management and reporting portal with analytical/business intelligence 
capabilities, supported by a data warehouse.  In the future other government agencies will have 
access to the reports. Some of the features provided by SmartPay include: 
 Spend Analysis – identification of spending patterns in order to leverage volume 

buys/negotiate merchant discounts to achieve other procurement savings; 
 Risk Identification – use of data mining capabilities to identify high risk transactions in order 

minimize/detect incidences of misuse, fraud, waste, and abuse; 
 Performance Measurement and Reporting – to improve overall card program management; 
 Refund Management and Compliance Monitoring – use of data management tools to monitor 

banks’ adherence to refund and fee/pricing commitments; 
 Tax Reclamation – analysis of credit card transactions to identify and assist with the recovery 

of State and Local taxes 
 
Currently in production is a spend and purchase data mart, dashboards and reports that are 
accessed thru a portal that is Java using a Sybase ASE database.  The portal web interface is 
developed using HTML and Javascript.  Access to the application is governed by the Smartpay 
security systems design.  The bank data is stored in a Sybase IQ database. 
 
Future data marts, dashboards and reports to be developed are travel, refund, risk, fleet, tax 
reclamation, delinquency and performance.   
 
Dashboard are developed using Xcelsius and reports using Webi which is part of the Business 
Objects suite.  File management consisting of file transfers, file splitting, encryption/decryption 
and archiving uses Unix shell and Perl scripting languages.   Database management consisting of 
schema definitions, table management, user management, ad-hoc queries and updates are 
performed utilizing a combination of SQL and Unix shell scripting.  Pentaho’s PDI code generator 
is used to extract, transform and load the data from the banks.  Unix shell scripting is used for 
bundling the various ETL components for execution in the correct sequence at the scheduled 
times, error handling and post processing tasks. 
 

The Business Objects application is processed on a windows server located in Sterling , Va.  The 
portal resides on a Unisys Mainframe Windows environment and uses a JBoss server located in 
Egan, Mn. 
 
There are two components to the system, an online system and a batch cycle ran at night. 

Hardware Sun Solaris 

Change 
Management 

Avg. No. Changes/Mo Avg. No. 
Releases/Year 

Annual 
Man-hours 

Remarks 



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 8: Enterprise Data Marts/ Business Objects 
 

 
 
 

 10  3800 681,974 

Operating 
System 

Windows, Unix 

Software Category No. of 
Tables 

Lines of Code 

Business Objects, Java, Pentaho ETL 261 682,310 

 
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 8: Enterprise Data Marts/ Business Objects 
 

 
 
 

Customer Analysis and Research Tool (CART) 
The vision for Customer Analysis and Research Tool (CART) to address key business intelligence questions such as the 
following:  
 
Who is and is not buying from FAS?  

What is and is not being bought?  

How/Where/How often is it being bought?  

Which vendors are getting business? If they didn't buy from FAS, who got the business—by portfolio, by contract type, by 
region, by product and service groupings?  
 
CART is a reporting source for BI and performance reporting that many have used since its creation in January 2007. In 
CART, user can quickly create and chart results in ways best suited to your BI needs. The ability to customize the types 
of information you see and how you see it should make your data-based research less time-consuming and the reports you 
download just what you need for business presentations and identifying new customer opportunities. CART data sources 
contains vast amount of information that should meet all of the reporting and analysis needs for available data sources 
 
The main objective of CART is to enable efficient and robust analytics that drive FAS business decisions utilizing 
internal FAS and external Federal Government data. With CART, the aforementioned questions, and others, can be 
answered smartly, with sound business intelligence data and the utmost efficiency. Overall, CART enables FAS to better 
understand customer requirements and become a strategic partner in helping federal agencies meet their responsibilities. 
 

Hardware Unix, Virtual Machines 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 15 6 1700  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 18 8 2  

Operating 
System 

Solaris - Unix 

Software Category No. 
Files 

Lines of Code 

Business Objects WEBI , Dashboards, Sybase IQ , 
Sybase ASE 15 , Sybase IQ 15.4 ,Oracle 11g 

  

Business Objects XIR4.0   
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 8: Enterprise Data Marts/ Business Objects 
 

 
 
 

Prices Paid Data Management and Reporting 
Description: Prices Paid is an initiative that consists of analysis and development of dashboards, 
reports, and analytics. These dashboards, reports, and analytics are used to make prices paid 
information for commodities (Office Supplies, or Domestic Delivery, etc…) available for our 
customers to make better purchasing decisions. To-date, we have completed 4 releases, and 10 more 
are expected over the next 24-36 months. Each project focuses on a specific commodity Based upon 
requirements and inputs from the SME’s, we determine the best technology solution and build the 
dashboard, report, or analytics. Generally there are 2-3 deliverables for each project/commodity. 
Deliverables can be static (data stored locally) or dynamic (reads data from database/EDW on load) 
and are web accessible. 

Hardware PAAS 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 4 6 400  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 12 4 1  

Operating 
System 

N/A 

Software Business Objects Universes, Explorer, QaaWS, 
LiveOffice, Excelsius 

No. 
Files 

Lines of Code 

 N/A  
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 8: Enterprise Data Marts/ Business Objects 
 

 
 
 

FSSI Dashboard (ITS – Federal Strategic Sourcing Initiative Pricing Dashboard – 
Microsoft Products) 
In order to keep track of Microsoft Products that were involved in the FSSI project, a dashboard was 
developed using Business Objects that could provide FAS with knowledge on their key performance 
indicators and comparative data. In addition to providing easily consumable information, this 
dashboard also provided the ability to present specific contract vehicle’s benefits to federal 
customers, while also demonstrating savings metrics for the Office of Management and Budget 
(OMB). 
 
A second phase just finished in June 2013 that expanded the dashboard’s ability by allowing users to 
also view products from the SmartBuy suite of contracts. 

Hardware Windows Server, 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 4 2 150  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 3 0 0  

Operating 
System 

IIS Server 7, Windows 2005 

Software Category No. 
Files 

Lines of Code 

Business objects tool suite with Sybase ASE 15, and 
Sybase IQ 12.7. 

  

   
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 8: Enterprise Data Marts/ Business Objects 
 

 
 
 

Customer Mail List Service (CMLS) 
CMLS is a publication ordering and inventory management system.  This system enables GSA customers and industry 
partners to order marketing publications online.  It also manages the inventory of publications in the GSA Warehouse in 
Ft. Worth, Texas.  This system generates bar-codes and is integrated with GSA provided bar-code scanners and the Pitney 
Bowes label printer.  CMLS also has a reporting module within the application providing canned reports to the customer.  
In addition to the system features, contractor staff in Chicago, Il also supports in creation of the mailing lists for GSA’s 
marketing personnel and industry partners.  The planned enhancements for this system includes adding agency based 
information management.  The system has both intranet and external facing interfaces.  The CMLS is as a client/server 
application on a Windows server.  The application is also supported by address validation software called Desktop Mailer. 

Hardware Sun Server, Windows Server, Application Server to support Cold Fusion 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 5 12 943 This application is getting migrated 
from ColdFusion to SalesForce 

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month     

Operating 
System 

Solaris, Windows 

Software Category No. 
Files 

Lines of Code 

Cold Fusion 10, JDBC N/A  

SalesForce   
 
 



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 9: Enterprise Data Warehouse 
 

 
 
 

Enterprise Data Warehouse (EDW) 
The FAS Enterprise Data Warehouse (EDW) is a program consisting of multiple systems and technologies to provide a 
shared reporting environment for the enterprise. With input from all of the FAS Business Lines, the EDW takes data from 
multiple source systems and then conforms the data to a single model. The EDW batch processing system takes the 
source data and then performs a series of validations, transformations, and mappings to prepare it for being inserted into a 
dimensional reporting model. The end result provides our end users the ability to perform comprehensive analytics that 
were previously not possible. 

Hardware Unix, Virtual Machines 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1 6 1000 - 1200 Change = Data Source 

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 10 5 5 Based upon “Defects” 

Operating 
System 

Uses existing architecture (Solaris for Database, Windows for Business Objects) 

Software Category No. 
Files 

Lines of Code 

SAP Business Objects, Data Services, Information Steward, Business 
Objects Universe 

  

Oracle, Sybase IQ   
 



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 10: Enterprise Data Management Services 

 
 
 

 
Financial Planning Application (FPA) 

The FAS Office of the Controller is responsible for coordination and management of the FAS-wide budget request and 
formulation consolidation process. This process entails garnering Operating Expense and other profit and loss (P&L) data 
related to the formulation of a budgeted FAS Statement of Operations.  The process also includes expense allocations and 
monthly P&L spreads.  The FPA application will streamline and enhance this process. 

Hardware Windows Server 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 6 1 1,107  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 1  1  

Operating 
System 

IIS 7 server 

Software Category No. 
Files 

Lines of Code 

VB .net, ASP   

Oracle 11g   
 
Telecom Invoice Management (TIM) 

The Telecom Invoice Management (TIM) front-end web portal system will automate the inventory reconciliation process 
for users who have access to the system.  This section outlines how user roles are authorized within the system and the 
flow of the invoice through the reconciliation process. 

Hardware Windows Server 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 13 1 1480  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 1  2  

Operating 
System 

Windows 2005, IIS server 

Software Oracle  No. 
Files 

Lines of Code 

ASP   

Oracle   
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 10: Enterprise Data Management Services 

 
 
 

 
Multiple Award Schedules Modifications Dashboard (MAS Mod Dashboard) 
The Office of Acquisition Management monitors modifications made to contracts. The Multiple 
Award Schedules (MAS) Modification Dashboard provides a visually presented layer of information 
on separate tabs. Each individual tab reflects one major category of the dashboard that Acquisition 
Management needs to track: Closed Modifications Performance, eOffer Process Performance, Work-
In-Progress Modifications Performance, and Options Performance.  

Hardware Windows Server, 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 3 2 971  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 2 1 0  

Operating 
System 

IIS Server 7, Windows 2005 

Software Category No. 
Files 

Lines of Code 

Business objects tool suite with Sybase ASE 15, and 
Sybase IQ 12.7. 

  

   
 
FAS Financial Dashboard 
In order to increase the self-service of FAS financial information, a dashboard was created that 
leveraged standard data architecture, and the Business Objects platform. The areas of interest in this 
dashboard are:  Key Financial Indicators of the FAS Financial Portfolio, Operating Expenses, 
Staffing Summary, Top 10, Portfolio Statement of Operations, Portfolio Operating Expenses. 

Hardware Windows Server, 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 20 4 1582  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 10 8 2  

Operating 
System 

IIS Server 7, Windows 2005 

Software Category No. 
Files 

Lines of Code 

Business objects tool suite with Sybase ASE 15, and 
Sybase IQ 12.7. 

  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 10: Enterprise Data Management Services 

 
 
 

 
Reports Server 

A Collection of reports from the FSS-19 system, these reports are PDFs and text files.  
 

Hardware Windows Server 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1 1 40 This application is getting migrated 
from ColdFusion to SalesForce 

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 1 1 1  

Operating 
System 

Windows NT 

Software Category No. 
Files 

Lines of Code 

Cold Fusion 10, JDBC, MS SQL N/A N/A, dependent upon 
type of application and 
function 

   
 
 



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

 

USAccess - Forums 
A platform developed to allow registered users participate in a technical exchange forum for USAccess system, service, 
product announcements, technical documents, troubleshooting guidelines etc. 
 

Hardware Unix 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 8 0 0  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 6 2 0  

Operating 
System 

Solaris, Unix 

Software Category No. 
Files 

Lines of Code 

PHP   

   

    
 
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

 
USAccess - Agency Lead Portal (ALP) 

The Agency Lead Portal is a secure password protected Web site built for agency participants in the USAccess program. 
Access is granted through the GSA MSO and is restricted to employees and approved contractors of USAccess 
participating agencies. 
 
The site contains important information on deployment plans, schedules, and signage to put a USAccess Credentialing 
Center into service. The GSA MSO uses this site to maintain operational documentation and to collaborate with 
customers about future program developments. It also houses Registrar Refresher Training presentations, Tips of the 
Week that appear in the Blue Top Newsletter, job aids and other training and reference materials. 

Hardware Unix 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 10 0 0  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 6 3 1  

Operating 
System 

Solaris, Unix 

Software Category No. 
Files 

Lines of Code 

SharePoint 2005   

Eclipse latest, WinCVS 2.0, JBoss Application Server 
5.0.1 

  

 

  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

USAccess - FedIDCard.gov 
The USAccess Program is a managed service that provides agencies with all the key components necessary to manage the 
full lifecycle of a PIV credential. The service provides a single system to sponsor, enroll, issue and maintain a common 
identity credential for each applicant, and includes built-in workflow processes at every stage of the credentialing 
process.  

Hardware Windows Server 2005 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 6 2 310  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 4 1 1 Add user accounts 

Operating 
System 

Solaris, IIS 

Software Category No. 
Files 

Lines of Code 

ASP.NET    

Eclipse latest, WinCVS 2.0, JBoss Application Server 
5.0.1 

  

 

  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

 

Land Mobile Radio (LMR) Ordering Guide Site 
The LMR site, at https://apps.fas.gsa.gov/lmr/, is intended to provide approved agency’s (Department of Interior, U.S. 
Department of Agriculture, and Federal Bureau of Investigations Training Academy) contracting officers with the 
guidelines necessary to award a procurement under the Land Mobile Radio Blanket Purchase Agreement.  

Hardware Windows Server 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 
0 1 20 

 This application will 
decomissioned November 
2013. 

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 1 0 0  

Operating 
System 

Solaris, Windows NT 

Software Category No. 
Files 

Lines of Code 

Cold Fusion 10, JDBC, MS SQL N/A N/A, dependent upon 
type of application and 
function 

   
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

 
Strategic Sourcing (Drupal) 

GSA customers and prospects, including federal agency program managers, contracting professionals and others can 
access the Spend Analysis Portal.  Through OMBMax single sign on (authentication) integration, Federal agency users 
will be able to access the site without special registration or login activities.  Eligible OMBMax profiles will be able to 
authenticate automatically when they click the link to the portal.  This information will be personalized to the federal 
agency to which the user belongs (i.e. Department of Transportation, etc). 
 
Within the Portal, users can review general strategic sourcing information or can search and identify a specific 
strategically sourced product family (Domestic Delivery Services, Office Supplies, Prices Paid etc) and drill into a variety 
of information sources relating to that topic.  At the SSI summary level, users can find basic information about the SSI 
program, key points of contact, FAQs, Ideas, top level dashboards, etc.  Summary dashboards can be sourced from the 
data warehouse dashboards and presented through the portal user interface.  In addition to basic content management, the 
portal also hosts the ability for suppliers to upload usage reports, which are processed and available for reporting in the 
application. Recent development included the addition of Xcelsius (flash based) dashboards that access the BIEDW 
Business Objects environment. 

Hardware PAAS 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 0 2 0  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 8 6 2  

Operating 
System 

 Drupal / Mysql 

Software Category No. 
Files 

Lines of Code 

Drupal N/A  
 

  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

Spot light on Success 
A time tracking application  
 

Hardware Unix 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1 1 200  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 1 0 0  

Operating 
System 

Solaris, Unix 

Software Category No. 
Files 

Lines of Code 

JAVA jdk 1.6   

Jboss   

 Oracle   
 
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

Cross Training 
The purpose of this initiative is to offer employees an opportunity to experience other programs areas in the Mid-Atlantic 
Region, not only to expand the knowledge of the employees, but to strengthen the entire organization. Approximately 
twice a year each regional business line will offer a 90 day detail opportunity within their Division to employees from 
other regional business lines. Currently, Cross Training Initiatives 

Hardware Unix 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1 1 100  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month     

Operating 
System 

Solaris, Unix 

Software Category No. 
Files 

Lines of Code 

JAVA   

Jboss   

 Oracle   
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

FedSpecs 
In order to facilitate standardization across all government agencies, the Federal Property and Administrative Services Act 
of 1949 (Public Law 152) was enacted to establish GSA and create the Federal Standardization Program and Federal 
Catalog Program. By the mandate of act, the responsibility and functions of GSA are to develop policies and procedures 
to be followed by all Federal Agencies, prepare the Index of Federal Specifications, Standards, and Commercial Item 
Descriptions, and review and process Federal Products  
 
Descriptions to Assist(DoD) for Publication. 
The Federal Specifications Reference System (FedSpecs) helps meets GSA’s mandate by: 1) serving to maintain the 
repository of all Federal Product Descriptions (FPDs) and their specifications, and 2) providing the Federal agencies with 
a web-based public website to access the repository. 

Hardware Windows Server 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 0 1 20 This application is getting migrated 
from ColdFusion to SalesForce 

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 1 0 0  

Operating 
System 

Solaris, Windows NT 

Software Category No. 
Files 

Lines of Code 

 N/A N/A, dependent upon 
type of application and 
function 

SalesForce   

Cold Fusion 10, JDBC   

 Sybase   
 
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

Ride-Along Program (RAP) 
The Ride-Along Program (RAP) was instituted by the FAS Office of Acquisition Management (OAM) to educate 
Procurement Contracting Officers (PCOs) about the work of Industrial Operations Analyst (IOA). It provides an open 
invitation for PCOs to learn and observe the technical, administrative and analytical functions performed by IOAs in the 
areas of contract compliance, industrial processes and quality assurance. The program intends to help establish a long-
term working relationship between the IOA and the PCO by providing opportunities for collaboration and resource 
sharing. 
 
The RAP online application serves to facilitate improvement of RAP by providing: 1) participants with an opportunity to 
provide feedback through an online survey and comment input, and 2) managers and program administrators with the 
ability to view survey results.  
 
Once a PCO has been given a Pre-Trip Orientation (PTO), the PCO will be scheduled to “ride along,” or shadow, an IOA.  
Upon completion, the RAP application allows the PCO to complete a brief survey and submit for review and comment. 

Hardware Windows Server 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 0 1 20 This application is getting migrated 
from ColdFusion to SalesForce 

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 1 0 0  

Operating 
System 

Solaris, Windows NT 

Software Category No. 
Files 

Lines of Code 

 N/A N/A, dependent upon 
type of application and 
function 

SalesForce   

 Cold Fusion 10, JDBC   
 

  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

eResolve / e-Wire 
A time tracking application  
 

Hardware Windows Server 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 1 1 40 This application is getting migrated 
from ColdFusion to SalesForce 

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 1 0 0  

Operating 
System 

Solaris, Windows NT 

Software Category No. 
Files 

Lines of Code 

Cold Fusion 10, JDBC N/A N/A, dependent upon 
type of application and 
function 

SalesForce   

    
 
  



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 11: ColdFusion/Web Application 

 
 
 

 
Customer Mail List Service (CMLS) 

CMLS is a publication ordering and inventory management system.  This system enables GSA customers and industry 
partners to order marketing publications online.  It also manages the inventory of publications in the GSA Warehouse in 
Ft. Worth, Texas.  This system generates bar-codes and is integrated with GSA provided bar-code scanners and the Pitney 
Bowes label printer.  CMLS also has a reporting module within the application providing canned reports to the customer.  
In addition to the system features, contractor staff in Chicago, Il also supports in creation of the mailing lists for GSA’s 
marketing personnel and industry partners.  The planned enhancements for this system includes adding agency based 
information management.  The system has both intranet and external facing interfaces.  The CMLS is as a client/server 
application on a Windows server.  The application is also supported by address validation software called Desktop Mailer. 

Hardware Sun Server, Windows Server, Application Server to support Cold Fusion 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 5 12 943 This application is getting migrated 
from ColdFusion to SalesForce 

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month     

Operating 
System 

Solaris, Windows 

Software Category No. 
Files 

Lines of Code 

Cold Fusion 10, JDBC N/A  

SalesForce   
 

 



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 12: Enterprise Content Management System (Documentum) 

 
 
 

 

Enterprise Content Management Solution (ECMS) 
GSA’s Enterprise Content Management Solution (ECMS) has become the primary content repository for 
storage and retrieval of electronic documents.  Originally developed in mid-2000 as a FAS collaboration 
solution primarily utilizing eRoom, a Documentum COTS content viewer.  In 2009 FAS began a MAS 
contract digitization program to create one place where an acquisition professional can view a complete 
contract file and to move the organization to end-to-end electronic contracting.  FAS developed a custom 
viewer for viewing contracts placed into ECMS by one of three methods: (1) scanning contract documents, 
(2) desktop drag and drop, and (3) through System of Record (SOR) integration.  The integration with 
SORs through web services included FSS-19, eOffer, eMod, ORS, FMS, GSA Advantage!, eBuy, and 
eLibrary. 
The ECMS program has grown significantly in the years from 2009 to 2013.  ECMS now supports all 
MAS SORs, 11 regional offices, two shipping depots, the National Customer Service Center (NCSC), PBS 
acquisition offices in various regions and central office, and GSA Central Office offices of the Chief 
People Officer and Office of General Council. 

Hardware Windows and Linux  

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 5 8 400  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 25 80 5 Average 110 new cases 
each month 

Operating 
System 

Windows, Linux, Solaris. Most infrastructure components are virtual machines. 

Software Category No. 
Files 

Lines of Code 

Java, JSPs, HTML, XML     

.Net (ASPx)   

Visual Basic   

Oracle 11g   

IIS   

JBoss   

EMC Documentum   

Web Service   

ECFv – user interface, BADI, Quarantine   

CenterStage   

D2   

Records Management   



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 12: Enterprise Content Management System (Documentum) 

 
 
 

xCP   

Apache   

Kofax   

Input Accel   
 



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 13: Salesforce Platform 

 
 
 

 
FAS Customer Management / Contact Manager / Outreach Management (CRM) 

This grouping is most activities that directly support CRM functions SalesForce.   

Hardware PAAS 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 11 12 29  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 1177 62 14  

Operating 
System 

Force.com 

Software Category No. 
Files 

Lines of Code 

SalesForce   

   
 
 
Business Area specific Applications within SalesForce Platform (PAAS) 

These are smaller applications that service a business specific need that can only benefits a particular group’s business 
operation. 
Sign In Sheet, FAST-OS, Fleet Management, Form 49, MOD/CDD/MDD Tracker, Weekly Activity Report (WAR), 
Order Tracking Management, Workflow (ITS), Acquisition Workload Management, ITS Solutions Navigator, Employee 
Relocation Resource Center (ERRC), Application Inventory, Commodities, FAS Project Management, Mentor/Protégé 
App, National Strategy Account Planning, COMM, Purchase Card Log, Vendor Education Center, Controlled 
Correspondence Tracker, Personnel Awards 
 

Hardware PAAS 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

  12 800  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 363 6 13  

Operating 
System 

Force.com 

Software Category No. 
Files 

Lines of Code 

SalesForce N/A  

   



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 13: Salesforce Platform 

 
 
 

 
VISION within SalesForce Platform (PAAS) 

The National Customer Support Center (NCSC) located in Kansas City, Missouri, serves as a central processing point 
within FAS for customer service and discrepancy reports.  The VISION was developed to reduce the amount of paper 
manually handled by NCSC and to allow NCSC to be more responsive in the processing of discrepancies.  VISION is a 
discrepancy resolution and workflow management system.   

Hardware PAAS 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

  12 800  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 363 6 13  

Operating 
System 

Force.com 

Software Category No. 
Files 

Lines of Code 

SalesForce N/A  

   
 
 
Enterprise like Applications within SalesForce Platform (PAAS) 

These are applications that provide benefit to the greater organization.   
 
External Ideas, Individual Development plan (IDP) 
 
 

Hardware PAAS 

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 4.5    

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 53 6 0  

Operating 
System 

Force.com 

Software Category No. 
Files 

Lines of Code 

SalesForce   



Application Set 3: Platform and Data Management (Groups 8-14) 
 
Group 14: Service Oriented Architecture  

 
 
 

 
Service Orientated Architecture 

The FASeSOA program is set up as a Center of Excellence (COE) to enable business lines and application teams to meet 
their GSA FAS Modernization goals of increased business innovation and operational efficiency.  
 
GSA is on an evolutionary journey towards an agile enterprise wide SOA (eSOA). The FASeSOA team is chartered to 
provide business lines and divisional teams the tools, knowledge, methodology, best practices, and operational platform to 
model, build and deploy business processes in the form of SOA Applications that comply with the FASeSOA Reference 
Architecture within a defined Governance structure.  
 
BPM Driven SOA happens to be the most effective approach to deliver a sustainable solution that meets the GSA FAS 
modernization objectives. Automating business process steps directly by service operations result in business alignment. 
Implementing new business requirements by simply rearranging the business process steps without significant software 
changes result in agility. Creating new business processes in terms of reusing existing business processes result in lower 
costs. 
 
Business functionality is modeled as standard (BPMN) based business process models (BPrM) representing a workflow 
consisting of user tasks and automated tasks. An automated task is known as a service task and is implemented by a piece 
of software known as a service operation. BPrM’s are automated into the business process applications (BPA’s) using a 
business process management suite (BPMS). When business requirement change, the PrM diagram can simply be redrawn 
by the Business Analyst or Business Line staff and the corresponding BPA diagram can be modified by IT architects or 
developers to quickly redeploy and run in the FASeSOA Backplane. 
 

Hardware  

Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Man-
hours/Release 

Remarks 

 6 72 25  

Case 
Management 

Case Complexity / Average No. Cases per Month  

Low (0-3 hrs) Med (3-8 hrs) High (8-20 hrs)  

Avg/Month 12 12 6  

Operating 
System 

Solaris, Built on Virtual Machines 

Software Category No. 
Files 

Lines of Code 

SOA Software Repository Manager, Service/Policy 
Manager 

  

JBoss SOA-P   

JBoss BRMS   

Savvion Process Modeler, Development Studio   

WSO2  Business Process Server, Business Activity 
Monitor 

  

Oracle   

Apache   
 



A project is a unique venture with a beginning and an end, undertaken by people to 
meet established goals within defined constraints of time, resources, and quality.   A 
project is defined regardless of its budget source.  In other words, it doesn't matter 
whether a project funds are defined as DME or O&M - it's still a project. 
 
In our organization a project typically performs one of these functions: 
        • Develop a new system or service 
        • Make significant improvements to a system or service  
        • Improve internal processes or introduce new ones 
        • Build or significantly enhance infrastructure 
        • Research new technology for a specific purpose 
        • Scope and plan extremely large efforts 
        • Application of major patches and upgrades to software 
 
Some examples of work that are not projects: 
        • Daily Production Support Activities 
                 System administration  
                 System operations 
                 Break/fix activities 
                 Customer Support 
        • Other operational activities that follow a defined process 
        • Very small system change requests 
 
When a unit of work is less than 500 hours, we generally do not create a formal 
project.  However, we should not be break work into small pieces to avoid making it 
into a project. When unsure about whether an effort should be a project or not, contact 
the PMO at xxx-xxxx. 
 



Project Work Effort * Low Medium High Very High
Class (Hours) 0 1 2 3

1 < 500
Team Size(# of 
bodies) <5 5 – 9 10 – 14 >15

2 500 - 2,000
# Applications 
involved 1 – 2 3 4

>4 or ones involving interfaces to 
an external system to FAS

3 2,001 - 5,000

Technology / 
Technique / 
Process

Expert Familiar New to FAS OCIO New technology

4 5001 - >20,000

Requirements 
Understanding

The solution is 
well defined and 
sign-off has been 
established from 

the major 
stakeholders

The solution is 
known but some 
undefined areas 

exist and sign-off 
may not have 

been established

There is more than 
one approach to 

achieving the 
project goal

The solution is not known or only 
vaguely defined

Political Profile / 
Impact

One business 
Line

Two Business 
Lines

External Agencies Enterprise-wide

TOTAL 0

0
0  – 10  No change to 
11 – 13 Increase Class 1 level 

14 – 15  Increase Class 2 levels

* - work effort is defined as the total staff hours being charged to a project - regardless of the role (e.g., PM, test, development, etc.)

Project Cla

Project Class from 
Sizing Chart

3
Use the Project Class o
subsequent sheets in or
determine the project's 

deliverables and pro
approval/EVM Require

Risk Modification 
Factor

Project Class

1
Select the project class based on the 

work effort

2
Use the risk factors above to determine the risk score for each factor. Record the score in the right column. Compare 

the risk score to the levels to determine the risk modification factor (0, 1, or 2)

Scoring 
Instructions

RISK MODIFICATION FACTOR

Project 
Classification—Sizing 

Matrix Project Classification—Risk Matrix

Risk Factor Score



0

1 2 3 4
Security Risk Assessment X X X

Tools-based Requirements 
Documentation X X

Active Risk Register X X X

Risk Management Plan X

Business Case (OMB Exhibit) X X

Concept of Operations (ConOps) X

Project Management Plan 
(PMP)/PMP-Lite X X X

Configuration Management Plan 
(CMP) X

Quality Assurance Plan (QAP) X

System Security Plan (SSP) o X X

Functional Requirements Document 
(FRD) X X

Requirements Traceability Matrix o X X

Interface Control Document (ICD) o o X

Privacy Act Notice/Privacy Impact 
Assessment X X X

Test Plan (PT) X X X

System Design Document (SDD) o X X

Implementation Plan (IMP) X

Maintenance Manual (MM) o o X

Operations Manual (OM) o o X

(System Administration Manual) o o X

Training Plan (TP) o o X

User Manual (UM) o o X

Test Files/Data/Cases X X X X

Test Analysis Report (TAR) X X X X

Test Problem Report X X X X

*IT Systems Security Certification & 
Accreditation X X X

Security Vulnerability Scan o o X X

Post-Implementation Review (PIR) X

In-Process Review Report (IPR) X

User Acceptance Report X X X X

Legend:
X=Required

o= update the Overall System Document as necessary
Blank=Optional

Deliverables

Project Class

Tailoring Justification

Deliverable 
Created for this 

Project (Y/N)

NOTE:  This list of SDLC deliverables is not the complete list 
called out by the SDLC.  This list represents the current 
deliverables that are required/recommended given our current 
landscape of projects across FAS OCIO.



Notes

1* 2* 3 4
Project Initiation Package X X Per the Project Initiation IPT

Project Schedule X* X* X X For class 1, minimal schedule requirements - no QA buy-off 
required; Class 2 - Recommend tailoring of O&M schedule 
template; Class 3 & 4 - SDLC compliant, QA & Stakeholder 
sign-off per EVM requirements;

BOE X* X* X X

Release/Delivery Plan X* X* X X For Class 1&2, this will be the planned delivery date for the 
requirements/SCRs.

Stakeholder Buy Off X* X* X X For each class of projects, the list of stakeholders will be 
expanded.  For Class 1&2, it will include the business line 
representative and the originator of the SCR.

PMP X X

RTM X X
Monthly Budget/Schedule 
Performance Reports

SPI, CPI

EVM Project Approval Form X X

EVMReporting Indices SPI, CPI, 
EV, PV, AC, 
BAC, EAC

SPI, CPI, EV, 
PV, AC, BAC, 
EAC CV, SV, 

ETC
Monthly EVM Review Yellow and 

Red Indices
X

Monthly EVM Reports X X

* - Scaled back versions

Activities Project Class



Notes

N/A 2* 3 4
Project Initiation Package X X Per the Project Initiation IPT. 

Project Schedule X X X Schedule of planned sprints, duration of ea
LOE/velocity per sprint

BOE

Release/Delivery Plan

Stakeholder Buy Off

PMP X X X Submit initial PMP with EVM Package.  It is
Agile PMP template will be created.

RTM X X Submit initial roadmap with EVM package. 
then updated at the beginning of each sprin

Monthly Budget/Schedule 
Performance Reports
EVM Project Approval Form X X

EVM Reporting Indices SPI, CPI, 
EV, PV, AC, 
BAC, EAC

SPI, CPI, EV, 
PV, AC, BAC, 
EAC, CV, SV, 

ETC

Progress reported against sprints.  See "Ag
definitions of EVM calculations.

Monthly EVM Review Yellow and 
Red Indices

X

Monthly EVM Reports X X

* - Scaled back versions

Activities Project Class



Draft Business Case (DBC) Same
Security Risk Assessment Same

Division Level PMP
N/A - At the current time, there will not be Division Level PMPs that address all
Agile projects for that Division.

Tools-based Requirements Documentation

For each sprint, provide user stories and acceptance criteria for that sprint.  Th
based documentation should track each user story to what sprint it was develo
along with the other required traceability elements (e.g., verification method, te
cases, etc.)

Active Risk Register Same
Risk Management Plan Same
Business Case (OMB Exhibit) Same
Concept of Operations (ConOps) Same

Project Management Plan (PMP)

Explain the overall objective of the project including scope, roadmap, number o
planned sprints, preliminary scope of each sprint, how the team will measure v
and how the project team will assess the plan for moving forward.  Please note
Agile PMP template will be created.

Configuration Management Plan (CMP) Same
Quality Assurance Plan (QAP) Same
System Security Plan (SSP) Same

Functional Requirements Document (FRD)

For each sprint, provide user stories and acceptance criteria for that sprint.  An
should track each user story to what sprint it was developed along with the othe
required traceability elements (e.g., verification method, test cases, etc.).  It is 
recommended that the "ility" requirements be define early in the project (e.g., s
useability, performance, maintability, etc.) or specifically planned for in the app
number of sprints.

Interface Control Document (ICD)

An ICD will typically be part of either the FRD or the tools-based requirements.
However, if a separate ICD is required, it is recommended that it be developed
separate sprints - usually earlier in the lifecycle.

Privacy Act Notice/Privacy Impact Assessment Same

Test Plan (PT)

Describe how testing is going to be performed as part of each sprint along with
supporting information (e.g., roles/responsibilities, test environment, strategy, e
Describe how the various sprints are going to be integrated/tested along with s
level/UAT testing.  Typically, during the early phases of testing in an Agile proje
there will not be a specific test team allocated to this function.

Deliverables Definitions of Deliverables for an Agile Implementation



System Design Document (SDD)

In the beginning stages of the project, just minimal information is contained wit
SDD with the majority of the document being produced during the later part of 
project.  Information that should be defined early includes system architecture, 
level database design, security controls, and external interfaces.

Implementation Plan (IMP) Developed during the later stages of the project.
Maintenance Manual (MM) Developed during the later stages of the project.
Operations Manual (OM) Developed during the later stages of the project.
(System Administration Manual) Developed during the later stages of the project.
Training Plan (TP) Same
User Manual (UM) Developed during the later stages of the project.
System Software Same
Test Files/Data/Cases Same
Test Analysis Report (TAR) Same
Test Problem Report Same

*IT Systems Security Certification & Accreditation
Same - work with the Security team to address these requirements.  For exam
what sprint (if it's installed), does a C&A become required?

Delivered System Same
Change Implementation Notice (CIN) Same
Security Self-Assessment Same
Post-Implementation Review (PIR) Same
In-Process Review Report (IPR) Same
User Acceptance Report Same



Draft Business Case (DBC) Same
Security Risk Assessment Same

Division Level PMP Same

Tools-based Requirements Documentation

If a cloud solution is being used, it is not adequate to have this information 
contained within a tool (e.g., SCR system, excel spreadsheet, etc.).  Instead, a
FRD is required.

Active Risk Register Same
Risk Management Plan Same
Business Case (OMB Exhibit) Same
Concept of Operations (ConOps) Same

Project Management Plan (PMP)
Same.  Be sure to include the vendor providing the cloud solution as part of the
roles/responsibilities, POC, etc.

Configuration Management Plan (CMP)

Probably a minimal plan (contained as part of the PMP) unless customer 
developed software is required).  Be sure to address with the vendor how they 
handling CM, backup/recovery, etc.  This is recommended to be considered wh
selecting a particular solution.

Quality Assurance Plan (QAP) Same

System Security Plan (SSP) Same

Functional Requirements Document (FRD)

The purpose is not to document the detailed requirements of the Cloud solution
Instead, it should define the high level business requirements driving the partic
clould solution selected along with the selection criteria.  This selection criteria 
should include security, CM, technical concerns, vendor concerns, etc.). 

Interface Control Document (ICD)

An ICD will typically not be required unless the cloud solution will have an interf
with a FAS system.  Then, an ICD should be developed as a separate docume
so that the requirements can be managed with the cloud vendor.

Privacy Act Notice/Privacy Impact Assessment Same

Test Plan (PT)

The purpose of testing a cloud implementation is not to test the detailed 
requirements of the vendor's system but to assure the product selected meets 
business and other requirements as specified by the FRD. 

System Design Document (SDD)

The purpose is not to document the design of the Cloud solution.  Instead, it 
should define the particular implementation for GSA's environment.  Examples
include tailoring, data definitions, high level architecture of the solution, and 
interfaces with FAS' systems.

Implementation Plan (IMP) Same but typically scaled back because of the cloud solution.

Deliverables Definitions of Deliverables for a Cloud Implementation



Maintenance Manual (MM) Typically not required.
Operations Manual (OM) Typically not required.
(System Administration Manual) Typically not required.
Training Plan (TP) Same
User Manual (UM) Typically provided by the vendor.
System Software Typically not required.
Test Files/Data/Cases Same
Test Analysis Report (TAR) Same
Test Problem Report Same

*IT Systems Security Certification & Accreditation
Same - work with the Security team to address these requirements.  For exam
at what sprint (if it's installed), does a C&A become required?

Delivered System Typically provided by the vendor.
Change Implementation Notice (CIN) Typically provided by the vendor.
Security Self-Assessment Same
Post-Implementation Review (PIR) Same
In-Process Review Report (IPR) Same
User Acceptance Report Same



CLIN CEILING FUNDING UNFUNDED CEILING
0001 (Tasks 1&4)
0002 (Task 2)
Base Sub Total
1001
OY1 Sub Total
2001
OY2 Sub Total
3001
OY3 Sub Total
4001
OY4 Sub Total
5001
OY5 Sub Total
TOTAL FFP 23,731,842.99

(b) (4)
(b) (4)

(b) (4)



Industry Partner: Travel#

Client: Date: 

Project Name:

Project ID/IA#

Contract/Task Order:

Last Inv. Submitted 

TO:  FEDSIM Contracting Officer Representative CLIN#  Value:                       $0.00

CUM AMT BILLED:                  $0.00

BALANCE:                               $0.00

FROM: Requestor: ESTIMATE:                                 $0.00

THROUGH: Client POC BALANCE:                                 $0.00

SUBJECT:  

Purpose/Justification 

of Request:

The personnel who will support the above effort at this site is: Please note that a separate travel request form should be submitted for each individual traveler.

Travelers: Name: Company: Subcontractor POC:

Name:

Address:

City:

Phone:

E-Mail:

Subcontract Purchase Order:

Travel Itinerary:

Departure: Destination Return:

Leave Leave

Arrive Arrive

Leave Leave

Arrive Arrive

Leave Leave

TRAVEL AUTHORIZATION REQUEST

Travel Authorization Request #

Client Point of Contact:  IP Project Manager:

DestinationDate Date

Version 06-12-12



Arrive Arrive

ITEM

Travel (CLIN 0000): 

Airfare: @

Per Diem: @

Hotel: @

Other: car rental

Other Direct Costs (CLIN 0000) $0.00

Post Differential Pay

Danger Pay:

War Risk Insurance

Other

$0.00

Remarks:

Please contact me at (area code) 000-0000 if you have any concerns or questions.

Industry Partner Request: FEDSIM Approval: Client Acceptance:

Signature                                                                                              Date

Date Date Date

Below is the estimated cost of the trip for the contractors:

COST

$0.00

Material Handling Cost:

Subtotal Amount:

General & Administrative (G & A) Cost:

Total ODC Cost (CLIN 0000):

Total Travel Cost (CLIN 0000):

Total Trip Cost NTE: $0.00

The estimated cost of travel must represent the Government's best estimate.  The amount of obliated for this line item may be 

increased unilateraly by the Government if such action is deeemed advantageous.  Travel costs shall be reimbursed in accordance 

with Federal Travel Regulations (FTR).

SignatureSignature                                                                                              

Version 06-12-12



Version 06-12-12
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DDRAFT BUSINESS CASE 

Executive Summary 

The Draft Business Case (DBC) document provides guidance on how to propose a business case for the 
development of a new, or modifications/enhancements to an existing, information technology (IT) investment.  
It establishes a formal agreement among the FAS’ Management Council (MC) members on the high-level user’s

The DBC is applicable to all MC-controlled IT projects. The responsibility for approving a DBC rests with the FAS’ 
MC, CIO and Technology Review Board (TRB). 

 
requirements, costs and schedule for an IT project. It also records management decisions to mitigate and 
accept a level of risk in the business, technological and project management environments. 

1.0 OVERVIEW 

The DBC records the essential properties of the envisioned system in its early development stages and 
provides guidance on its achievement. 

1.1 Purpose 

Identify the system/project’s purpose. 

1.2 Background 

DBC is meant to help the senior executives communicate between themselves and reach consensus on what 
they intend to achieve by pursuing this effort, and why.  Provide information in this section on any previous 
decisions or system development projects that are relevant to understanding the current one. 

2.0 MISSION 

The strategic planning information here should refer to the FAS MC’ strategic planning documents such as the 
Strategic and Performance Plans, IT Strategic Plan and the FAS’ Enterprise Architecture (EA). 

2.1 Value Statement 

Convey why this system is necessary for your component. Relate the system value to the GSA and/or FAS 
mission. 

2.2 Objectives 

State the long-term component business objectives expected to be achieved by using the system. 

2.3 Goals 

State any quantifiable targets that your IT effort is to achieve, and the time frame for reaching them, as related 
to the proposed system. Goals must support one or more of the system objectives. 

2.4 Critical Success Factors 

Identify the factors that help the system to succeed in achieving the business goals provided above.  They are 
defined as conditions which must exist (or must be prevented).  How will you know if this project is a success? 

2.5 Performance Measures 

For the above-mentioned business objectives, describe how the progress on their achievement will be 
measured and reported. 

2.6 Enterprise Architecture Alignment 

For the above-mentioned business objectives, describe how the business objectives align with the overall GSA 
Enterprise Architecture (EA).  Current IT capabilities, planned IT programs, and ongoing projects, need to be 
understood in terms of how they relate to the GSA Business Architecture, Target Architecture, and high-level 
transition strategy.  This identifies any existing solutions that may meet part of the business need that needs to 
be evaluated to facilitate leverage of existing capabilities and eliminates the development of duplicate 
functions within the GSA enterprise. 



3 December 13, 2006

33.0 REQUIREMENTS STATEMENT 

3.1 

Provide a description of the current methods and procedures that will be employed to meet the existing 
requirements. Summarize the conclusions of any analysis that was performed on the existing system’s ability 
to satisfy the mission, objectives, goals, and critical success factors described above.  Describe the products 
and services delivered to the current customers. 

Existing Methods and Procedures 

3.2 Required Capabilities 

3.2.1 Users’ Requirements 

Describe the user requirements in functional terms. This should be in narrative form and written from a users' 
perspective. Where helpful, graphical representations may be used to help the user express the requirements 
and their interrelationships.  When a requirement is the improvement of existing methods and procedures, 
state extent of anticipated improvement and the relationship to the previously stated opportunities and 
deficiencies.  Make sure that all of the functions included in the system are identified and that the functions 
are described in sufficient detail that an accurate estimate can be made of the resources required. 

3.2.2 Data Sensitivity 

Describe the requirements for protecting sensitive data.  The sensitive information must be protected in 
accordance with the Federal Information Security Act of 2002 (Public Law 107-347, Title III). 
3.2.3 

Define the life-cycle stages for all planned systems in this project: 

Description 

 New   Upgrade   Replacement 

Who are the stakeholders for your project? 
 GSA   Federal Agencies  Public   Other 

Will the system integrate with other Agency systems?  
 Y  N 

Are you planning on using any resource intensive technologies? 

Are you planning to make your application available from a GSA workstation?   
 Y  N 

What is highest sensitivity of data for your system(s)? 
 Confidential  Public   Secret 

4.0 ASSUMPTIONS AND CONSTRAINTS 

4.1 Organizational Structure 

Identify the potential impacts on existing organizational structure. Identify scope change constraint to the 
current organization. Discuss the users, developers, maintainers and any other organizational units affected by 
the system. Define all constraints that the new organizational structure may impose on design and fielding of 
the system.  Identify assumptions about who the users will be and where they will be physically located.  
Indicate any considerations for training, reassignment, etc. 

4.2 Impact of Automation 

What are the affects of automation on your current activities? Discuss decisions and assumptions that divide 
functions between people and machines. This establishes guidance on the functions that need manual 
intervention and automation’s support of them. Reference the rationale for these decisions, such as cost 
benefit or other reasons (union rules, re-training, computing limitations, etc.).

4.3 Legal 

Discuss legal considerations (pending legislation) that may affect the system development or use. 
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44.4 Security 

Discuss any security considerations that may affect the system development or use. 

4.5 Acceptable Alternatives 

State any explicit flexibility in the application of technological approaches that system designers should 
consider.  Adaptation and growth of the system should be discussed. 

4.6 Organizational Support 

Present the assumptions and constraints about the level of support to be provided by the organizations within 
and external to the project team that will participate in the development effort. All memorandums of 
understanding (MOU)s between these participants should be referenced here. 

4.7 Budget 

Identify assumptions and constraints affecting the project funds.  For example, the effect variances from 
projected fee collections could have on the project in future fiscal years, the effect of proposed changes to the 
Federal budget or the assumption that the system can be developed within the approved budget. 

4.8 Schedule 

Identify externally imposed dates affecting the project.  Also, identify assumptions and constraints about tasks 
or events on the critical path of the project schedule. 

4.9 Other Projects 

Identify dependencies between this project and other development or modification projects that relate to this 
project.  Refer to any Memoranda of Understanding between the projects' Project Leads or System 
Development Managers. 

5.0 ACQUISITION 

Present any considerations for system procurement activities, including lead times and external and internal 
coordination. 

5.1 

Detail the acquisition strategy objectives, e.g., developmental or non-developmental; risk reduction or transfer, 
timely deployment; reduction of the life cycle costs; standardize inventories; improve reliability; maximize use 
of current GSA infrastructure, logistics system, etc. 

Goals and Objectives 

5.2 

Discuss any known constraints like the budget, schedule, operational, logistics, and maintenance or safety 
considerations. For IT systems, consider supportability, data sharing and interoperability requirements in the 
operational environment. The timing of the need for the planned capability will be addressed and an Initial 
Operational Capability (IOC) date will be stated. 

Constraints 

5.3 P

Briefly discuss the range of acquisition alternatives to be considered. 

roposed Alternatives 

6.0 PRO

This section establishes the Sponsor and review board commitment to the schedule, funding and cost, and 
performance metrics for the project (i.e., the Investment Baseline). 

JECT COST, SCHEDULE, AND PERFORMANCE 

6.

Provide the major milestones and dates for the project.  Specify the dates as a range if appropriate. 

1 SCHEDULE 

6.

State the requested budget for the life of the project by fiscal year.  Indicate the funding sources which are 
providing funds to the project. 

2 Approved Budget 
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66.3 Project Life Cycle Cost Estimate (LCCE

Present the estimated LCCE by fiscal year broken down into cost categories. The major cost categories are: 
personnel, hardware, software, security and supplies. The personnel costs shall show Government FTEs and 
contractors separately and be broken down into work breakdown structure (WBS) elements suitable for the 
investment. 

) 

6.

State the measurable performance improvements anticipated from this project.  Performance measures 
should be based on a stated period of time so that progress over time can be demonstrated.  Examples can 
include system response times for the public/users, system availability, number of criminals denied access to 
guns due to data in the system, application processing times, etc. 

4 Performance 

6.

Discuss potential risks and the reasonableness/acceptability of the costs of these risks, their probability, their 
costs, and mitigation strategies. Indicate if the cost figures have been adjusted to accommodate the risk 
calculations. 

5 Project Risks 

6.

Discuss if quantitative and non-quantitative measures were used to indicate that the investment will provide a 
justifiable return relative to the investment level required.  Indicate what quantitative and non-quantitative 
measures of valuation have been used to determine the ROI to the organization. 

6 Return on Investment (ROI) 

6.

Explain how the sponsoring organization will support this investment in light of other priorities. 

7 Affordability 
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CCOST-BENEFIT ANALYSIS 

Executive Summary 

The Cost Benefit Analysis (CBA) effort analyzes and evaluates the candidate solutions to meet the stated need 
from a cost and benefit perspective. It also describes feasible alternatives, all tangible and intangible benefits 
and the analysis results. The feasible alternatives may be documented in more detail in a separate document, 
shown in Appendix C-4. This CBA will discuss which system costs are analyzed, present total costs for all the 
years the analysis covers, and outline the comparison between the costs of each alternative and the tangible 
benefits of the same. 

Note: An urgent business need or external stakeholder pressure may dictate the use of an alternative 
development work pattern that may not identify, evaluate, or document alternative solutions.  If no feasible 
alternatives are identified, the CBA methodology must be tailored to evaluate the costs and benefits of the 
proposed IT investment, without extensive analysis of alternative solutions. 

1.0 OVERVIEW 

Describes CBA’s added value to the IT project and its justification as documented in OMB Circular A-11. 

1.1 Purpose 

This section discusses the CBA’s intent on facilitating the GSA FAS’ Go/No-Go decision about an IT investment 
project. 

1.2 Scope 

This section states the scope of the CBA. 

1.3 Methodology 

This section describes and discusses CBA’s employed methodology and relationship to the SDLC work pattern 
to be used by the project team. 

2.0 ASSUMPTIONS, CONSTRAINTS, AND CONDITIONS 

The assumptions, constraints, and conditions form the foundation on which the CBA is based; a change in any 
one of these could cause a change in benefits as well as costs. 

2.1 Assumptions 

Assumptions are explicit statements used to describe the present and future environment on which an analysis 
is based.  The assumptions relative to a project system may include: 

All data (that is, cost figures, workload statistics, benefit values, etc.) used in this analysis are assumed to 
be accurate, reliable, and valid; 

The results of this analysis could be skewed by inaccurate or different data; 

The expected useful life of the system is 5-7 years. 

2.2 Constraints 

Constraints are external factors that can limit the development of the application or the availability of the 
performance data from the current system. The constraints relative to a project may include: 

Any technology considered must be able to meet the minimum GSA business requirements; 
Otherwise, the programs and investments will be deemed cost ineffective and rejected by the FAS MC. 

2.3 Conditions 

Conditions are unique factors in the operating environment that may influence system processes. The 
conditions relative to a project may include: 

The technology used must allow integration into the existing or proposed environment; 
Redundant investment if more than one production platform is used; 
All alternatives must adhere to the principles of GSA Technical Reference Model (TTRM); 
Alternatives implementing intranet or internet services will be in accordance with Agency policy. 
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33.0 FEASIBLE ALTERNATIVES 

This section identifies the alternative solutions that can meet project’s outlined needs and requirements.  The 
results of the corresponding Feasibility Study are used as a starting point into an analysis of costs and benefits 
for the Feasible Alternatives identified in that study.  Each Feasible Alternative is analyzed as documented in 
its own subsequent section (see Appendix C-4). 

Here you can also describe the architecture on which the system will operate. This can be related to the local 
area network, wide area network, office automation, workstation security, and e-mail architecture already in 
place at the locations of deployment. The analysis must address conformance with TRM and all costs 
associated with upgrades or new development efforts. During the project development life, this section may 
need to be updated to include any changes or additions to the architecture. 

Note: An urgent business need or external stakeholder pressure may dictate usage of iterative alternative 
development work patterns that may not identify, evaluate or document alternative solutions. If no Feasible 
Alternatives are identified, mark this section as Not Applicable. 

3.1 Alternative 1 
This section describes the alternative, its components and how it will work. Describe how the alternative meets 
the high-level functional requirements. 

3.2 Alternative n 
Repeat Section 3 for as many alternatives as available to the study. There must be, at the minimum, two 
alternatives present: Status Quo (on-going maintenance) and on-going maintenance plus enhancements. OMB, 
however, mandates four (including Status Quo) alternatives for all major IT investment. 

4.0 COST ANALYSIS 
This area presents the costs for design, development, installation, operation, maintenance and disposal and 
consumables for the development subject system. This profile is used to analyze the system costs for each 
year in its life cycle so those costs can be weighed against the benefits derived from its usage.  According to 
OMB Circular A-94, the system is fully cost-accounted (including all spending resources,) whether appropriated 
or non-appropriated. 

4.1 Cost Categories 
Exhibit 4A, below, defines cost-related terms used in Cost Analysis (suggested line items may not be a 
complete list). 

Terms and Definitions  Line Item  

Nonrecurring Costs: Nonrecurring costs are developmental and 
capital investment costs incurred only once during analysis, 
design, development and implementation of the system. 

System development 
Prototypes 
Hardware purchase 
Module design, development, and 
integration 
System installation 
Personnel 

Recurring Costs: Recurring costs are incurred more than once 
throughout the life of the system and generally include operation 
and maintenance costs. 

Operations and Maintenance 
Telecommunications 
Supplies 
Hardware and software upgrades, 
maintenance, and licenses 
Personnel 
Travel and training 

Exhibit 4A. Cost-Related Terms. 

4.2 Project Cost Analysis 
The costs for system design, development, installation, operations and maintenance are presented in EExhibit 
4B, below. This section explains that the costs for future years are discounted as per OMB A-94, Guidelines 
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and Discount Rates for Benefit-Cost Analysis of Federal Programs. The Year of real discount rate for number of 
years, and the Percentage Rate from OMB A-94, are used to derive the discount factors used in cost 
calculations.  Discount factors are applied to the future years to provide an appropriate net present value (NPV) 
for system costs. Because of inflation, a dollar today is worth less in the future.  It is important to recognize that 
dollar values of both benefits and costs associated with a project decrease over time because of inflation. 

  AAlternative 1  AAlternative 2  AAlternative 3  

Year One       

Nonrecurring costs       

Recurring costs       

Year Two       

Nonrecurring costs       

Recurring costs       

Year Three       

Nonrecurring costs       

Recurring costs       

Total Costs       

EExhibit 4B. Cost Analysis.
A detailed description of cost breakdowns should be developed to explain exactly how cost calculations are 
presented.  The discount rates should be applied where appropriate and documented as part of the 
explanation.  Current acceptable rates to be used can be found in a current version of the OMB Circular A-94.  
If case of any scrutiny about the analysis, a line-by-line cost accounting should be presented. 

5.0 BENEFIT ANALYSIS 
This section analyzes the alternatives' individual ability to meet the goals of the project. 

5.1 Key Benefit Terms 
Exhibit 5A, below, lists and defines key terms used in this section. 

Term  Definition  

Tangible 
Benefits 
(paragraph 
5.2) 

Benefits are expressed in dollars or in units.  The result of tangible benefits may be: 
increased revenue, streamlined production, or saved time and money.  For purposes of this 
analysis, tangible benefits are expressed in dollar values so that a valid comparison can be 
made with costs. 
The benefits for future years are discounted as per OMB A-94, Guidelines and Discount 
Rates for Benefit-Cost Analysis of Federal Programs. 

Intangible 
Benefits 
(paragraph 
5.3) 

Benefits are expressed in terms of improved mission performance, 
improved decision making, or more reliable or usable information.  These 
benefits may be quantifiable, but cannot be expressed in dollar values. 
Many public goods are difficult to reliably and validly quantify in dollar 
units; however, intangible benefits are vital to understanding the total 
outcome of implementing a particular IT system. 

Exhibit 5A. Key Benefit Terms. 
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55.2 Tangible Benefits 

This section provides a detailed description of the tangible benefits. Because each alternative may not provide 
the same benefits, it is necessary to note which alternatives provide which benefits. The section also details 
the source(s) of data used to quantify benefit for each alternative and presents a chart that depicts its 
calculations. It is vital to provide sufficient documentation of data sources and calculations so that readers can 
follow the logic of the benefits quantification. 

Exhibits 5A and 5B, below, detail this information. Repeat this for each tangible benefit. 

Measurement  

Current Value  Alternative 1  Alternative n  

      

Savings     

Exhibit 5A: Tangible Benefit 1. 

Annual Transaction Times  

Current  Alternative 1  Alternative n  

      

Savings     

FTE Savings  

      

FTE Savings  X FTEs  Y FTEs  

Dollar Savings (Based on FTE Salary of $X per Annum)  

      

Dollar Savings     

Exhibit 5B. Annual Savings (Based on Average X Million Transactions per Annum). 

Each benefit should be calculated for the number of projected years for each alternative. The benefits and 
costs for each alternative should be calculated for same number of years to provide an accurate cost benefit 
comparison. Exhibits 5C and 5D, summarize the quantifiable benefit value for each alternative and total 
tangible benefits for all alternatives, respectively 

 Alternative 1  Alternative n  

Benefit 1     

Benefit n     

Total Benefit     

Exhibit 5C. Tangible Benefits. 
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TTangible Benefit 1  

  FFY03  FFY04  FFY05  TTotal  

Alternative 1

Alternative n

TTangible Benefit NN  

  FFY03  FFY04  FFY05  TTotal  

Alternative 1         

Alternative n         

TTotal Benefits  

  FFY03  FFY04  FFY05  TTotal  

Alternative 1         

Alternative n         

EExhibit 5D. Summary of Project Tangible Benefits. Expected Return. 

5.3 Intangible Benefits 

Even if no quantifiable dollar value has been placed on these benefits, they need to be related to value in 
some way if they influence the decision.  Intangible benefits for each alternative may either be the same or 
different.  It is important to include all intangible benefits. 

Exhibit 5E shows expected return from the intangible benefits for three years, allowing for an accurate 
comparison with the three-year costs in Section 4. 

Exhibit 5F illustrates a comparison of intangible benefits for each alternative, as well as, each technology 
solution as part of each alternative. 

Intangible Benefits  Description  

Intangible Benefit 1   

Intangible Benefit n   

Exhibit 5E. Intangible Benefits Alternative 1. 

Intangible Benefits  Description  

Intangible Benefit 1   

Intangible Benefit n   

Exhibit 5F. Intangible Benefits Alternative N. 

For each alternative, include a table in the same format as the above exhibits. 

Exhibit 5G, summarizes the values of intangible benefits for all alternatives. 
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IIntangible Benefits  AAlternative 1  AAlternative n  

Intangible Benefit 1     

Intangible Benefit n     

EExhibit 5G. Summary of Intangible Benefits. Expected Return for All Alternatives. 

For comparison purposes, use Exhibit 5G to indicate if an alternative provides an intangible benefit, by placing 
a checkmark in the alternative box that does provide the particular benefit. It should be noted that if a tangible 
benefit can be valued in terms of units but not dollars, its valuation must be presented as an intangible 
benefit. 

6.0 COMPARISON OF COSTS AND BENEFITS FOR PROJECT 

This section compares a project’s discounted costs and benefits. The first part of comparison examines the 
tangible benefits and the second part examines intangible benefits. The purpose of this comparison is to 
identify if tangible and intangible benefits outweigh the total cost of the system. 

6.1 Comparison Results - Tangible Benefits 

Exhibit 6A, below, compares the project’s costs and Tangible Benefits (Identify what comparison tool was 
used.) 

 Alternative 1  Alternative n  

Total Tangible Benefits     

Total Costs     

Difference Between Costs and Benefits     

Exhibit 6A. Project Cost to Tangible Benefit Comparison. 

6.2  Comparison Results - Intangible Benefits 

Exhibit 6B, below, compares the Intangible Benefits of the project. 

 Alternative 1  Alternative n  

Intangible Benefits     

      

Exhibit 6B. Intangible Benefit Comparison. 

Once you have determined the discounted values of costs and benefits, you need to compare each alternative. 
Methods that are commonly used to rank projects and compare alternatives are: 

Benefits/Cost Ratio  (BBC) 
Discounted Payback Period (DDPP) 
Internal Rate of Return (IIRR) 
Net Present Value  (NNPV) 
Return on Investment (RROI) 

All of the above methods provide the expected analytical results for evaluation purposes equally well. 
Depending on their natures, however, different enterprises may opt for any, or a combination of all, of the 
above methods. 
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The FAS’ preferred comparison method is BC which is defined as: 

 
It pertains to ratio between the net benefit of implementing an IT solution and its implementation cost. It 
depicts an organization’s ability to profit (save costs) from an IT investment. The higher the ratio, the better an 
investment is. 

AAPPENDIX A: REFERENCES AND DOCUMENTATION 

Documents used to obtain information for this CBA, including project alternatives, costs, benefits, 
uncertainties, and information regarding cost-benefit methodologies, are listed in the subsequent sections. 

APPENDIX B: GLOSSARY AND ACRONYMS 

The definitions and acronyms presented in this section are specific to this analysis.  Although these terms and 
acronyms may have other meanings, those included in the subsequent sections are used in this analysis. 
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FFEASIBILITY STUDY 

Executive Summary 

Feasibility study is a preliminary study undertaken, before the full life-cycle work on a project begins, to 
ascertain the likelihood of a project’s success. It is an analysis of possible solutions to a problem, upon 
completion of which, the resulting recommendations on the best solutions are presented in a clear, technology-
independent fashion that is understandable, and agreeable to, by all affected organizations. 

A project's feasibility is typically considered from economic, organizational, schedule, technical (and in some 
instances, ecological) viewpoints and contains decision criteria, comparisons of general solution possibilities 
and a proposed solution. Before conducting the study the following key questions must be addressed: 

What are the specific requirements, opportunities and the responsible organization(s)? Provide an initial 
recognition of requirement or opportunities and establish the broad objectives for the remainder of the life 
cycle. This decision addresses characteristics of the requirement or opportunity, such as programmatic or 
other causes and symptoms of the requirements or opportunities, affected organizations, types of 
information needed, high-level information processing capabilities, an initial perception of the ability of 
current systems and procedures to address the requirement or opportunity, and the timeframe(s) within 
which the requirement or opportunity must be resolved. 

What new information needs are associated with the problem? Devise a context for the future life-cycle 
decisions by determining if new information needs exist to support a solution. Define the scope of the 
needs in terms of missions and the affected organization(s). 

How broad a scope should the solution cover? Provide an overall context within which the potential 
solutions to the requirement are defined. Ensure that solutions focus on the major priority areas.  The 
scope is determined in terms of the organization(s), such as agency offices, congressional organizations or 
executive branch agencies; pertinent portions of the missions or programmatic functions of each 
organization; and potential relationship of the current requirement and efforts to formulate its solution to 
other previously identified requirements and ongoing related efforts. 

An inseparable companion to the feasibility study, cost benefit analysis (CBA) provides managers with 
adequate cost and benefit information to analyze and evaluate alternative approaches. CBA enables the top 
management to make decisions to initiate a proposed program or to [dis]continue the development, 
acquisition or modification of their information systems or resources. 

1.0 OVERVIEW 

1.1 Origin of Request 

This section identifies the originator and describes circumstances that precipitated the request for this project 
request.  Provide the objectives of the feasibility study in clear, measurable terms. 

1.2 Explanation of Requirement 

This section describes the requirements in programmatic technology-independent terms. It should state the 
specific deviation from the desired situation and the source and/or cause of the new requirement or 
opportunity. It also describes new information need(s), as well as cause(s) and effect(s) associated with the 
requirement or opportunity. Finally it validates the description of the requirement or opportunity with all 
affected organizations. 

1.3 Organization Information 

This section identifies organization(s) mentioned in Section 1.1, and their pertinent current procedures, 
information and systems. Provide descriptions of relevant procedures and systems as appropriate. 

The section should specify all organizational units involved, list the organizational unit(s) at all levels of service, 
external organizations that relate to the requirement or opportunity and describe the pertinent mission area(s) 
and programmatic functions of each. 

1.4 Glossary 

Provide a glossary of terms and abbreviations used in the feasibility study. 
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22.0 EVALUATION CRITERIA 

Identify the criteria applicable to evaluation of the study that was used to determine the recommended 
outcome. Such criteria typically include costs, functionality, ease of use, implementation considerations… 

3.0 ALTERNATIVES DESCRIPTIONS 

Describe every alternative proposed to handle the stated problem. Detail the resources required and its 
associated risk, system architecture, technology used and the manual process flow for each alternative.  There 
must be, at the minimum, two alternatives presented: Status Quo (on-going maintenance) and on-going 
maintenance plus enhancements. OMB, however, mandates four (including Status Quo) alternatives for all 
major IT investment. 

3.1 Alternative Model 

For the proposed alternative, present a high-level data flow diagram and logical data model.  

3.2 Description 

Detail the required and desirable features and provide a concise narrative of the implementation effects of the 
proposed alternative. 

4.0 ALTERNATIVE EVALUATION 

Present the alternatives that were analyzed as part of the feasibility study along with the advantages and 
disadvantages appropriate for each alternative. 

5.0 RECOMMENDATION 

Present the recommended alternative.  This should be the most advantageous alternative to implement and 
the optimum option to satisfy the previously stated needs. 
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RISK MANAGEMENT PLAN

EEXECUTIVE SUMMARY 

Risk management is the process of identifying, analyzing, and responding to project risks that could result 
in cost and schedule overruns, and project failure.  Risk management begins with an assessment of the 
environmental, operational and technical risks prior to the establishment of a project.

Once the project has been approved and is initiated, risk management becomes an integral part of the 
project.  Risk assessments should be conducted at logical checkpoints, or when key decisions are being 
made throughout the project. Risk assessment helps assure that positive events are maximized and that 
adverse events are minimized (i.e., that the response to the risk assures that the risk is avoided, 
mitigated, or accepted).  The elements of risk management include identification, quantification, and 
response development and control.

Risk and Issue management must be applied throughout the entire project life cycle. Risk management is 
distinguished from "issue/problem management" in that risk management is concerned with situations 
that may or may not occur, whereas issue/problem management is concerned with known difficulties that 
are a result of a risk having occurred.
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11 OVERVIEW 

1.1 Purpose

Introduce the purpose of the Risk Management Plan. Include the name of the project, associated 
system(s), and the identity of the organization that is responsible for writing and maintaining this 
document.

This document describes the Risk Management Plan for the [identify Program/Project]. 

Risk Management is an ongoing activity performed throughout the life of the project to provide a control 
mechanism to monitor, report, and direct risk mitigation.  Therefore, project risks will be updated on a 
timely basis and the status reported to the Project Manager, Division Director, and other key stakeholders 
as appropriate.

This document will be reviewed [annually] and updated as needed, as a result of continuous process 
improvement efforts by the project management team. Lessons learned will be captured at the end of 
each project phase. In addition to documenting the approach to risk identification and analysis, this plan 
identifies who is responsible for managing risks, how risks will be tracked throughout the project lifecycle, 
and how mitigation and contingency plans will be developed and implemented.

1.2 Scope

Present a definitive statement of the scope of the risk management planning, including the RMP’s limits 
and constraints.

1.3 Policy

Provide policy decision statements that affect how the RMP is executed. List documents referenced to 
support the RMP. Also include any project or standards documents that are referenced in, or that have 
been used in the development of, the RMP document.

1.4 Definitions

The following definitions will be used relative to the Risk Management Plan:

An issue is a situation or condition that either (1) currently has negative consequences or (2) has 
a 100% likelihood of having negative consequences within 30 calendar days  

A mitigating strategy is a proposed action that may be taken to offset the negative 
consequences of the risk in order to proactively manage potential risks

A risk is a potential event that could have an unwanted impact on the cost, schedule, business, 
or technical performance.  A risk becomes an issue when it occurs or is certain to occur

Risk Management refers to the effort and process that is employed to reduce the negative 
impact that is caused by various risks

Risk Matrix is a form used to capture and track all related information to a risk.  It is currently an 
excel spreadsheet and can be found in Section 4 of this document

1.5 Approach

Provide a high level overview of the program/project’s risk management process, for example:

1. RRisk Identification: Identifying the risk as a true risk from data entered in the risk matrix (currently an 
excel spreadsheet). 

2. RRisk Analysis: Reviewing and ranking risks, and developing possible mitigation strategies or avoidance 
strategies for reducing the highest priority risks; 
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3. RRisk Response Planning: Taking steps to contain or remove the risks identified during risk assessment 
and specifying the procedures needed to monitor the residual risks;  

4. RRisk Implementation: Monitoring the status of risks and the actions taken against risks to mitigate 
them; 

5. RRisk Tracking and Control: Applying the containment and monitoring techniques planned for the 
project, and reacting, reassessing, and reanalyzing as appropriate; and 

6. Risk Communications:  The status of existing risks and the assessment of new risks will be performed 
on a timely basis and reported to the appropriate stakeholders.  Examples include the FAS OCIO 
Project Manager, FAS OCIO Division Director, QAPM, FAS OCIO Senior Management, and FAS/GSA 
governance boards as appropriate.
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2 RISK MANAGEMENT PROCESS STEPS

2.1 Identify

Discuss the approach the project will use to identify risks. In general, risks are identified from working 
on similar projects (some of these can be gleaned from the Lesson Learned Reports) or through 
discussion with major stakeholders, end-users and customers. The following subsections describes 
the process used for many projects within FAS OCIO but should be tailored to reflect the 
program/project’s requirements and environment.

The risk identification process occurs throughout the project lifecycle. While the Project Manager has the 
primary responsibility for managing risk identification activities and collecting the identified risks for 
analysis, all project team members are responsible for identifying risks at a more granular level.

2.1.1 Conduct Risk Identification Reviews

The identification of risk is an individual responsibility as well as a team responsibility. Each member of 
the project team identifies risks associated with the project and documents them using a risk matrix.

The Risk Manager conducts a risk identification session with the project team and other stakeholders to 
identify potential programic risks.  It can be beneficial to have a person serve as a recorder for this 
session to ensure all identified risks are captured. 

The risk matrix is typically used to document all of the potential risks. During this session, only the 
Statement of Risk is completed on the risk matrix; follow-on steps in the risk management process will fill 
in other information.

An example list of common known risks in the software industry is:

Budget, external constraints, politics and resources

Capacity, documentation, familiarity, robustness, usability of methods, tools and supporting 
equipment that will be used in the system development 

Communication, cooperation, domain knowledge, experience, technical knowledge and training 
of the personnel associated with technical and support work on the project

Complexity, difficulty, feasibility, novelty, verifiability and volatility of the system requirements

Correctness, integrity, maintainability, performance, reliability, security, testability and usability of 
the SDLC work products

Developmental model, formality, manageability, measurability, quality and traceability of the 
processes used to satisfy the customer requirements

Internal and external threats to and vulnerabilities of the system and the information it stores, 
processes and transmits.

2.1.2 Document Risks

Define where the risk management tool is located and the process for updating the risk [identify the name 
and location of the Risk database]. 

When describing the risk, indicate the concern, likelihood, mitigating actions and possible consequences.  
Also describe the impacts to stakeholders, assumptions, constraints, relationship to other project risks, 
possible alternatives, as well as impacts to the project budget, schedule or deliverables. 

Writing the Risk Statement: Identified risks are described and communicated to management in the form 
of risk statements. A risk statement provides the clarity and descriptive information required for a 
reasoned and defensible assessment of the risk's occurrence probability and areas of impact. A well-
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written risk statement contains two components. They are a statement of the Condition Present (e.g., If-
then) and the Associated Risk Event (or events). 

Example 1: Risk Statement 

"If the team doesn’t get the required C++ training by November 1st

Do not express risk statements in terms of a statement.  For example, the previous risk statement 
should 

, the project schedule will be 
slipped by 3 months.”

not be stated as “The project team requires C++ training by November 1st

2.1.3 Validate Risks

.”

Describe the process for validating the risks. Typically, the Project Manager is responsible for 
coordinating the review and validation of candidate risks with the Project Management team.

2.2 Analyze

Assign each risk to a Risk Owner for analysis. The Risk Owner analyzes it, determines what actions 
should be taken (if any), establishes the risk’s priority, and identifies the resources required to address 
the risk.

2.2.1 Categorize Risk

Group risks into categories by using the Risk Assessment Questionnaire. The Project Manager can 
create additional categories, as required. Assign the risk to a risk category. The risk category is assigned 
based on the type of anticipated impact.

2.2.2 Impact Analysis

Analysis is the conversion of risk data into risk decision-making information.  It includes reviewing, 
prioritizing, and selecting the most critical risks to address.  

The project team analyzes each identified risk in terms of its impact on cost, schedule, performance, and 
product quality.  An individual risk may impact more than one of these categories.  As shown by figure 2-
1, risks are ranked as High, Medium, or Low for probability of the risk occurring. 

Rank Probability

High Expected to occur (approximately 
>=70% likelihood)

Medium Approximately 30-70% likelihood of 
occurring

Low Not expected to occur, but still possible 
(approx. < 30% likelihood)

FFigure 2-1.Risk Ranking Criteria 

Second, the project team estimates the probability that each risk will occur and its time frame.  As shown 
by figure 2-2, risks are ranked as High, Medium, or Low for the impact on the project should the risk 
occur.

Rank Impact

High Likely to cause maximum disruption to the 
project, resulting in the need to conduct re-
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Rank Impact

planning and re-estimating. 

Medium Likely to cause significant delays or additional 
work that would exceed existing 
contingencies, resulting in exceeded time 
scales, additional resource and/or additional 
budget requirements.

Low Likely to cause delays or additional work that 
could be contained within existing 
contingencies.

Figure 2-2.Risk Impact Criteria

The project team determines a risk level for each risk by mapping each risk onto a Risk Matrix, a sample 
of which is shown in figure 2-3.  The project and risk management personnel evaluating the risk level for 
each risk can determine when appropriate mitigation action will be required.  This decision making can be 
facilitated by the use of risk levels agreed to by the project team and project management where the risk 
levels are defined as:

Low Risk is a condition where risk is identified as having little or no effect or consequence on 
project objectives; the probability of occurrence is low enough to cause little or no concern.  

Medium Risk is a condition where risk is identified as one that could possibly affect project 
objectives, cost, or schedule.  The probability of occurrence is high enough to require close 
control of all contributing factors. 

High Risk is the condition where risk is identified as having a high probability of occurrence and 
the consequence would have significant impact on project objectives, cost, schedule, and 
performance.  The probability of occurrence is high enough to require close control of all 
contributing factors, the establishment of risk actions, and an acceptable fallback position. 

At the conclusion of risk prioritization, a consolidated list of risks is created, and the updated risk matrix is 
placed under configuration management. 

IMPACT

HIGH MEDIUM HIGH HIGH

MEDIUM LOW MEDIUM HIGH

LOW LOW LOW MEDIUM

LOW MEDIUM HIGH

PROBABILITY

Figure 2-3. Risk Impact and Probability Matrix

Consider the following areas for possible impacts.

Cost / project budget

Customer impacts
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HR resource requirements

Organizational impacts

Quality

Security

Schedule

Scope / requirements

Sponsor impacts

User impacts

2.2.3 Review Risk Analysis and Ranking

The Project Manager presents the risk analysis for discussion at team meetings on a 
<weekly/biweekly/monthly> basis. At this meeting, discuss the impacts and possible 
mitigation/contingency options, and decide the risk’s exposure (severity). 

If the team decides risk actions are warranted, assign a Risk Owner and task them with creating the 
appropriate mitigation and/or contingency action plans. Discuss the risk that may be considered sensitive 
or confidential and, if appropriate, consult with Legal.

Review the newly identified risk. Establish its relative rank among existing risks and review the risk in 
combination with other risks (for example, risks in a similar functional area or with similar impacts). Adjust 
resource assignments, action plans, or other project priorities to ensure the risk is adequately addressed.

2.2.4 Update Risk Log

After review, the Project Manager will update the Risk Log with any comments and document the next 
steps for the risk (if any). If the ranking of the risks has changed in the Risk Log, the Project Manager 
updates the ranking to reflect current priorities and concerns.

2.3 Plan

Risk planning involves developing plans for mitigation and/or contingency actions for a specific risk. 

Identify mitigation and contingency actions for funding, schedule, staff or resources. 

Assign actions as appropriate and ensure these fit within the project’s budget and schedule.

Determine the actions to reduce the likelihood or consequences that impact on the project.

Determine the response based on a cost/benefit analysis (cost vs. benefit).

Describe the actions to mitigate the risk.

Describe the signs that may be indicators of Risk Event occurrence.

Describe the contingency plan for when the risk event occurs.

Assign responsibilities for each response with a “due date”.

Determine impact on project budget and schedule. Update the project plan where necessary.

Update the Risk Log with this information.

2.3.1 Plan Mitigation Activities

Capture the following information in the risk mitigation plan(s). 

Desired outcome of the mitigation activities. 

How and when mitigation activities will be tracked?

Mitigation strategies to be implemented.

Which Risks are to be mitigated?
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When each mitigation activity will commence / cease?

Who is responsible for the mitigation activities?

Who is responsible for tracking mitigation effectiveness and how is effectiveness measured?

Once risks have been identified and assessed, all techniques to manage the risk fall into one or more of 
these major categories

1

This approach is employed because the risk items are the result of external factors over 
which you have no control. There is also no effort made to avoid risk. Two actions are usually 
taken under this approach:

Risk Acceptance

Contingency Planning. Where you plan contingencies in case the risk does occur. Thus, 
the project team has a backup plan to minimize the risk affects.

No Action. Where you take no action and accept the responsibility for the risk.

2

This approach is the act of not performing an activity that could carry a risk. An example 
would be not buying a property or business to not take on the liability that comes with it. 
Another would be not flying to not take the risk that the airplane would crash.

Risk Avoidance

Avoidance may seem the answer to all risks, but avoiding risks also means losing out on the 
potential gain that accepting it may have allowed. Not entering a business to avoid the risk of 
loss also prevents one from the possibility of earning profits. 

3

This method emphasizes reducing the severity of a loss by avoiding, preventing or reducing a 
risk. Reducing the number of requirements or defining them more completely can avoid some 
risks.

Risk Mitigation

For example, careful definition of the project scope in the SOW can help avoid possible 
consequence of "scope creep," or indecisive, protracted and uncertain scope objectives.

4

This method means causing another party to accept the risk, typically by contract or hedging. 
With the transfer approach, the objective is to reduce risk by transferring it to another entity 
that can better bear it.

Risk Transfer

Review the risk items with high rankings and determine if the significant risks will be accepted, avoided, 
mitigated or transferred.

2.3.2 Plan Contingency Activities

Develop a contingency plan for those risks where it is unlikely or uncertain that the mitigation will be 
effective. Capture the following in the risk contingency plan. 

Description of the risk.

Anticipated effects on project budget and schedule.

Anticipated effects on staff, users, and stakeholders.

Anticipated effects on work products or deliverables.

Desired outcome of contingency activities.
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How to evaluate and track the contingency activities

What activities will be executed to minimize the risk’s effects

When will the activities occur (i.e. trigger event)?

When will the contingency activities cease?

Who is responsible for the activities?

2.3.3 Review Risk Action Plans

Identify who reviews the risk action plans and presents them at the <meeting/frequency>. In general, this 
will be the Risk Owner and Project Manager.

The project team reviews the plans, trigger events, resources required, and measurements for tracking 
effectiveness. This will ensure they are feasible and appropriate for the severity and ranking of the risk. 
The team may propose additional actions or changes, as appropriate, and may request to review the 
updated plans before their implementation.

2.3.4 Update Risk Log

Identify who is responsible (i.e. Risk Owner) for documenting the plans and forwarding them to the 
Project Manager for inclusion in the Risk Log. The Project Manager reviews the status of action planning 
activities <biweekly/monthly> in the <meeting

2.4 Track

Risk Plan implementation involves executing the decisions made in the Risk Mitigation and/or the Risk 
Contingency plans. Mitigation and contingency plans are a) tied to a trigger event and executed when that 
event occurs, or b) implemented immediately.

2.4.1 Monitoring Trigger Events 

The Risk Owner is responsible for monitoring the trigger events associated with mitigation/contingency 
actions. The Project Manager assists with tracking triggers as part of the risk status review meeting.

2.4.2 Executing Action Plan 

The Risk Owner executes the action plan as follows: 

Initiates the mitigation/contingency plan and notifies the Project Manager of the plan execution 
when the trigger event occurs or is imminent. 

Notifies all parties identified in the mitigation/contingency plan and ensures all activities are 
coordinated.

Takes specific measurements to determine the effectiveness of the activities

Notifies the Project Manager if the activities are not producing the desired effect and proposes 
changes to address the deficiencies.

2.4.3 Updating The Risk Log

The Risk Owner provides status updates to the Project Manager who then updates the Risk Log to reflect 
the actions being taken (i.e. date of trigger event etc.). 

Action plan activities and their effectiveness are monitored in the <weekly/biweekly/monthly> <status 
review meeting>.

2.5 Risk Tracking, Monitoring & Control 

The Risk Tracking, Monitoring and Control concerns how the risk is progressing, as well as any 
mitigation/contingency strategies that have been executed. When changes to the risk occur, repeat the 
cycle of identify, analyze, and plan. Modify existing action plans to change the approach if the desired 
effect is not being achieved.
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Factors to consider for Risk Tracking include: 

Assess all risks as defined in the Risk Log

Ensure all requirements of the Risk Management Plan are being implemented

Establish communications

Evaluate the effectiveness of actions plan taken

Highlight new assumptions

Identify new risks

Identify the status of actions to be taken

Track risk response

Validate previous assumptions

Validate previous risk assessment 

Factors to consider for Risk Control include: 

Validate mitigation strategies and alternatives

Take corrective action when events occur

Assess impact on the project of actions taken (i.e. cost, time, resources etc)

Identify new risks resulting from mitigation actions

Ensure the Project Plan is maintained

Ensure change control addresses risks associated with the proposed change

Revise the Risk Assessment Questionnaire, Risk Assessment Checklist and other risk 
management documents to capture results of mitigation actions.

Revise the Risk Log

2.6 Communicate 

Discuss the approach to communications throughout the project’s life cycle. Communications regarding 
risks must be continuous throughout the life-cycle, both through verbal and written reports. 

2.6.1 Status Meetings

Discuss risk management activities at status meetings and include identification and status of individual 
risk activities and assignments. Capture the risks’ status in the meeting minutes and circulate as 
appropriate.

On a <weekly/monthly> basis, the Risk Owners sends updates to the Project Manager who then updates 
the Risk Log. All open risks and action plans are reviewed with the project management team as well as 
the results and effectiveness of mitigation/contingency actions and the status of trigger events and risk 
profiles.

2.6.2 Lessons Learned 

The Project Manager documents the result of risk actions (i.e. successful/unsuccessful) and lessons 
learned in the Risk Log. At the end of each phase, the Project Manager discusses the lessons learned 
with the [functional leads], as appropriate. 

When a project closes, the Project Manager leads a Final Risk Review to document the final status, 
results of mitigation and contingency actions, and to identify lessons learned during the project. These 
lessons learned on risk management are shared with other projects and used to update the 
Organization’s policies, standards and templates, as appropriate.
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2.6.3 Escalate Risks

Define the process and threshold for escalating the risk.  Typically, the Project Manager is responsible for 
performing risk reporting and escalating risks. The Project Manager will discuss the status of the risk with 
the [FAS CIO PMO representative] and the Project Sponsor. The project then escalates the risk to the 
[Project Stakeholders] and forwards a copy to [Key Stakeholder] as appropriate.

2.6.4 Retiring Risks 

Close risks when the risk event actually occurs or when the likelihood of the risk is reduced such that it is 
not worth tracking it. At this time, halt and close action plans. If the risk could possibly arise again, reduce 
the risk to a “Watch” status and evaluate periodically. 

The Project Manager makes the final decision to retire a risk. In some cases, the Project Sponsor may be 
involved in the decision to retire a risk.

2.7 Issue Management 

Issue management is undertaken during the ‘Execution’ phase of the project (i.e. the phase within which 
deliverables are produced), Project issues may be identified at any stage of the project lifecycle.  In 
theory, any issue identified during the life of the project will need to be formally managed as part of the 
Issue Management Process. Without a formal Issue Management Process in place, the objective of 
delivering a solution within ‘time, cost and quality’ may be compromised.

Issue Management Process Diagram 

Figure 2-4. Risk Issue Management Process Diagram 

2.7.1 Issue Log

The most important control tool is a log summarizing the issues, their current status and who is currently 

responsible for them; this can be accomplished using technical forms or a fully integrated database.

2.7.2 Issue Management at Phase End

Although the project team will be striving to resolve issues in the most beneficial way, some may remain 

unresolved at the end of a phase. The Project Manager will need to review the status of the outstanding 
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issues and consider what impact they may have. The phase-end reporting should include any significant 

outstanding issues and will summarize the overall impact on the benefit model. Any consequences should 

be agreed with the Project Sponsor and Steering Committee.

Outstanding issues will form an input into the detailed planning process for the following phase of work.

2.7.3 Completing the Issue Management Process

The Project Manager and teaming will be reviewing the outstanding issues on a regular basis and 

proactively tracking them to conclusion. By the end of the project there should be no outstanding issue 

left to resolve. This does not mean that every issue can be dealt with during the project. It may be that 

some concerns cannot be dealt with and appropriate responses should be made to those concerned. 

Other issues may be deferred to be addressed either as part of the live maintenance of the system or in a 

future project. 

The final status of the issues should normally be reported and reviewed with the Project Sponsor and 

project leadership as part of the finalization of project. Specific actions or requests for future work would 

be passed into the relevant management processes and potentially tracked as part of lessons learned.
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3 ROLES & RESPONSIBILITY

Provide a list of the specific groups or individuals involved in the project’s risk and issue 
management activities, and then describe their respective tasks and responsibilities. In some cases, 
the same individual may perform multiple roles across the organization.

The Project Manager is responsible to train all project staff on their responsibilities when they join the 
project.

3.1 Project Team 

Describe the roles and responsibilities of the Project Management Office (PMO), i.e. those 
individuals providing support to the Project Manager.

The PMO representative(s) defines and maintains project management standards across the 
organization. It is also the source of documentation, guidance and metrics on the practice of project 
management and execution.

Role Responsibility / Task

Government Project Manager

Approves the Risk Management Plan. Participates in risk mitigation, 
contingency planning, execution, and decisions on risk actions. 

Responsible for leading the risk management effort, sponsoring risk 
identification activities, facilitating communication, ensuring the Risk 
Log is maintained, and that risk activities are current. 

Responsible for ensuring risks are being managed in accordance 
with the Risk Management Policy and the Risk Management Plan. 
The Project Manager also assists in identifying new risks and/or 
proposing mitigation strategies and contingency plans, and proposing 
process improvements to the risk management plan and processes.

Contractor Project Manager

Participates in risk mitigation, contingency planning, execution, and 
decisions on risk actions. 

Responsible for sponsoring risk identification activities, facilitating 
communication, ensuring the Risk Log is maintained, and that risk 
activities are current. 

Responsible for ensuring risks are being managed in accordance 
with the Risk Management Policy and the Risk Management Plan. 
The Project Manager also assists in identifying new risks and/or 
proposing mitigation strategies and contingency plans, and proposing 
process improvements to the risk management plan and processes.

Project Team
Participates in the risk identification process, and discusses risk 
monitoring and mitigation activities at team meetings. Participants will 
include team members, consultants and contractors.

Risk Owner Responsible for managing an individual risk.

Directors
Responsible for ensuring risk analysis is completed, risk 
mitigation/contingency strategies are developed, and plans are 
executed successfully. 

PMO 

Responsible for providing FAS CIO PMO policy, guidance, templates 
and documentation to support project lifecycle. 

Responsible for monitoring risk identification activities, facilitating 
communication, ensuring the Risk Log is maintained, and that risk 
activities are current. 
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3.2 Project Sponsor 

The Project Sponsor provides the interface between project ownership and delivery. They act as a single 
point of contact with the Project Manager for the day-to-day management of the interests of the client 
organization. This person must have adequate knowledge about the business and the project to make 
informed decisions. They are may sometimes referred to as the Project Director.

Role Responsibility

Project Sponsor

Participates in risk identification and risk activities as part of the project team. 
The Sponsor executives also receive escalated risks and assist with mitigation 
and contingency actions for escalated risks, as needed. The Project Sponsor for 
this project is [Identify Project Sponsor].

3.3 Other Participants

Role Responsibility

Project Stakeholders
Identify the project stakeholders, for example, Steering Council, Executive 
Board etc. The stakeholders’ role is to monitor risk action effectiveness and 
participate in risk escalation. 

Legal
Provides advice on risks which may have legal ramifications and/or which are 
of a sensitive nature.

Security

Security Team provides an Independent Verification and Validation oversight 
of the project and report to external stakeholders. The Security Team may 
perform their own risk identification interviews/reviews, may participate in 
project risk meetings and reviews, and may request risk reports and status 
from the Project Manager. 
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4 TOOLS, TECHNIQUES & REPORTS

Identify the tools and techniques that will be used to store risk information, evaluate risks, track the status 
of risks or generate risk management reports.

4.1 Risk Management Software 

Identify the software used for managing risk management activities. 

[Identify Software] is a risk management database designed to describe, organize, prioritize, track and 
display project risks. The application provides standard database functions to add and delete risks, 
specialized functions for prioritizing and retiring project risks, as well as maintaining a log of historical 
events. 

Contact the FAS CIO PMO Team if you require an alternate method for Risk Management Reporting.

Software Purpose Owner

Risk Log Identify its purpose Identify Owner

Issue Log Identify its purpose Identify Owner

4.2 Risk Management Reports & Reviews 

The following reports are delivered in support of the Risk Management Plan:

Report Name Purpose Frequency Audience

Report Name Describe its purpose
Weekly / Biweekly / 
Monthly

Project Team, 
Project Board, 
Client

Report Name Describe its purpose
Weekly / Biweekly / 
Monthly

Project Team, 
Project Board, 
Client

Report Name Describe its purpose
Weekly / Biweekly / 
Monthly

Project Team, 
Project Board, 
Client

Report Name Describe its purpose
Weekly / Biweekly / 
Monthly

Project Team, 
Project Board, 
Client

The following table defines the minimal list of required fields as part of the risk log.

Risk Log

Project Name: 

Risk 
Name

Description Probability Impact Priority
Mitigation
Strategy

Contingency
Plan

Owner
Due 
Date

Status

Figure 2-5. Risk Log Template
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5 ACRONYMS

Term Meaning

CDR Critical Design Review

DR Decision Review

IV&V Independent Verification and Validation

LCC Life-Cycle Cost

MIS Management Information System

MS Milestone

O & M Operations and Maintenance

PM Project Manager

PMO Program Management Office

PSR Program Status Report 

RMP Risk Management Plan

RTR Risk Tracking Report

SOW Statement of Work

WBS Work Breakdown Structure
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CCONFIGURATION MANAGEMENT PLAN 

EXECUTIVE SUMMARY 

[Italicized text is guidance and reference only and should be deleted prior to completing the document. 

All sections identified in the Table of Contents must remain in the document.  Additional subsections may be 
added as required] 

Configuration Management (CM) is a uniform practice for managing changes in software, hardware and 
documentation throughout the acquisition or development project. 

The CM plan should be produced as part of the project planning phase of the SDLC.. The CM activities should 
continue throughout the life of the delivered end-product, and therefore, at the project’s end, the adopted 
approach should be transferable to the organization responsible for operational maintenance. The executive 
summary should be an overview of the CM plan, highlighting the major points of each section in the plan. 
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11 OVERVIEW 

Provide a statement that introduces the CM plan and describes, in general terms, its use in managing the 
configuration of the specific project, or system. Also, briefly discuss the roles and responsibilities of key 
participants and how CM will be applied. Below are representative paragraphs that can supplement the 
overview statement(s):  

CM Concepts – CM is an integral part of acquisition, development and program management for all that 
constitutes a system: Documentation, Hardware and Software. That is, a system’s configuration represents its 
functional (performance) and physical (form and fit) characteristics.  These characteristics are described in 
technical documentation, assessed and approved/verified in technical reviews and configuration audits, and 
achieved in the delivered and accepted product. The CM processes span all SDLC phases and are driven more 
by program technical and CM events rather than fiscal periodic events. All configuration changes must be 
controlled to ensure that they are, first cost effective, necessary and safe, and second are properly 
documented so that all producers, users, and support personnel are aware of their current configuration 
status. 

The Program Manager (PM) is responsible for the overall conduct of CM and technical data management for 
the program and will ensure that the following CM objectives are incorporated in business planning, and 
program planning, execution and support: 

Functional and physical characteristics of components designated as configuration items (CIs) and 
associated work products throughout the SDLC, must be identified and documented. The product 
attributes should be defined, product configurations documented and a basis for making 
configuration changes established via the usage of configuration baselines. Products are labeled and 
correlated with their associated requirements, design and product information. 

Changes to CIs and their related technical documentation should be controlled. Proposed 
configuration changes should be identified and evaluated for impact, prior to making change 
decisions.  Configuration change activity should be managed by a formally chartered Change Control 
Board (CCB) and a defined process for review and approval or disapproval.  The PM is typically 
designated as the CCB Chair, responsible for approval or disapproval of all proposed configuration 
changes during the acquisition/development and implementation. CCB chair responsibility and 
authority may be transferred to another activity after the acquisition, development and full 
deployment completion. 

Information needed to manage configuration items effectively, including the status of proposed 
configuration changes and implementation status of approved configuration changes, must be 
recorded and reported. The configuration information captured during product definition, 
configuration change management, product build, distribution and deployment, operation and 
sustainment, and disposal processes shall be organized for retrieval of key information and 
relationships, as needed. Configuration information should provide continuous traceability and status 
of all proposed configuration changes from initiation to implementation or rejection. 

The complex aggregate of configuration items must meet the system specified and operational 
requirements.  Actual product configuration should be verified against the required attributes and 
configuration documentation through functional and physical configuration audits. Incorporation of 
configuration changes should be verified and recorded throughout the life cycle.  

1.1 Purpose 

Describe why this CM plan was created, what it accomplishes, and how it is used. Explain, in simple 
straightforward terms, the processes required to ensure that the inevitable changes do occur within an 
identifiable and controlled environment. Mention that the CM plan is intended to be a living document. 
Consequently, its final version will, itself, be placed under the CM control and the respective changes managed 
accordingly. 

1.2 Scope 

Define the scope of CM planning.  
Define the scope of control – Is this a System/project/Program level artifact? 
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 Provide a high description of the types of artifact that will be placed under CM Control, referencing 
the CI list. 
Identify the systems that are covered under CM control 
Identify the process for adding or removing systems from CM control 
Unique system characteristics or unique support concepts that require special CM attention; 

11.3  Program Description 

Describe the system, its history and the enterprise architecture (EA) under which, the project operates. Identify 
interface(s) with other legacy or new systems. List the sites that are using the system. 

1.4  Reference Documents 

The documents listed below are referenced in this CM plan and provide guidance or additional information.  
The documents may also include additional standards to be followed for CM processes 

Required Documents: 

Project Management Plan (PMP) 

Configuration Item List (CI List) 

Optional Documents 

Configuration Management Handbook 

Change Control Working instructions 

CCB Charter 

1.5  Glossary 

Provide definitions for terms and acronyms that appear in the CM plan. 
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22 CONFIGURATION MANAGEMENT ROLES/RESPONSIBILITIES 

Provide a list of the specific groups or individuals involved in the program/project’s configuration
management activities, and then describe their respective tasks and responsibilities. In some cases, the 
same individual may perform multiple roles across the organization. 

Identify the organization where the CM resides and all other organizational units.  Define the functional roles 
of these organizational units within the project. Describe any internal review and/or Change Control Board. For 
each board discuss membership (and their functional representatives) and the responsibilities of the board 
and that of each member. 

2.1 CM Responsibilities 

Table 2-1 identifies the various CM roles and their corresponding responsibilities.

Role Responsibility / Task

Government Project Manager Participates in and oversees the configuration management process

Contractor Project Manager
Coordinates CM activities in the project schedule as part of the 
regular 

Project Team

Follows CM Procedures for document management
Implements the required solution for changing and updating code
Updates change control records  as part of the documented 
processes

CM Lead

Production and Maintenance of the project’s CMP; 
Management of CM organization (responsibilities, authorities, 
applicable policies, directives and procedures); 
Performance of the CM-specific Activities (configuration identification, 
Change Control, etc);
Handling of the CM Schedules (coordination with other project 
activities);
Management of the CM Resources (tools, physical, and human 
resources)

Configuration Control Board

Administering the CM process and approval of software and 
document baselines
Approving and disapproving change requests to the approved 
baselines 
Prioritizing approved changes for implementation
Ensuring that all requested changes are consistent with current 
FAS/GSA guidance and requirements

Table 2-1.  CM Roles and Responsibilities
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33 CM ACTIVITIES 

Identify CM activities. Following is a sample listing of CM activities: 

Governance and Management of the CM processes; 
Configuration Identification; 
Change Control; 
Configuration Status Accounting; 
Configuration Auditing; 
Build and Release Management. 

3.1 Configuration Identification 

Configuration Identification is the basis on which the CIs are defined and verified; CIs and documents are 
labeled; changes are managed; and accountability is maintained.  The sections below define the tools that will 
be used to track and control the configuration baselines.  This section will also describe the methods for 
controlling, tracking, implementing and reporting changes 

3.1.1 Configuration Item Identification 

A CI is an aggregation of software, hardware, database, documentation, interface, or discrete portion of 
hardware or software that satisfies an end-user function and that is designed for control by CM.  The selection 
of CIs is closely coupled with the design process and is determined by the need to control an item’s 
characteristics and its interface with other items.  Some of the primary criteria for designating separate CIs 
include: 

Independent end use functions 
Critical, new, or modified design 
Previously identified as a CI 
Required tracking to the exact configuration and status of changes to the item 
Interface with other systems, equipment, software, or CIs 
Interface with software/hardware developed under another effort 
Separate definition of performance and test requirements 
High risk and critical components 
Separate delivery or installation requirement 

 

The process of selecting CIs requires good systems engineering judgment supported by cost trade-off 
considerations.  There are no fixed rules for selecting or deciding the optimum number of CIs for a particular 
system.  The following identifies some of the problems with identifying too many CIs: 

Excessive development activities including design and verification demonstrations, system integration 
and testing, technical reviews and budget allocations 
Unnecessary design constraints requiring formal test and technical reviews, beyond what is required 
to achieve reasonable assurance of the system’s performance 
Numerous inter-CI interfaces with little functional impact on the overall system 
Increased overall number of requirements disproportionate to the overall functionality of the system 
Excessive fragmentation of the system which may decrease the visibility and understanding of system 
performance 

 

On the other hand, having too few CIs introduces another set of problems including: 

Increased development, maintenance, and installation costs because of the increased complexity  
Increased complexity of each CI resulting in decreased insight and ability to monitor progress 
Potential reuse of the CI is diminished 
Formal testing of critical capabilities are made more difficult or require increased time to complete the 
tests 
Difficulty in addressing the effectiveness of changes 
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Configuration Item (CI) selection separates system components into identifiable subsets for the purpose of 
managing further development.  It specifies all the components, sub-components, and CIs of an IT system. The 
most basic function it serves is to identify what comprises the IT system. A CI can be a database, a software 
module, a specific HW component, an interface, a COTS product, or a system related document. 

33.1.2 Configuration Documentation 
As part of Configuration Identification, the project team must define the specific technical documentation that 
will be part of each baseline.  The baseline definition is provided in this plan.  The documentation required for 
each successive baseline may be an independent grouping of design information.  In some cases, it may be 
confined to updates to the previous baseline document. 

Baseline documentation is maintained and archived in the CM Library (CML).  A list of baseline documentation 
will be maintained to ensure requirements traceability to CIs, baseline specifications, requirements 
documentation, and acceptance criteria.  Documents will be indexed to facilitate retrieval for use, reference, or 
reproduction. 

The project classification schema identifies the minimum required documentation for each project size.   

A partial list of typical documentation includes: 

CM Plan 
Quality Assurance Plan 
Operations Plan 
System Security Plan 
Project Management Plan 
Test Plan 
Systems Engineering Management Plan 
Functional Requirements Document 
Interface Control Document 
Security Risk Assessment 
System Software 
System Design Document 
Maintenance Manual 
Operations Manual or Systems Administration Manual 
Training Plan 
User Manual 
Test Analysis Report 

3.1.3 Product Structure 
Product structure, also referred to as system architecture, defines what constitutes the CI.  It refers to the 
identifiers, internal structure, and relationship of CIs and associated documentation.  The product structure 
may be depicted graphically as a tree structure or as an indented list. 

3.1.4 Product Identification 
The following principles apply to the identification of CIs: 

All CIs are assigned unique identifiers so that one CI can be distinguished from other CIs; one version 
of a CI can be distinguished from another; the source (e.g., software, hardware, database, 
documentation) of a CI can be determined; correct CI information can be retrieved; and the owning 
system can be determined. 
Individual components (e.g., software files, database files, hardware components) of a CI are assigned 
unique identifiers when there is a need to distinguish one unit of a CI from another unit of a CI.  These 
individual components are connected to the owning CI. 
When a CI is modified, it retains its original CI identifier even though its part identifying number is 
altered to reflect a new configuration. 
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A series of like components of a CI is assigned a unique CI group identifier when it is unnecessary or 
impractical to identify individual units but necessary to correlate units to a process, date, event, or 
test. 

The following list identifies the CIs for this <Program/Project> and the corresponding level of Control. 

Identify the CIs to be controlled and specify a means of identifying changes to the CIs and related baselines. 
Identify the rules for including items as CI’s.   

33.1.5 Naming Conventions 

Provide details of the file naming convention to be used on the project and how file configuration integrity will 
be maintained. 

3.1.6 Labeling 

Describe the procedures and format for labeling all items under CM control, including code, documentation, 
and physical media. 

3.1.7 Classification Requirements 

Describe the rules and documentation standards for classification guidance.   

3.2 Configuration Baseline Management 

A baseline is a comprehensive set of CIs (products, deliverables) developed during a specific phase of the 
development process that has been formally accepted. The baseline, usually tracked through a label or 
version, should incorporate all artifacts at that stage in the SDLC, to include, documents, code, and plans. 
Once the baseline is established, changes to the CIs can only be done through a formal change process, as 
documented in this plan. Baselines may also be established to signify the progress of work through passage of 
time. In this case, a baseline is a visible stake through an endured collective effort, e.g. a developmental 
baseline.  

Define the baselines that will be created, the required artifacts/elements for each baseline and the trigger for 
the creation. 

Figure 3-1 is a representative sample of various baselines: 

 

 
Figure 3-1.  Baselines and Mapping to SDLC Phases 

3.2.1 Functional Baseline

The functional baseline is established by the system specification or equivalent.  It describes a system’s 
or top level CI’s functional, inter-operability, and interface characteristics and the verification required to 
demonstrate the system or CI meets these characteristics.  
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The functional baseline is normally established at the end of the system concept development phase.  
This initial baseline will be developed based upon the functional requirements.  After system requirements 
review, additional information may be added.  This baseline is subject to CM control.

The functional baseline is established by the system specification or equivalent.  It describes a system’s 
or top level CI’s functional, inter-operability, and interface characteristics and the verification required to 
demonstrate the system or CI meets these characteristics.  

The functional baseline is normally established at the end of the system concept development phase.  
This initial baseline will be developed based upon the functional requirements.  After system requirements 
review, additional information may be added.  This baseline is subject to CM control.

33.2.2 Allocated Baseline 

The allocated baseline describes the functional and interface characteristics that are allocated from those 
of the higher lever CI and the verification required to demonstrate the CI meets these characteristics.  The 
allocated baseline is established when a new development specification is authenticated.  Authentication 
should take place before the preliminary design review.  The allocated baseline is normally established at 
the end of the validation phase or at the beginning of the full-scale development phase.

3.2.3 Developmental Baseline 

The development configuration is the design and associated technical documentation that defines the 
evolving design solution during development of the CI.  The development configuration for a CI consists 
of internally released technical documentation for hardware and software that is under configuration 
control.

The Developmental Configuration may be subdivided into additional environments as required including 
Development, Integration Test, and Quality Assurance Test. 

3.2.4 Production/Operational Baseline 

The production/operational baseline is the approved technical documentation which describes the 
configuration of a CI during the production, fielding/deployment and operational support phases of its life 
cycle.  The product baseline for a CI consists of all necessary physical or functional characteristics of a 
CI; selected functional characteristics for production acceptance testing; and production acceptance test 
requirements.

This section should be updated as more detailed information becomes available during the development and 
deployment of a new or modified system/equipment. Describe what baselines are to be established.  Explain 
when and how they will be defined and controlled. 

3.3 Change Control 

Change control is systematic proposal, justification, evaluation, coordination, approval and implementation of 
changes after the formal establishment of a configuration baseline. The process ensures that all changes are 
authorized, documented and coordinated. 

Here, you can identify any provisions for establishing and maintaining configuration traceability to 
requirements. Describe the change control process.  Reference the governing body that approves changes to 
the baselines. 

3.3.1 Change Management 

The goal of a change management process is to: 

Predict and recognize changes 
Evaluate and understand the consequences of implementing the proposed changes 
Ensure that every propose change is evaluated, reviewed and [dis]approved at the proper authority 
level 
Control the consequences of the approved changes 
Prevent unauthorized and unintended deviations from the approved baselines 
Ensure that every approved change is documented, tested, verified and, then implemented. 
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Define the mechanism(s) for initiation (proposal) and the processes for controlling, changes to the system 
baselines and for tracking the implementation of those changes. Provide a table listing the roles of the CCB 
the membership and the way it deals with change initiation, application and control.  If appropriate, a separate 
CCB charter may be referenced. 

If a program is a larger size, there may be a need for additional CCB layers to review and approve changes for 
individual projects and project phases.  For example, the program CCB may be responsible for approving all 
scheduled work while a project level CCB is only responsible for reviewing and approving development/test 
cycle issues.  For the largest programs, an additional layer may be required to review and prioritize issues that 
cross organizational boundaries or have cross-cutting impacts.  

Table 3-1 shows the CCB roles and corresponding responsibilities. 

Role Responsibility / Task

CCB Chair
Schedules the CCB meetings in accordance with organizational 
policy and schedule requirements

CCB Member – Contractor

Document all proposed changes, ensuring sufficient information 
and analysis is available for review and approval

Provide technical analysis and review of proposed changes

CCB Member – Government
(CIO and Business Line 
Representatives)

Attend meetings to review proposed changes

Provide advice and approval for documented changes

Ensuring that all requested changes are consistent with current 
FAS/GSA guidance and requirements
Prioritize approved changes for implementation

CCB Recorder

May be any designated team member, responsible for recording 
and documenting decisions of the CCB meeting

May be authorized to update the SCR repository with the approved 
changes

CM Manager

Ensures that SCR data can be provided consistently to the CCB 
membership

Verifies that the approved changes are properly recorded

Contractor Project Manager Advisory member of the CCB 

Government Project Manager Voting member of the CCB

Project Team

Advisory members of CCB as needed

Should include members from all phases of the SDLC

Updates change control records (SCR) as part of the documented 
processes

Table 3-1.  CCB Roles and Responsibilities

33.3.2 Communications 

Document the communication channels and responsibilities. Table 3-2 lists the communication needs, 
purpose, frequency, and the audience.  Pay particular attention to teams and organizations outside of the 
project/program 
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Communications Purpose Frequency Audience

Communications Mechanism Describe its purpose
Weekly / Biweekly / 
Monthly

Project Team, 
Project Board, 
Client

Report Name Describe its purpose
Weekly / Biweekly / 
Monthly

Project Team, 
Project Board, 
Client

Report Name Describe its purpose
Weekly / Biweekly / 
Monthly

Project Team, 
Project Board, 
Client

Table 3-2.  Communications Description

 

33.4 Configuration Status Accounting 

Configuration Status Accounting (CSA) is process of recording, storing, maintaining, coordinating and reporting 
the information necessary for the CM performance and the status of its associated CIs. All software and 
related documentation are tracked from initial development to request for change, through the [dis]approval 
of changes, to the implementation of changes.  Results and decisions of the Change Management process are 
a key input to a CSA Report (CSAR) 

Identify what CSA tools will be used and who will maintain them. Whenever possible, automate the CSA 
process.   

3.5 Configuration Auditing 

Configuration audits are comparisons of a product’s actual functional and physical characteristics with the 
characteristics identified in configuration baseline documentation. They verify that the configuration 
identification for a configured item is accurate, complete, and will meet the specified program needs. 

There are two types of audits and they both must be satisfactorily completed as a prerequisite to establishing 
the product baseline: 

Functional Configuration Audit (FCA) – To be conducted on the first prototype item produced to 
compare the functional characteristics with the Functional and Allocated baseline information. 
Physical Configuration Audit (PCA) – To be conducted on the first production representative item to 
compare the physical characteristics with the Product baseline. Discrepancies between the actual 
configuration and baseline documentation need to be resolved. 

Identify the plans and mechanics to accomplish these audits. Describe how the peer reviews and formal audits 
will be accomplished. These formal audits may include baseline, functional, physical, software and hardware 
physical configuration, and subcontractor configuration audits. 



10                                                           March 1st, 2012

44 BUILD & RELEASE MANAGEMENT 

Dedicated to the release of an executable version of a software product, this CM activity orchestrates the 
complex assembly, verification and packaging processes that produce the executable. To achieve this, the 
correct baseline, composed of baseline versions of CIs, is compiled (built) into an executable. Since the 
executable represents the only true record of what development delivers to customers, build and release 
management provides the essential link between development output and what is ultimately deployed into 
production. 

Once an executable is created, it should be delivered for testing or distribution to the customer. Specific build 
instructions are needed to guarantee that the build steps are taken and that they are performed in the correct 
sequence. Sometimes different versions of the same product should be built (for platform, customer, 
functionality, etc.)  

4.1 Libraries 

Identify the documentation control parameters (including the responsibility for them,) control libraries and 
media (if applicable) and how the access control is to be managed. 

4.2 Automated Tools 

Describe any automated case tools used and the processes used for their source control. 

4.3 Version Control 

Describe the processes for controlling the amount and number of versions documented by this CMP. 

4.4 Build Management 

Describe the controls in place to manage the building of executable code. 

4.5 Version Description Document 

 The VDD is the primary configuration control document output of the build process.  It is used to track and 
control versions of software being released to testing or to final implementation, The VDD provides a summary 
of the features and contents for a specific software build or release, and facilitates product implementation, 
testing, operations and maintenance. The VDD identifies and describes the version of the configuration items 
(CIs) that comprise the software build or release, including all changes to the CIs since the last VDD was 
issued, as well as installation and operating information unique to the version described. The VDD applies to 
any release of a product revision, and includes software, hardware, and firmware. 
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55 REVIEWS 

All baseline operational components (including the support documentation), are subject to a final review  (i.e., 
Users’ Manual, Computer Operations Manual, etc…..) for conformance to the initial design. 

Describe how the technical reviews relate to the establishment of baselines and explain the role of CM in 
these reviews.  
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66 CONFIGURATION MANAGEMENT MEASURES 

Describe the metrics that will be used to measure CM activities.  Sample metrics include: 

Planned vs Actual builds 

Number of emergency releases 

Number and size of repositories under control 

Number of approved and unapproved changes by the CCB  
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QQUALITY ASSURANCE PLAN 

Executive Summary 

Quality Assurance Plan (QAP) presents a framework for potential activities, which when followed, will ensure 
delivery of quality products and services. This QAP document, is applicable at two levels of: 

Program (pQ) detailing the activities that QA could apply to a task as it goes through the life cycle; 

Project (tQ) describing the actual QA activities that will be integrated with the project plan and schedule. 
The level of detail for tQ(s) should be consistent with the complexity, size, intended use, mission criticality, 
and cost of failure of the development effort. 

1.0 OVERVIEW 

1.1 Purpose 

The purpose of the QAP is to ensure that delivered products satisfy contractual agreements, meet or exceed 
quality standards and comply with approved SDLC processes. 

1.2 Scope 

Describe the scope of the QAP as it relates to the project. 

1.3 System Overview 

Provide a system overview as a reference point for remainder of the document, including the project’s quality 
objectives as established by the Project Manger (PM), the responsible organization, operational status, system 
environment and special conditions. Also describe the benefits that will be realized by conforming to quality 
requirements and the contributions that QA makes to the success of the program. 

1.4 Project References 

List all project-specific documentations and all the standards that govern the FAS’ QA function. 

1.5 Glossary 

Provide definitions for terms and acronyms used within the QAP. 

2.0 ORGANIZATION 

Provide the following organizational information: 

An organization chart (preferably from a QA perspective
Organizational and functional alignment of the QA staff including their roles and responsibilities 

) 

Tasks in terms of QA activities associated with the project 
 A list of organizations that require coordination between project and its specific support function (e.g., 
linkage between QA and development, configuration management (CM), security, testing & evaluation, 
etc.). Include a schedule for coordination activities 
A list of points of contact (POCs) that may be needed by the document user for informational and 
troubleshooting purposes. 

3.0 PROCESSES 

Detail the processes used by the QA uses to ascertain that processes and products associated with hardware, 
software, and documentation are monitored, sampled, and audited to verify compliance with the FAS’ 
established methodology, policy and standards. 

3.1 General 

Describe QA's role in performing reviews and audits associated with work products and with collections of work 
products making up an SDLC phase. 

3.2 Peer Review 

Describe the QA participation in the peer review process to identify, document, measure and eliminate defects 
in a work product. 



3 December 13, 2006

33.3 Process Review 

Describe the audit and assessment reviews that ensure that appropriate steps are taken to carry out activities 
specified by the SDLC. Describe methods by which QA monitors processes by comparing the actual steps taken 
with those in documented procedures. Discuss the QA’ responsibility of informing the management (with the 
help of review results data,) of the project’s actual progress, status and quality. 

4.0 PROBLEM REPORTING AND CORRECTIVE ACTION 

Detail QA’ role in identifying problems and recommending corrective actions. Discuss procedures and formats 
for preparation, tracking and management involvement in the use of project specified problem reporting 
forms/mechanisms. 

4.1 Home-Grown Problem Reporting Forms (Action Reports) 

Describe preparation of project specified problem reporting forms to document anomalies, violations of 
program standards, or potential problems as identified during a point in SDLC (including the formats.) 

4.2 QA Escalation Procedure 

Describe the QA escalation procedures that bring high-risk or long-standing, unresolved noncompliance issues 
to the senior management's attention. 

5.0 TOOLS, TECHNIQUES, AND METHODOLOGIES 

Identify tools, techniques and methodologies used by QA.  Discuss the application of these items to the QA 
function in appraisal, preventive (nonconformance identification) and corrective actions. 

5.1 SDLC 

Describe QA's use of the SDLC, supporting policies and accepted standards in management of internal 
activities, as well as, ensuring the same for all contractors. 

5.2 Policies 

Describe QA's role in developing policy statements that expand, enhance or clarify SDLC requirements, as well 
as introducing new or enhanced standards. 

5.3 Standards 

Detail the QA requirement of ensuring that there exist standards that establish the prescribed methods for 
development of work products.  Discuss QA's role in assessing standards for adequacy/applicability. 

5.4 Tools 

Describe the tool sets that QA employs in the conduct of administrative and technical functions. 
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CCONCEPT OF OPERATIONS 

Executive Summary 

An organization develops a Concept of Operations (ConOps) document to establish the desired system 
approach that it wishes to take. The ConOps service works with organizations to document decisions that 
define the approach and the organizational structure needed to put the approach into operation. 

The ConOps is, then, a user-oriented document that describes system characteristics for a proposed system 
from the users’ viewpoint. It is used to communicate overall quantitative and qualitative system characteristics 
to the user, buyer, developer and other organizational elements. ConOps also defines the user organization, 
mission and organizational objectives from an integrated systems point of view. 

1.0 OVERVIEW 

1.1 

Describe why this ConOps document was created and what it accomplishes. The intended audience for the 
ConOps should also be described. The audience can be a variety of people with various levels of technical 
knowledge. Therefore, it is important that ConOps be clearly written to clearly define technical terms and utilize 
layman English for the majority of the text. In short, the purposes of a ConOps will be: 

Purpose 

To communicate user needs and the proposed system expectations  
To communicate the system developer’s understanding of the user needs and how the system will meet 
those needs  

1.2 Scope 

Provide an estimate of the size and complexity of the system. 

1.3 System Description 

Provide the purpose of the proposed system or subsystem to which the ConOps applies. Describe the general 
nature of the system, and identify the project sponsors, user agencies or departments; system developers; 
maintenance and support entities; evaluation and certification entities; and the operating centers or sites that 
will run the system. 

A high-level graphical overview of the system is strongly recommended. This can be in the form of a physical 
layout diagram, top-level functional block diagram, or some other type of diagram that depicts the system and 
its environment. Documentation that might be cited includes, but is not limited to, project authorizations, 
relevant technical documentation, significant correspondence, risk analysis reports and feasibility studies. If 
applicable, identify interface(s) with other legacy or new systems. 

1.4 Reference Documents 

Detail all the documentations referenced in the ConOps document. Include meeting summaries, white paper 
analyses, SDLC work products, as well as any other related documents. 

Provide definitions for terms and acronyms used in the ConOps. This may be provided as an appendix. 

1.5 Glossary 

2.0 THE CURRENT (AS-IS) SYSTE

This section of ConOps describes the problem to be solved, and the system or situation as it currently exists. 
Here, you should first answer the following questions: 

M 

What is the system? 
What is the system supposed to do? 
Who owns, operates, and maintains the system?  
How well does the system perform?  
What is the system’s geographic coverage?  
When is the system used?  
How does the system operate?  
What other systems does it talk to? 
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If there is no current system, describe the reasons and motivations for developing the proposed system. 
Introduce the problems, needs, issues and objectives that must be addressed by the proposed system. This 
enables the reader to better understand the reasons for the desired changes and improvements

22.1 Description of the Current Situation 

. 

Provide a thorough description of the current system, including operational characteristics; major system 
components; component interconnections; external interfaces; diagrams illustrating inputs, outputs, and data 
flows; system costs; and performance statistics. Include description of the users and other people who interact 
with the system (i.e., responsibilities, skill levels, work activities, etc.) 

2.2 Support Environment 

Describe how the system is supported and maintained, including facilities; equipment; support software or 
hardware; and repair or replacement criteria. Identify whether the system will be maintained by FAS FTEs or a 
vendor will be contracted to maintain the system. 

2.3 Users Information 

Explain how the users interact with the system and the scenarios that occur when they interact with the 
system. Discuss how the users interact with each other. For example, a supervisor user class may have certain 
capabilities that an operator class may not have with the system, and the ConOps should describe when, why, 
and how such an interaction takes place to achieve a system objective or function. 

2.4 Operational Constraints 

Describe limitations on the operational characteristics of the system. This could include limits on hours of 
operation, hardware limitations or resource limitations. 

3.0 JUSTIFICATIONS FOR THE PROPOSED (TO-BE) SYSTEM 

Detail the shortcomings of the current system or situation that motivate development of the proposed system. If 
the goal is to make modifications to the current system, describe the nature of the desired capabilities along 
with the expanded mission, objectives and scope. 

3.1 Reasons for the Desired Changes  

Present the reasons for developing the proposed system, including: 

Limitations, shortcomings and/or dependencies of the current system; 
New Mission; 
New or modified user needs; 
New objectives. 

Fortify the argument by defining the goals and objectives of the new system and the business problems that it 
will rectify. 

3.2 Description of the Desired Changes  

Summarize the new and/or modified capabilities, functions, processes, interfaces and other changes needed 
to respond to the justifications previously identified: 

Capability Changes - functions and features to be added, deleted or modified; 
Environmental Changes - changes in the operational environment; 
Interface Changes - changes in the system that will cause changes in the interfaces and changes in the 
interfaces that will cause changes in the system; 
Operational Changes - changes to the user’s operational policies, procedures or methods; 
Other Changes that will impact the users; 
Personnel Changes - changes in personnel caused by new requirements; 
Support Changes - changes in the support or maintenance requirements; 
System Processing Changes - changes in the process or processes of transforming data that will result in 
new output with the same data, the same output with new data or both. 
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33.3 Change Priorities  

Present prioritization or ranking regarding the proposed changes. Define what features are essential, what 
features are desirable and what features are optional. 

3.4 Excluded Changes 

Detail the significant changes or features that were assessed but not included in system description. This 
information is included to assist others in knowing what other options were considered and why they were not 
included. 

3.5 Assumptions 

Describe assumptions or constraints applicable to the changes and new features identified. Include all 
assumptions and constraints that will affect users during development and operation of the proposed or 
modified system. 

4.0 FUNCTIONAL REQUIREMENTS FOR THE PROPOSED (TO-BE) SYSTEM 

Describe the proposed system that derives from the changes specified in the previous section. Include a high 
level description of the new system that presents the operational features, without specifying design details. 
This level of detail should be sufficient to fully explain how the proposed system is envisioned to operate in 
fulfilling user needs and requirements. In the event that actual design constraints need to be included in the 
description of the proposed system, they shall be explicitly identified as requirements to avoid possible 
“misunderstandings.” 

In summary, describe the following for the proposed system, at the high level: 

Background, objectives and scope 
Capabilities, features and functions 
Major components 
User involvement and interactions 
Support environment 
External interface (including the inbound/outbound data) requirements 
Modes of operations (Normal and Emergency) 
Geography and climatology (if applicable) 
Interoperability requirements (both internal and external)  
Critical Technical Parameters and Operational Policies/Issues

Detail each major process and the functions or steps performed during each work process.  State the 
processes and functions in a manner that enables the reader to see broad concepts decomposed into layers of 
increasing detail. Then show, in a diagram, the sequence of process steps described above high-level 
functional requirements. 

4.1 The Proposed System Capabilities in Detail 

Describe the system operational capabilities necessary to satisfy mission performance requirements. A 
thorough description of the proposed system should be provided that includes: 

Characteristics of Operational Environment and Performance  
Major system components and the interconnections among these components  
Interfaces to external systems or procedures  
Relationship to other systems  
Conformity and Compatibility with the established GSA and FAS standards  
Cost of system operations  
Deployment and operational risk factors  
Provisions for safety, security, privacy, integrity, and continuity of operations in emergencies  
Quality Attributes:  

accuracy, 
availability, 
expandability, 
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flexibility, 
interoperability, 
maintainability, 
portability, 
reliability, 
reusability, 
supportability, 
survivability, 
usability

Since the purpose of this section is to describe the proposed system and how it should operate, the system 
description should  be simple and clear enough that all intended readers can fully understand it. It is important 
to keep in mind that the ConOps should be written in the user’s language. Graphics and pictorial tools should 
be used wherever possible. Useful graphical tools include, but are not limited to, the contract work breakdown 
structure (CWBS); sequence or activity charts; functional block diagrams; and relationship diagrams. 

The operational environment description should identify the facilities, equipment, computing hardware, 
software, personnel and procedures needed to operate the proposed system. This description should be as 
detailed as necessary to give the readers an understanding of the numbers, versions, capacity, etc., of the 
operational equipment to be used. 

The ConOps author(s) should organize the information for the proposed system in such a manner, that a clear 
picture of the proposed system is painted. If a part of the description prove to be voluminous, it can be 
included in an appendix or incorporated by reference. An example of material that might be included in an 
appendix would be a data dictionary. An example of material to be included by reference might be a detailed 
operations or policy manual. 

55.0 OPERATIONAL SCENARIOS 

A scenario is a step-by-step description of how the proposed system should operate and interact with its users 
and its external interfaces under a given set of circumstances. Scenarios are written in layman’s language and 
should be as non-technical as possible. They should be described in such a way that will allow readers to walk 
through them and gain an understanding of how the various parts of the proposed system function and interact. 
Scenarios may also be used to describe what the system should not do.  

Scenarios should be structured to describe a specific operational sequence that depicts the role of the system 
and its interactions with users and other systems. Operational scenarios are to be described for all operational 
modes of the proposed system. Each scenario should include information, events, actions, inputs and 
interactions, to provide a clear understanding of the operations of the proposed system. 

It is necessary to develop several variations of each scenario, including one for normal operation, one for 
exception handling, one for degraded mode operation, etc. 

Scenarios play several important roles: 

They bind all individual parts of a system into a comprehensible whole and help the readers of a ConOps 
document to understand how all the pieces interact to provide operational capabilities 

They provide readers with operational details for the proposed system, thus, enabling them to understand 
user roles, how the system should operate and the various operational features 

They can serve as the basis for the first draft of a users’ manual and as the basis for developing 
acceptance test plans to verify that the system design will satisfy user needs and expectations.

Creative writing and graphics should be employed to make the scenarios interesting and easy to read. A good 
ConOps must have a story line that features different characters that relate to the environment and situation 
where the proposed system is being contemplated and a common thread weaving through all the characters 
as they interact with the system. Story lines should also highlight key features based on the initial 
understanding of the problem to be solved and user needs so that readers can understand the consequences 
of their needs when they are translated to a system that will satisfy those needs. 
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Scenarios are important components of a ConOps and, therefore, should receive substantial emphasis. The 
number of scenarios and level of detail specified will be proportional to the complexity and criticality of the 
project. 

66.0 SUMMARY OF IMPACTS 

Describe and summarize the operational impacts of the proposed system from the users’ perspective. Here, 
also include a description of the temporary impacts that can be realized during the development, installation or 
training periods. This information is provided to allow all affected departments to prepare for changes that will 
be brought about by the new system, and to allow those divisions/departments or other agencies to plan for 
the impacts including operational, organizational and developmental impacts. 

7.0 ANALYSIS OF THE PROPOSED SYSTEM 

Provide a summary of the benefits, limitations, advantages, disadvantages, alternatives and trade-offs 
considered for the proposed system. Improvements to the system should be documented. This includes a 
qualitative and quantitative summary of benefits of implementing the proposed system, and can include 
improved performance, new/enhanced and/or deleted capabilities and any disadvantages or limitations. 

Also, all the major alternatives1, the tradeoffs amongst them and the rationale for the decisions reached must 
be summarized. This information is useful in determining whether an approach was analyzed and evaluated or 
why a particular approach or solution was rejected. 

Present the rough order of magnitude (ROM) cost figures for the proposed system based on clearly stated 
assumptions. A tentative development schedule should also be included in this section. 

1: The term alternatives here, means the operational

8.0 NOTES 

, and not the design, alternatives. Except to the extent that 
the design alternatives may be limited by the operational capabilities desired in the proposed system. 

Any additional information that will aid in understanding the ConOps, should be documented here. Even if 
there are no notes, this section should still be included with the notation that there are no notes at this time. 
Subsequent revisions of the ConOps usually require that notes be added. 

9.0 APPENDICES 

To facilitate the ConOps’ ease of use and maintenance, the information on studies or other analytical activities 
conducted thus far, may be placed in appendices. Each appendix should be referenced in the main body of the 
document where that information would normally have been provided. Appendices may be bound as separate 
documents for easier handling. 
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SSYSTEM ENGINEERING MANAGEMENT PLAN 

EXECUTIVE SUMMARY 

The system engineering management plan (SEMP) is the vehicle that documents and communicates the 
technical approach including the application of the common technical processes; resources to be used; the key 
technical tasks, activities, and events along with their metrics and success criteria. SEMP communicates the 
technical effort that will be performed by an assigned technical team to the team itself, managers, customers 
and other stakeholders. Whereas the primary focus is on the applicable phase in which the technical effort will 
be done, the planning extends to a summary of the planned technical efforts for future applicable phases. 

The primary function of SEMP, therefore, is to provide the basis for implementing the technical effort and to 
communicate: 

What will be done; 
Why is it being done;  
Who is going to do it; 
When is it going to be done; and 
Cost (and the cost drivers). 

It also identifies the roles and responsibility interactions of the technical effort and how those interactions will 
be managed.  

1.0  OVERVIEW 

1.1  Purpose 

Describe why this SEMP document was created and what it accomplishes. State that SEMP is a "living" and 
tailorable document that captures a project's current and evolving systems engineering strategy and its 
relationship with the overall project management effort throughout the SDLC. 

The SEMP's purpose, then, is to guide all technical aspects of the project. The intended audience for the SEMP 
should also be described. 

1.2  Benefits Statement 

Provide the perceived benefits of developing the SEMP. The following can be used as examples: 

Provides modern, state-of-the-art, project management guidance for the design, development, evaluation, 
production, evaluation, and maintenance of technical systems;  
Limits and reduces the proliferation of management documentation and implements relevant aspects of 
international standards;  
Provides a coherent view in pursuance of joint international requirements;  
Identifies relevant directives and references;  
Establishes a relationship with international standardization specifications (if applicable);  
Provides evidence that control over the design, development, production, installation and support will be 
performed;  
Provides emphasis on a disciplined integrated systems development approach;  
Familiarizes the newcomers with the concepts of systems engineering management and techniques; 
Provides visibility and communication of Engineering Management. It is crucial that doing the design and 
development phase, those questions are asked and answers are given; only in this way is it possible to 
integrate complex systems, learn from the past mistakes and successes and feed-forward problems for 
which timely solutions must be found. 

1.3  Scope 

Provide an estimate of the size and complexity of the system. Where applicable, tailor the scope to fit the 
statement of work (SOW) used by both the acquirer and design authority for the effort. 
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11.4  Reference Documents 

Identify all the applicable and referenced documents which are required for the specific program or project, as 
well as, any contractual and non-contractual provisions. Also, state the order of precedence and availability of 
the documents. 

1.5  Glossary 

Provide definitions for terms and acronyms used in the SEMP. This may be provided as an appendix. 

2.0  TECHNICAL PROGRAM PLANNING AND CONTROL 

First, describe the project to include complexities and challenges that are addressed by the technical 
development. Then identify the organizational responsibilities and the authority for system engineering 
management, including control of subcontracted engineering: 

Levels of control established for performance and design requirements and control of the method used;  
The technical program assurance methods;  
Plans and schedules for design and technical program reviews;  
Control of documentation;  
Design approval and certification;  
Transfer of information from paper to electronic media (if applicable). 

3.0  SYSTEM ENGINEERING PROCESS 

Detail the system engineering process to be used and the specific organizational responsibilities for the 
technical effort (including [sub]contracted technical tasks.)  Reference all the technical processes and 
procedures to be used (if any) and their need dates and development schedule(s): 

Procedures to be used in implementing the process;  
In-House Documentation;  
Trade Study Methodology;  
Mathematical and/or Simulation models to be used;  
Generation of Specifications. 

3.1  Systems Engineering Process Planning 

Present planning for the key system outputs to include products, processes and trained people. The following 
can be used as example: 

Major Products.  Include major specification and product baseline development and control 
System Engineering Inputs.  Include major requirements documents and resolution instructions for 
conflicting requirements 
Technical Objectives.  Include cost, schedule, and key performance objectives 
Work Breakdown Structure.  Detail how and when a WBS will be developed 
Subcontracted Technical Efforts.  Describe the integration of contracted and subcontracted technical 
efforts 
Processes.  Describe the use of established technical processes and standards on the project 
Process Development.  Describe processes to be developed as part of the project, together with their 
development schedule 
Constraints.  List any significant constraint to the technical effort 

3.2  Mission Requirements Analysis 

Discuss the SEMP system’s operational characteristics, mission, threat, environmental factors, minimum 
acceptable functional requirements and technical performance. 

3.3  Functional Analysis 

The system capabilities and states and modes of the system must be progressively identified/analyzed as the 
basis for identifying alternatives for meeting the system performance and design requirements. 
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Every capability function and sub-function, should then be allocated a set of performance and design 
requirements. These requirements are to be derived concurrently with the development of capabilities, time-
line analyses, synthesis of system design, and evaluation performed through trade-off studies and system/cost 
effectiveness analysis. 

33.4  Synthesis 

Describe the system’s performance, configuration and arrangement of its elements and the techniques for 
test, support and operation. 

This description can be supplemented by physical/mathematical models, schematic diagrams, computer 
simulations, layouts, detailed drawings, [data]flow diagrams, hierarchical objects and similar engineering 
graphics. These schematics should depict intra- and inter-system and item interfaces, permit traceability 
between elements at various levels of detail and provide the means for complete and comprehensive change 
control. 

3.5  System Analysis 

Detail the processes and procedures to be used for formal and informal trade studies, to include system and 
cost-benefit effectiveness analyses and the risk management approaches. 

3.6  System Control 

Provide detailed control strategies needed for the following: 

Configuration Management 
Data Management 
Formal Technical Reviews 
Informal Technical Reviews/Interchanges 
Interface Management 
Quality Assurance (and Control) 
Requirements Control 
Schedule Tracking and Control 
Subcontractor/Supplier Control 
Technical Performance Measurement. 

 4.0  SPECIALTY ENGINEERING INTEGRATION 

Detail the integration and coordination of the efforts for engineering specialty areas. To achieve a best mix of 
the technical/performance, the values incorporated in the contract must be described with the detailed 
specialty program (project) plans being summarized and/or referenced, as appropriate. 

Specialty efforts and parameters that are to be integrated into the system engineering process at each 
iteration, should be described and their considerations defined. 

5.0  TECHNOLOGY REFRESHMENT 

Describe the plans to establish and maintain a viable technology baseline during project development. Also 
discuss the strategy to be used during development to ensure refreshment remains a viable option in the 
future project operations. 

6.0  NOTES 

Any additional information that will aid in understanding the SEMP, should be documented here. Even if there 
are no notes, this section should still be included with the notation that there are no notes at this time. 
Subsequent revisions of the SEMP usually require that notes be added. 
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FFUNCTIONAL REQUIREMENTS DOCUMENT 

EXECUTIVE SUMMARY 

A requirement is a need that mmust

Provides a benefit that is directly traceable to the business objectives and business processes in an 
organization’s strategic plan 

 be satisfied. It ideally: 

Describes the capabilities the application must provide in business terms 
Describes neither how the application provides those capabilities, nor any design considerations 
Is stated in unambiguous words.  Its meaning is clear and understandable 
Is verifiable. 

Once the stated requirements are collected, they are classified, sorted and organized in what is called a 
functional requirement document (FRD). As a system's de-facto requirements repository, FRD is a formal 
statement documenting an application's functional requirements and has the following characteristics: 

It demonstrates that an application provides  business value to an organization according to the processes 
and objectives put forth in the organization’s strategic plan 
It contains a complete set of requirements for the application.  It leaves no room for anyone to assume 
anything not stated in the FRD. 
It is solution independent

1.0  OVERVIEW 

. Though, it does specify what the application is supposed to do, it does not say 
how the application works, nor does it commit the developers to a particular design. For that reason, any 
reference to the use of a specific technology is entirely inappropriate in an FRD. 

Planners state most requirements in functional terms, leaving the design and implementation details to the 
developers. Sometimes the requirements are described more precisely than realistically, creating a situation 
where, according to Kaner, Falk, and Nguyen: 

“A mismatch between the program and its specification is an error in the program if, and only if, the 
specification exists and is correct. A program that follows a terrible specification perfectly is terrible, not 
perfect.” 

Therefore, in gathering and recording requirements, the following conditions must be paid attention to: 

Are these the "correct" requirements?  
Are they complete, compatible, achievable, reasonable, AND most importantly, testable?  

1.1  Project Description 

Provide a brief overview of the project. 

1.2  Purpose 

Describe why this FRD was created and what it does accomplish. Include the business objectives and business 
processes from the ConOps and the CBA document that this FRD supports. 

 1.3  Assumptions and Constraints 

Assumptions are future (beyond control) situations and their outcomes will

Availability of Hardware/Software Platform 

 influence a project’s success. The 
following are examples of assumptions: 

Pending (future) Court Decisions 
Pending Legislation 
Technology Adavances 

Constraints are conditions outside the control of a project that limit the design alternatives. The following are 
examples of constraints: 
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Economy (funding) 
Government Regulations 
Mandatory Standards 
Strategic Decisions 

There also exists preference. Also known as “wish-list items”, preferences should be distinguished from 
constraints. While constraints do exist because of real business conditions, preferences are arbitrary. For 
example, a delivery date is a constraint only if there are real consequences for not having met the date. 
Otherwise, the mere desire

Describe any assumptions and constraints that will affect development and operation of the system.  Identify 
any limitations affecting the desired capability, any preferences that will not be provided by the system, as well 
as any anticipated operational changes that will affect the operation of the system. 

 to deliver a product on an arbitrarily delivery date is a preference. 

11.4  External Interfaces 

Name the applications with which the subject application must interface.  For every interface identified, 
provide the application’s name, owner and detailed interface information

1.5  Reference Documents 

. 

Name the documents that were sources of this version of the FRD. Include meeting summaries, white paper 
analyses, CBA, ConOps, SDLC work products, as well as, any other documents that contributed to the FRD. 
Include the CM identifier and date published for each document listed. 

1.6  Glossary 

Provide definitions for terms and acronyms used in the FRD. This may be provided as an appendix 

2.0  FUNCTIONAL REQUIREMENTS 

Functional requirements describe the core functionality of a system and consist of functional processes  and 
data requirements. 

2.1  Functional Process Requirements 

Process requirements describe what the application must do

Present the functional process requirements in a manner that enables the reader to see broad concepts 
decomposed into layers of increasing detail: 

. They may be expressed using text, data flow 
diagrams or any technique that provides information about the processes performed by the application. 

Access to Stored Data 
Context 
Data Attributes (Input to and Output from the processes) 
Detailed View of the processes 
Failure Contingencies (Backup, Degraded Modes of Operation and Fall-Back procedures) 
Logic used inside the processes to manipulate data 
Processes Decomposed into finer levels of detail. 

2.2  Data Requirements 

While describing the business data needed by the system, data requirements do not

3.0  SPECIFIC PERFORMANCE REQUIREMENTS 

 design a physical 
database. Describe data requirements by producing a logical application data model that includes entity 
relationship diagrams, entity definitions and attribute definitions.  

State performance requirements in a non-business fashion. Do not elaborate on how these requirements will 
be satisfied. For example, when answering the "What is the minimum acceptable level of reliability?" question, 
do not elaborate what steps will be taken to provide reliability. 
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33.1  Audit Trail 

Describe all user requirements for an audit trail, such as total transactions processed by location, time, type 
and retention periods. List the activities that will be recorded in the application's audit trail and for each 
activity, list the data to be recorded. This should be consistent with the functional requirement for user 
accountability. 

3.2  Capacity 

Specify maximum number of transactions, storage requirements, concurrent users or other quantifiable 
information about the system’s capacity requirements. Identify changes to the capacity limits resulting from 
varying modes of operation. Include peak load limits and issues. Do not state capacities in terms of system 
memory requirements or disk space. 

3.3  Data Currency 

Data currency is a measure of how recent your data is. For every data type, answer this question: "When the 
application responds to a request for data how current must those data be?" 

3.4  Data Retention 

Provide the length of time the data is required to retained. 

3.5  Fault Tolerance 

Fault tolerance is the ability to remain partially operational during a failure. Most applications, do not have fault 
tolerance requirements. However, when applicable, describe: 

Which functions need not be available at all times? 
If a component fails, what functions must the application continue to provide? 
What level of performance degradation is acceptable? 

3.6  Performance 

Present the requirements for the following: 

Expected Data Volume 
Expected User Activity Volume (for example, number of transactions per hour, day, or month) 
Response Times: 

From receipt of request to availability of system products 
For Queries and Updates 
Sequential Relationship of Functions 
Priorities imposed by Input Types and Changes in Modes of Operation 
Any deviations from specified response times for peak load periods or contingency operations. 

Throughput. 

3.7  Recoverability 

Recoverability is the ability to restore function and data in the event of a failure. Answer the following: 

If a system goes down (application becomes unavailable) due to a failure, how soon must it be restored? 
If the database gets corrupted, to what level of currency must it be restored? 
If the site (hardware, data and onsite backup) is destroyed, how soon must the application be restored? 

3.8  Reliability 

Reliability is the probability that the system will be able to process work correctly and completely without being 
aborted.  Address the following: 

What damage can result from this system's failure? 
Complete or Partial Loss of the ability to perform a mission-critical function 
Loss of employee productivity 
Loss of Human Life 
Loss of revenue. 
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What is the minimum acceptable level of reliability? Respond in any of the following ways: 

BBenchmark  CComputation  
Mean Time Between Failure The number of time units the system is operable before the first failure occurs 
Mean Time To Failure The number of time units before the system is operable divided by number of 

failures during the time period 
Mean Time To Repair The number of time units required for system repair divided by number of 

repairs during the time period 

33.9  Security 

Discuss the need to control access to the data in order to maintain its confidentiality, availability and integrity.  
This includes controlling who may view and/or alter data within the system. 

3.9.1  Breaches 

Explain the consequences of the following breaches of security in the subject application: 
Contamination or Erasure of Application Data 
Disclosure of Government Secrets 
Disclosure of Privileged Information about Individuals. 

3.9.2  Security Types 

State the type(s) of security required and sepcify the need for the following as appropriate: 

Control Access to the facility hosting the system 
Control Access by User Class. For example, "No user may access any part of this application who does not 
have at least a (specified) clearance." 
Control Access by Group Attribute. For example, one group of users may view an attribute but may not 
update, while another group may view AND update. 
Control Access by System Function. For example, "This function is available only to a System 
Administrator." 
The need for accreditation of the security measures adopted for the system. For example, “X-LEVEL 
protection must be certified by an independent authorized organization.” 

3.10 System Availability 

System availability is the time when the system must be available for use. 

Specify the hours (including time zone) during which the system will be available to users. For example, "The 
system must be available to users Monday through Friday between the hours of 6:30 a.m.  and 5:30 p.m.  
EST."  If the system is supposed to be available in more than one time zone, specify the earliest start time and 
the latest stop time. Also include the times when usage is expected to be at its peak. These are times when the 
system unavailability is least acceptable. 
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TTEST PLAN 

EXECUTIVE SUMMARY 

The FAS’ verification and validation (V&V) plan defines a Test as: 

The FAS’ verification and validation (V&V) plan defines a TEST as: 
 “… the act of using real or simulated inputs to show that a product satisfies its requirements and, if it 
 does not, to identify the specific differences between the expected and actual results.” 

A test plan (TP) document, as a multiple-tests repository, describes the objectives, scope, approach and focus 
of a testing effort. 

The process of preparing a TP document is a useful way to formulate the efforts needed to validate the 
acceptability of a product. The completed document will help people outside the test group to understand the 
'why's and 'how's of validation. 

In short, an organization develops a TP to simply ascertain that: “The product was built correctly”. 

1.0  OVERVIEW 

1.1  Purpose 

Tests are done at the end of each phase of the development process to ensure that the requirements are 
complete and testable and that design, code, documentation and data satisfy those requirements. 

Describe the overall goals and objectives of the test processes, and why this TP document was created. 

1.2  Background 

Provide a description of history and other background leading up to the development process. Identify the user 
organizations and the location where the testing will be performed. Describe any prior testing, and note results 
that may affect this testing. 

1.3  Scope 

Present the testing scope. Note the: 

Functionality/Features/Behavior that are tested 
Functionality/Features/Behavior that are not tested. 

1.4  Limitations and Constraints 

Detail any business, product line or technical constraints that may have potential impact on the manner in 
which the test are to be conducted. Also, identify limitations imposed on the testing, whether they are due to 
lack of specialized test equipment, or of time or resources. Indicate what steps, if any, are being taken to 
reduce program risk because of the test limitations(s). 

1.5  Glossary 

Provide definitions for terms and acronyms used in the TP document. 

2.0  TESTING 

Detail the overall testing strategy and the logistics required to properly execute the TP tests. 

2.1  Subjects 

Identify the test subjects (components, modules, etc..) by name. Note the exclusions explicitly. 

2.2  Strategy 

Present the overall testing strategy. This should include the test levels: unit, integration, system security, user 
acceptance tests and the planning that is needed. The test environment must be also described in terms of 
milestones, schedules and the resources needed for the testing. Identify the responsibility for setting up the 
test environment, developing test data to be used during the test (if necessary), developing and performing the 
tests. 
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22.2.1  Unit Testing 

Describe the strategy for unit testing. This includes an indication of the components that will undergo unit tests 
or the criteria to be used to select components for unit test.  

2.2.2  Integration Testing 

Specify the integration testing (also known as System Testing) strategy. Describe the test environment (which 
would normally consist of the target hardware using simulated operational data files and prepared test data.) 
Include a discussion of the order of integration: compliance with standards, satisfaction of functional and 
technical requirements, performance, response time, ability to operate under stressed conditions and the 
external system interfaces. Also, the system documents and training manuals are examined for accuracy, 
validity, completeness and usability. 

2.2.3  Acceptance Testing 

Present the strategy for integration testing. Describe the tests performed in a non-production environment that 
mirrors the system’s eventual production environment.  Every system feature is tested for correctness and 
satisfaction of functional requirements. Interoperability, reliability, all support documentations and the level to 
which the system meets the user requirements are evaluated. Performance tests will be executed to ensure 
that response time, run time, operator intervention requirements and reconciliation issues are addressed. 

2.2.4  Regression Testing  

Present the strategy for regression testing. Regression testing is the selective retesting of a software system 
that has been modified to ensure that: 

Problems (bugs) have been fixed and that no other previously working functions have failed as a result of 
such reparations; 
The newly added features have not created problems with the previous versions of the software. 

Regression testing is initiated after a programmer has attempted to fix a recognized problem or has added 
source code to a program that may have inadvertently introduced errors. It is a quality control measure to 
ensure that the newly modified code still complies with its specified requirements and that unmodified code 
has not been affected by the maintenance activity. 

2.3  Resources 

Define the testing resources and staffing requirements, along with their roles and responsibilities. 

2.4  Results 

Specify the mechanisms for storing and evaluating the test results. 

2.6  Metrics 

Describe all test metrics to be used during the testing activity. The RVTM from FRD is a good example for this. 

2.7  Tools and Environment 

Discuss the test environment including tools, simulators, hardware, test files and other resources. 

2.8  Test Schedule 

Present a detailed schedule for any/all applicable levels of testing. 

2.9  Reporting 

Describe how the test results are reported. Include information on the report’s scope, who prepares it, who 
reviews it, who approves it, and when it is to be submitted. This is usually in the form of a Test Analysis Report 
(RT) format. 

3.0  PROCEDURES 

Detail the test procedures including tactics, test level(s) and test cases. 
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33.1  Test Subject(s) 

Identify the test to be performed for the named module, [sub]system and address the criteria discussed in the 
subsequent sections for each test. 

3.2  Test Description 

For each applicable test level, list the following information. 

Personnel 
Roles and responsibilities 
Schedules 
Budgets 
Logistics (i.e., support tools needed: automated & other) 
Preparation Activities (i.e., environment setup) 
Techniques and Tools (RVTM-based test cases, evaluation methods & criteria, etc) 
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IINTERFACE CONTROL DOCUMENT 

EXECUTIVE SUMMARY 

An interface control document (ICD) describes the relationship between two components of a system in terms 
of data items and messages passed, protocols observed and timing and sequencing of events. It can describe 
the interaction between two software components, a software component and a hardware device or a user and 
a system. The ICD is also used where complex interfaces exist between software components that are being 
developed by different teams. 

An ICD should only describe the interface itself, and not the characteristics of the systems which use it to 
connect. The function and logic of those systems should be described in their own design documents if 
required. In this way, independent teams can develop the connecting systems which use the interface 
specified, without regard to how other systems will react to data and signals which are sent over the interface. 
For example, the ICD must include information about the size and format of the data, but not the meaning of 
the data and how the recipient should react to it. 

A well defined ICD will allow one team to test its interface implementation by simulating the opposing side with 
simple communications simulators. Not knowing the business logic of the system on the other side of the 
interface, makes it more likely that one will develop a system that does not break when the other side changes 
its rules and logic. Thus, good modularity and abstraction leading to easy maintenance and extensibility are 
achieved. 

1.0  OVERVIEW 

1.1  Purpose 

Describe why this ICD was created and what it does accomplish. The following can be used as an example: 

This ICD provides an outline for use in the specification of requirements imposed on one or more software 
configuration items (SCIs), hardware configuration items (HCIs), manual operations or other [sub]system 
components to achieve one or more interfaces among them. 

1.2  Scope 

Describe the scope of the ICD. The following wording can be used as an example: 

This ICD specifies the interface(s) between: 

System1 
System2 
…….… 
System N. 

Overall, an ICD can cover requirements for any numbers or kinds of interfaces as applicable.   

1.3  System Identification 

Identify the interface participant systems, the development contractors, the interfacing entities and the 
interfaces to which this ICD applies, including identification numbers(s), title(s), abbreviation(s), version 
number(s), release number(s) or any lower level version descriptors. A separate paragraph should be dedicated 
to each interface participant system. 

1.3.1  System 1 

Provide detailed information about interface participant System 1, the contractors developing/maintaining the 
systems, and the manager in-charge of interface. 

1.3.2  System 2 

The same relevant information must be provided for interface participant System 2. 

1.4  Reference Documents 

List the number, title, revision, date of all documents referenced or used in the preparation of this ICD. 
Including standards, governance or any other sort of applicable documents (Government or otherwise.) 
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22.0  DESCRIPTION 

Provide a description of the interface between System 1 and System 2. 

2.1  System Overview 

For each interfacing system, summarize the functionality related to the interface, along with hardware and 
software components and the functions, data exchanges, transactions and security requirements.   

2.2  Functional Allocation 

Detail each interfacing system’s functionality and the end users’ involvements in the interface (during and 
after.)  If the end users do not interact directly with the subject interface, describe the events that trigger the 
movement of information during the interface. 

2.3  Data Transfer 

Describe how data will be exchanged via the proposed interface.  Include descriptions and diagrams of how 
connectivity among the systems will be implemented and of the type of messaging or packaging of data that 
will be transferred. 

2.4  Transactions 

Discuss transactions types that will be used to move data among the proposed interface components. 

2.5  Security and Integrity 

If the proposed interface has security and integrity requirements, detail how they will be addressed and how 
the data transmission security will be handled. Include details for the following: 

The transmission medium and whether it is a public or a secure line; 
The data protection during transmission and if/how data integrity is guaranteed; 
The guarantee that the interfacing systems will indeed interface with each other as intended and not with 
a rogue system masquerading as one of them; 
The mechanism for holding an individual on one system accountable for the resulting actions on the other 
component of the interface. 

3.0  REQUIREMENTS 

As mentioned earlier, an ICD can describe the interaction between a software component and a piece of  
hardware, a user and a system, and software components being developed by different sources. Each of these 
types of interfaces, have their own specific set of requirements. This ICD template provides a generic approach 
to interface requirements definition. FOR EACH INTERFACE ,THE FOLLOWING MUST BE PROVIDED: 

3.1  Interface Requirements 

*****The following is an example for the entire 3.1 section***** 

This ICD specifies the interface requirement in regards with the following: 

Communication Methods – can be electronic networks or magnetic media; 
Data Protocol – may include messages and custom ASCII files;  
Processing Priority – indicate if the information is required to be formatted and communicated as a batch 
of data created by an operator or in accordance with some specifications and schedule; and 
Security – may include safety/security/privacy considerations. 

3.1.1  Communication Methods 

Describe the communication methods’ requirements for presentation, session, network and data layers of the 
communication stack to which all interface participating systems must conform. 

3.1.1.1  Initiation 

Define the sequence of events by which the connections among the interface participating systems will be 
initiated. Include the minimum/maximum number of conceptions that will be supported. Also include the 
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interface availability requirements (e.g., 24 hours a day, 7 days a week).  Availability requirements beyond the 
control of the interfacing systems, such as network availability, are beyond the scope of an ICD. 

33.1.1.2  Flow Control  

Specify sequence numbering, legality checks, error control and recovery procedures that will be used to 
manage the interface.  Include any acknowledgment (ACK/NAK) messages related to these procedures. 

3.1.2  Data Protocol 

Explicitly define the conditions under which a message is to be sent. The definition, characteristics and 
attributes of the command should be thoroughly described. 

3.1.2.1  Assembly Characteristics 

Present the message contents and formats, file or other data elements assembly (records, arrays, displays, 
reports, etc.)  In defining the interfaces where data is moved among systems, define the packaging of data. 
When a relevant packaging technique is used, the following information should be provided: 

Names/identifiers/Abbreviations or synonymous names 
Project-unique identifier 
Non-technical (natural language) and Technical name (e.g., record or data structure name in code or 
database) 
Structure of data element assembly 
Visual characteristics of displays/outputs (layouts, fonts, icons and other display elements, beeps, lights) 
where relevant 
Relationships among different types of data element assemblies used for the interface 
Priority, timing, frequency, volume, sequencing, and other constraints and business rules 
Sources (setting/sending entities) and recipients (using/receiving entities) 

3.1.2.2  Field/Element Definition 

Define the characteristics of individual data elements defined above (see section 3.1.2.1) to include only 
features relevant to the interface being defined: 

Names/identifiers/Abbreviations or synonymous names 
Project-unique identifier 
Non-technical (natural language) and Technical name (e.g., record or data structure name in code or 
database) 
Priority, timing, frequency, volume, sequencing, and other constraints and business rules 
GSA/FAS standard data element name 
Data type (alphanumeric, integer, etc.) 
Size and format (such as length and punctuation of a character string) 
Units of measurement (such as meters, dollars, nanoseconds) 
Range or enumeration of possible values (such as 0-99) 
Accuracy (how correct) and precision (number of significant digits) 
Security and privacy constraints 
Sources (setting/sending entitles) and recipients (using/receiving entities) 

3.1.3  Processing Priority 

State the interfacing entities’ performance and/or response time requirements that define how fast the 
incoming traffic or data requests must be processed. Latitude should be given in defining performance 
requirements to account for differences in hardware and transaction volumes at different interface sites. The 
response time requirements, which are impacted by resources and beyond the control of the interfacing 
systems (i.e., communication networks), are beyond the scope of an ICD. 

3.1.4 Security Requirements 

Discuss the security features that are required to be implemented within the message or file structure or the 
communications methods (safety/security/privacy considerations, encryption, authentication, 
compartmentalization, and auditing). Do not specify the requirements for features not provided by the systems 
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to which the ICD applies. If the interface relies solely on physical security or on the network’s security and the 
firewalls through which the systems are connected, so state. 

44.0  EVALUATION 

Normally, an evaluation/qualification campaign can be achieved by one (or all) of the following efforts: 

Analysis of accumulated data obtained from other evaluations. Examples are reduction, interpretation or 
extrapolation of test results; 
Demonstration means the operation of interfacing entities that relies on observable functional operation 
not requiring the use of instrumentation, special test equipment, or subsequent analysis; 
Inspection consists of the visual examination of interfacing entities, documentation, etc; 
Special Qualification – Any special qualification methods for the interfacing entities, such as special tools, 
techniques, procedures, facilities, and acceptance limits; and  
Testing which is the operation of interfacing entities using instrumentation or special test equipment to 
collect data for later analysis. 

Detail how the results of the interface will be evaluated and who will be responsible for the evaluation. 

5.0  NOTES 

Compile and present all applicable notes relevant to the interface campaign. 
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CCONVERSION PLAN 

EXECUTIVE SUMMARY 

A Conversion Plan (CP) document describes how to convert data from an existing system to another hardware 
or software environment. It provides installation and conversion procedures a site and is used to discuss 
conversion procedures for installation; co-ordination procedure; installation procedures for new/converted files 
and/or databases. 

1.0  INTRODUCTION 

This CP provides installation and conversion procedures for [replacewithapplicable]. It is prepared at the start 
of the begin phase and finalized with additional detail at the evaluate stage. 

1.1  Purpose  

Present the purpose of the conversion plan as: 

Conversion procedures for the installation; 
Coordination procedures for the development of data conversion efforts; and 
Implementation procedures for the new/converted files and/or databases. 

Also elaborate that, based on the factors to be considered for each system/project, the CP should: 

Determine if any portion of the conversion process should be performed manually; 
Determine if any parallel runs of the old and new systems are necessary during the conversion; 
Clarify data function in the old, and determine the usage of data in the new, system; 
Consider the order that the data is processed in the two systems; 
Consider volumes, such as the database size and the amount of data to be converted; 
User work and delivery schedules and time frames for reports, etc; 
Determine if the data availability and use should be limited during the conversion process; and  
Determine the disposition of obsolete or unused data that is not converted. 

1.2  Scope 

Describe the boundaries of the conversion effort for the following: 

Functions and/or data not affected or converted; 
Conversion Processes and Procedures; 
Phased/Staged Implementation Procedures; and  
Functions affected by the conversion process. 

1.3  Project References 

Provide a list of the references that were used in preparation of this CP document. 

1.4  Glossary 

Insert a list containing a glossary of all terms and abbreviations used in the plan. 

2.0  CONVERSION DETAILS 

Describe the detailed activities, resources and schedule associated with the conversion. 

2.1  System Overview 

Provide an overview of the system undergoing conversion. If it is a database or an information system, also 
include a general discussion of the type of data maintained, the operational sources and the uses of those 
data. 

2.2  Requirements 

If the conversion is planned to be executed in discrete phases, identify what components will undergo 
conversion in what phase (hardware, software and data as appropriate.) Develop and continuously update a 
milestone chart for the conversion process. If only selected system parts will be targeted for conversion, 
identify which components will and will not be converted. 
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Continue by identifying and addressing the following: 

Input data that is to be converted (prior to its new usage). This should include its name, source form or 
record layout, storage medium, location, volume, size, access method and security concerns; 
Specifications on how the conversion will be done. If computer programs are to be used, give their 
specifications (i.e., program logic, interfaces, error/exception processes, etc.); 
Output data which will result from the conversion process. This should include its name, record layout, 
storage medium, location, volume, size, access method and security considerations; and Validation tools 
to include a detailed description of the manual and/or automated controls and methods to be used to 
ensure that all data intended for conversion have been converted. 

22.3  Strategy 

Describe, if applicable, the strategies for the conversion of: 

Data – Include the specific input data requirements and its preparation for the conversion. If the data will 
be transported from the original system, provide a detailed description of data handling, conversion and 
loading procedures.  If the data will be transported via machine-readable media, describe the media 
characteristics. Also discuss the data conversion strategy and controls, as well as the required quality 
assurance efforts. 
Hardware – In case of a hardware platform conversion --i.e., mainframe to client/server-- the interfaces to 
other systems may need reengineering. Elaborate the affected interfaces and the revisions required in 
each. 
Software – Present the strategy for ensuring data quality pre/post-conversion. Also, describe the approach 
to data scrubbing and quality assessment of data before they are moved to the new or converted system. 
The strategy and approach may be described in a formal transition plan or a separate document if more 
appropriate. 

2.4  Risk Factors 

Identify conversion risk factors and strategies for their control and/or reduction. Include the descriptions of 
these factors that could affect the conversion feasibility, the technical performance of the converted system, 
the conversion schedule or costs. Additionally, a review should be made to ensure that the current backup and 
recovery procedures are operational and adequate. 

2.5  Planning 

Describe the planning for the conversion effort.  If planning and related issues have been addressed in other 
life-cycle documents, reference those documents here. 

The following can be used as an example for the conversion planning issues that you may want to address: 

Analysis of projected workload for the target environment to ensure that the projected environment can 
adequately handle that workload and meet performance and capacity requirements; 
Projection of the growth rate for the data processing needs in the target environment to ensure that the 
system can handle the projected near-term growth, and the expansion capacity for future, needs; 
Analysis to identify missing features in the target environment that were supported in the original 
environment; and 
Development of a strategy for recoding, reprogramming or redesigning the components of the system that 
used hardware and software features not supported in the target,  but used in the original, environment. 

2.6  Pre-Conversion Tasks 

Identify the tasks that are logically separate from the conversion effort itself but that must be completed before 
the initiation, development or completion of the conversion effort. 

The following can be used as an example for the Pre-Conversion effort tasks: 

Finalize decisions regarding the type of conversion to be pursued; 
Install changes to the system hardware, such as a new computer or communications hardware, if 
necessary; 
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Implement changes to the computer operating system or its components, such as the installation of a new 
LAN operating system or a new windowing system; 
Acquire and install other software for the target environment, such a new DBMS or document imaging 
system. 

22.7  Major Tasks & Procedures 

Detail the major tasks associated with the conversion and the procedures associated with those tasks:

Task Name – Provide the name and description for each major task required for the conversion, including 
preparation of data and testing of the system. If some of these tasks are described in other life-cycle 
documents, reference them here. 
Procedures – Describe the procedural approach by providing as much detail as necessary. 

2.8  Schedule 

Present the schedule for the conversion activities to depict the beginning and end dates of each task.  Charts 
may be used as appropriate. DO NOT repeat the Pre-Conversion Tasks here. 

2.9  Security 

If applicable, provide an overview of the system security information as follows: 

The System Security Features’ description should contain an overview and discussion of the Post-
Conversion security features. Reference other documents as appropriate. Discuss changes in the security 
features or performance of the system that would result from the conversion. 
Security During Conversion should address security issues specifically related to the conversion. 

3.0  CONVERSION SUPPORT 

This section describes the support necessary to implement the system.  If there are additional support 
requirements not covered by the categories shown here, add other subsections as needed. 

3.1  Facilities 

Identify the physical facilities and accommodations required during the conversion period. 

3.2  Hardware 

List the required support equipment, including all hardware to be used for the conversion. 

3.3  Materials 

List the support materials. 

3.4  Personnel 

If applicable, discuss the personnel requirements as follows: 

Personnel Requirements & Staffing – Describes the number of personnel, length of time needed, types of 
skills and skill levels for the staff required for the conversion; 
Training of Conversion Staff – Address the staff training (if any) needed for the conversion. Present a 
training curriculum which lists the courses to be provided, a course sequence and a proposed schedule. If 
appropriate, identify (by job description) which courses should be attended by particular types of staff. 
Training for users in the system operation is not presented here, but is normally included in the Training 
Plan. 

3.5  Software 

Identify the software and databases needed to support the conversion. Describe all software tools used to 
support the conversion effort, including the following types of software tools, if used: 

Automated conversion, like translation tools, for translating among different computer languages or 
software families (i.e., between release versions of compilers and DBMSs); 
Automated data conversion tools for translating among storage formats associated with different 
implementations (i.e., different DBMSs or operating systems); 
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Automated testing and quality assurance and validation software for the data conversion; 
Computer-aided software engineering (CASE) tools for reverse engineering; 
CASE tools for capturing system design information and presenting it graphically; 
Documentation tools such as cross-reference lists and data attribute generators; 
Commercial off-the-shelf software and software written specifically for the conversion effort 
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SSYSTEM DESIGN DOCUMENT 

EXECUTIVE SUMMARY 

The system design document (SDD) is the logical successor to the functional requirements document (FRD) 
and describes how to transform the requirements embedded in FRD into technical system design 
specifications that will eventually be used for developing a new system (or modifying an existing one.) 

SDD is primarily used by: the project manager, the development manager, the IT manager, the technical 
architect and the systems administrator. 

1.0  INTRODUCTION 

1.1  Purpose 

This SDD is used to translate the previously recorded system requirements and objectives (see section 1.4, 
below) into technical system design specifications. 

1.2  Project Summary 

Describe the project from a  management perspective and provide an overview of the framework within which 
the conceptual system design was prepared.  If appropriate, include the information discussed in the 
subsequent manner: 

System Overview – Describe the system narratively and in non-technical terms. Include a high-level system 
architecture diagram showing a subsystem breakout of the system, if applicable.  The high-level system 
architecture or subsystem diagrams should show interfaces to external systems. Supply a high-level 
context diagram for the system and/or subsystems, if applicable.  Refer to the FRD’s requirements 
verification traceability matrix (RVTM) to identify the allocation of the functional requirements into the SDD; 
Design Constraints – Present possible system design constraints (reference any trade-off analyses 
conducted) and include any assumptions made by the project team in developing the SDD; 
Future Contingencies – Discuss any contingencies that might arise in the design of the system that may 
change the development direction. Possibilities include lack of interface agreements with outside agencies 
or unstable architectures at the time this document is produced.  Address any possible workarounds or 
alternative plans. 

1.3  Document Organization 

This section describes the organization of the SDD. 

1.4  Project References 

Provide a bibliography of key project references and work products that have been produced prior to this point. 
For example, these references might include the Project Management Plan, Feasibility Study, CBA, Acquisition 
Plan, QA Plan, CM Plan, FRD and ICD. 

1.5  Glossary 

Supply a glossary of all terms and abbreviations used in this document.  If the glossary is several pages in 
length, it may be included as an appendix. 

2.0  ARCHITECTURE 

Here, describe the project’s system and/or subsystem(s) architecture. Support your descriptions by graphics 
and schematics where appropriate. References to external entities should be minimal, as they will be 
described later on in the SDD. 

2.1  Hardware 

Detail the system hardware and organization including a list of components and diagrams showing the 
connectivity between the components.  If appropriate, use subsections to address each subsystem. 
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22.2  Internal Communications 

Describe the system’s internal communications (LANs, buses, etc.) Include architectures (X.25, Ethernet, etc.) 
Provide a diagram* showing the communications path(s) between system and subsystem modules.  If 
appropriate, use subsections to address each architecture being employed. 

*The diagrams should map to the FRD context diagrams. 

2.3  Software 

Present the system’s software and organization. Include a list of software modules (functions, subroutines, or 
classes), computer languages and programming computer-aided software engineering tools. Use the 
structured organization diagrams/object-oriented diagrams that show various segmentation levels down to the 
lowest level. All features on the diagrams* should have reference numbers and names.  Include a narrative 
that expands on and enhances the understanding of the functional breakdown.  If appropriate, use 
subsections to address each module. 

*The diagrams should map to the FRD data flow diagrams, providing the physical process and data flow 
related to the FRD logical process and data flow. 

3.0  FILE AND DATABASE DESIGN 

You may need to collaborate with your resident database administrator (DBA) in preparing this section.  Here, 
reveal the final design of database management system (DBMS) and Non-DBMS files associated with your 
system. Additional information may be added as required for the particular project.  Provide a data dictionary 
showing data element name, type, length, source, validation rules, maintenance (create, read, update, delete –
CRUD-- capability), data stores, outputs, aliases and description. 

3.1  DBMS Files 

Present the final design of the DBMS files to include the following information: 

Refined logical model; provide normalized table layouts, entity relationship diagrams and other logical 
design information; 
Physical description of the [sub]schemas, records, sets, tables, storage page sizes, etc.; 
Access methods (i.e., indexed, via set, sequential, random access, sorted pointer array, etc.);  
Estimate of the file size or volume of data within the file, data pages and the overhead resulting from 
access methods and free space; 
Definition of update frequency of the database tables, views, files, areas, records, sets and data pages; 
estimate the number of transactions if the database is online transaction-based. 

3.2  Non-DBMS Files 

Provide the detailed description of all non-DBMS files to include a narrative description of the usage for each 
file (i.e., input, output, or both; temporary file; the modules that read and write the file, etc.) and the file 
structures (from the data dictionary).  If possible, the file structure information should: 

Identify record structures, keys or indices and reference data elements within the records; 
Define record length (fixed or maximum variable length) and blocking factors; 
Define file access method (ISAM, Random, virtual sequential, etc.); 
Estimate the size or data volume within the file, and the overhead from the access methods;  
Define the file update frequency. If the file is part of an online transaction-based system, provide an 
estimated number of transactions per unit time, the statistical mean, mode and distribution of those 
transactions. 

4.0  DETAILED DESIGN 

This section provides the information needed for the development team to actually build and integrate the 
hardware components, code and integrate software modules and interconnect the hardware and software 
segments into a system product. Additionally, this section details the procedures for combining separate 
commercial off-the-shelf (COTS) packages into a single system. Every detailed requirement should map back to 
the FRD, and the mapping should be presented as an update to the RVTM. 
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44.1  Hardware 

A hardware component is the lowest level of the system design’s granularity. Depending on the design 
requirements, there may be one or more components per system.  This section should provide enough detailed 
information about individual component requirements to correctly build and/or procure all the system 
hardware (or integrate COTS items). Add additional diagrams and information to describe each component and 
its functions adequately. Industry-standard component specification practices should be followed. Include the 
following –representative sample-- information as applicable: 

Power input requirements for each component  
Signal impedances and logic states 
Connector specifications (serial/parallel, 11-pin, male/female, etc.)  
Memory and/or storage space requirements  
Processor requirements (speed and functionality)  
Graphical representation depicting the number of hardware items (i.e.,  monitors, printers, servers, I/O 
devices), and the relative positioning of the components to each other  
Cable type(s) and length(s)  
User interfaces (buttons, toggle switches, etc.)  
Hard drive/floppy drive/CD-ROM requirements  
Monitor resolution 

For COTS procurements, if a specific vendor has been identified, include appropriate item information. 

4.2  Software 

Provide the detailed design of the system and subsystem relative to input, processes and output. Any 
additional information may be added to this section and organized according to whatever structure best 
presents the design continuum.  Depending on the particular nature of the project, it may be appropriate to 
repeat these sections at both the subsystem and design module levels.  Additional information may be added 
to the subsections if the suggested lists are inadequate to describe the system design. 

4.2.1  Inputs 

Discuss the input media used by the operator for providing information to the system; show a mapping to the 
high-level data flows described in the System Overview part of paragraph 1.2 (i.e., data entry screens, optical 
character readers, bar scanners, etc.) If appropriate, the input record types, file structures and database 
structures provided in paragraph 3.0 may be referenced. 

In addition, provide the layout of all input data screens or graphical user interfaces (GUIs) and a graphic 
representation of each interface.  Also define all data elements associated with each screen or GUI, or 
reference the data dictionary. 

Finally, make sure to include the following –representative sample-- information in this section: 

Data elements’ edit criteria (i.e., specific values/range, mandatory/optional, alphanumeric values and 
length); 
Data entry controls to prevent edit bypassing; and 
Miscellaneous messages associated with operator inputs, including the: 

Copies of form(s) if the input data are keyed or scanned for data entry from printed forms 
Description of any access restrictions or security considerations 
Each transaction name, code, and definition, if the system is a transaction-based processing system  
Incorporation of the Privacy Act statement into the screen flow, if the system is covered by the Privacy 
Act. 

4.2.2  Processes 

Processes constitute the lowest level of design granularity in any system. Depending on the software 
development approach, there may be one or multiple modules per system. Here, you should provide enough 
detailed information about the logic and data necessary to completely write source code for all modules in the 
system (and/or specific user-exits to integrate COTS software programs). 
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Insert diagrams and information to describe each module, its functionality and hierarchy (if necessary). Include 
the following –representative sample-- information for every detailed module design: 

A narrative description, function, conditions under which it is used (called or scheduled for execution), 
processing logic, interfaces to other modules, external interfaces, security requirements, detail of any 
algorithms used by the module; 
For COTS packages, specify any call routines or bridging programs to integrate the package with the 
system and/or other COTS packages (i.e., DLLs); 
Data elements, record structures and file structures associated with module’s input and output; 
Graphical representation of the module processing logic, flow of control, and algorithms, using an 
accepted diagramming approach (i.e., structure charts, action diagrams, flowcharts, etc.); 
Data entry and data output graphics; define or reference associated data elements (if the project is large 
and complex or if the detailed module designs will be incorporated into a separate document, then it may 
be appropriate to repeat the screen information in this section). 

44.2.3  Outputs 

Show a mapping to the high-level data flows in the System Overview part of paragraph 1.2. Reference the 
output files described in paragraph 3.0 and provide the following –representative sample-- information: 

Description of report, and screen, codes, names, layouts and contents; 
Description of the purpose of the output, including identification of the primary users Report distribution 
requirements, if any (include frequency for periodic reports); 
Description of any access restrictions or security considerations. 

5.0  INTERFACES* 

Generally speaking, interfaces come in two different forms: 

Internal Interface which is defined as a connection to the LAN side of a router, and is in contrast with  
External Interface which is a connection to the WAN side of a router (can be a public or private network.) 

When designing interfaces, special attention must be paid to the specific natures and requirements of the 
above-mentioned interface methods. 

In this section, describe the interface(s) between the system being developed and other systems; for example, 
batch transfers, queries, etc.  Include the interface architecture(s) being implemented, such as wide area 
networks, gateways, etc.  Provide a diagram depicting the communications path(s) between this system and 
each of the other systems, which should map to the context diagrams in Section 1.2.1.  If appropriate, use 
subsections to address each interface being implemented. 

*If a formal ICD exists for a given interface, the information can be copied, or the ICD can be referenced in this 
section. 

5.1  Internal 

If a system consists of more than one component, there may be a requirement for internal interfaces to 
exchange information, provide commands or support input/output functions. This section should provide 
enough detailed information about the communications requirements to correctly build and/or procure 
interface components for the system. Include the following –representative sample-- information: 

The LAN topology; 
The number of servers and clients to be included on each LAN; 
Specifications for bus timing requirements and bus control; 
Format(s) for data being exchanged between components; and…….. 
Graphical representation of the connectivity between components showing the direction of data flow and 
approximate distances between components; information should provide enough detail to support the 
procurement of hardware to complete the installation at a given location. 

5.2  External 

Describe the electronic interface(s) between this system and other systems from the point of view of the 
system being developed. 
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For every interface participating system, provide the information exchange and interface rules. Detail the 
requirements for correct formatting, transmission and/or reception of data, including the following: 

Data Format Requirements. If there is a need to reformat data before they are transmitted or after the 
incoming data is received, tools and/or methods for the reformat process should be defined; 
Hand-Shaking Specifications. Such protocols between the systems must be identified. Include the content 
and format of the information for the hand-shake messages, the timing for exchanging these messages 
and the steps to be taken when errors are encountered; 
Error Handling & Reports. Must specify formats of error reports exchanged between the systems and their 
disposition (i.e., retained in a file, sent to a printer, flag/alarm sent to the operator, etc.); 
Graphical Representation of the connectivity between systems showing the direction of data flow; 
Query & Response Specifications. 

66.0  SECURITY CONTROLS 

The developers of GSA FAS’ systems are required to adhere to different security control levels. Discuss the 
security controls required to be implemented within the message, file structure or communications methods 
(safety/security/privacy considerations, encryption, authentication, compartmentalization, and auditing). At the 
minimum, provide the following –representative sample-- information: 

Mechanisms to assign role-based and/or restricted access to critical data; 
Audit procedures to meet control, reporting and retention period requirements for operational and 
management reports; 
Application audit trails to dynamically audit retrieval access to designated critical data; 
Standard Tables to be used or requested for validating data fields; 
Verification processes for additions, deletions or updates of critical data; and……. 
Ability to identify all audit information by user identification, network terminal identification, date, time, and 
data accessed or changed. 
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IIMPLEMENTATION PLAN 

EXECUTIVE SUMMARY 

A key difference between system implementation and all other phases of the lifecycle is that all project 
activities up to this point have been performed in safe, protected and secure environments, where project 
issues that arise have little or no impact on day-to-day business operations. Once the system goes live, 
however, that would no longer be the case. Any miscues at that point will certainly translate into direct 
operational and/or financial impacts on the performing organization. It is through the careful planning, 
execution and management of the system implementation activities that the project team can minimize the 
likelihood of these problematic occurrences and determine appropriate contingency plans. 

1.0  INTRODUCTION 

The system implementation plan (IP) document describes how an information system will be deployed, 
installed and transitioned into a new operational environment. It  contains an overview of the system, a brief 
description of the major tasks involved in the implementation, the resources needed to support the 
implementation effort (hardware, software, facilities, materials and personnel), and site-specific 
implementation requirements. 

The IP is developed during the design phase; updated during the development phase; and provided in its final 
form during the integration and testing , as well as the implementation, phases. 

1.1  Purpose 

The purpose of IP, then, can be summarized as follows: 

Deployment – Making the new system available to a prepared set of users; and  
Transition – Positioning the system’s support and maintenance within the performing organization. 

At a finer detail level, deploying a system consists of executing all steps necessary to educate the users on the 
use of the new system, placing the newly developed system into production, confirming that all data required 
at the start of operations is available and accurate and validating that business functions that interact with the 
system are functioning properly. Transitioning the system support responsibilities involves changing from 
development to support and maintenance mode of operation, with ownership of the new system moving from 
the project team to the performing organization. 

1.2  System Overview 

Provide, from a management’ perspective, an overview of the to-be-implemented system, its description and 
organization: 

Description – Describe the processes that the system is intended to support. If it is a database or an information 
system, provide a general discussion of the description of the type of data maintained and the operational 
sources and uses of those data; 
 
Organization – Present a description of system structure and the major components essential for it 
implementation including both hardware and software. Charts, diagrams and graphics may be included as 
necessary. 

1.3  Project References 

Provide a bibliography of key project references and work products that have been produced prior to this point. 
For example, these references might include the Project Management Plan, Acquisition Plan, FRD, Test Plan, 
Conversion Plan and SDD. 

1.4  Glossary 

Supply a glossary of all terms and abbreviations used in this document.  If the glossary is several pages in 
length, it may be included as an appendix. 

2.0  IMPLEMENTATION DETAILS 

Drill down the implementation process from a management perspective and provide an overview of the 
framework within which the IP document was prepared. Make sure to clarify that in any given successful 
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implementation campaign, emphasis is to be placed on both, the processes and the people responsible for 
carrying them out (see below.)   

22.1  The Team 

Identify system proponent, the name of responsible organization(s), and titles and telephone numbers of the 
following staff (sorted alphabetically) who serve as points of contact for the system implementation: 

Application Developers 
Business Analysts 
Configuration Manager 
Database Administrator 
Data/Process Modeler 
Information Security Officer (ISO) 
Other Stakeholders (or their representatives) 
Project Manager 
Project Sponsor 
Quality Assurance (QA) Manager 
Site Implementation Representative(s) 
Technical Lead/Architects 
Technical Services (HW/SW, LAN/WAN, TelCom) 
Technical Support  
User Community Decision-Maker(s) 
User Representative(s) 
Users 

2.2  The Effort 

Detail the implementation phase activities to consist of the following processes: 

Prepare for implementation, where all steps needed in advance of actual application deployment are 
performed, including preparation of both the production environment and user communities; 
Deploy the system, where the full deployment plan, initially developed during the design phase and 
evolved throughout subsequent lifecycle phases, is executed and validated; and ……… 
Transition the system, where responsibility for and ownership of the application are transitioned from 
project team to the unit in performing organization that will provide support and maintenance. 

3.0  PREPARATION 

In implementing a new system, it is necessary to ensure that the user community is best positioned to use the 
system once its deployment is validated. Therefore, all necessary training activities should be scheduled and 
coordinated. As this training is often the first system exposure for many individuals, it should be conducted as 
professionally and competently as possible. A positive training experience is a great first step towards the user 
acceptance of the system. 

Also, more than at any point in the project, the project manager must plan for failure and must have a defined 
set of contingency plans to be executed if/when problems are encountered problems during the 
implementation. The stakeholders must clearly understand and agree to the various Go/No-Go decision 
making criteria. 

Using a mechanism similar to the table below, document all major tasks required for the implementation. The 
tasks described in this –sample table– are not site-specific, but totally generic in nature and represent a series 
of project tasks required for installing hardware and software, preparing data and verifying the results. Include 
the following –representative sample-- information as appropriate: 

Task Name  Required Resources  Responsible Person  Measurement of SSuccess 

Acquire special hardware or 
software 
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Ensure that all prerequisites have 
been fulfilled before the 
implementation date 

   

 Ensure availability of support 
documentation 

  

Perform data conversion before 
loading 

   

Perform site surveys before 
implementation 

   

Prepare site facilities for 
implementation 

   

Provide  appropriate training for 
personnel 

  

Provide personnel for the 
implementation team 

   

Provide  planning and coordination 
for implementation 

  

Provide required technical 
assistance 

   

Schedule special computer 
processing required 

   

Develop implementation and 
transition plan document 

   

    

33.1  Schedule 

Provide a schedule of activities to be accomplished during implementation. Show the major tasks (see 
paragraph 2.3, above) in chronological order, with the beginning and end dates for each task. 

3.2  Security 

If applicable, present the system security features and requirements during the implementation.  If the system 
is covered by the Privacy Act, provide Privacy Act concerns. 

3.2.1  Features 

Provide a discussion of system security features after the implementation, including the primary security 
features for both hardware and software. Also, security and protection of sensitive data and information should 
be discussed, if applicable. 

3.2.2  During Implementation 

Address the anticipated specific security issues during the implementation effort (if any.)  For example, if LAN 
servers or workstations will be installed at a site with sensitive data preloaded on non-removable hard disk 
drives, explain how security would be provided for the data on these devices during shipping, transport and 
installation. 

4.0  DEPLOYMENT 

Describe the support software, materials, equipment, and facilities required for the implementation, as well as 
the personnel requirements and training necessary for the implementation. The information provided in this 
section is not site-specific.  If there are additional support requirements not covered by the subsequent 
sections, they must be added as needed. 
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44.1  Facilities, Hardware, Material and Software 

4.1.1  Facilities 

Identify the physical facilities and accommodations required during implementation. Include the physical 
workspace for assembling and testing hardware components, desk space for software installers and classroom 
space for training the implementation staff. Specify the hours per day needed, number of days and anticipated 
dates. 

4.1.2  Hardware 

Provide a list of all support equipment including all hardware used for testing the implementation. 

4.1.3  Materials 

List the required support materials, such as magnetic tapes and CDs. 

4.1.4  Software 

Detail the software and databases required to support the implementation by name, code or acronym. Identify 
the COTS, GSA-Specific and any software that is specifically used to facilitate the implementation process. 

4.2  Personnel 

Present the personnel requirements including any known or proposed skill-set requirements. Describe the 
training, if any, to be provided for the implementation staff. 

4.2.1  Staffing Requirements 

Identify the number of personnel, length of time needed and the skill type and levels required during the 
implementation. If a particular staff has been selected or proposed for the implementation, identify them and 
their roles in the implementation. 

4.2.2  Staff Training Requirements 

Detail the training necessary to prepare the staff for implementing and maintaining the new system. Do not 
include the user training here. List the type and length of the training needed for the following areas: 

Hardware and Software Installation; 
System Support (including Help Desk); and 
Maintenance and Enhancement. 

5.0  TRANSITION & “BACK-OFF” PLAN 

In many organizations, the team of individuals responsible for the long-term support and maintenance of a 
system is different from the team initially responsible for designing and developing the application. Often, the 
two teams include a comparable set of technical skills. The responsibilities associated with supporting an 
operational system, however, are different from those associated with new development.  

To effect this shift of responsibilities, the project team must provide those responsible for system support in 
the performing organization with a combination of technical documentation, training and hands-on help to 
enable them to provide an acceptable level of operational support to the users. This transition is one element 
(albeit a major one) of the overall implementation and transition plan. The project manager should review the 
transition plan to confirm that all defined actions have been successfully completed.  

As far as the measurements of success go, the implementation itself serves as its own measurement of 
success. In fact, a smooth implementation culminates --and validates-- the system development effort. 

Nevertheless, even before the final turnover, the project manager should use the measurement criteria below 
to assess the implementation proceeding’s success. More than one “No” answer indicates a serious risk to the 
success of the step, and for that matter, the entire project. 

Step  Measuurement of Success Yes  No  

Prepare Has anyone verified that every user has the correct level of system access and 
security? 
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Is there a checklist of all system components that can be used to verify that all 
correct versions of all components of the system are in the new production 
environment? 

Do the managers of technical services and technical support agree with your 
estimate of extra work for their units associated with the new system 
deployment? 

Deploy 

Do your team members agree that their part of the effort as outlined in the 
implementation and transition plan is reasonable and achievable? 

Do the training and evaluation forms filled out by the users and customers being 
trained in the new system reflect the scores equal to, or higher than, those 
anticipated the implementation and transition plan? 

Have you had to "freeze" or "fall-back" in your development activities more than 
originally anticipated in the deployment plan? 

Are volumes of support calls within the range originally anticipated in the 
deployment plan? 

Transition Has the performing organization agreed to transition all of the remaining defects 
along with the new system itself? 

If it was decided that the implementation was not a success, describe how the noted discrepancies will be 
rectified and present a detailed action item list. 

In case of a No-Go decision, devise a very detailed “Back-Off” plan with instructions on how to restore the 
installation to its exact original, pre-conversion condition.  
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MMAINTENANCE MANUAL 

EXECUTIVE SUMMARY 

The Maintenance Manual (MM) document presents information on the system. It is written for personnel who 
are responsible for the maintenance of the system and who need to understand the operating environment, 
security, and control requirements. It describes the programs in technical detail to assist the maintenance 
programmer. 

Supplementary information may be included in the MM to facilitate maintenance and modification of the 
system. Appendices to document various maintenance procedures, standards or any other essential 
information may be added to this document, when warranted. 

1.0  INTRODUCTION 

1.1  Purpose 

The purpose of MM should be provided here (Similar text as the Executive Summary, above, can be used.) 

1.2  System Overview 

Provide an overview of the system as follows: 

Responsible Organization 
General Description 
Category, Code and Name/Title 
Environment or special conditions 
System Architecture --in non-technical terms-- (e.g., client/server, web-based, etc.) 
Major Functions 
User Access Mode (e.g., graphical user interface) 
Operational Status ( D/M/E or O&M.) 

1.3  Project References 

Present a list of the references that were used in preparation of this MM  document in order of importance to 
the end user. 

1.4  Points of Contact 

1.4.1  Information 

Provide a list of the points of organizational contact (POCs) that may be needed by the document user for 
informational and troubleshooting purposes.  Include the type of contact, contact name, department, 
telephone number and e-mail address. 

1.4.2  Coordination 

List the organizations that may require coordination between the project and its specific support function (e.g., 
installation coordination, security, etc.). Include a schedule for coordination activities. 

1.5  Glossary 

Supply a glossary of all terms and abbreviations used in this document. If the glossary is several pages in 
length, it may be included as an appendix. 

2.0  SYSTEM DESCRIPTION 

2.1  Architecture 

Describe the [sub]system, communications, etc., in terms of their overall relationships.  Accompany the 
description with a graphic representation depicting the interrelationships of the major components of the 
system. Show the systems communications network for networked or distributed processing support. 

2.2  Security 

Detail the security considerations associated with the system. 
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33.0  ENVIRONMENT 

3.1  Equipment Environment 

Describe the equipment configuration. 

3.2  Storage Requirements 

Describe the amount and types of storage required to operate the system, the broad parameters of the storage 
locations and resources that are required, and any algorithms used to determine that amount. 

3.3  Support Software Environment 

List the support or special purpose software used by the system including DBMS utility software and CM 
software. Identify the current version or release number under which the system is being maintained. 

4.0  SYSTEM MAINTENANCE PROCEDURES 

4.1  Responsibilities 

Identify the responsible organization(s) and personnel, including telephone numbers and email addresses, for 
system maintenance. 

4.2  Conventions 

Explain rules and conventions that have been used within the system and database. Include such information 
as: 

Design of mnemonic identifiers and their application to the labeling of software units, sub-units, data 
structures, data elements, storage areas, etc.  Describe provisions for unique naming or renaming at 
different sites if contingency processing at alternate sites requires separation of the resources named by 
the identifiers; 

Procedures and standards for graphic representations, listings, abbreviations used in statements and 
remarks, and symbols appearing in charts and listings; 

The appropriate standards, fully identified, may be referenced in lieu of a detailed outline of conventions; 

Standard data elements and related features. 

4.3  Performance Verification Procedures 

Identify the procedures necessary to verify the performance of the system. 

4.4  Error Conditions 

List all error messages produced by the system to include identification of the error, description of the error, an 
explanation of the source of the error and recommended methods to correct it. 

4.5  Maintenance Procedures 

This section provides a detailed description of system maintenance procedures, which may include utilities, 
verification methods, and other procedures necessary to maintain the system input-output components (such 
as the database) or to perform special maintenance runs.  Each procedure should be under a separate section 
header, 4.5.1 - 4.5.x. 

4.5.x  [Maintenance Procedure Name] 

Provide a maintenance procedure identifier for reference in the remainder of the subsection.  Describe the 
maintenance procedure and the appropriate sequencing for its setting up, running, and terminatoin. 

5.0  SOFTWARE UNIT MAINTENANCE PROCEDURES 

5.1  Consolidated Unit List 

Provide the consolidated software unit list. 

*****Each software unit in the following sections should be under a separate section header, 5.2 - 5.x.***** 
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55.x  [Software Unit Identifier] 

Identify and describe the system software unit. 

5.x.1  Description 

Provide detailed characteristics of the software unit and its relationship to other software units. 

5.x.2  Functions 

List and describe the functions being performed by the software unit. 

5.x.3  Input 

Identify and describe the input, if applicable.  Include the following information: 

Input data format (data record layout) 
Source and medium of each type of input 

5.x.4  Processing 

Provide detailed description for the following: 

Initiation Procedures – Such as software calls and parameters, and job control statements; 

Core Processing Procedures of the software unit. Include descriptions of input acceptance, accessing a 
database, decision points and output production; 

Branching Conditions –  Major branching conditions provided in the software unit; 

Restrictions that have been designed into the system with respect to the operation of this software unit 
(such as any limitations on the use of the software unit and any timing requirements); 

Exit Requirements – The exit criteria for termination of the operation of the software unit; 

Communications or linkage to the next logical software unit; 

Output produced by the software unit for use by related software units; 

Unique Features for executing the software, such as diagnostic modes not documentd in any support 
documentations. 

5.x.5  Data Structures 

List data structures described in the next section, used within the software unit, if applicable.  If the data 
description of the software unit provides sufficient information, the software listing may be referenced to 
provide some of the information.  Include at a minimum, the following types of information: 

Structure name, label, or symbolic name 
Purpose 
Other software units that use this data structure 
Logical divisions within the data structure 
Data structure description access paths (these may be represented graphically) 

5.x.6  Verification Procedures 

Present the requirements and unique procedures necessary to verify the performance of the software unit. 

5.x.7  Listings 

Identify the software listing’s locatione. Comments appropriate to particular instructions may be included to 
understand and follow the listing. 

5.x.8  Interfaces 

Describe the software unit interfaces with other software units. 
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66.0  DATABASE MAINTENANCE PROCEDURES 

This section provides the information necessary to maintain the databases of the system.  Each database 
maintenance procedure should be under a separate section header, 6.1 – 6.x. 

6.x  [Database Identifier] 

Specify the database name and mnemonic ID. List the software units using the database. Include a complete 
description of the purpose and content of each database used by the system, including security 
considerations. Specify the database structure (e.g., relational, object-oriented, flat file). 

6.x.1  General Characteristics 

Provide the logical and physical schemas for the database (reference location). Then proceed with the 
following: 

Permanency – Document whether the database contains static data that the software unit can reference, 
but may not change, or dynamic data that may be changed or updated during system operation.  Indicate 
whether the change is periodic or random, as a function of input data; 

Storage – Specify the media for the database and the amounts of storage required; 

Restrictions – Explain any limitations on the database usage by the software units in the system. 

6.x.2  Organization and Detailed Description 

This subsection identifies and defines the internal architecture of the database. 

Structures of the physical records. Identify structure parts, such as control segments (keys) and the body 
of the record (physical storage schema). 

Elements – Identify each element in the structure, and if necessary, explain its purpose.  Include for each 
segment the following items: 

Labels:  Indicate the label assigned to reference each element. 
Size:  Indicate the length and number of characters/bits that make up each data element. 

Expansion – Document provisions, if any, for adding to the structure. 

Contingencies – Document provisions, if any, for extracting subsets of the database to permit operation in 
degraded modes or at alternate sites. 

Partitioning – Document where the database physically resides. 
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OOPERATIONS MANUAL 

EXECUTIVE SUMMARY 

The Operations Manual (OM) contains detailed information on the control requirements and operating 
procedures necessary to successfully initiate and run a system. It is written for the operations staff and who 
need to understand the operating environment, security and control requirements. 

1.0  INTRODUCTION 

1.1  Purpose 

The purpose of OM should be provided here (Similar text as the Executive Summary, above, can be used.) 

1.2  System Overview 

Provide an overview of the system as follows: 

Responsible Organization 
General Description 
Category, Code and Name/Title 
Environment or special conditions 
System Architecture --in non-technical terms-- (e.g., client/server, web-based, etc.) 
Major Functions 
User Access Mode (e.g., graphical user interface) 
Operational Status ( D/M/E or O&M.) 

1.3  Project References 

Provide a list of references that were used in preparation of this document in order of importance to the 
operations staff. This should, at a minimum, include the maintenance and users’ manuals (MM and UM). 

1.4  Points of Contact 

1.4.1  Information 

Provide a list of the points of organizational contact (POCs) that may be needed by the document user for 
informational and troubleshooting purposes.  Include the type of contact, contact name, department, 
telephone number and e-mail address. 

1.4.2  Coordination 

List the organizations that may require coordination between the project and its specific support function (e.g., 
installation coordination, security, etc.). Include a schedule for coordination activities. 

1.4.3  Help Desk 

Provide help desk information including the responsible personnel’s phone numbers for emergency assistance. 

1.5  Glossary 

Supply a glossary of all terms and abbreviations used in this document. If the glossary is several pages in 
length, it may be included as an appendix. 

2.0  SYSTEM OPERATIONS OVERVIEW 

2.1  Operations 

Briefly describe the operation of the system, including its purpose and uses. 

2.2  Software Inventory 

Provide an inventory of the system’s programs. Include each program’s full name and identification, as well as 
the security characteristics of the software. Identify those programs necessary to continue or resume operation 
of the system in a degraded or an emergency situation. Also document how these various programs 
communicate with each other (API) and with the outside world. 
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22.3  Information Inventory 

Present an overview of the system information and the retention requirements information for these 
inventories as follows: 

Resources – List permanent files and databases that are referenced, created or updated by the system. 
Include the files and database names, specific file identification, storage media and required storage 
capacity, as well as security considerations.  Identify those files and databases necessary to continue or 
resume system operation in a degraded or an emergency situation; 
Reports – List all system generated reports. Include the following information for each report: 

Security considerations; 
Media (hard copy, electronic media); 
Frequency of reporting; 
Typical report volume; 
Software that produces the report, if applicable. 

2.4  Operational Inventory 

Identify any infrastructure hardware and/or software support related to the system operation, including the 
peripheral and resource requirements (e.g., network management software). 

2.5  Processing Overview 

Provide information that is applicable to the processing of the system in respect to: 

Interfaces – Describe operational interfaces to other systems (e.g., input data for this system comes from 
the same source and on the same physical media shared by another system); 
Restrictions – Identify any system restrictions imposed on this system (e.g., times of day when system can 
be run); 
Waivers of Operational Standards – Describe any waivers that are, or will be, filed to exempt the operation 
of the system from operational standards already followed. 

2.6  Communications Overview 

Describe, or depict, the communications network necessary to operate the system. Detail the network topology 
by diagramming specific devices at each node, by brand, mode and serial number (if necessary.) 

2.7  Security 

Discuss the system’s security considerations. This may include the induction/exit procedures to follow when 
someone is hired/fired. 

3.0  RUN INFORMATION 

Here you may describe the runs for use by operations and scheduling personnel in efficient scheduling of 
operations, assignment of equipment, the management of input and output data, and restart/recovery 
procedures. 

3.1  Inventory 

List the runs showing software components, the job control batch file names, run jobs and purpose of each run 
if any portion of the system is run in batch mode. For online transaction-based processing, provide an inventory 
of all components that must be loaded for the software system to be operational. 

3.2  Description 

Provide detailed information needed to execute the system runs. Organize the information in a manner most 
useful to the IT personnel responsible for system execution. Each run should be under a separate section 
header, 3.2.1 - 3.2.x. 

3.2.x  [Run Identifier] 

Provide a run identifier for reference in the remainder of the subsection. Describe the run, including, at a 
minimum, the following: 



4 December 13, 2006

Descriptions of all related files and databases 
Estimated run time (in computer units) 
Job dependencies 
Method of initiation (on request, initiation by another run, predetermined time) 
Purpose of each run 
Required turnaround time 
Requirements and procedure for report generation and reproduction 
Run listing and operation schedule 
Run management requirements 
Run stream job control statements for job initiation. 

33.2.x.1  Run Interrupt Checkpoints 

Identify and describe the acceptable system interrupt points to permit the manual or semiautomatic 
verification of intermediate results, to provide the user with intermediate results for other purposes or to 
permit a logical break if higher priority jobs are submitted. 

3.2.x.2  Set-Up and Diagnostic Procedures 

Provide the set-up and procedures for any software diagnostics. Relate to individual software units, if 
applicable. Include procedures for validation and troubleshooting. Explain all parameters (both input and 
output), codes, and range of values for diagnostic software. 

3.2.x.3  Error Messages 

List all error messages and the corresponding correction procedure for each message. Relate to the specific 
software units, if applicable. 

3.2.x.4  Restart/Recovery Procedures 

Provide information to the IT personnel regarding restart/recovery procedures that those persons will follow in 
the event of system failure. Outline the sequence(s) in which devices and services need to be started under 
various conditions (e.g. power failure, cold boot, warm boot etc.) Also, define the procedures and sequences for 
rebuilding the machine(s), if necessary. 

3.2.x.5  Problem Reporting/Escalation Procedure 

Provide instructions for reporting problems to a point of contact.  Include the person's name and phone 
numbers (that is, office, home, pager, etc.). 
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SSYSTEM ADMINISTRATION MANUAL 

A Systems Administration Manual serves the purpose of an Operations Manual in distributed (client/server) 
applications. 

1.0  GENERAL 

1.1  Introduction and Purpose 

This section introduces and describes the purpose of the Systems Administration Manual, the name of the 
system to which it applies, and the type of computer operation. 

1.2  Project References 

This section lists, at a minimum, the User Manual, Maintenance Manual, and other pertinent available systems 
documentation. 

1.3  Glossary 

This section lists all definitions or terms unique to this document or computer operation and subject to 
interpretation by the user of this document. 

2.0  SYSTEM OVERVIEW 

2.1  System Application 

This section provides a brief description of the system, including its purpose and uses. 

2.2  System Organization 

This section describes the organization of the system by the use of a chart depicting components and their 
interrelationships. 

2.3  Information Inventory 

This section provides information about data files, and the databases that are produced or referenced by the 
system. 

2.3.1  Resource Inventory 

This section lists all permanent files and databases that are referenced, created, or updated by the system. 

2.3.2  Report Inventory 

This section lists all reports produced by the system, including each report name and the software that 
generates it. 

2.4  Processing Overview 

This section provides information that is applicable to the processing of the system.  It includes system 
restrictions, waivers of operational standards, and interfaces with other systems. 

2.5  Communications Overview 

This section describes the communications functions and process of the system. 

2.6  Security 

This section describes the security considerations associated with the system. 

2.7  Privacy Act Warning 

If this system is covered by the Privacy Act, then this section provides the appropriate Privacy Act notice and 
warning. 

3.0  SITE PROFILE(S) 

This section contains information pertaining to the site(s) where the application is running.  That information 
includes the information contained in the subsequent sections. 



3 December 13, 2006

33.1  Site Location(s) 

This is the official address(es) of the site(s). 

3.2  Primary Site 

For the site(s) designated as primary, this section describes the essential personnel names and phone 
numbers for the automated data processing site contacts. 

4.0  SYSTEMS ADMINISTRATION 

This section introduces the responsibilities of the System Administrator, as discussed in the subsequent 
sections. 

4.1  User and Group Accounts 

This section introduces topics related to system users. 

4.1.1  Adding/Deleting Users 

This section describes procedures to create/delete user logins and password accounts. 

4.1.2  Setting User Permissions 

This section describes procedures to give users/restrict access to certain files. 

4.1.3  Adding/Deleting User Groups 

This section contains procedures to create/delete user groups. 

4.1.4  Setting User Roles/Responsibilities 

This section describes the roles that are granted to each group or individual user(s). 

4.2  Server Administration 

This section describes procedures to setup servers, including naming conventions and standards. 

4.2.1  Creating Directories 

This section describes procedures to create server directories, and a complete description of the existing 
directories. 

4.2.2  Building Drive Mappings 

This section describes procedures to create server drive mappings, and a complete description of the existing 
drive mappings. 

4.3  System Backup Procedures 

This section describes procedures for regularly scheduled backups of the entire network, including program 
and data storage, and the creation and storage of backup logs. 

4.3.1  Maintenance Schedule (Daily, Weekly) 

This section describes documented daily and weekly backup schedules and procedures.  The procedures 
should include tape labeling, tracking, and rotation instructions. 

4.3.2 Off-Site Storage Procedures 

This section describes the location, schedule, and procedures for off-site storage. 

4.3.3  Maintaining Backup Log 

This section describes procedures for creating and maintaining backup logs. 

4.4  Printer Support 

This section discusses procedures for installing, operating, and maintaining printers. 
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44.4.1  Maintenance (Configurations, Toner, Etc.) 

This section describes maintenance contracts, procedures to include installation and configuration of printer 
drivers, and equipment information. 

4.4.2  Print Jobs (Moving, Deleting, Etc.) 

This section describes procedures to monitor, delete, and prioritize print jobs. 

4.5  System Maintenance 

This section discusses procedures for maintaining the file system. 

4.5.1  Monitoring Performance and System Activity 

This section contains procedures to monitor system usage, performance, and activity.  This may include 
descriptions of system monitoring tools, the hours of peak demand, a list of system maintenance schedules, 
etc. 

4.5.2  Installing Programs and Operating System Updates 

This section includes procedures on how to install and test operating system updates.  Once tested, 
instructions are to be provided to move/install the operating system updates to the operational environment. 

4.5.3  Maintaining Audit Records of System Operation 

This section describes procedures for the setup and monitoring of the operating system and application audit 
trails. 

4.5.4 Maintenance Reports 

This section includes procedures to create and update maintenance reports. 

4.6  Security Procedures 

This section describes the process for obtaining identifications (IDs) and passwords.  It includes information 
concerning network access and confidentiality requirements. 

4.6.1  Issuing IDs and Passwords 

This section describes procedures for issuing IDs and passwords for operating systems and applications. 

4.6.2  License Agreements 

This section describes licensing agreements and procedures for ensuring that all licenses are current. 

4.7  Network Maintenance 

This section describes procedures to maintain and monitor the data communications network. 

4.7.1  LAN Design 

This section contains a layout of the network. 

4.7.2  Communications Equipment 

This section contains a layout of the telecommunications equipment. 

4.8  Inventory Management 

This section contains a complete hardware and software inventory to include make, model, version numbers, 
and serial numbers. 

4.8.1  Maintaining Hardware and Software Configurations 

This section describes procedures for maintaining the configuration information for the hardware and software 
actually installed. 
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44.8.2  Maintaining Floor Plans 

This section describes procedures for maintaining floor plans showing the location of all installed equipment 
and how to add/delete/modify the plans. 

4.8.3  Installing Software/Hardware (New, Upgrades) 

This section describes procedures for installing new or upgrading hardware and software. 

4.8.4  Maintaining Lists of Serial Numbers 

This section describes procedures for maintaining all serial number lists required at the site. 

4.8.5  Maintain Property Inventory 

This section describes procedures for maintaining a property inventory at the site. 

4.9  Training Backup Administrator 

This section describes how to train a backup administrator. 

4.10  End-User Support--Procedures for Support and Contract Information 

This section provides necessary end-user contract information and the procedures for providing end-user 
support. 

4.10.1  Escalation Procedures 

This section describes the formal escalation procedures to be used by System Administrators in response to 
priority user problem resolution requests. 

4.11  Documentation 

This section describes the documentation required of System Administrators as they perform system 
administration. 

4.11.1  Troubleshooting Issues 

This section describes how to conduct and document troubleshooting activities. 

4.12  Database Maintenance 

This section introduces the responsibilities as they relate to the database and software application 
maintenance. 

4.12.1  Database User/Group Access 

Describe who provides database access and the procedures for granting access. 

4.12.2  Adding/Deleting Users to Database 

Provide the responsible person who adds and deletes users to the database.  Include the procedures for 
adding/deleting users. 

4.12.3  Setting User Permissions for Database 

Provide the responsible person who sets the permissions for users on the database. 

4.12.4  Adding/Deleting Groups for Database 

Provide the procedures and responsible person for adding/deleting groups of individuals to the database. 

4.12.5  Re-indexing Database 

Provide the procedures and responsible person for re-indexing the database after changes have been made. 

4.12.6  Packing/Compressing Database 

Provide the procedures and responsible person for packing/compressing the database. 
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44.12.7  Data Entry/Modification/Deletion 

Provide the responsible person(s) who can make changes to the database.  Include procedures for data entry, 
modifying, and deleting information from the database. 

4.12.8  Database Reporting 

Provide the responsible person(s) for database reporting.  Include what reports are generated, time frames, 
due dates and storage of the reports. 

4.12.9  Database Backup and Restore 

Provide the person(s) responsible for performing database backup.  This information should also be included in 
the Contingency Plan.  Include procedures to follow if the database needed to be restored. 

4.13  Application Maintenance 

4.13.1  Application User/Group Access 

Describe who provides application access and the procedures for granting access. 

4.13.2  Adding/Deleting Application users 

Provide the responsible person who adds and deletes users to the application.  Include the procedures for 
adding/deleting users. 

4.13.3  Setting User Application Permissions 

Provide the responsible person who sets the permissions for users of the application. 

4.13.4  Adding/Deleting Application Groups 

Provide the procedures and responsible person for adding/deleting application groups. 

4.13.5  Procedures to Start and Stop the Application 

Provide who has responsibility to start and stop the application.  Include a rationale for stopping the 
application, and the steps to take to restart after identified problems are corrected. 

4.13.6  Application Flow Chart 

Provide a flow chart depicting how the information moves from the application to the database. 

4.13.7  Description of Major Program or Sub-program Modules 

Describe the processes within the application or module.  If more than one module is operating for this system, 
describe each module. 
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TTRAINING PLAN 

EXECUTIVE SUMMARY 

The Training Plan (PT) defines the support activities, schedules, curriculum, methods and tools and the 
equipment required for the system training. PT is prepared either as a separate, or as part of the Project Plan, 
document and also covers the coordination of training schedules, reservation of the personnel and facilities, 
planning for training needs and other training-related tasks. 

1.0  INTRODUCTION 

1.1  Purpose 

The purpose of PT should be provided here (Similar text as the Executive Summary, above, can be used.)  

1.2  System Overview 

Provide an overview of the system as follows: 

Responsible Organization 
General Description 
Category, Code and Name/Title 
Environment or special conditions 
Operational Status ( D/M/E or O&M) 
System Architecture --in non-technical terms-- (e.g., client/server, web-based, etc.) 
Training Prerequisites –brief-- for each type of training mentioned in the PT document. 

1.3  Project References 

Provide a list of references that were used in preparation of this document. This should, at a minimum, include 
the Project Plan, FRD, SDD, CP, Test Plan, and the IP documents. 

1.4  Points of Contact 

List the organization name/code and title of key points of contact (POCs) for system development. This list 
should include –if applicable-- such POCs as the Project Lead, Program Manager, QA Manager, Security 
Manager, Training Coordinator, and the Training Representative(s). For each POC, provide the following: 

Type 
Name 
Department 
Telephone Number 
E-mail address (if applicable) 

1.5  Glossary 

Supply a glossary of all terms and abbreviations used in this document. If the glossary is several pages in 
length, it may be included as an appendix. 

2.0  REQUIREMENTS TRACEABILITY OPTIONAL 

If applicable, present the RVTM (from the previously developed FRD document) that lists the users’ 
requirements and traces how they are addressed in the SDD, TP and PT. Cross-reference the users’ 
requirements and training needs in the appropriate sections of the PT. 

The RVTM may be broken into segments. For example, provide a separate matrix of the PT sections that trace 
to particular sections in the FRD, SDD and the SOW. 

3.0  TRAINING PREREQUISITES 

3.1  Target Audience(s) 

Discuss the training course’s target audience(s). This may span a wide spectrum ranging from the data entry 
and clerical staff members on one end to highly specialized professionals (users, technical, IT and non-IT 
managers and executives) at the other. The tasks that must be taught to meet objectives successfully and the 
skills that must be learned to accomplish those tasks should be described here. Also in this section, the 
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training needs for each target audience, as well as the needs in terms of staff location groupings such 
headquarters and field offices, can be presented 

33.2  Tailored Training Approach 

Present the approach used to develop specialized course curriculum tailored to each target audience needs 
and ensure quality training products. This description should include the methodology used to analyze training 
requirements in terms of performance objectives and to develop course objectives that ensure appropriate 
instruction for each target group.  The topics or subjects on which the training must be conducted should be 
listed or identified. 

3.3  Issues and Recommendations 

All current and foreseeable issues surrounding training should gain visibility. Recommendations for resolving 
each issue and constraints and limitations should also be thoroughly discussed here. 

4.0  TRAINING APPROACH 

4.1  Methodology 

Describe the training methods to be used in the proposed courses; these methods should relate to the needs 
and skills identified in 3.1 above, and should take into account such factors as course objectives, the target 
audience, media characteristics, training setting criteria and costs. The materials for chosen training approach, 
such as course outlines, audiovisual aids, instructor and student guides, student workbooks, examinations and 
reference manuals should be listed or discussed in this section. 

4.2  Tools 

These techniques may include computer-based instruction, self-paced written manual, peer training, hands-on 
practical sessions, classroom lectures or any combination of the above. 

4.3  Database 

If applicable, identify and discuss the training database and its usage during the training. Describe the 
simulated production data related to various training scenarios and cases developed for instructional 
purposes. Also explain how the training database will be developed. 

5.0  TRAINING RESOURCES 

5.1  Course Administration 

Describe the methods used to administer the training, including the procedures for class enrollment, student 
release, reporting of academic progress, course completion and certification, monitoring of the training 
program, training records management and security, as required. 

5.2  Resources and Facilities 

Elaborate on the training resources required by instructors and students, including classroom, training, and 
laboratory facilities; equipment such as an overhead projector, projection screen, flipchart or visual aids panel 
with markers, and computer and printer workstations; and materials such as memo pads and pencils, 
diskettes, viewgraphs and slides. Information contained in this section can be generic in nature and can apply 
to all courses. Specific course information and special needs may be itemized here or in paragraph 6.0 below. 

5.3  Schedules 

Prepare a training schedule to include the following information: 

Identification and the development time-line of course content and materials 
Planned training dates 
Post training reporting 
Names of students 
Names of instructor 
Location of session 

The schedule should be as comprehensive as possible; however, the schedule may be revised at later points in 
the project lifecycle. In the final version of the PT, actual course schedules by location should be included. 
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55.4  Future Training 

Discuss the scheduled training modifications and improvements.  This information can include periodic 
updating of course contents, planned modifications to training environments, retraining of employees, and 
other predicted changes.  Indicate procedures for requesting and developing additional training. 

6.0  TRAINING CURRICULUM 

For each course, provide descriptions of the course components. Subsections of this section, should be 
created for each course. 

Each course may comprise one or more modules.  A course description should be developed for each module.  
At a minimum, each course description should include the course/module name; the length of time the 
course/module will take; the expected class size (minimum, maximum, optimal); the target audience; course 
objectives; module content/syllabus; specific training resources required, such as devices, aids, equipment, 
materials, and media to be used; and any special student prerequisites.  The course description could also 
include information on instructor-to-student ratio, total number of students to be trained, estimated number of 
classes, location of classes, and testing methods. 

In lieu of the all above, the course description(s) from the vendor can be attached here. 

7.0  EVALUATION 

7.1  Metrics 

Outline the metrics that will be captured and how they will be captured. Examples of some of the metrics that 
should be tracked include: 

Total Staff 
Duration (estimated versus actual) 
Number of Attendees (estimated versus actual) 
Percent of Total Attended 
Percent of Estimated Attended 
………………. 

7.2  Strategy 

Describe how feedback will be elicited to establish and maintain the curriculum development process’s quality. 
Include methods used to test and evaluate the training effectiveness, evaluate student progress and 
performance and apply feedback to modify or enhance the course materials and structure. 

One feedback collection mechanism could be that of a course or instructor evaluation form (completed for 
each course/module). This form should capture –at the minimum-- the trainee(s)’ reaction on the following: 

Adequacy of the Facilities; 
Appropriateness of Objectives; 
Effectiveness of Course Training Materials; 
instructor(s)’ Effectiveness; 
Participant Suggestions and Comments; 
Scope and Relevance of the Course or Module; 
Stronger/Weaker Course Features; 
Timing/Length of the Course or Module; and 
Usefulness of Assignments and Materials.  
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UUSERS’ MANUAL 

EXECUTIVE SUMMARY 

The Users’ Manual (UM) document provides the information necessary for the users to effectively use a 
system. It contains description of the system functions and capabilities, contingencies and alternate modes of 
operation, and step-by-step procedures for system access and usage. 

1.0  INTRODUCTION 

1.1  Purpose 

The purpose of UM should be provided here (Similar text as the Executive Summary, above, can be used.) 

1.2  Authorization 

Provide a warning regarding the unauthorized usage of the system and making unauthorized copies of data, 
software, reports and documents. If the usage waivers or copy permissions need to be obtained, describe the 
process. 

1.3  Project References 

Provide a list of references that were used in preparation of this document. This should, at a minimum, include 
the FRD, SDD, CMP and the QAP documents. 

1.4  Points of Contact 

List the organization name/code and title of key points of contact (POCs) including –if applicable-- the POCs for 
Development/Maintenance, Help Desk, and Operations. For each POC, provide the following: 

Type 
Name 
Department 
Telephone Number 
E-mail address (if applicable) 

1.5  Glossary 

Supply a glossary of all terms and abbreviations used in this document. 

2.0  SYSTEM SUMMARY 

Provide a general system overview written in non-technical terminology. The summary should outline the uses 
of the system in supporting the activities of the users and staff. 

2.1  System Configuration 

Briefly describe, and depict graphically, the equipment, communications and networks used by the system.  
Include the type of computer input and output devices. 

2.2  Data Flows 

Briefly describe, or depict graphically, the overall flow of data in the system.  Include a user-oriented 
description of the method used to store and maintain data. 

2.3  User Access Levels 

Describe the different users and/or user groups and the restrictions placed on system accessibility or usage 
for each. 

2.4  Contingencies and Alternate Modes of Operation 

On a high level, explain the continuity of operations in the event of emergency, disaster or accident.  Explain 
what the effect of degraded performance will have on the users. 
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33.0  GETTING STARTED 

Provide a general walkthrough from initiation through exit. The logical presentation of the information should 
enable the functional personnel to understand the sequence and flow of the system. Use screen prints to 
depict examples of text under each heading. 

3.1  Logging In & Out 

Describe the procedures necessary to access the system, including how to get a user ID and log on.  If 
applicable, identify job request forms or control statements and the input, frequency, reason, origin and 
medium for each type of output. Detailed procedures for changing a user ID and/or password and the actions 
necessary to properly exit the system, must also be included here. 

3.2  System Menu 

Discuss, in general terms, the very first system menu that a user will see, as well as the navigation paths to 
functions noted on the screen.  Each function should be under a separate section header, 3.2.1 - 3.2.x. 

3.2.x  [System Function Name] 

Provide a function name and identifier here for reference in the remainder of the subsection. Describe the 
function and pathway of the menu item and include the following, as appropriate: 

Purpose and uses of the function 
Initialization of the function, if applicable 
Execution options associated with this function 
An average response time to use the function 
Description of function inputs: 

Title and description of each input, including graphic depictions of display screens 
Purpose and use of the inputs 
Input medium 
Limitations and restrictions 
Format and content on inputs, and a descriptive table of all allowable values for the inputs 
Sequencing of inputs 
Special instructions 
Relationship of inputs to outputs 
Examples 

Description of expected outputs and results: 
Description of results, using graphics, text, and tables 
Form in which the results will appear 
Output form and content 
Report generation 
Instructions on the use of outputs 
Restrictions on the use of outputs, such as those mandated by Privacy Act and Computer Security Act 
restrictions 
Relationship of outputs to inputs 
Function-specific error messages 
Function-specific or context-sensitive help messages associated with this function 

Relationship to other functions 
Summary of function operation. 

4.0  ON-LINE USAGE 

Provide a detailed description of system functions.  Each function should be under a separate section headers: 
4.1 - 4.x, and correspond sequentially to the system functions listed in subsections 3.2.1 - 3.2.x.  
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44.x  [System Function Name] 

Provide a function name and identifier here for reference in the remainder of the subsection. Describe the 
function in detail and depict graphically. Include screen captures and descriptive narrative. 

4.2  Instructions for Error Correction 

Describe all recovery and error correction procedures, including error conditions that may be generated and 
corrective actions that may need to be taken. 

4.3  Caveats and Exceptions 

If there are special actions the user must take to insure that data is properly saved or that some other function 
executes properly, describe them here (Include screen captures and descriptive narratives, if applicable.) 

5.0  BATCH USAGE 

Provide a detailed description of system functions. Each function should be under a separate section headers: 
5.1 - 5.x, and correspond sequentially to the system functions listed in subsections 3.2.1 - 3.2.x. 

5.x  [System Function Name] 

Provide a function name and identifier here for reference in the remainder of the subsection. Describe the 
function in detail and depict graphically. Include screen captures and descriptive narrative. 

5.2  Instructions for Error Correction 

Describe all recovery and error correction procedures, including error conditions that may be generated and 
corrective actions that may need to be taken. 

5.3  Caveats and Exceptions 

If there are special actions the user must take to insure that data is properly saved or that some other function 
executes properly, describe them here (Include screen captures and descriptive narratives, if applicable.) 

5.4  Input Procedures and Expected Output 

Prepare a detailed series of instructions (in non technical terms) describing the procedures the user will need 
to follow to use the system. The following information should be included in these instructions: 

Detailed procedures to initiate system operation, including identification of job request forms or control 
statements and the input’s frequency, reason, origin and medium for each type of output 
Illustrations of input formats 
Descriptions of input preparation rules 
Descriptions of the output procedures identifying formats and specifying the output’s purpose, frequency, 
options, media and location 
Identification of all codes and abbreviations used in the system’s output. 

6.0  QUERIES 

Discuss the query and retrieval capabilities of the system. The instructions necessary for recognition, 
preparation and processing of a query applicable to a database should be explained in detail. Use screen 
prints to depict examples of text under each heading. 

6.1  Capabilities 

Describe or illustrate the system’s pre-programmed and ad hoc query capabilities. Include query name or code 
the user would invoke to execute the query and the query parameters (if applicable.) 

6.2  Procedures 

Develop detailed descriptions of the procedures necessary for file query including the parameters of the query 
and the sequenced control instructions to extract query requests from the database. 

7.0  REPORTS 

Present all standard reports that can be generated by the system or internal to the user. Use screen prints as 
needed to depict examples of text under each heading. 
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77.1  Capabilities 

Describe all reports available to the end user. Include report format and the meaning of each field shown on 
the report. If user is creating ad hoc reports with special formats, describe here. A separate subsection may be 
used for each report. 

7.2  Procedures 

Provide instructions for executing and printing the different reports available. Include descriptions of output 
procedures identifying output formats and specifying the output’s purpose, frequency, options, media, and 
location. 
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CCONTINGENCY PLAN 

EXECUTIVE SUMMARY 

By definition, a Contingency Plan (CP) is: “A plan involving suitable backups, immediate actions and longer 
term measures for responding to emergencies such as attacks or accidental disasters. Contingency plans are 
part of the business resumption planning.” 

The process of developing a CP involves convening a team representing all sectors of the organization, 
identifying critical resources and functions and establishing a plan for recovery based on how long the 
enterprise can function without specific functions. Being a “living” document, the CP must be documented and 
tested until it works effectively. 

Preparation for handling contingencies/disasters is known by contingency planning, though it has other names 
like: disaster recovery, business continuity, continuity of operations (CoOp), or business resumption, planning. 

1.0  INTRODUCTION 

1.1  Purpose & Scope 

OMB A-130 mandates the preparation of plans for general support systems and major applications to ensure 
the continuity of operations. 

This CP which is intended to address the major applications part of the OMB requirements, identifies the 
critical business functions needed to ensure the availability of essential services and programs, as well as the 
plan for post-disaster recovery (i.e., which applications should be restored first). 

1.2  System Overview 

Describe the basic functions and outputs of the system. Continue by detailing the systems’ or process 
specifics: 

Current Platform or Technology – Include hardware, software and networking information; 
Interfaces with Other Systems; 
Critical Processes and Outputs – Include reports and other outputs; and 
Key Contact Information for the personnel who have system/process responsibility and have a good 
working knowledge of the system: 

Area of Expertise/Specialty 
Name 
Department 
Telephone Number and/or E-mail address (if available) 

1.3  Assumptions 

A CP is based on several categories of assumptions. Most can be established only after the completion of a 
risk assessment (reference the Security Risk Assessment document here.)  The entire list of assumptions for 
inclusion in the document cannot be completed until well along in the planning cycle. Included in the set of 
assumptions should be the following: 

Nature of the Problem 
Priorities 
Commitments to or Assumptions of Support. 

1.4  Contingency Plan’s Objectives 

1.4.1  Risks of Failure 

Discuss the risk of failure. Include a copy of the risk rating form or other risk evaluation documentation. 
Describe the risk and how would it impact the organization. 

1.4.2  Risk of Contingency Plan 

Describe what the risks are involved with using the chosen CP and how it might impact the organization. 
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11.4.3  Desired Outcomes 

Present the desired outcomes in terms of output and level of service? How long do we plan to operate under 
the contingency mode? 

1.4.4  Potential Impact 

Describe the anticipated impact on the organization in lower service or functional levels. This should include 
descriptions of potential impact in terms of financial, customers and good will costs. 

1.5  Glossary 

Supply a glossary of all terms and abbreviations used in this document. 

2.0  CP STRATEGY 

Selection of a meaningful CP strategy must always follow the risk assessment. Until the risk assessment is 
completed, it is hard to know the criticality of the systems that must be maintained and the demands for the 
resources necessary for such support. 

2.1  Identify Resources 

The CP needs to be developed by a team representing every single functional area of an organization. If the 
organization is large enough, a formal project needs to be established, which must have approval and support 
from the very top of the enterprise. For each resource, provide the following estimates: 

Time – Required to implement the plan. Remember the approval processing time for necessary spending 
authorization and procurement processing. 
Cost – This is the plan's budget for the cost of equipment, supplies, services, staff overtime etc. 

2.2  Prepare Incidents List 

Assuming that the risk assessments are completed, and based on the results, one of the first CP tasks to be 
undertaken is to prepare a comprehensive list of the potentially serious incidents that could affect the normal 
operations of the business. This list should include all the possible incidents no matter how remote the 
likelihood of their occurrence appears to be.  

2.3  Weigh Individual Incidents 

Against each item listed the project team or manager should note a probability rating. Each incident should 
also be rated for potential impact severity level. From this information, it will become much easier to frame the 
plan in the context of the real needs of the organization. 

3.0  CP IMPLEMENTATION 

Once the assessment stage has been completed, the structure of the plan can be established. The plan will 
contain a range of milestones to move the organization from its disrupted status towards a return to normal 
operations.  

The first major milestone is the process dealing with the immediate aftermath of the disaster. This may involve 
the emergency services or other specialists who are trained to deal with extreme situations. The next stage is 
to determine which critical business functions need to be resumed and in what order. The CP should be 
detailed, and identify key individuals who should be familiar with their duties under the plan. 

3.1  Implementation Criteria 

Describe the basic criteria for implementing the CP. What will be the situation that prompts the decision to 
implement? 

3.2  Trigger Events 

Identify the date or specific failure that will trigger the CP implementation. You may want to describe the 
various scenarios that could lead to a trigger event. 
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33.3  Responsibilities 

Who is responsible for making the implementation decisions? If you have a clearly documented trigger event 
this could be whoever is on duty at the time the event happens. 

3.4  Duration 

What is the estimated length of time that contingency operations will cover? 

4.0  OPERATION & MANAGEMENT UNDER CONTINGENCY 

4.1  People 

Humans are the most critical elements in the recovery from damaging losses. To the degree necessary, 
describe the personnel structure that will be used to ensure smooth operations under contingency plan: 

Decision Makers who will make decisions to implement, change or discontinue the contingency; 
Support Personnel who will be used to implement and operate processes under the plan. 

4.2  Roles and Responsibilities 

Provide details on what each team will do what under the plan: 

Emergency Response Teams;  
Contingency Operations Teams. 

4.3  Notification Procedures 

Discuss the plan to notify the staff of the CP implementation. Given the possibility of telecommunication 
disruptions, you may want to have an automatic response (in the event the phones go dead or the power goes 
out) or have teams standing by at critical times and dates. 

4.4  Records Management Procedures 

Describe how you plan to manage records issues. Consider reports and data dumps that will be useful in the 
recovery phase. 

4.5  Data Security Procedures 

Describe the processes to be employed to ensure data security, recovery, integrity and confidentiality. CPs may 
open the door to significant security issues. Review systems security and access rights, data integrity 
assurance procedures and records confidentiality procedures. 

5.0  RETURNING TO NORMAL OPERATIONS 

Elaborate on how you will determine that it is time to discontinue the contingency mode and return to the 
normal operation mode. 

5.1  Criteria 

Describe the conditions or events that would lead to returning to normal operating mode. This should include 
certification that the system or process is functioning normally. 

5.2  Procedures 

Describe the detailed procedures required to return to normal operating mode.  

5.3  Recovery Processes 

Describe the process, requirements and the steps to be taken to recover data and bring the processes bask to 
normal.  Be as specific as necessary. 

5.4  Points of Contact/Notifications 

List key personnel with responsibility for returning the system/process to its normal operating mode: 

Decision-Makers for continue-return decisions; 
Operational Personnel that will be needed to return to normal operations; 
Business Recovery Team that will lead the process of resuming normal operations (after contingency); 
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Business Partners (internal and external) that will be involved in resuming normal operations.  

66.0  TRAINING & TESTING 

Training may include desktop exercises and rehearsals to ensure the smooth implementation of the CP. 
Testing is used to validate the CP’s capabilities. Provide specifics for the following:  

Contingency Team Training – Will they need to be trained on new or different processes? Will they need to 
practice manual operation scripts? Will you include a drill? 
Recovery Team Training required for the team that will bring processes back on line; 
Testing Requirements and Procedures. For ensuring the completeness of the CP (include test scripts and 
other detailed testing procedures); 
Training & Testing Schedules (including timelines) to ensure readiness of both staff and the CP prior to 
implementation. 

7.0  CP MAINTENANCE 

The CP must always be kept up to date and applicable to current business circumstances. This means that any 
changes to the business process or changes to the relative importance of each part of the business process 
must be properly reflected within the CP. 

Someone must be assigned the full responsibility for ensuring that the CP is maintained and updated regularly 
and should therefore ensure that information concerning changes to the business process is properly 
communicated.  

Any changes or amendments made to the CP must be fully [re]tested. Personnel should also be kept abreast of 
such changes in so far as they affect their duties and responsibilities. 
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TTEST ANALYSIS REPORT 

EXECUTIVE SUMMARY 

According to the FAS’ verification and validation (V&V) plan document, a Test is: 

“… the act of using real or simulated inputs to show that a product satisfies its requirements and, if it does not, 
to identify the specific differences between the expected and actual results.” 

It further recognizes several levels/stages of testing, namely:   

Component Testing 
Integration Testing 
System Testing 
Acceptance Testing 

The Test Analysis Report (RT) records results of the tests --at any level--, presents the capabilities and 
deficiencies for review and provides the means for assessing the progression to the next stage of development 
and/or testing. 

1.0  OVERVIEW 

1.1  Purpose 

The RT documents the results of system testing and provides a basis for assigning responsibility for deficiency 
correction and follow-up. 

1.2  Background 

Provide a description of history and other background leading up to the current round of testing. Identify the 
user organizations and the location where the testing took place. Describe any prior testing and note the 
results that may have affected this testing. 

1.3  Scope 

Present the testing scope. Note the: 

Functionality/Features/Behavior that were tested 
Functionality/Features/Behavior that were not tested. 

1.4  Project References 

Provide a list of documents and guidance material that were referenced and/or used during the course of 
testing. This should, at a minimum, include the FRD (RVTM,) OM, MM, UM, and the Test Plan documents. 

1.5  Limitations and Constraints 

Detail any business, product line or technical constraints that impacted the conduct of the testing. Also, 
identify limitations that were imposed on the testing, whether due to lack of specialized test equipment, or of 
time or resources. Indicate the steps that were taken to reduce the impact of such limitations(s). 

1.6  Glossary 

Provide definitions for terms and acronyms used in the TP document. 

2.0  TEST ANALYSIS 

Identify the tests being conducted and provide a brief description of each. Each test in this section should be 
under a separate section header (Generate new sections as necessary for each test from 2.2  - 2.x.) 

2.1  Security Considerations 

Detail the security requirements that have been built into the system and verified during the acceptance 
testing. Identify and describe security issues or weaknesses that were discovered as a result of testing. 
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22.x  [Test Identifier] 

The tests in sections 2.2 through 2.x of this RT should correspond to the tests described in sections 3.1 
through 3.x of the Test Plan document. 

Provide a test name and identifier for reference in the remainder of the section. Identify the functions that 
were tested and are the results of which are being reported. Include the following information when recording 
the results of a test: 

Name and version number of the application or document that was tested; 
Identification of the input data used in the test (e.g., file ID); 
Identification of the hardware and operating systems on which the test was run; 
Time, date and location of the test; 
Names, work areas, email addresses and phone numbers of personnel involved in the test; 
Identification of the output (e.g., file ID) data, with detailed descriptions of any deviations from the 
expected outcome. 

2.x.1  Expected Outcome 

Describe or illustrate the expected test result of the test. 

2.x.2  Functional Capability 

Describe the capability to perform the function as it has been demonstrated.  Assess the manner in which the 
test environment may be different from the operational environment and the effect of this difference on the 
capability. 

2.x.3  Performance 

Quantitatively compare the performance characteristics of the system with the FRD requirements. 

2.x.4  Deviations 

Describe any deviations from the original V&V and Test Plan that occurred during the test. List reasons for the 
deviations. 

3.0  CONCLUSION 

3.1  Demonstrated Capability 

Provide a general statement of the system’s capability as demonstrated by the test, compared with the FRD 
requirements and security considerations. An individual discussion of conformance with specific requirements 
must be cited. 

3.2  System Deficiencies 

Present an individual statement for each deficiency discovered during the testing. Accompany each deficiency 
with a discussion of the following: 

Names, work areas, email addresses and phone numbers of development area personnel who were 
informed about the deviations; 
Date the developers were informed about the potential problem; 
Date the new version was reissued; 
If the deficiency is not corrected, the consequences to operation of the system; 
If the deficiency is corrected, the responsible organization and a description of the correction (path #, 
version, etc.) 

3.3  Recommended Improvements 

Provide a detailed description of any recommendation discovered during the testing that could improve the 
system, its performance or its related procedures. If an additional functionality is seen as a potential 
improvement for the user, but is outside the FRD, it should be included here.  Provide a priority ranking of each 
recommended improvement relative to all suggested improvements for the system. 
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33.4  System Acceptance 

State whether the testing has shown that the system is ready for release to the production environment. 
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PPOST-IMPLEMENTATION REVIEW 

EXECUTIVE SUMMARY 

A Post-Implementation Review (PIR) is an assessment and review of the completed working solution. It will be 
performed after a period of live running. In simple terms, it asks the question ”did we achieve the benefits set 
out in the business case?” and proceeds by answering the question along with presenting outlooks for future 
endeavors based on lessons-learned from the freshly-implemented system. 

Therefore, it is imperative to use the review findings constructively not just for the benefit of this project, but as 
importantly, the lessons-learned for the future projects. 

A PIR should be scheduled some time after the solution has been deployed. Typical periods range from 6 
weeks to 6 months, or until at least one full processing and reporting cycle has been completed. It should not 
be performed while the initial snags are still being dealt with or while users are still being trained, coached and 
generally getting used to its operation. 

The PIR should be timed to allow the final improvements to be made in order to generate optimum benefit 
from the solution. There is no point in waiting too long as the results are intended to generate that final benefit 
for the organization and team. 

1.0  OVERVIEW 

1.1  Purpose 

There are three purposes for a PIR: 

To ascertain the degree of success from the project, in particular, the extent to which it met its objectives, 
delivered the planned levels of benefit and addressed the specific requirements;  
To examine the efficacy of all elements of this working solution to see if further improvements can be 
made to optimize the delivered benefits; and  
To learn lessons from this project, lessons which can be used by the team members and by the 
organization to improve future working and solutions. 

1.2  Background 

Provide the following background information for the system leading up to its current implementation: 

Project Name 
Project Summary 
Name of Responder – Enter the name of the person completing the survey (PIR)   
Responder’s Project Role – Common roles include: 

Business Analyst 
Developer 
Project Manager 
Project Team Member 
Sponsor 
Stakeholder 
Technical Analyst 
Tester 
User 

2.0  PIR PARAMETERS 

2.1  Schedule 

In regards with the implementation’s timeliness and the scheduling, the PIR responder should answer the 
following questions: 

Did the project remain on schedule? 
What helped the project remain on schedule? 
What prevented the project from remaining on schedule?  
What strategies were used to help the project stay on schedule? 
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22.2  Costs 

In regards with the implementation’s cost-effectiveness, the PIR responder should answer the following 
questions: 

Did the project remain within predicted budget?   
If the project came in under budget, how were savings made?   
If the project ran over budget, why did this happen? 

2.3  Goals & Objectives 

In regards with the implementation’s goals, the PIR responder should answer the following questions: 

What were the major goals & objectives of this project? 
Did the project deliverables align with these goals and objectives?  
Did project outcomes help meet the goals and objectives?  
If not, why did the project vary from the objectives? 

2.4  Requirements & Functionality 

In respect to the implemented system’s capability to meet the stated requirements and functionality, the PIR 
responder should answer the following questions: 

Was the functionality promised as part of this project delivered at the end of the project? 
What was not delivered and what might have caused this? 
Were service requirements met upon project completion? 
If requirements were not met, what caused this? 
Does the system work as intended? 

2.5  Benefits 

In respect to the implemented system’s providing of the perceived/expected benefits, the PIR responder 
should answer the following questions: 

Do the projected benefits match the actual benefits?  
Are there intangible benefits because of this project? 

 

3.0  FINDINGS & CONCLUSION 

3.1  Lessons Learned 

The PIR responder should answer the following questions: 

Overall, was the project a success? 
What was done really well? 
What could have been done better? 
What recommendations would you make for future project application? 
What would you do differently if you could do it over again? 
What have you learned that can be applied to future projects? 

3.2  Recommendations 

The PIR responder should answer the following questions: 

Do you have any advice for future projects? 
Did this project uncover or prove any Best Practices? 

3.3  Next Steps 

The findings and recommendations will be presented to: 

Solution's Business Owners,  
Leading Participants in the project, and  
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Other Parties who may be concerned with the results.  

Specific actions should be proposed to address any further recommended work. This might be handled in 
several different ways, for example: 

As routine support and maintenance,  
As remedial work to be performed by the original project team,  
For line management to address through user education and procedures etc,  
As further phases of development involving new projects. 
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DDISPOSITION PLAN 

EXECUTIVE SUMMARY 

to an information system from all computer operating platforms and notification of other offices who keep 
records of computer applications that a system has been disposed. 

The objectives of the DP, therefore, are to end the operation or the system in a planned, orderly manner to 
ensure that system components and data are properly archived or incorporated into other systems. At the end 
of this task, the system will no longer exist as an independent entity.  

The software, hardware and data of the current system are disposed of in accordance with organization needs 
and pertinent laws and regulations. The DP, however, may not include the removal of information systems from 
the software libraries used for software reuse and sharing. 

The procedure for the DP guidelines is initiated by the Chief Information Officer (CIO) for adoption by all FAS 
organizations that may be involved in a system disposition. 

1.0 OVERVIEW 

1.1 Purpose & Scope 

The DP procedures establish the processes for orderly disposition of both classified and unclassified 
information systems, regardless of software platform or size. 

Define decommissioning and disposing of the candidate system, equipment and support functions.  Prescribe 
criteria that must be addressed by government and government contractors supporting these systems.  Also 
provide guidelines for the disposal notification process. 

1.2  Assumptions 

List all the assumptions that have been made in developing this DP. 

1.3  Points of Contact 

Identify your points of contact (POCs). Provide the name of the responsible organization and staff (and 
alternatives, if applicable) who serve as the system disposal POCs. Also identify the roles for the government 
and industry partner key contacts. 

1.4  Project References 

Present the key project references and/or deliverables that have been produced before this point in the project 
development.  These documents may have been produced in a previous development life cycle that resulted in 
the initial version or subsequent enhancement efforts of the system, or reference material for the development 
of this DP. 

1.5  Glossary 

Provide definitions for terms and acronyms used in the DP document. 

2.0  SYSTEM DISPOSITION 

2.1  Notifications 

Describe the plan for notifying known users of the candidate system’s shutting down, and other affected 
parties, such as those responsible for other interfacing systems and the operations staff involved in running 
the system. 

2.2  Data 

Discuss the plan for archiving, deleting or transferring to other systems, the disposal candidate system’s data 
files and their related documentation. 

2.3  Software 

Present the plan for archiving, deleting or transferring to other systems, the disposal candidate system’s 
software library files and their related documentation. 
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22.4  System Documentation 

Provide the plan for archiving, deleting or transferring to other systems, the disposal candidate system’s 
hardcopy and softcopy systems and user documentations. 

2.5  Equipment 

Detail the plan for archiving, salvaging or transferring to other systems, the disposal candidate system’s 
hardware and other equipments. 

3.0  PROJECT SHUTDOWN 

3.1  Staff 

Elaborate on how you plan to notify the project team members of the shutdown of the system, and the transfer 
of these team members to other projects. 

3.2  Project Activities 

Describe the plan for archiving, deleting, or transferring to other projects, the project activity records for the 
project that has been maintaining the disposal candidate system. 

3.3  Facilities 

Present the plan for transferring or disposing of facilities used by the disposal candidate system’s staff. 
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INTRODUCTION TO THE PMP TEMPLATE DOCUMENT

 
Project management provides an integrated framework for project organization, planning, execution, and 
control, and is designed to:

Ensure the timely and cost-effective production of all the end-products;
Maintain acceptable standards of quality; and
Ensure the organization achieves its projected return on investment.

This Project Management Plan (PMP) Template is the reference document for each project to use in 
creating a specific PMP and is in support of FAS OCIO Systems Development Lifecycle (SDLC).

AUDIENCE

Any stakeholder of the project, who need to know the project plan, and/or expected out comes, or who 
may be affected by the project; such as Project Managers, Customers, and Contractors/Vendors may be
benefited from this document.

HOW THIS PMP TEMPLATE SHOULD BE USED

This PMP Template should be used as a guide for creating a project unique PMP. This document is 
subject to tailoring to accommodate project specific needs. All parts of this document may not apply to 
every project. However, if any part/section (and thereof) of this document is not applicable for a project or 
if one is tailoring any part/section of this PMP template; please provide the rational/justification as to why 
it was tailored or why any given part/section of this document was not applicable for this project.

This introductory page describes the purpose of this document (i.e., PMP template) and should be 
deleted when creating a project PMP.
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EEXECUTIVE SUMMARY 
Briefly define the intended audience and describe the scope of the plan. The scope of a PMP is the 
following:

Identify stakeholders, objectives, assumptions and constraints
Tailor the SDLC framework
Define the structure of the project organization 
Define the approach to integrate acquisition, engineering, quality assurance, configuration 
management, security, verification & validation
Create the project integrated master schedule 
Define the staffing profile
Define the management/technical infrastructure environments
Estimate the life cycle costs
Plan the System Verification & Validation
Identify Project Classification Schema (Size, Risk, and Class)
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11 OVERVIEW 
 

1.1 Purpose 

Describe the purpose, scope and objectives of the project. Explain how they fit within a broader vision of 
any overall program or product life cycle. Describe what is out of scope as well. Describe the business or 
system needs being satisfied by the project. Provide a reference to any requirements descriptions that 
drive this project, and expected outcomes

1.2 Background 

.

Describes why the project is important to the organization, its mission, and the capabilities the project will 
provide to the organization.  Include any background or history that is important to understanding the 
project.

1.3 Points of Contact 

Identify the key points of contact for the project management plan including the major stakeholders.

Role Stakeholder Name Phone Number Email
Division Director
Business-line Customer/ 
Sponsor
Government PM
Contractor PM
<others>

TABLE 1-1: POINTS OF CONTACT 

1.4 Project References 

Provide a list of documents and other sources of information referenced in the plan. Include for each the 
title, report number, date, author, and publishing organization. Include a reference for the authorizing 
document for this project, the Statement of Work or Marketing Requirements or Charter or whatever that 
might be for the organization.
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22 PROJECT ORGANIZATION 

2.1 Governance 

Describe the organization for the project, using the sections that follow. Include an organization chart that 

defines the Government key positions as well as the contractor positions.

Committee

Define the governance structure and any proposed changes for this project.  This will include committees 
(user groups, Integrated Product Teams (IPT), etc) and authorities that will be involved in the review and 
approval of work products for the project.

POC Role
IPT
CCB Approving/disapproving all 

SCRs/requirements for a system/project1

Approving the scope, SCRs/requirements,
budget, and schedule for all planned 
projects
Enforcing the various milestones related to 
the project date (e.g., Scope definition, code 
freezes, go/no-go decisions, etc.)
Establishing “One-Voice” communication 
and direction for the system/project with all 
key stakeholders

PMO
<others>

TABLE 2-1

2.2 Staffing Plan  

: GOVERNANCE 

Specify the numbers and types of personnel required for the Project.  Required skill levels, start times, 
duration of need, and methods for obtaining, training, retaining, rotation, and the phasing out of personnel 
should be specified. The roles assigned to team members should also be maintained as a part of the 
staffing plan.

2.3 Training Plan   

2.4 Project Team Roles and Responsibilities 

The Training Plan is developed and describes the training that is needed for the project team. In general, 
training may be required when a project team is using a new tool/technology or when a project team is 
unable to find resources with the required skills.  For the training plan, specify the set of skills needed, 
when those skills are needed, the skills for which training is required through formal ways (i.e. training 
programs etc.) and the skills that will be obtained through informal ways (i.e. on-the-job training, informal 
mentoring etc.).  The training could be Role based or Project based. The mechanism for assessing the 
training effectiveness should be mentioned in the plan as well as tracking the training details (who, when, 
mechanism, etc.).

The following section defines the specific roles and responsibilities of both the government and 
Contractor personnel supporting each project.  It is recognized that for many projects, the same person 
may fulfill multiple roles.  For example, the FAS OCIO Division Director may also be the FAS OCIO 

1 It is expected that a specific criteria are defined for SCRs/requirements requiring CCB approval.  For SCRs/requirements 
not meeting these thresholds, the CCB Chairperson (or other person designated) acts in this role and approves the 
SCR/requirement (through a documented process).  A listing of these SCRs/requirements can then be provided to the CCB 
members as appropriate. 
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Project Manager.  However, these roles still exist.  Additionally, it doesn’t delineate every role that may 
exist on the Contractor Project Team.  It defines the key roles that typically exist.  
The following descriptions are general in nature and each project should tailor these descriptions as 
appropriate.

Role Responsibilities Name
Division Director Ensure that the project is following all applicable 

General Services Administration (GSA)/FAS/Federal 
rules and regulations and taking corrective action as 
necessary
Ensure that the project is meeting all applicable FAS 
Business Goals and Objectives
Establish the communication point between FAS 
OCIO, FAS Business Lines, the Contractor, and 
other Stakeholders
Support the FAS OCIO Project Manager in the day-
to-day operation of the Project

<name>

Develop a fully-integrated project schedule 
according to the SDLC  Project Schedule Template 
and establishing buy-in with all key stakeholders 
involved with the project

Government Project 
Manager

Monitor the progress of the schedule; take corrective 
action as appropriate; and communicate/coordinate
status with the other stakeholders as necessary
Work closely with the Contractor and the other FAS 
OCIO stakeholders to ensure that the objectives of 
the project are being met and take corrective action 
as appropriate
Ensure that all appropriate FAS OCIO processes 
and policies (e.g., Configuration Control Board 
(CCB), Configuration Management (CM), QA, 
Requirements Management, Security, Budget, 
Earned Value Management (EVM), etc.) are being 
followed by the project team
Ensure that decisions made by the CCB (e.g., 
scope, project dates, “freeze” dates, SCRs, etc.) are 
being supported by the various stakeholders and 
report any problems to the FAS OCIO Division 
Director
Work closely with the Contractor to ensure that all 
deliverables are meeting the objectives of the 
contract while meeting the quality standards of FAS 
OCIO
Work closely with the FAS OCIO Project Manager to 
ensure that the project is successfully meeting its 
objectives while fulfilling the terms of the 
contract/SOW

Contractor Project 
Manager

Work with the FAS OCIO Project Manager to 
develop a fully-integrated project schedule according 
to the SDLC Project Schedule Template; monitor the 
progress of this schedule; take corrective action as
appropriate; and communicate status
Develop deliverables as required by the SOW and 
ensure that these deliverables meet the Contractor 
and FAS OCIO quality standards; and are signed-off 
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Role Responsibilities Name
by the appropriate stakeholders
Ensure that all appropriate Contractor and FAS 
OCIO processes and policies (e.g., CCB, CM, QA, 
Requirements Management, Security, Budget, EVM, 
etc.) are being followed by the Contractor Project 
Team; and communicate known problems to the 
FAS OCIO Project Manager

Quality Assurance 
Team Lead

Help the project to ensure that the FAS OCIO quality 
standards are being met and appropriate processes 
are being followed
Provide guidance on  Lifecycle tailoring to ensure 
that the appropriate activities, reviews, and 
deliverables are included given the scope, schedule, 
constraints, and risks of the project
Verify that the approved processes are being 
followed for each project
Verify that required deliverables are being developed 
for each project
Support the CCB by providing required input to the 
CCB as requested, attend the various CCB 
meetings, and support any decisions made by the 
CCB

<name>

Work closely with the project team to ensure that the 
technical objectives and standards of the project are 
being met while following the appropriate FAS SDLC 
and supporting processes

Technical Team 
Leader

Work with the Project Manager to develop a fully 
integrated project schedule, monitor the progress of 
this schedule, and take corrective action as 
necessary.
Provide technical direction to the technical staff

<name>

Configuration 
Management Lead

Implement the CM Process in accordance with the 
project’s CM Plan

Support the CCB by providing required input to the 
CCB as requested, attend the various CCB 
meetings, and support any decisions made by the 
CCB

Ensure that baselines are established at the 
appropriate times during the project’s lifecycle and 
CI is under CM control

<name>

Test Lead Manage the activities of the test team to include 
create test plans; perform the various tests and 
report results; and produce required documentation
Work with the technical team throughout the entire 
lifecycle to the product meets the objectives and 
requirements of the project

<name>

Contractor Project 
Team

Support the Project Manager in the development of 
all project deliverables
Follow the SDLC and all approved processes (e.g., 
CM, QA, Test, Requirements Management, Risk 
Management, various reviews and walkthroughs, 
SCRs, etc.)
Follow the approved project schedule and inform the 
Project Manager of any discrepancies or anticipated 
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Role Responsibilities Name
problems in meeting the schedule
Provide the Project Manager with frequent 
communication on the status of their assigned work
Ensure that their work products meet the 
Contractor’s and FAS OCIO quality standards and  
accurately reflect the current requirements and
design of the system

Security Approve that the system meets all applicable 
GSA/Federal Security Policies
Provide input to the planning, requirements, and 
design of the project
Approve all security related deliverables including 
the Requirements Documents, Security Risk 
Assessment, System Security Plan, CM Plan, and 
Security Scanning Report 
Provide representation on the CCB, providing 
required information to the CCB as requested, and 
supporting any decisions made by the CCB

<name>

Requirements Lead Manages requirements gathering and creation of the 
requirements documents

Works with the project team to ensure these 
requirements are appropriately addressed 
throughout the entire lifecycle and updated as 
required

Acts as liaison between the business lines and the 
technical teams.

<name>

Others <definition> <name>

TABLE 2-2: PROJECT ROLES AND RESPONSIBILITIES 

22.5 Other FAS Stakeholders Roles and Responsibilities 

This section defines the major stakeholders for a project, their responsibility for the project, and the 
frequency of their involvement.  
 
2.5.1

The Business Lines are involved at defined stages and milestones throughout the lifecycle and are critical 
in the success of the project.  These stages may include requirements reviews, CDR, User Acceptance 
Test, and closing SCRs.  The business lines specific responsibilities include:

Business Lines 

Providing input to the scope of the project including the requirements and design

Defining the requirements/SCRs and providing them to the development team

Providing representation on the CCB, providing required information to the CCB as requested, 
and supporting any decisions made by the CCB

2.5.2

The Infrastructure Team (i.e., Applied Engineering) is involved throughout the entire lifecycle with 
frequent coordination points and status updates.   The Infrastructure Team’s specific responsibilities 
include:

Infrastructure 
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Providing all hosting functions including development, test, and operational environments

Working with the project team to ensure that their hosting requirements are adequately 
addressed given the constraints of the various environments

Working with the project team to develop appropriate Service Level Agreements (SLAs) and 
ensure that they are meeting the SLAs

Providing representation on the CCB, providing required information to the CCB as requested, 
and supporting any decisions made by the CCB

22.5.3

The Project Managers of the various projects that the system has an interface with, need to be involved 
throughout the entire lifecycle with frequent coordination points and status updates.  This helps to ensure 
that the interface is being adequately addressed in terms of requirements, schedule, priorities, design, 
and other related areas throughout the lifecycle.  The Interfacing Projects/Systems specific 
responsibilities include:

Interfacing Projects/Systems 

Working with the project team to ensure that the interface requirements are being met according 
to both project teams schedule and constraints.  This is especially important when one or both of 
the teams are undergoing a major enhancement to their system or interface

Supporting the CCB by providing required input to the CCB as requested, attending the various 
CCB meetings, and supporting any decisions made by the CCB
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33 MANAGERIAL PROCESS PLANS 
 

3.1 Assumptions and Constraints 

Describe the project management processes for the project. These sections may evolve over the project’s 
lifetime and only a subset of them may stay relevant; use elements accordingly. If there are documented 
processes that the project team is following, the plan may refer to the documented processes rather than 
reproducing them.

Describe assumptions on which the project is based and any constraints being imposed in areas.
Examples may include schedule, budget, resources, products to be reused, technology to be employed, 
products to be acquired, and interfaces to other systems/products. Include system dependencies that will 
affect this project. Answer Y/N whether the assumption/constraint is being tracked as a separate risk.

Assumptions and Constraints Impact to Plan Being Tracked as 
a Risk (Y/N)

TABLE 3-1: ASSUMPTIONS AND CONSTRAINTS 

3.2 Work Plan 

Describe the work activities, schedule, resources, and budget details for the project. Much of this content 
may be in included as part of the project schedule that are maintained as living documents supported by 
project planning and tracking tools. Include at a minimum, a list of key elements in the project work 
breakdown structure (WBS) and a description of those activities. If WBS is developed in elements other 
than “work activities,” adapt the descriptions to conform to those elements:

Work Activities – Specify (or refer to a location for) the work activities and their relationships 
depicted in a WBS. Decompose the structure to a low enough level to facilitate sound estimating, 
tracking and risk management. Work packages may be built for some or each of the elements of 
the WBS, detailing the approach, needed resources, duration, work products, acceptance criteria, 
predecessors and successors. The work activities for this project are as identified in the project 
schedule. An overview of the project schedule is included in the appendix of this document.

Schedule Allocation – Specify (or refer to a location for) the schedule for the project, showing 
sequencing and relationships between activities, milestones, and any special constraints.

Resource Allocation – Identify (or refer to a location for) all project team members and their 
roles. If this information is part of the project schedule, verify that each task is fully resource 
loaded and in a logical manner (e.g., no resource is more than 100% allocated; for resources that 
are not 100%, verify that they are working other projects; etc.) If this information is not contained 
within the project schedule, please use the following table:

Name Role Duration
Start Date End date

Name Tester

Others

TABLE 3-2: PROJECT MEMBERS AND ROLES 
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Budget Allocation – Define the location of the detailed budget information and verify that the 
budget meets the budget defined by FAS OCIO Planning and Architecture Division.

33.3 Risk Management Plan   

Describe or refer to existing processes that will be used to identify, analyze, build mitigation and 
contingency plans, and manage the risks associated with the project. Describe mechanisms for tracking 
the specific risks, the mitigation plans, and any contingency plans. Risk factors that should be considered 
when identifying the specific project risks include contractual risks, organization-related risks, 
technological risks, risks due to size and complexity of the product, risks in personnel acquisition and 
retention, risks in achieving customer acceptance of the product, and others specific to the context of the 
project. 
If a program level Risk Management Plan exists for this project, include the reference to the Risk 
Management Plan and define the location of the risk register for the project.

3.4 Issue Management 

The specific risks for this 
project, the mitigation actions, and the contingency plans are likely to be documented in another 
document that is a living record of the current risk information.

Discuss the resources, methods, and tools to be used for reporting, analyzing, prioritizing, and handling 
the project issues. Issues may include problems with staffing or managing the project, new risks that are 
detected, missing information, defects in work products, and other problems. Describe how the issues will 
be tracked and managed to closure. 

3.5 Control Plan 

If Issue Management is being addressed as part of the Risk Management Program, please state so.

Describe how the project will be monitored and controlled, using the following areas.  For all areas, if 
there exists another plan that defines this information (e.g., Program Level Plan, separate plan that 
covers the topic area, etc.), include the reference to the corresponding plan.  For any areas that are not 
applicable to this project, include a justification as to why the corresponding control plan is not needed.

Requirements Management – Describe or refer to existing processes that will be used for 
measuring, reporting, and controlling changes to the requirements such as: configuration 
management of the requirements, requirements traceability, impact analysis for proposed 
changes, and approving changes (such as a Change Control Board).

Schedule Control – Describe or refer to existing processes that will be used for monitoring and 
controlling the schedule, (e.g. EVM reporting,, milestones, activities, corrective actions upon 
serious deviation from the plan), frequency of status reporting by team members to the Project 
Manager (PM) and reporting by PM to the Program Manager and other relevant stakeholders, 
and what tools and methods will be used.

Budget Control – Describe or refer to existing processes that will be used for monitoring and 
controlling budget performance controlled. These processes will address how the actual cost will 
be tracked to the budgeted cost, how corrective actions will be implemented, at what intervals 
cost reporting will be done for both the project team and management, and what tools and 
techniques will be used. Include all costs of the project, including contract labor and support 
functions.

Reporting and Communication Plan – Describe or refer to existing processes/mechanisms, 
formats, frequencies and information flows that will be  used for communicating status of the 
project work, progress of the project, and other information as needed by the project. 

Quality Control – Describe or refer to existing processes/mechanisms that will be used for 
measuring and controlling the quality of the work processes and resulting work products. 
Mechanisms used may include verification and validation of the work products, joint reviews, 
audits and process assessments. 

Measurement Plan – Describe how the project measures will be selected (may be a project team 
effort, based on key issues faced by the project; may be set by external requirements; may be 
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organization standards). Describe how the measures will be collected, analyzed, reported, and 
used. Include any performance measures that will be used to assess the business impact of this 
project, including the gathering or development of current baseline values.  For many of the 
projects within a large Program, there may be an applicable Quality Assurance Surveillance Plan 
(QASP) and therefore, one will not be required at the project level.

33.6 Closeout Plan  

Describe the plan for closing out this project. Include descriptions of how staff will be reassigned, project 
materials archived, and how post-project analysis will gather and document lessons learned and analysis 
of project objectives achieved. Include an examination of the initial cost/benefit analysis to see if 
objectives have been met; examine any performance measures intended to be impacted by the project. 
Include knowledge transfer plan.

If this project is to be followed by a next release effort, operations and maintenance, or other transition 
plan, describe how those efforts will be planned.
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44 TECHNICAL PROCESS 
 

4.1 Project Classification Schema 

Describe the technical life cycle processes for the project. If there are documented processes that the 
project team is following, the plan may refer to the documented processes rather than reproducing them. 
The tailoring of any life cycle processes will be described here as well as technical methods, tools, 
infrastructure, validation & verification, acceptance plan, and concept of operations.

This project is a project class {insert project class} based on the Project Classification Schema.

4.2 Project Specific Tailoring 

The formality of activities, reviews, and artifacts.

Capture any project specific tailoring in the following table for review and approval based on the 
recommended list of SDLC deliverables defined by the project classification schema.  Any deviations are 
to be documented in the following table; otherwise, all deliverables and phases are expected to be part of 
the project and match with the project schedule.  The project can be tailored to adjust:

The overall number of artifacts by merging required elements.

The number of stages by combining them while providing adequate opportunity for oversight 
activities.

The level of detail in specific artifacts.
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1 2 3 4

Security Risk Assessment X X X

Tools-based Requirements 
Documentation X X

Active Risk Register X X X

Risk Management Plan X

Business Case (OMB Exhibit) X X

Concept of Operations (ConOps) X

Project Management Plan 
(PMP)/PMP-Lite X X X

Configuration Management Plan 
(CMP) X

Quality Assurance Plan (QAP) X

System Security Plan (SSP) o X X

Functional Requirements 
Document (FRD) X X

Requirements Traceability Matrix o X X

Interface Control Document (ICD) o o X

Privacy Act Notice/Privacy Impact 
Assessment X X X

Test Plan (PT) X X X

System Design Document (SDD) o X X

Implementation Plan (IMP) X

Maintenance Manual (MM) o o X

Operations Manual (OM) o o X

(System Administration Manual) o o X

Training Plan (TP) o o X

User Manual (UM) o o X

Test Files/Data/Cases X X X X

Test Analysis Report (TAR) X X X X

Test Problem Report X X X X

*IT Systems Security Certification 
& Accreditation X X X

Security Vulnerability Scan o o X X

Post-Implementation Review 
(PIR) X

In-Process Review Report (IPR) X

User Acceptance Report X X X X

Legend:
X=Required

o= update the Overall System Document as necessary

Blank=Optional

Deliverables

Project Class

Tailoring Justification

Deliverable 
Created for this 

Project (Y/N)

NOTE:  This list of SDLC deliverables is not the complete list 
called out by the SDLC.  This list represents the current 
deliverables that are required/recommended given our 
current landscape of projects across FAS OCIO.

TABLE 4-1: SDLC TAILORING BASED ON PROJECT CLASSIFICATION SCHEMA 
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44.3 Methods, Tools, and Techniques 

The following tools are used within this Division and are applicable to all projects unless stated otherwise 
in the specific project’s project plan.

Identify the computing system(s), development method(s), programming language(s), team structure(s), 
standards, policies, procedures, and other notations, tools, techniques, and methods to be used to 
develop the work products or services for the project. Include the key elements used to specify, design, 
build, test, integrate, document, deliver, modify, operate or maintain the project deliverables or services.

Tool Type Specific Tool Location or URL
Requirements Management
Change Control (SCRs)
Configuration Control
Risk Management
Issue Management
Test Case Management
Project Scheduling
List all Testing Tools
List all Development Tools

Table 4-2. Tools

4.4 Infrastructure Plan 

4.5 Acceptance Plan 

Present the plan for establishing and maintaining the project work environment (hardware, software, 
facilities), as well as any policies, procedures, and standards needed for the project. If this function is 
being provided by Applied Engineering or outsourced to another organization, please specify.

4.6 Configuration Management (CM) Plan 

Describe (or refer to a separate document that provides) the plan for acceptance of the project 
deliverables by the customer or acquirer of the product. Include the objective criteria to be used for 
acceptance. Describe roles and responsibilities for reviewing the plan, generating the acceptance tests, 
running the tests, and reviewing results. Describe the final approval process for product acceptance.

Detail (or refer to the description of) the processes, methods and tools that will be used for CM. Include 
these areas, where applicable: configuration identification, change control, auditing of configurations and 
configuration items, reporting of status, setting up and controlling the software libraries, and release 
management. Change control processes should support reporting, review, approval, and tracking of 
change requests for product requirements changes, work product defects, and project process changes.

4.7 Test Plan (PT) 

If a program level CM Plan exists for this project, include the reference to the CM Plan.

Describe (or refer to the description of) the processes, techniques, and tools that will be used for 
verification and validation of the work products and activities. Identify the types of testing that will be done 
throughout the life cycle, and which roles will be involved in each (such as unit testing, module testing, 
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integration testing, system testing, and acceptance testing). For each type of testing, describe who will 
plan the tests, review the plans, develop the tests, test the product, and review the test results.

44.8 Quality Assurance (QA) Plan 

Describe (or refer to the description of) the processes, techniques, and tools that will be used for assuring 
that the project meets its commitments to plans, standards, and processes, and that it demonstrates that 
the products meet the agreed-to requirements. Include in this description any reviews and audits in 
support of QA, as well as what roles are performing those. Identify the processes and standards that will 
be followed by the project, both internal to the organization and any industry or regulatory standards that 
apply.

4.9 Project Reviews  

If a program level QA Plan exists for this project, include the reference to the QA Plan.

This project will report activities, progress, and issues during the Program’s established cycle and at the 
end of the project after project close.
Table 4- presents the stage reviews planned for this project.

Stage Review Activity Audience

Planning Review and approve:
Basis of Estimate (BOE)
Schedule
Project Plan
List of Requirements/SCRs

Requirements 
Analysis

Review and approve:
Plan
Updated: Project Plan as appropriate
Updated Requirements/SCR list

Test Readiness Review and validate as ready:
System Software
Unit test results
Revisions of:
– Systems Documentation

Deployment 
Readiness

Test files and/or data
Test Analysis Report
Problem Report

Table 4-3.  Project Reviews
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APPENDIX A.  ABBREVIATIONS, ACRONYMS, AND DEFINITIONS
The following abbreviations, acronyms, and definitions are used in this document.

Abbreviation Definition

CCB Configuration Control Board

CIO Chief Information Officer

CM Configuration Management

EVM Earned Value Management

FAS Federal Acquisition Service

GSA General Services Administration

IPT Integrated Project Team

OCIO Office of the Chief Information Officer

QA Quality Assurance

PM Project Manager

PMP Project Management Plan

SCR System Change Request

SDLC Systems Development Lifecycle
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APPENDIX B.  PROJECT SCHEDULE
Include the project schedules, and other additional documents that are pertain to this Project Plan (At the 
minimal; please provide the document title, version, and location etc)
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{PROJECT NAME} PROJECT MANAGEMENT PLAN - LITE

1. OVERVIEW

1.1 Purpose

The purpose of this Federal Acquisition Service (FAS) Project Management Plan (PMP) template is to 
define the PMP for various projects within FAS OCIO that do not require the full-scale PMP defined by the 
SDLC.  For the text in the various sections that are in italics, the text may be considered boilerplate 
information but it should be tailored for each project as it may not apply in totality as written. The Project 
Management Plan-Lite is meant to cover the following:

Project Class 2 and Class 3
O&M releases

1.2 Reference Documents

In order for a project to create a PMP-Lite, there must exist a Program Level PMP which addresses the 
managerial and technical processes applicable to these projects.  Include the reference to Program Level 
PMP in this section.

Also include the detailed schedule as a reference but be sure to include the schedule as part of the PMP-
Lite package.

1.3 Scope

Describe the overall purpose of this project including description of the high level functionality and a list of 
all the SCRs/RTM and corresponding description contained within this project. If a separate document 
defines the SCRs/Requirements, please include the reference to the document.

SCR or Requirement Number Description

     Table 1-1.  SCRs/Requirements 

 

1.4 Assumptions and Constraints

Describe assumptions on which the project is based and any constraints being imposed in areas such as 
schedule, budget, resources, products to be reused, technology to be employed, products to be acquired, 
and interfaces to other products. Include system dependencies that will affect this release. It may be 
useful to portray these in a table.

Assumptions and Constraints Impact to Plan if not True

    Table 1-2.  Assumptions and Constraints. 
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22. STAKEHOLDERS 

2.1 Project Team

Table 2-1 identifies all project members and their roles:

Role Point of Contact Email

Project Team

Division Director

Government PM

Contractor PM

Test Lead

Configuration 
Management Lead

Risk Manager

Quality Assurance Lead

Requirements Manager

ISSO

All other project roles

Table 2-1.  Project Members and Roles 

2.2 Other Key Stakeholders

Table 2-2 identifies all other key stakeholders and their roles:

Role Point of Contact Email

FAS Business Line

Requirements

User Group

Acceptance Testers

FAS OCIO

Applied Engineering 
Point of Contact

Security Point of 
Contract

CCB Chair

Other key stakeholders
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TTable 2-2.  Other Key Stakeholders and Roles 

2.3 Governance Boards and Authorities

Table 2-3 defines the governance structure and any proposed changes for this project.  This will include 
committees (user groups, Integrated Product Teams (IPT), CCBs, etc) and authorities that will be involved 
in the review and approval of work products for the projects. 

Governance Boards/Authorities Review/Approval Process

CCB

Table 2-3. Governance Boards and Authorities 
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33. TOOLS 

Table 3-1 defines the following tools that are being used within this project.

Tool Type Specific Tool Location or URL

Requirements Management

Change Control (SCRs)

Configuration Control

Risk Management

Issue Management

Test Case Management

Project Scheduling

List all Testing Tools

List all Development Tools

Table 3-1. Tools 
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44. PROJECT CLASSIFICATION, PROJECT DELIVERABLES, AND TAILORING JUSTIFICATION 

Define the project class for this project based on the project classification schema.

For each deliverable identified by the following table (i.e., project classification schema), indicate whether 
it is required for this project and a justification for any tailoring.
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1 2 3 4

Security Risk Assessment X X X

Tools-based Requirements 
Documentation X X

Active Risk Register X X X

Risk Management Plan X

Business Case (OMB Exhibit) X X

Concept of Operations (ConOps) X

Project Management Plan 
(PMP)/PMP-Lite X X X

Configuration Management Plan 
(CMP) X

Quality Assurance Plan (QAP) X

System Security Plan (SSP) o X X

Functional Requirements 
Document (FRD) X X

Requirements Traceability Matrix o X X

Interface Control Document (ICD) o o X

Privacy Act Notice/Privacy Impact 
Assessment X X X

Test Plan (PT) X X X

System Design Document (SDD) o X X

Implementation Plan (IMP) X

Maintenance Manual (MM) o o X

Operations Manual (OM) o o X

(System Administration Manual) o o X

Training Plan (TP) o o X

User Manual (UM) o o X

Test Files/Data/Cases X X X X

Test Analysis Report (TAR) X X X X

Test Problem Report X X X X

*IT Systems Security Certification 
& Accreditation X X X

Security Vulnerability Scan o o X X

Post-Implementation Review 
(PIR) X

In-Process Review Report (IPR) X

User Acceptance Report X X X X

Legend:
X=Required

o= update the Overall System Document as necessary

Blank=Optional

Deliverables

Project Class

Tailoring Justification

Deliverable 
Created for this 

Project (Y/N)

NOTE:  This list of SDLC deliverables is not the complete list 
called out by the SDLC.  This list represents the current 
deliverables that are required/recommended given our 
current landscape of projects across FAS OCIO.
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TTable 4-1.  Project Deliverables 
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5. ACRONYMS

Acronym Definition
CIO Chief Information Officer
CM Configuration Management
FAS Federal Acquisition Service
EVM Earned Value Management
GSA General Services Administration
OCIO Office of the Chief Information Officer
PM Project Manager
PMP Project Management Plan
QA Quality Assurance
SDLC Software/System Development Life Cycle
SOW Statement of Work



User Acceptance Test Report
(Version 1.0)

[Program/Project Name]

FFeeddeerraall AAccqquuiissiittiioonn SSeerrvviiccee ((FFAASS))

mm/dd/yyyy

Prepared by:

<Company/Division Name>
<Street Address>

<City, State, Zip Code>



<Project Name> User Acceptance Test Report

__________________________________________________________________

ii DATE

Document History

Version Description Date

1.0 Initial Release MM/DD/YYYY



<Project Name> User Acceptance Test Report

__________________________________________________________________

iii DATE

Table of Contents

1 INTRODUCTION  ................................................................................................................................... 1

1.1 Purpose  ......................................................................................................................................... 1
1.2 Scope  ............................................................................................................................................ 1
1.3 Objective  ....................................................................................................................................... 1
1.4 Background  ................................................................................................................................... 1
1.5 References  .................................................................................................................................... 2

2 UAT RESULTS  ..................................................................................................................................... 3

2.1 Acceptance Criteria  ....................................................................................................................... 3
2.2 Summary of UAT Results  .............................................................................................................. 3
2.3 Detailed Test Results  .................................................................................................................... 3
2.4 UAT Recommendations/Action Items  ........................................................................................... 4

APPENDIX A.  ABBREVIATIONS, ACRONYMS, AND DEFINITIONS  ...................................................... 5
APPENDIX B.  DEFECT REPORT  ............................................................................................................... 6



<Project Name> User Acceptance Test Report

__________________________________________________________________

1 DATE

11 INTRODUCTION 

1.1 Purpose 

This User Acceptance Test (UAT) report provides the Office of the CIO (OCIO) of the Federal Acquisition 
Service (FAS) with the result(s) of the User Acceptance Testing of <specified system functionalities> of 
the <Program/Project Name> project for the release.  (If pilot, specify pilot release.)

Describe the purpose of the UAT.

1.2 Scope 

Describe the scope of the UAT Plan identifying the various test cases ran as defined by Table 1-1.

Test Case # Description

TC #1 <Description>

TC #2 <Description>

…

Table 1-1. User Test Cases  for <Release Name>

1.3 Objective 

The overall objective of this document is to provide guidance that will serve as the basis for the 
stakeholders to make a confident “GO / NO-GO” decision on application readiness, with full 
understanding of the risks and mitigation plans.

1.4 Background 

Table 1-2 defines the different testing rounds, dates conducted, and the participants.

When Who Participants

Date 1 Audience Names of Participants

Date 2 Audience Names of Participants

Others Audience Names of Participants

Table 1-2. UAT Schedule
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11.5 References 

Please specify the documents and guidance materials used during UAT and if under configuration 
management (CM) list configuration item used (eg Serena Business Manager(SBM)) and the location 
(provide URL).

For Example:

The following documents and guidance material are under configuration control in <Configuration 
Management product used, eg Serena Business Manager> and were referenced and/or used during 
UAT:

<Project Name>Test plan
UAT Test Cases

Location in SBM for UAT test cases:

http://SBM.fas.gsa.gov/project/test/UAT - May 2012
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2 UAT RESULTS

The purpose of this UAT Report is to outline the results of testing. All defects are noted and accounted 
for. Based on these results, recommendations are made whether to continue to the next phase of 
<Program/Project Title>.

22.1 Acceptance Criteria 

Table 2-1 describes the high level acceptance criteria for the UAT.  Examples include: all high-priority 
defects are closed; All medium priority defects are closed or on an exception basis; and no test case has 
more than two defects associated with the test case.

If the acceptance test criteria is included in the UAT Test Plan, replace the following table with a 
reference to the UAT Test Plan and specific section.

UAT AcceptanceCriteria UAT Description

Table 2-1.  UAT Acceptance Criteria

2.2 Summary of UAT Results 

Table 2-2 provides a summary of the UAT results.

UAT Total Test Cases UAT Test Cases Passed UAT Test Cases Failed

Table 2-2. Summary of Test Results

2.3 Detailed Test Results 

Table 2-3 provides UAT test case execution results.
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Test 
Case 

(TC) ID

Date 
Tested

Tester
Pass/

Fail

Severity 
of Defect

Summary of 
Defect

Closed 
Prior to 

Production 
Release

(Y/N)

Comments

TC 1 Date 1 Name

TC 2 … …

…

Table 2-3. UAT Test Case Results

22.4 UAT Recommendations/Action Items 

Table 2-4 provides a summary of any outstanding UAT Recommendations/Action Items.

Action Item# Description Point of Contact Date Due

Table 2-4. Summary of Test Results



<Project Name> User Acceptance Test Report

__________________________________________________________________

5 DATE

APPENDIX A. ABBREVIATIONS, ACRONYMS, AND DEFINITIONS

The following abbreviations, acronyms, and definitions are used in this document.

Abbreviation Definition

CIO Chief Information Officer

CM Configuration Management

FAS Federal Acquisition Service

GSA General Services Administration

OCIO Office of the Chief Information Officer

SBM Serena Business Manager

TC Test Case

UAT User Acceptance Test
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APPENDIX B. DEFECT REPORT

Attach the Defect Report.  This report should provide a listing of defects including at a minimum defect id,
description of defect, priority, and due date. Identify location of the report(provide URL).  Each defect
should map back to the test cases.



A project is a unique venture with a beginning and an end, undertaken by people to 
meet established goals within defined constraints of time, resources, and quality.   A 
project is defined regardless of its budget source.  In other words, it doesn't matter 
whether a project funds are defined as DME or O&M - it's still a project. 
 
In our organization a project typically performs one of these functions: 
        • Develop a new system or service 
        • Make significant improvements to a system or service  
        • Improve internal processes or introduce new ones 
        • Build or significantly enhance infrastructure 
        • Research new technology for a specific purpose 
        • Scope and plan extremely large efforts 
        • Application of major patches and upgrades to software 
 
Some examples of work that are not projects: 
        • Daily Production Support Activities 
                 System administration  
                 System operations 
                 Break/fix activities 
                 Customer Support 
        • Other operational activities that follow a defined process 
        • Very small system change requests 
 
When a unit of work is less than 500 hours, we generally do not create a formal 
project.  However, we should not be break work into small pieces to avoid making it 
into a project. When unsure about whether an effort should be a project or not, contact 
the PMO at xxx-xxxx. 
 



Project Work Effort * Low Medium High Very High
Class (Hours) 0 1 2 3

1 < 500
Team Size(# of 
bodies) <5 5 – 9 10 – 14 >15

2 500 - 2,000
# Applications 
involved 1 – 2 3 4

>4 or ones involving interfaces to 
an external system to FAS

3 2,001 - 5,000

Technology / 
Technique / 
Process

Expert Familiar New to FAS OCIO New technology

4 5001 - >20,000

Requirements 
Understanding

The solution is 
well defined and 
sign-off has been 
established from 

the major 
stakeholders

The solution is 
known but some 
undefined areas 

exist and sign-off 
may not have 

been established

There is more than 
one approach to 

achieving the 
project goal

The solution is not known or only 
vaguely defined

Political Profile / 
Impact

One business 
Line

Two Business 
Lines

External Agencies Enterprise-wide

TOTAL 0

0
0  – 10  No change to 
11 – 13 Increase Class 1 level 

14 – 15  Increase Class 2 levels

* - work effort is defined as the total staff hours being charged to a project - regardless of the role (e.g., PM, test, development, etc.)

1
Select the project class based on the 

work effort

2
Use the risk factors above to determine the risk score for each factor. Record the score in the right column. Compare 

the risk score to the levels to determine the risk modification factor (0, 1, or 2)

Scoring 
Instructions

RISK MODIFICATION FACTOR

Project 
Classification—Sizing 

Matrix Project Classification—Risk Matrix

Risk Factor Score

Project Cla

Project Class from 
Sizing Chart

3
Use the Project Class o
subsequent sheets in or
determine the project's 

deliverables and pro
approval/EVM Require

Risk Modification 
Factor

Project Class



0

1 2 3 4
Security Risk Assessment X X X

Tools-based Requirements 
Documentation X X

Active Risk Register X X X

Risk Management Plan X

Business Case (OMB Exhibit) X X

Concept of Operations (ConOps) X

Project Management Plan 
(PMP)/PMP-Lite X X X

Configuration Management Plan 
(CMP) X

Quality Assurance Plan (QAP) X

System Security Plan (SSP) o X X

Functional Requirements Document 
(FRD) X X

Requirements Traceability Matrix o X X

Interface Control Document (ICD) o o X

Privacy Act Notice/Privacy Impact 
Assessment X X X

Test Plan (PT) X X X

System Design Document (SDD) o X X

Implementation Plan (IMP) X

Maintenance Manual (MM) o o X

Operations Manual (OM) o o X

(System Administration Manual) o o X

Training Plan (TP) o o X

User Manual (UM) o o X

Test Files/Data/Cases X X X X

Test Analysis Report (TAR) X X X X

Test Problem Report X X X X

*IT Systems Security Certification & 
Accreditation X X X

Security Vulnerability Scan o o X X

Post-Implementation Review (PIR) X

In-Process Review Report (IPR) X

User Acceptance Report X X X X

Legend:
X=Required

o= update the Overall System Document as necessary
Blank=Optional

Deliverables

Project Class

Tailoring Justification

Deliverable 
Created for this 

Project (Y/N)

NOTE:  This list of SDLC deliverables is not the complete list 
called out by the SDLC.  This list represents the current 
deliverables that are required/recommended given our current 
landscape of projects across FAS OCIO.



Notes

1* 2* 3 4
Project Initiation Package X X Per the Project Initiation IPT

Project Schedule X* X* X X For class 1, minimal schedule requirements - no QA buy-off 
required; Class 2 - Recommend tailoring of O&M schedule 
template; Class 3 & 4 - SDLC compliant, QA & Stakeholder 
sign-off per EVM requirements;

BOE X* X* X X

Release/Delivery Plan X* X* X X For Class 1&2, this will be the planned delivery date for the 
requirements/SCRs.

Stakeholder Buy Off X* X* X X For each class of projects, the list of stakeholders will be 
expanded.  For Class 1&2, it will include the business line 
representative and the originator of the SCR.

PMP X X

RTM X X
Monthly Budget/Schedule 
Performance Reports

SPI, CPI

EVM Project Approval Form X X

EVMReporting Indices SPI, CPI, 
EV, PV, AC, 
BAC, EAC

SPI, CPI, EV, 
PV, AC, BAC, 
EAC CV, SV, 

ETC
Monthly EVM Review Yellow and 

Red Indices
X

Monthly EVM Reports X X

* - Scaled back versions

Activities Project Class



Notes

N/A 2* 3 4
Project Initiation Package X X Per the Project Initiation IPT. 

Project Schedule X X X Schedule of planned sprints, duration of ea
LOE/velocity per sprint

BOE

Release/Delivery Plan

Stakeholder Buy Off

PMP X X X Submit initial PMP with EVM Package.  It is
Agile PMP template will be created.

RTM X X Submit initial roadmap with EVM package. 
then updated at the beginning of each sprin

Monthly Budget/Schedule 
Performance Reports
EVM Project Approval Form X X

EVM Reporting Indices SPI, CPI, 
EV, PV, AC, 
BAC, EAC

SPI, CPI, EV, 
PV, AC, BAC, 
EAC, CV, SV, 

ETC

Progress reported against sprints.  See "Ag
definitions of EVM calculations.

Monthly EVM Review Yellow and 
Red Indices

X

Monthly EVM Reports X X

* - Scaled back versions

Activities Project Class



Draft Business Case (DBC) Same
Security Risk Assessment Same

Division Level PMP
N/A - At the current time, there will not be Division Level PMPs that address all
Agile projects for that Division.

Tools-based Requirements Documentation

For each sprint, provide user stories and acceptance criteria for that sprint.  Th
based documentation should track each user story to what sprint it was develo
along with the other required traceability elements (e.g., verification method, te
cases, etc.)

Active Risk Register Same
Risk Management Plan Same
Business Case (OMB Exhibit) Same
Concept of Operations (ConOps) Same

Project Management Plan (PMP)

Explain the overall objective of the project including scope, roadmap, number o
planned sprints, preliminary scope of each sprint, how the team will measure v
and how the project team will assess the plan for moving forward.  Please note
Agile PMP template will be created.

Configuration Management Plan (CMP) Same
Quality Assurance Plan (QAP) Same
System Security Plan (SSP) Same

Functional Requirements Document (FRD)

For each sprint, provide user stories and acceptance criteria for that sprint.  An
should track each user story to what sprint it was developed along with the othe
required traceability elements (e.g., verification method, test cases, etc.).  It is 
recommended that the "ility" requirements be define early in the project (e.g., s
useability, performance, maintability, etc.) or specifically planned for in the app
number of sprints.

Interface Control Document (ICD)

An ICD will typically be part of either the FRD or the tools-based requirements.
However, if a separate ICD is required, it is recommended that it be developed
separate sprints - usually earlier in the lifecycle.

Privacy Act Notice/Privacy Impact Assessment Same

Test Plan (PT)

Describe how testing is going to be performed as part of each sprint along with
supporting information (e.g., roles/responsibilities, test environment, strategy, e
Describe how the various sprints are going to be integrated/tested along with s
level/UAT testing.  Typically, during the early phases of testing in an Agile proje
there will not be a specific test team allocated to this function.

Deliverables Definitions of Deliverables for an Agile Implementation



System Design Document (SDD)

In the beginning stages of the project, just minimal information is contained wit
SDD with the majority of the document being produced during the later part of 
project.  Information that should be defined early includes system architecture,
level database design, security controls, and external interfaces.

Implementation Plan (IMP) Developed during the later stages of the project.
Maintenance Manual (MM) Developed during the later stages of the project.
Operations Manual (OM) Developed during the later stages of the project.
(System Administration Manual) Developed during the later stages of the project.
Training Plan (TP) Same
User Manual (UM) Developed during the later stages of the project.
System Software Same
Test Files/Data/Cases Same
Test Analysis Report (TAR) Same
Test Problem Report Same

*IT Systems Security Certification & Accreditation
Same - work with the Security team to address these requirements.  For exam
what sprint (if it's installed), does a C&A become required?

Delivered System Same
Change Implementation Notice (CIN) Same
Security Self-Assessment Same
Post-Implementation Review (PIR) Same
In-Process Review Report (IPR) Same
User Acceptance Report Same



Draft Business Case (DBC) Same
Security Risk Assessment Same

Division Level PMP Same

Tools-based Requirements Documentation

If a cloud solution is being used, it is not adequate to have this information 
contained within a tool (e.g., SCR system, excel spreadsheet, etc.).  Instead, a
FRD is required.

Active Risk Register Same
Risk Management Plan Same
Business Case (OMB Exhibit) Same
Concept of Operations (ConOps) Same

Project Management Plan (PMP)
Same.  Be sure to include the vendor providing the cloud solution as part of the
roles/responsibilities, POC, etc.

Configuration Management Plan (CMP)

Probably a minimal plan (contained as part of the PMP) unless customer 
developed software is required).  Be sure to address with the vendor how they 
handling CM, backup/recovery, etc.  This is recommended to be considered wh
selecting a particular solution.

Quality Assurance Plan (QAP) Same

System Security Plan (SSP) Same

Functional Requirements Document (FRD)

The purpose is not to document the detailed requirements of the Cloud solution
Instead, it should define the high level business requirements driving the partic
clould solution selected along with the selection criteria.  This selection criteria 
should include security, CM, technical concerns, vendor concerns, etc.). 

Interface Control Document (ICD)

An ICD will typically not be required unless the cloud solution will have an interf
with a FAS system.  Then, an ICD should be developed as a separate docume
so that the requirements can be managed with the cloud vendor.

Privacy Act Notice/Privacy Impact Assessment Same

Test Plan (PT)

The purpose of testing a cloud implementation is not to test the detailed 
requirements of the vendor's system but to assure the product selected meets 
business and other requirements as specified by the FRD. 

System Design Document (SDD)

The purpose is not to document the design of the Cloud solution.  Instead, it 
should define the particular implementation for GSA's environment.  Examples
include tailoring, data definitions, high level architecture of the solution, and 
interfaces with FAS' systems.

Implementation Plan (IMP) Same but typically scaled back because of the cloud solution.

Deliverables Definitions of Deliverables for a Cloud Implementation



Maintenance Manual (MM) Typically not required.
Operations Manual (OM) Typically not required.
(System Administration Manual) Typically not required.
Training Plan (TP) Same
User Manual (UM) Typically provided by the vendor.
System Software Typically not required.
Test Files/Data/Cases Same
Test Analysis Report (TAR) Same
Test Problem Report Same

*IT Systems Security Certification & Accreditation
Same - work with the Security team to address these requirements.  For exam
at what sprint (if it's installed), does a C&A become required?

Delivered System Typically provided by the vendor.
Change Implementation Notice (CIN) Typically provided by the vendor.
Security Self-Assessment Same
Post-Implementation Review (PIR) Same
In-Process Review Report (IPR) Same
User Acceptance Report Same
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The Requirements Traceability Matrix (RTM) is a method for tracking functional requirements and their 
implementation through the development process. Each requirement will be recorded in the matrix along with 
its associated paragraph number. As the project progresses, RTM is updated to reflect each requirement's 
status. When the product is ready for system testing, the matrix lists each requirement, what product 
component addresses it and what test verify that it is correctly implemented. 

Include columns for each of the following in the RTM: 

Source Requirement Document (FRD, ConOps, etc) and the reference Paragraph number; 
Source Requirement textual Description; 
Requirement’s referenced Paragraph number in FRD; 
Verification Method (identifies how the requirement will be verified) 
Requirement’s Reference number in Test Plan 

The format of the RTM at the conclusion of requirements analysis should be similar to the following: 

Source Requirement  
FRD 

Paragraph #  

Verification MMethod 
Test Plan  

Reference # Document/  
Paragraph #  

Description  A D I  T 

        
        
        
        
        
        
Key:           

 A  – Analysis       
 D  – Demonstration       
 I  – Inspection       
 T  – Testing       

Exhibit 1--1. CCaption-CC, TNR 11, Bold, 6 pts after.  
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High-Level Design; 
Detailed Design; 
Test Plan; and  
Verification & Validation. 
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EXECUTIVE SUMMARY 

The Systems Development Life cycle 

The Systems Development Life cycle (SDLC) is a framework from which individual IT projects can 
construct tailored project life cycles appropriate for project characteristics.  Though the SDLC is certainly 
concerned with life cycle activities, it is most concerned with the information developed along a project life 
cycle, packaged as work products or documents, and the role this information plays in project 
management, technical, and investment oversight decision-making.   The SDLC emphasizes decision 
processes that influence system cost and usefulness.  These decisions must arise from the full 
consideration of business processes, functional requirements, and economic and technical feasibility in 
order to produce an effective system.   

This SDLC establishes a logical order of events for conducting system development that is controlled, 
measured, documented, and ultimately improved.  As project life cycles are established, project-specific 
definition and execution of processes is ongoing and the project moves through its defined life cycle. 
Project participants should evaluate this SDLC as well as their own processes for lessons learned and 
opportunities for improvement.  Each end-of-stage review should examine project performance at the 
conclusion of each stage for such opportunities. 

This document does not prescribe a single method applicable without change to every system.  Because 
there is wide variance in the methods, techniques and tools used to support the evolution of systems, and 
project scopes vary greatly, the SDLC presents guidance for selecting appropriate methods, techniques, 
and tools based on project characteristics. 

One methodology does not fit all sizes and types of system development efforts.  Therefore, the Federal 
Acquisition Service (FAS) SDLC methodology provides for a core set of life cycle stages and products, 
supported by guidance in how to apply those stages and products for representative project types.  
Section 10, SDLC Tailoring for Individual Projects, includes descriptions of project types supportive of 
new system development, operations and maintenance, and micro/internal projects — as well as other 
tailoring guidance. 

Purpose, Scope, and Applicability 

The SDLC serves as the mechanism to assure that IT systems support the FAS mission functions and 
comply with the existing regulation, guidance, and policies. It provides a structured approach to managing 
information technology (IT) projects beginning with establishing the justification for initiating a systems 
acquisition, development or maintenance effort and concluding with system disposition.  Examples of 
documentation templates and outlines are included in Appendix C. 

The SDLC is applicable to all IT Projects within the FAS OCIO – regardless of whether it is development 
of a new system or continued maintenance to an existing system. 

Changes to this Document 

Please direct any changes to this document to the FAS Chief Information Office (CIO), Program 
Management Office (PMO). 

SDLC Objectives 

The primary purpose of this guide is to disseminate proven practices to system developers, Project 
Managers, program/account analysts and system owners/users throughout FAS.  The specific objectives 
include the following: 

 To reduce the risk of project failure 

 To consider system and data requirements throughout the entire life of the system 

 To identify technical and management issues early 

 To disclose all life cycle costs to guide business decisions 

 To foster realistic expectations of what the systems will and will not provide 



FAS SDLC 

 ES-2 February 1, 2012 

 To provide information to better balance programmatic, technical, management, and cost 
aspects of proposed system development or modification 

 To encourage periodic evaluations to identify systems that are no longer effective 

 To measure progress and status for effective corrective action 

 To support effective resource management and budget planning 

 To consider meeting current and future business requirements 

 To consider make, buy or enhance alternatives 

Key Principles 

This guidance document refines traditional information system life cycle management approaches to 
reflect the principles outlined in the following subsections.  These are the foundations for life cycle 
management. 

 Life cycle Management should be used to ensure a Structured Approach to Information 
Systems Acquisition, Development, and Operations and Maintenance 

This SDLC describes an overall structured approach to information management.  The primary 
emphasis is on the information and systems decisions to be made and the proper timing of 
decisions.  The SDLC provides a flexible framework for approaching a variety of systems 
projects.  The framework enables system developers, Project Leads, program/account analysts, 
and system owners/users to combine activities, processes, and products, as appropriate, and to 
select the tools and methodologies best suited to the unique needs of each project. 

 Support the use of an Integrated Project Team 

The establishment of an Integrated Project Team (IPT) can aid in the success of a project.  An 
IPT is a multidisciplinary group of people who support the Program Manager in the planning, 
execution, delivery and implementation of life cycle decisions for the project.  The IPT is 
composed of qualified empowered individuals from all appropriate functional disciplines that have 
a stake in the success of the project.  Working together in a proactive, open communication, team 
oriented environment can aid in building a successful project and providing decision makers with 
the necessary information to make the right decisions at the right time. 

 Each System Project must have a Program Sponsor 

To help ensure effective planning, management, and commitment to information systems, each 
project must have a clearly identified Program Sponsor.  The Program Sponsor serves in a 
leadership role, providing guidance to the project team and securing, from senior management, 
the required reviews and approvals at specific points in the life cycle.  The Program Sponsor is 
responsible for identifying who will be responsible for formally accepting the delivered system at 
the end of the Implementation Stage.  An approval from senior management is required after the 
completion of the first nine of the SDLC stages, annually during the Operations and Maintenance 
Stage and six-months after the Disposition Stage.  Approval Authority varies depending on dollar 
value, visibility level, Congressional interests or a combination of these. 

 Select a Single Project Lead for Each System Project 

The Project Lead has responsibility for the success of the project and works through a project 
team and other supporting organization structures, such as working groups or user groups, to 
accomplish the objectives of the project.  Regardless of organizational affiliation, the Project Lead 
is accountable and responsible for ensuring that project activities and decisions consider the 
needs of all organizations with an interest in the project.  The Project Lead develops a project 
charter to define and clearly identify lines of authority between and within the agency’s executive 
management, program sponsor, user/customer, and developer for purposes of management and 
oversight. 
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 A Comprehensive Project Management Plan is required for Each System Project 

The project management plan is a pivotal element in the successful solution of an information 
management requirement.  The project management plan must describe how accomplishment of 
each life cycle stage suits the specific characteristics of the project—in other words; it must 
describe how or if any SDLC tailoring is underway and how it complies with the SDLC.  The 
project management plan is a vehicle for documenting the project scope, tasks, schedule, 
allocated resources, and interrelationships with other projects.  The plan provides direction for the 
many activities of the life cycle and may undergo periodic expansion or refinement during each 
stage of the life cycle. 

 Assign Specific Individuals to Perform Key Roles throughout the Life cycle 

Certain roles are vital to a successful system project and at least one individual should be 
responsible for each key role.  Assignments may be on a full- or part-time basis as appropriate.  
Key roles include program/functional management, quality assurance, security, 
telecommunications management, data administration, database administration, logistics, 
financial, systems engineering, test and evaluation, contracts management, and configuration 
management.  For most projects, the Program Sponsor will designate more than one individual to 
represent the actual or potential users of the system. 

 Obtaining the Participation of Skilled Individuals is Vital to the Success of the System 
Project 

The skills of the individuals participating in a system project are the single most significant factor 
for ensuring the success of the project.  The intent SDLC manual is not to replace information 
management skills or experience.  There is considerable discussion in many of the skills required 
for a system project in later sections. This discussion does not obviate the fact that the required 
skill combination will vary according to the project.  All individuals participating in a system 
development project are encouraged to obtain assistance from experienced information 
management professionals. 

 Documentation of Activity Results and Decisions for Each Stage of the Life cycle are 
Essential 

Effective communication and coordination of activities throughout the life cycle depend on the 
complete and accurate documentation of decisions and the events leading up to them.  
Undocumented or poorly documented events and decisions can cause significant confusion or 
wasted efforts and can intensify the effect of turnover of project management staff. No activity will 
be complete, nor decisions made, until there is tangible documentation of the activity or decision.  
For some large projects, advancement to the next stage cannot occur until the senior 
management reviews and approves stage work products. 

 Data Management is required Throughout the Life cycle 

The FAS considers the data processed by systems to be an extremely valuable resource.  
Accurate data is critical to support organizational missions.  The volume of data FAS systems 
manage and the trend toward interfacing and sharing data across systems and programs, 
underscores the importance of data quality.  Systems life cycle activities stress the need for clear 
definition of data, the design and the implementation of automated and manual processes that 
ensure effective data management. 

 Each System Project Must Undergo Formal Acceptance 

The Program Sponsor identifies the representative who will be responsible for formally accepting 
the delivered system at the end of the Implementation Stage.  The Program Sponsor, or his 
designee, formally accepts the system by signing an Implementation Stage Review and Approval 
Certification along with the developer. 
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 Consultation with Oversight Organizations Aids in the Success of a System Project 

A number of FAS oversight bodies, as well as external organizations, have responsibility for 
ensuring that information systems activities comply with GSA/FAS/Federal guidance and 
standards and available resources used effectively.  Each project team should work with these 
organizations, as appropriate, and encourage their participation and support as early as possible 
in the life cycle to identify and resolve potential issues or sensitivities and thereby avoid major 
disruptions to the project.  Project personnel should assume that all documentation is subject to 
review by oversight bodies. 

 A System Project may not Proceed Until Resource Availability is Assured 

Beginning with the approval of the project, the continuation of a system is contingent on a clear 
commitment from the Program Sponsor.  This commitment is embodied in the assurance that the 
necessary resources will be available, not only for the next activity, but as required for the 
remainder of the life cycle. 

 Incorporate Security into all phases of the Life cycle 

Including security early in the SDLC and throughout the life cycle will result in less expensive and 
more effective security than adding it at the end to an operational system.  Each phase of the 
FAS SDLC will include a minimum set of security steps needed to effectively incorporate security 
into a new system. 

 Each System Project Must Comply with the GSA Enterprise Architecture (EA). 

The GSA EA provides the framework through which business and IT are aligned to enable 
business agility through planning and implementing of flexible IT solutions that are easily 
adaptable to continuously evolving business strategies and organizational goals.  The GSA EA is 
in full support of the Federal Enterprise Architecture which can be found at: 
http://www.whitehouse.gov/omb/e-gov/fea/ 
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1.0 INTRODUCTION 

1.1 Background 

The Federal Acquisition Service (FAS) spends millions of dollars each year on the acquisition, design, 
development, implementation, and maintenance of information systems vital to mission programs and 
administrative functions.  The need for safe, secure, and reliable system solutions is a result of the 
increasing dependence on computer systems and technology to provide services and develop products, 
administer daily activities, and perform short- and long-term management functions.  There is also a need 
to ensure privacy and security when developing information systems, to establish uniform privacy and 
protection practices, and to develop acceptable implementation strategies for these practices. 

The FAS needs a systematic and uniform methodology for information systems development.  Using this 
SDLC will ensure that systems developed by the FAS meet IT mission objectives; are compliant with the 
current and planned Enterprise Architecture (EA); and are easy to maintain and cost-effective to enhance.  
Sound life cycle management practices include planning and evaluation in each stage of the information 
system life cycle.  The appropriate level of planning and evaluation is commensurate with the cost of the 
system, the stability and maturity of the technology under consideration, how well defined the user 
requirements are, the level of stability of program and user requirements and security considerations. 

1.2 Purpose 

This SDLC methodology establishes procedures, practices, and guidelines governing the concept 
approval, project planning, requirements analysis, design, development, integration and test, 
implementation, and operations, maintenance and disposition of information systems within the FAS.  It 
fully concurs with existing GSA and FAS policy and guidelines for strategic planning, budgeting, Capital 
Planning and Investment Control (CPIC), Enterprise Architecture (EA), acquisition, procurement, and 
deployment. 

1.3 Scope 

The SDLC applies to all FAS information systems and applications – regardless of whether it is a new 
systems development effort, on-going maintenance of an existing system, or development of a small 
system internal to the FAS OCIO. The specific participants in the life cycle process, and the necessary 
reviews and approvals, vary from project to project.  Section 10 of this document provides guidance for 
the tailoring the SDLC to individual projects, based on cost, complexity, and criticality to FAS’ mission.  

Appendix C contains templates for each of the documents identified as SDLC products, with guidance for 
both format and content.  With prior approval, the packaging and the level of detail is adaptable the needs 
of the individual project.  For example, some documents may be combined (e.g., a single planning 
document instead of many) or the form of individual documents may be varied (e.g., emails or 
memoranda instead of formal documents). 

1.4 Assumptions 

The following lists the assumptions for the SDLC and the scope/purpose of this document: 

 The Project Manager is well versed in Project Management best practices (e.g., Project 
Management Institute (PMI) Project Management Body of Knowledge (PMBOK). The SDLC does 
not specifically address these areas and practices 

 The SDLC describes what must be done and does not get into the “how”.  It is assumed that the 
project team is well versed in the software engineering discipline.  If the reader requires additional 
information in the how, they are to explore other options for gaining this knowledge. 

 The SDLC describes what must be done as it relates to software development.  There are many 
OMB/GSA/FAS requirements for projects (e.g., Capital Planning and Investment Control (CPIC), 
Enterprise Architecture, Earned Value Management (EVM), IT Governance) and the SDLC does 
not get into the specifics of each of these areas.  

 The SDLC applies to all projects within the FAS OCIO including all Development, Maintenance 
and Enhancement (DME) projects; and Operations and Maintenance (O&M) projects. 
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 The SDLC embraces minimizing the documentation requirements for various projects.  This can 
be accomplished by numerous means including: 

o Creating general program plans that apply to multiple projects 

o Reusing documents across projects 

o Combining multiple documents into one as described by the tailoring guidelines in 
Section 11 

o Creating templates and only updating/issuing the information that is pertinent to the 
specific project 

 The SDLC recognizes that the majority of projects within the FAS OCIO are Operations and 
Maintenance (O&M) with enhancements/updates being released on a regular basis.  The O&M 
phase specifically addresses this scenario.  

 Because of the wide variety of projects/programs within the FAS OCIO and the interrelationship 
between government personnel and contractors supporting these projects/programs, the SDLC 
does not address the following items.  Instead, it is assumed that each of these will be addressed 
by the various project plans: 

o Roles/responsibilities of the project team members to include contractors 

o Roles/responsibilities of organizations external to the FAS OCIO (e.g., Business lines, 
user groups, other GSA organizations, etc.) 

o Who will be performing specific tasks 

o Governance structures to include Configuration Control Boards (CCB), Integrated Project 
Team (IPT), Program Management Office (PMO), various review boards 

o Organization charts 

1.5 SDLC Overview 

The SDLC provides the framework for defining the activities that should be completed as part of the 
project.  Projects receive approval and evolve in tailored compliance to the SDLC and business cases, 
successively validated, proceed toward assigned objectives.   

1.5.1 SDLC Stages 

The SDLC is comprised of eight stages, during which defined IT work products move towards completion.  
Each stage is divided into activities and tasks, and has a measurable end point.  The execution of all 
eight stages is based on the premise that the quality and success of the project depends on a feasible 
concept, comprehensive and participatory project planning, commitments to resources and schedules, 
complete and accurate requirements, a sound design, consistent and maintainable construction 
techniques, and a comprehensive testing program. 

Descriptions of the activities and work products for each SDLC stage are described in subsequent 
Sections.  Typically, projects will move through every stage, generally from left to right; however, some 
stages and/or sequence of stages occur more than once before full system capability deployment.  
Nonetheless, each time a stage executes, the activities, products, and stage review requirements must 
complete in an appropriately tailored manner.  Section 10, Tailoring, addresses the concept of project life 
cycles and the definition of life cycle segments which comprise each project life cycle.  Figure 1-1 
provides a start-to-end capsule of each stage of the SDLC. 
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Figure 1-1.  SDLC Stages 

At the conclusion of each stage, a Stage Review Activity is held to review the work products of that stage 
and to determine whether to proceed to the next stage, continue work in the current stage, or abandon 
the project.  The approval of the system owner and other project stakeholders at the conclusion of each 
stage enables both the system owner and project manager to remain in control of the project throughout 
its life, and prevents the project from proceeding beyond authorized milestones. 

The life cycle model provides a method for performing the individual activities and tasks within an overall 
project framework.  The stages and activities are designed to follow each other in an integrated fashion, 
whether the stages of development are accomplished sequentially, concurrently, or cyclically.   

The following subsections provide a brief overview of each SDLC stage.  Each stage is discussed in more 
detail in Section 2 – Section 9. 

1.5.1.1 Concept Approval Stage 

Recognition of an investment opportunity occurs with the identification and validation of a business need.  
The Program may designate a Program Manager to manage the opportunity and document the business 
need as a Draft Business Case (DBC) that, in turn, forms the basis for a determination whether there is 
sufficient justification to pursue developing the concept.  During this stage, Security Risk Assessment and 
Enterprise Architecture business alignment and technical compliance reviews begin, in order to ensure 
that the proposed need or opportunity is appropriate and aligned with the GSA Enterprise Architecture.  
Regular review of EA alignment occurs throughout the SDLC to ensure the system remains compliant 
with the target EA.  

1.5.1.2 Project Planning Stage 

The approved Draft Business Case (DBC) is updated to identify the scope of the system and include all 
the elements of a business case necessary to support the OMB Exhibit 300 preparation.  The DBC 
captures the business functions, goals and objectives that the IT project will satisfy.  It also captures 
critical success factors, assumptions and constraints as well as performance measures.  As appropriate, 
alternative solutions undergo analysis for feasibility and appropriateness.  An initial plan for tailoring the 
SDLC to project needs and acquisition strategy are significant components of project planning.  
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A project may warrant a separate OMB Exhibit 300/business case depending on dollar value, visibility 
level, congressional interests or a combination of these.  An OMB Exhibit 300 presents the business case 
in a level of detail appropriate to the associated level of review and approval, as determined based on 
project characteristics.   

During the planning stage, the system concept is further developed into a Concept of Operations 
Definition (ConOps). The ConOps defines the scope and characteristics of the proposed system (from the 
user's perspective) and the operational environment in which it needs to function. The high level 
requirements are analyzed, system concepts synthesized, concepts evaluated (in terms of cost, mission 
and environmental impacts), and the best system concept(s) selected and described.  The optimum 
capabilities resulting from the trade-off analyses are documented in the ConOps describing how the 
business will operate once the proposed system is implemented, and to assess how the system will 
impact employee and customer privacy.   

The preliminary planning of the IT Project performed during the Project Planning Stage while developing 
the Draft Business Case is finalized in the Project Management Plan (PMP).  Other supporting planning 
documents (e.g., Quality Assurance Plan, Risk Management, and Configuration Management Plan) are 
prepared during this stage.  The PMP will also define the management controls in place to ensure the 
readiness of products and/or services to provide the required capability on time and within budget, project 
resources, project life cycle, activities, products, schedules, tools, and reviews are defined.   

The Project Management Plan must describe the project approach to tailoring the SDLC for stage 
activities, products, schedules, and reviews.  The planning documents describe the distribution of 
activities/products of the SDLC among government and contractor organizations and provide for sufficient 
programmatic integration to ensure that the multiple contributions will be successfully integrated into the 
final solution.   

A Stage Review Activity is held to constitute Program Authorization and approval to move to the next 
stage. The Stage Review Activity concludes the Project Planning Stage, establishes the Project Baseline 
and authorizes movement into the Requirements Analysis stage. 

1.5.1.3 Requirements Analysis Stage 

The Draft Business Case and Concept of Operations are the basis for developing the Functional 
Requirements Document (FRD).  The FRD formally describes system requirements in terms of system 
function, data, performance, security, and maintainability requirements.  Interface requirements are 
defined with respect to external systems and less formally between major subsystems within the system.  
Requirements are defined to a level of detail sufficient for systems design to proceed.  Each requirement 
must be measurable, testable, and traceable to a source requirement in the products developed during 
prior stages.  Any privacy issues are addressed to ensure issuance of Privacy Act Notices as required 
and execution of a Privacy Impact Assessment as appropriate.  A Systems Requirements Review 
approves work products, establishes the Functional Baseline, and authorizes the project to proceed to the 
Design Stage. 

1.5.1.4 Design Stage 

The architecture and physical characteristics of the system are designed during this stage.  The operating 
environment is established, major subsystems and their inputs and outputs are defined, and processes 
are allocated to resources.  Everything requiring user input or approval must be documented and 
reviewed by the user.  The physical characteristics of the system are specified and a detailed design is 
prepared.  Subsystems identified during design are used to create a detailed structure of the system.  
Each subsystem is partitioned into one or more design units or modules.  Detailed logic specifications are 
prepared for each software module.  As actual system design is taking place, preparations for 
Implementation and Operations stages are initiated and a formal Security Risk Assessment is conducted.  
This stage concludes with a Critical Design Review, which approves work products, establishes the 
Allocated Baseline and authorizes the project to proceed to the Development Stage. 

1.5.1.5 Development/Integration and Test Stage 

The detailed specifications produced during the design stage are translated into hardware, 
communications, and executable software.  Software modules are unit tested and successively 
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integrated/tested in a systematic manner, until entire subsystems have been tested.  Hardware is 
acquired/assembled and tested.  Integration plans are prepared to guide integration activities in the next 
stage.  A Test Readiness Review is conducted to assess work products and authorize the project to 
proceed into Integration and Test. 

During Integration and Test the various software and hardware subsystems/components of the system 
are integrated and systematically tested.  Integration, performance, security, and functional testing occur 
in preparation for users to perform acceptance testing of the system.  The user tests the system to ensure 
that the functional requirements, as defined in the functional requirements document, are satisfied by the 
developed or modified system.  Prior to installing and operating the system in a production environment, 
the system must undergo IT Systems Security Certification and Accreditation activities.  An 
Implementation Readiness Review is conducted to assess work products, establish the Product Baseline, 
and authorize the project to proceed into Implementation. 

1.5.1.6 Implementation Stage 

The system or system modifications are installed and made operational in a production environment.  The 
stage is initiated after the system has been tested and accepted by the user in the integration and test 
environment.  This stage continues until the system is operating in the production (or near-production) 
environment in accordance with the defined user requirements.  A Post-Implementation Review (PIR) is 
conducted to validate that the system satisfies user requirements.  A Production Readiness Review is 
conducted to assess completion of Implementation Stage activities and marks the system as ready for 
transition into the Operations and Maintenance stage.  The completion of the Implementation Stage 
marks the end of the IT project(s) spawned after program authorization, with the Post-Implementation 
Review validating that the solution satisfies original user requirements and updating the Production 
Baseline being maintained by the CCB. 

1.5.1.7 Operations and Maintenance Stage 

The Operations and Maintenance Stage is ongoing.  The system is monitored for continued performance 
in accordance with user requirements, and needed system modifications are incorporated.  The 
operational system is periodically assessed through In-Process Reviews to determine how the system 
can be made more efficient and effective.  Operations continue as long as the system can be effectively 
adapted to respond to an organization’s needs.  When significant and/or unfunded modifications are 
identified as necessary, the modifications reenter the SDLC at the O&M Planning.  The Operations and 
Maintenance Stage continues until a decision to retire the system is reached, at which time the system 
enters the Disposition Stage. 

1.5.1.8 Disposition Stage 

The Disposition Stage ensures the orderly termination of the system, preserving the vital information 
about the system so that some or all of the information may be reactivated in the future if necessary.  
Particular emphasis is given to proper preservation of the data processed by the system, so that the data 
is effectively migrated to another system or archived in accordance with applicable records management 
regulations and policies, for potential future access. 

1.6 Documentation Requirements 

This life cycle framework specifies which documents should be generated during each stage.  The 
amount the project and system documentation required throughout the life cycle depend on the size and 
scope of the project.  The requirements for documentation should not be interpreted as mandating formal, 
standalone, printed documents in all cases.    

Once developed, some work products remain unchanged thereafter while others are subsequently 
revised, evolving through later SDLC stages.  The core set of SDLC Stages and associated work 
products are identified in Figure 1-2.  Templates for documents that originate in this SDLC are found in 
Appendix C.  Sources for templates appropriate to some of the SDLC products, including some relating to 
Acquisition, CPIC, Security, Privacy, etc., are referenced, as appropriate, from the text. 
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Core Phases and Products           
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Draft Business Case (DBC) SDLC C-1 C F * * * * *   

Security Risk Assessment SAISO Office C R F  * * *     

Risk Management Plan (RMP) SDLC C-4 c C  R R F   *  *  

Cost-Benefit Analysis (CBA) SDLC C-2   C  R  R  F        

Feasibility Study SDLC C-3   C  F            

Business Case (OMB Exhibit)  GSA ITPM Office   C/F * * * * * * 

Concept of Operations (ConOps) SDLC C-7   C R  R  R  F  *  *  

Project Management Plan (PMP)/PMP-Lite SDLC C-24/C-25 c C R  R  F  *      

Configuration Management Plan (CMP) SDLC C-5   C R  R  F  *  *    

Quality Assurance Plan (QAP) SDLC C-6   C R  R  F  *  *    

System Security Plan (SSP) SAISO Office   C R  R  F  *  *    

Acquisition Plan  GSA APW   C R  R  F  *  *    

System Engineering Management Plan (SEMP) SDLC C-8   C/F *  *  *  *  *  *  

Functional Requirements Document (FRD) SDLC C-9     C  F          

Requirements Traceability Matrix (RTM) SDLC C-28   C R F    

Interface Control Document (ICD) SDLC C-11     C  R  F *  *    

Privacy Act Notice/Privacy Impact Assessment SAISO Office   C C F    V     

Test Plan (PT) SDLC C-10   C C  R  F  *  *    

Conversion Plan SDLC C-12       C  F  *      

System Design Document (SDD) SDLC C-13       C F   *    

Implementation Plan (IMP) SDLC C-14       C  F        

Maintenance Manual (MM) SDLC C-15       C  F  *  *    

Operations Manual (OM)  
(System Administration Manual) 

SDLC  
C-16/17 

      C  F  *  *    

Training Plan (TP) SDLC C-18       C  F  *  *    

User Manual (UM) SDLC C-19       C  F  *  *    

IT Contingency Plan SDLC C-20       C  F * *   

Software Development Document/Folder (SDF) Project         C/F  * *    

System Software Project         C/F  *  *    

Test Files/Data Project         C/F    *    

Test Analysis Report (TAR) SDLC C-21         P * *   

Test Problem Report Project         P P P   

User Acceptance Test Report SDLC C-26     P    

*IT Systems Security Certification & Accreditation SAISO Office         C/F        

Security Vulnerability Scan ISSO/SecWiki     C/E F *  

Delivered System Project           C/F *   

Change Implementation Notice (CIN) Project           C/F  *    

Post-Implementation Review (PIR) SDLC C-22           C/F *   

In-Process Review Report (IPR) Project             P   

User Satisfaction Report Project             P   

Disposition Plan SDLC C-23               C/F  

Post-termination Review Report Project               P 

Archived System Project               C/F  

SDLC C-n  Product Template in SDLC Appendix 
External     Product Template defined external to SDLC 
Project      Product Template defined by the project 

KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, 
R=Revise,  V=Validate, *=Update if needed, lower case=optional 

Figure 1-2.  Core SDLC Phases and Work Products 
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1.7 Key Activities Related to System Development 

This section describes the key activities that are part of any systems development effort but are not 
described in detail in the SDLC because these topics, in general, are expansive and there are numerous 
references which describe them in more detail. 

1.7.1 Strategic Planning 

Strategic planning provides a framework for analyzing where an enterprise is and where an enterprise 
should be in the future.  In the Federal government agency strategic plans are required by the 
Government Performance and Results Act (GPRA).  Agency strategic plans provide the framework for 
implementing all other parts of this Act, and are the key part of the effort to improve performance of 
government programs and operations.   

The GSA Strategic Plan guides the annual budget and performance planning in all the offices and SSOs.   
It sets the framework for measuring progress and ensuring accountability to the public.  The strategic plan 
identifies goals, objectives and strategies in support of the Agency’s mission and vision.  This, in turn, 
drives the IT strategic plan across GSA, ensuring linkage to the overall goals and direction the 
Administrator has set for the Agency.   Strategic planning is not part of the SDLC, but plays a significant 
role in selecting IT projects to be initiated and continued. 

1.7.2 Capital Planning and Investment Control (CPIC) 

The CPIC process implements the FAS’ information technology capital planning and investment control 
process.   The CPIC process uses the “Select-Control-Evaluate” methodology recommended by OMB, 
GAO guidance to implement the strategic and performance directives of the Clinger-Cohen Act, GSA/FAS 
Management Directives, and other statutory provisions affecting information technology investments.  The 
process complements the SDLC process by providing fiscal oversight of system development projects 
and linking IT investment decisions to GSA/FAS strategic goals and objectives. 

1.7.3 Systems Security 

The Federal Government has become increasingly reliant on IT systems to support day-to-day and critical 
operations/business transactions.  Risks to system and data confidentiality, integrity, and availability can 
impact an organization’s ability to execute its mission and business strategy.  To minimize the impact 
associated with these risks, federal IT security policy requires all IT systems to be certified and accredited 
prior to being placed into operation in accordance with the requirements of OMB A-130.  The Federal 
Information Security Systems Management Act of 2002 (FISMA) requires agencies to have plans for 
information security programs to assure adequate information security for networks, facilities, information 
systems, or groups of information systems, as appropriate.  

The GSA IT Security Procedural Guide: Managing Enterprise Risk (Security Categorization, Risk 
Assessment, & Certification and Accreditation - CIO-IT Security-06-30) Handbook1 provides managers 
with a single source of information for conducting certification and accreditation and securing IT Systems.  
Additional guidance can be found in the series of CIO-IT Security Procedural Guides, and NIST Special 
Publications.  These guides offer guidance for implementing security processes and controls and 
templates to meet reporting requirements.  Templates are provided for the Security Risk Assessment, 
Systems Security Plan, Contingency Plan, and Certification and Accreditation (C&A) memoranda.  The 
C&A process is an integral part of the SDLC and the CPIC process. 

1.7.4 Enterprise Architecture 

The development of information technology architectures is a requirement of the Clinger-Cohen Act.  
GSA is building an enterprise architecture that promotes the effective management and operation of IT 
investments and services.   

                                                      
1 GSA Order CIO HB 2100.1C, GSA Information Technology Security Policy 

2 NIST Special Publications 
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An enterprise architecture (EA) provides a comprehensive, integrated picture of current capabilities and 
relationships (i.e., the current architecture), an agreed upon blueprint for the future (i.e., the target 
architecture), and a strategy for transitioning from the current to the target environment.  EA products 
describe the information needed to carry out key business functions and processes; identify the system 
applications that create or manipulate data to meet business information needs; and documents the 
underlying technologies (i.e., hardware, software, communications networks, and devices) that enable the 
generation and flow of information. 

The EA is an essential tool for strategic planning, managing IT resources, and making maximum use of 
limited IT dollars.  The EA also ensures the alignment of IT with GSA’s strategic goals so that business 
needs drive technology rather than the reverse. The EA also assists to:  

 Identify redundancies, and thus potential cost savings;  

 Highlight opportunities for streamlining business processes and information flows;  

 Optimize the interdependencies and interrelationships among the programs and services of 
the Agency’s various component organizations as well as with external agencies; 

 Ensure a logical and integrated approach to adopting new technologies;  

 Promote adherence to Agency-wide standards including those for systems security; and 

1.7.5 Performance Management 

Performance measurement is an essential element in developing effective systems through a strategic 
management process.  FAS’ mission, goals, and objectives are identified in its Strategic Plan.  Strategies 
are developed to identify how FAS can achieve these goals.  For each goal, FAS establishes a set of 
performance measures.  These measures enable FAS leadership to assess how effective each of its 
projects are in improving Service operations. 

For FAS to make this assessment, the current performance level for each measure (performance level 
baseline) for the existing systems must be determined.  For each project plan, as part of the cost benefit 
analysis, estimates for the performance levels expected to be attained as a result of the planned 
improvements are made.  As the project’s improvements are implemented, actual results are compared 
with the estimated gains to determine the success of the effort.  Further analysis of the results may 
suggest additional improvement opportunities. 

Performance Measurement and evaluation is the principal method for determining realization of identified 
benefits.   

1.7.6 Business Process Re-engineering 

The primary underpinning of any new system development or initiative should be business process 
reengineering.  Business process reengineering (BPR) involves a change in the way an organization 
conducts its business.  BPR is the redesign of the organization, culture, and business processes using 
technology as an enabler to achieve quantum improvements in cost, time, service, and quality.  
Information technology is not the driver of BPR.  Rather, it is the organization’s desire to improve its 
processes and how the use of technology can enable some of the improvements.   

BPR may not necessarily involve the use of technology.  When BPR is applied to one or more related 
business processes, an organization can improve its products and services and reduce resource 
requirements.  The results of a successful BPR program are increased productivity and quality 
improvements.  BPR is not just about continuous, incremental and evolutionary productivity-
enhancements.  It also utilizes an approach that suggests scraping a dysfunctional process and starting 
from scratch to obtain larger benefits. 
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2.0 CONCEPT APPROVAL STAGE 

2.1 Overview 

2.1.1 Objectives 

The Concept Approval Stage begins when management identifies a business need that can be satisfied 
by the application of information technology.  The objectives of the Concept Approval Stage are to: 

 Identify and validate an opportunity to improve business accomplishments of the organization 
or a deficiency related to a business need. 

 Identify significant assumptions and constraints on solutions to that need. 

 Recommend the exploration of alternative concepts and methods to satisfy the need. 

IT projects may be initiated as a result of business process improvement activities, changes in business 
functions, advances in information technology, or may arise from external sources, such as public law, 
the general public or state/local agencies.  The Program Sponsor articulates this need within the 
organization to initiate the project life cycle.  During this stage, a Program Manager is appointed who 
prepares a Draft Business Case (DBC).  When an opportunity to improve business/mission 
accomplishments or to address a deficiency is identified, the Program Manager documents these 
opportunities in the DBC. 

2.1.2 Inputs 

 Business Opportunity 

 Enterprise Architecture 

 System Concept 

2.1.3 High Level Activities 

I). Identify the Opportunity to Improve Business Functions 

II). Identify a Program Sponsor 

III). Create Documentation and Deliverables 

IV). Hold Stage Review Activity 

2.1.4 Work Products 

 Draft Business Case (DBC) 

 Enterprise Architecture Alignment Summary 

2.2 Tasks and Activities 

The following activities are performed as part of the Concept Approval Stage.  The results of these 
activities are captured in the Draft Business Case.  For every approved IT project, the agency should 
designate a responsible organization and assign the organization sufficient resources to execute the 
project. 

2.2.1 Identify the Opportunity to Improve Business Functions 

Identify why a business process is necessary and what business benefits can be expected by 
implementing this improvement.  A business case must be established in which a business problem is 
clearly expressed in purely business terms.  Provide background information at a level of detail sufficient 
to familiarize senior managers to the history, issues and customer service opportunities that can be 
realized through improvements to business processes with the potential support of IT.  This background 
information must not offer or predetermine any specific automated solution, tool, or product. 

2.2.2 Identify a Program Sponsor 

The Program Sponsor is the principle authority on matters regarding the expression of business needs, 
the interpretation of functional requirements language, and the mediation of issues regarding the priority, 
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scope and domain of business requirement. The Program Sponsor may identify and enlist the assistance 
of the Program Manager in the execution of this stage as well as subject matter experts from Enterprise 
Architecture and IT Security. 

2.2.3 Create Documentation and Deliverables 

2.2.3.1 Prepare Draft Business Case 

This describes the need or opportunity to improve business functions.  It identifies where strategic goals 
are not being met or mission performance needs to be improved. Document the business need as the 
Draft Business Case (DBC) that forms the basis for a determination whether there is sufficient business 
justification to develop the concept.  Appendix C-1 provides a template for the Draft Business Case along 
with tailoring guidelines for smaller projects.  During this stage the PM will only complete the first two 
sections of the DBC. 

2.2.3.2 Analyze Fit with the Enterprise Architecture 

A formal assessment of EA alignment is conducted at the beginning of Concept Approval and at selected 
points through the FAS SDLC process to ensure identification of any variances in planned alignment.  
The sponsoring organization must establish alignment with GSA architectural principles during the 
Concept Approval stage and document it in the Enterprise Architecture Alignment Summary which is 
contained within the DBC. 

The Enterprise Architecture Alignment Summary provides the results of EA Alignment and Assessment 
Reviews that occur periodically throughout the system’s life. All technology systems and projects must be 
aligned with the GSA Enterprise Architecture (EA).  Current IT capabilities, planned IT programs, and 
ongoing projects, need to be understood in terms of how they relate to the GSA Business Architecture, 
Target Architecture, and high-level transition strategy.   

The EA assessment process is integrated throughout the life cycle to ensure that IT programs and 
projects are initiated, planned, and executed consistent with the GSA target architecture.  A formal 
assessment of EA alignment is conducted beginning at Program Initiation and throughout the SDLC. 

2.2.4 Hold Stage Review Activity 

At the end of this stage, the Draft Business Case is approved before proceeding to the next stage.  The 
Draft Business Case should convey that this project is a good investment and is aligned with the GSA EA.  

Authorization to Proceed includes approvals by the Program Sponsor / Program Manager, CIO (if 
preliminary EA business compliance is assessed), and the Review/Approval Authority.  Approvals should 
be annotated on the Draft Business Case. 
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3.0 PLANNING STAGE 

3.1 Overview 

3.1.1 Objectives 

The main objectives of the planning stage are to select the strategies, policies, processes, and 
procedures for achieving the objectives and goals of the project.  Planning is deciding, in advance, what 
to do, how to do it, when to do it, where to do it, and who is going to do it.  Project planning applies to all 
projects – regardless of their size. 

The requirements identified in project related materials (e.g., draft business case) are the primary input to 
his phase.  The level of detail will vary depending on project size.  The preparation of documents related 
to this phase involves several critical planning issues such as the identification of preliminary 
requirements; staff, schedule, and cost estimates; the technical and managerial approaches that will be 
used; and the assessment of potential risks associated with the project.  This information forms the 
foundation for all subsequent planning activities. 

Many of the plans essential to the success of the entire investment program and individual IT projects are 
created in this stage; the created plans are then reviewed and updated throughout the remaining SDLC 
stages.  In the Planning Stage, the concept is further developed to describe how the business will operate 
once the approved system is implemented and to assess how the system will impact employee and 
customer privacy.  To ensure the products and/or services provide the required capability on time and 
within budget, project resources, activities, schedules, tools, and reviews are defined.  Additionally, 
security certification and accreditation activities begin with identification of system security requirements 
and the completion of a high-level vulnerability assessment.  The Planning Stage begins when the Draft 
Business Case has been formally approved and resources have been committed by the Program 
Sponsor to enter the Planning Stage.  

The review and approval of the Draft Business Case begins the formal studies and analysis of the need in 
the Planning Stage and begins the more detailed business analysis and planning of the project. 

3.1.2 Inputs 

 Draft Business Case 

 Enterprise Architecture Alignment Summary 

3.1.3 High Level Activities 

I). Form a project organization 

II). Study and analyze the business need 

III). Form the project acquisition strategy 

IV). Create internal processes 

V). Determine security classification 

VI). Analyze project schedule and cost 

VII). Establish agreements with stakeholders 

VIII). Plan the solicitation, selection, and award 

IX). Create Documentation and Deliverables 

X). Hold Stage Review Activity 

3.1.4 Work Products 

 Draft Business Case (DBC) 

o Cost-Benefit Analysis 

o Feasibility Study 
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 Security Risk Assessment Report 

 System Security Plan 

 Concept of Operations 

 Acquisition Plan 

 Project Management Plan/PMP-Lite 

o Systems Engineering Management Plan 

o Configuration Management Plan 

o Quality Assurance Plan 

o Risk Management Plan 

 FAS Earned Value Management Package 

 Exception Request Form 

3.2 Tasks and Activities 

The following activities are performed as part of the Planning Stage.  The results of these activities are 
captured in work products that are initiated during this stage as well as updates to prior stage products. 

3.2.1 Form (or appoint) a Project Organization 

This activity involves the appointment of a Program Manager (if not previously identified) who carries both 
the responsibility and accountability for project execution.  The Program Manager develops a Program 
Charter that establishes the scope and responsibilities for the project.  For small efforts, the project 
organization may only involve assigning a project to a manager within an existing organization that 
already has an inherent support structure.  For new, major projects, a completely new organizational 
element may be formed - requiring the hiring and reassignment of many technical and business 
specialists. 

Each project must have an individual designated to lead the effort.  The individual selected will have 
appropriate skills, experience, credibility, and availability to lead the project.  Clearly defined authority and 
responsibility must be provided to the Program Manager. 

The Program Manager will work with stakeholders to identify the scope of the proposed program, 
participation of the key organizations, and potential individuals who can participate in the formal reviews 
of the project.  This decision addresses both programmatic and information management-oriented 
participation as well as technical interests in the project that may be known at this time. 

In view of the nature and scope of the proposed program, the key individuals and oversight committee 
members who will become the approval authorities for the project will be identified. 

3.2.2 Study and Analyze the Business Need 

The project team, identified in the Program Charter, and supplemented by enterprise architecture or other 
technical experts, as required, should analyze all feasible technical, business process, and commercial 
alternatives to meeting the business need.  These alternatives should then be analyzed from a life cycle 
cost perspective.  The results of these studies should show a range of feasible alternatives based on life 
cycle cost, technical capability, and scheduled availability.  Typically, these studies should narrow the 
system technical approaches to only a few potential, desirable solutions that should proceed into the 
subsequent life cycle stages. 

3.2.3 Form the Project Acquisition Strategy 

The acquisition strategy should be included in the Draft Business Case.  The project team should 
determine the strategies to be used during the remainder of the project concurrently with the development 
of the Cost Benefit Analysis (CBA) and Feasibility Study.  For smaller projects, the CBA and Feasibility 
Study will be included as part of the DBC.  The Acquisition Strategy answers the questions: 
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 Is there sufficient staff to accomplish the work of the project or will it require additional 
support from an IT contractor?   

 Is there already a contractor in place that will be performing this work and does it require a 
change to the existing SOW or contract? 

 What technology options are available?  

 Are there opportunities for reuse of existing technology? 

 Are there Commercial Off-the-Shelf solutions available?  

 What type of contract will best suit the business and technical requirements of the project? 

 What life cycle segments will comprise the project life cycle and what organizations 
(contractor/ government) will perform those segments? 

Refinement of the role of system development contractors will occur during the subsequent stages.  For 
example, one strategy option would include active participation of system contractors in the Requirements 
Analysis Stage and another contractor for the systems development activities.  In this case, the Planning 
Stage must include complete planning, solicitation preparation, and source selection of the participating 
contractors (awarding the actual contract may be the first activity of the next stage).  If contractors will be 
used to complete the required documents, up-front acquisition planning is essential. 

3.2.4 Create Internal Processes 

Create, gather, adapt, and/or adopt the internal management, engineering, business management, and 
contract management internal processes that will be used by the project office for all subsequent life-
cycle stages.  This could result in the establishment of teams or working groups for specific tasks, (e.g., 
quality assurance, configuration management, and testing).  Plan, articulate, and gain approval for the 
resulting processes.  These processes will be a tailored version of this SDLC, applied to the specific 
needs of the project.  The products required for this project are determined and appropriate activities are 
included in project and engineering work break down structures. 

3.2.5 Determine Security Categorization 

Security categorization, in accordance with the Federal Information Processing Standards Publication 199 
(FIPS Pub 199), Standards for Security Categorization of Federal Information and Information Systems, 
should be conducted during this stage. Security categories are based on the potential impact on an 
organization should certain events occur which jeopardize the information and information systems 
needed by the organization to accomplish its assigned mission, protect its assets, fulfill its legal 
responsibilities, maintain its day-to-day functions, and protect individuals. The security category of an 
information system must also consider the security categories of all information types resident on the 
information system.  

3.2.6 Analyze Project Schedule and Cost 

Analyze and refine the project schedule and cost, taking into account risks and resource availability.  
Develop a detailed schedule for the initial life cycle segments, especially for its Requirements Analysis 
Stage, as well as for all subsequent segments and stages. Develop a Life cycle Cost Estimate using the 
information in the Draft Business Case, WBS, and Schedule, plus information from the prior phase, 
estimate the life cycle cost and document related assumptions and risks.   

3.2.7 Establish Agreements with Stakeholders 

Establish relationships and agreements with internal and external organizations that will be involved with 
the project.  These organizations may include agency and FAS oversight offices, agency personnel 
offices, agency finance offices, internal and external audit organizations, and agency resource providers 
(people, space, office equipment, communications, etc) as well as organizations directly involved with the 
project (e.g., user communities, hosting, training, approval and sign-off decisions, etc.) 
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3.2.8 Plan the Solicitation, Selection and Award 

During this stage or subsequent stages, as required by the Federal Acquisition Regulation (FAR), plan 
the solicitation, selection and award of contracted efforts based on the selected strategies in the DBC.  
Obtain approvals to contract from appropriate authorities.  As appropriate, execute the solicitation and 
selection of support and system contractors for the subsequent stages. 

3.2.9 Create Documentation and Deliverables 

The following work products are initiated or updated during this stage. 

3.2.9.1 Draft Business Case (DBC) 

The Draft Business Case (DBC) initiated during the Concept Approval Stage, is finalized during this stage 
to further identify the scope of the system.  It should contain the high-level requirements, benefits, 
business assumptions, and program costs and schedules.  It should also contain the information types, 
sensitivity, and security categorization.  It records management decisions on the envisioned system early 
in its development and provides guidance on its achievement.   

Each Level of IT Investment requires a Business Case documented in either on OMB Exhibit 300 or OMB 
Exhibit 53 Information.  The appropriate OMB Exhibit documents the justification for the proposed 
investment in satisfying the particular business need, summarizing the need, the alternatives, the 
proposed solution, resources, schedules, risks, and other information.  The OMB Exhibit, supported by 
information in SDLC Products provides the basis on which the investment is approved for inclusion in an 
investment portfolio via the CPIC Select process.  An example and instructions for each submission are 
included in the CPIC Guide. 

The Draft Business Case is adaptable as an OMB Exhibit , the OMB Exhibit 300 or the OMB Exhibit 53, 
depending on the project’s IT investment level, estimated during this stage.  GSA uses an automated 
portfolio management system known as eCPIC to document all IT investments.  The business cases also 
serve as the basis for preparing the OMB Exhibit 300 and OMB Exhibit 53.  The OMB Exhibits: 

 Document the justification for the proposed investment 

 Explain how an investment satisfies a particular business need, and  

 Summarize the need, the alternatives, the proposed solution, resources, schedules, risks and 
other information. 

The OMB Exhibits, supported by information in the SDLC products, provide the basis for approval of the 
project for inclusion in the FAS IT investment portfolio and its enrollment in the CPIC Select process.  The 
format, guidelines, and templates for OMB Exhibit 300 and Exhibit 53 are located in the GSA CPIC Guide 
and in OMB Circular A-11.  Work begins on OMB Exhibits during this stage. 

Appendix C-1 provides a template for the Draft Business Case.  For smaller projects, the following work 
products can be part of the DBC. 

Cost-Benefit Analysis 

The Cost Benefit Analysis (CBA) is initiated during this stage and provides cost or benefit information for 
analyzing and evaluating alternative solutions to a problem and for making decisions about initiating, as 
well as continuing, the development of information technology systems.  The analysis should clearly 
indicate the cost to conform to the security standards in the Technical Reference Model (TRM) and 
appropriate Federal guidance.  Appendix C-2 provides a template for the Cost-Benefit Analysis.  

Feasibility Study 

The Feasibility Study, initiated during this stage, provides an overview of a business requirement or 
opportunity and determines if feasible solutions exist before full life-cycle resources are committed.  
Software and hardware alternatives are reviewed and used to formulate preliminary platform options.  
Project feasibility leads to a “go” or “no go” decision about the project.  Determining project feasibility is an 
interactive process of collecting and analyzing data and searching for cost-effective, viable technical 
solutions. 
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Use the project objectives, scope, and high-level requirements as the basis for determining project 
feasibility.  Work with the business lines and user community to address technical issues and risks.  
Conduct research and investigate documents and other resources.  Appendix C-3 provides a template for 
the Feasibility Study.  

3.2.9.2 Security Risk Assessment Report 

Analyze threats to and vulnerabilities of the proposed system and the risk to the security of the overall 
system(s) to which it is a part or which it interacts. 

The purpose of the security risk assessment is to analyze threats to and vulnerabilities of a system to 
determine the risks to the confidentiality, integrity, and availability of the system throughout the system 
development lifecycle.  This is used as a basis for identifying appropriate and cost-effective security 
measures.  Analyze the risk to the security of the overall system(s) to which it is a part or which it 
interacts.  .  Define the threat environment in which the system will operate.  Document any vulnerabilities 
or weaknesses in the POA&M.  Contact the FAS ISSM for guidance and support on the Security Risk 
Assessment.   

3.2.9.3 System Security Plan 

A formal plan detailing the types of computer security is required for the new system based on the type of 
information being processed and the degree of sensitivity.  Those systems that contain, store, and 
reference personal information will be more closely safeguarded than most.  Using the system 
categorization that was determined during the planning stage, and results from prior Security Risk  
Assessments; use NIST 800-53 (as amended), Annex 1, 2, or 3 to review and select the recommended 
security controls based on the type of system and function.  Ensure the selected security controls, 
(planned or in place) are fully designed, documented and detailed in the security plan. The security plan 
should also provide a complete characterization or description of the information system, as well as 
attachments or references to key documents supporting the system’s information security program (e.g., 
contingency plan, incident response plan, security awareness and training plan, rules of behavior, risk 
assessment, security assessment results, system interconnection agreements, security 
authorizations/accreditations, and plan of action and milestones). 

3.2.9.4 Acquisition Plan 

This document shows how all government human resources, contractor support services, hardware, 
software and telecommunications capabilities are acquired during the life of the project.  The plan is 
developed to help ensure that needed resources can be obtained and are available when needed.  GSA 
has implemented an automated tool, the Acquisition Planning Wizard  that facilitates the preparation of 
the Acquisition Plan. 

3.2.9.5 Project Management Plan 

The Project Management Plan (PMP) is prepared for all projects, regardless of size or scope.  It 
documents the project scope, tasks, schedule, allocated resources, and interrelationships with other 
projects.  It describes the SDLC tailoring approach used to apply the SDLC to the project life cycle and a 
justification for any tailoring applied.  The plan provides details on the functional units involved, required 
job tasks, cost and schedule performance measurement, milestone and review scheduling.  Revisions to 
the Project Management Plan occur at the end of each stage and as information becomes available.  The 
Project Management Plan should address the management oversight activities of the project.  See 
Appendix C-24 for Project Management Plan Outline.   

For smaller projects and Operations & Maintenance projects, the project can create a PMP-Lite instead of 
the larger scale PMP.  In order to create a PMP-Lite document, a higher level Project Management Plan 
must exist at the Program Level which defines the information not contained within the PMP-Lite (e.g., 
Management Plans and Processes, Technical Processes).  See Appendix C-25 for the PMP-Lite Outline. 

The following plans may either be part of the PMP or a stand-alone document.  Additionally, for larger 
programs, a program level plan may be established with each project documenting the project unique 
information as part of the plan. 
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Risk Management Plan 

Complete the Risk Management Plan during this stage, identifying project risks and specifying the plans 
to reduce or mitigate the risks.  Appendix C-4 provides a template for the Risk Management Plan. 

Configuration Management Plan 

The Configuration Management (CM) Plan describes the process to identify, manage, control, and audit 
the project’s configuration.  The plan should also define the configuration management structure, roles, 
and responsibilities to be used in executing these processes.  Appendix C-5 provides a template for the 
Configuration Management Plan. 

Quality Assurance Plan 

The Quality Assurance (QA) Plan documents that the delivered products satisfy contractual agreements, 
meet or exceed quality standards, and comply with the project defined processes, which have been 
approved as tailored instances of this SDLC.  Appendix C-6 provides a template for the Quality 
Assurance Plan. 

Systems Engineering Management Plan 

The SEMP describes the system engineering process to be applied to the project; assigns specific 
organizational responsibilities for the technical effort, and references technical processes to be applied to 
the effort.  Information that should be included in the SEMP is shown in Appendix C-8.   

3.2.9.6 Concept of Operations 

The CONOPS is a high-level requirements document that provides a mechanism for users to describe 
their expectations from the system.  Its content is based and traceable to the content of the Draft 
Business Case.  Information that should be included in the CONOPS document is shown in Appendix C-
7. 

3.2.9.7 FAS Earned Value Management (EVM) Package 

All projects that meet the FAS OCIO threshold for an Earned Value Management (EVM) threshold must 
prepare an EVM Approval package during the planning phase.   The FAS OCIO EVM Handbook defines 
the format of the EVM Package and supporting process from a Project Manager perspective.  For 
detailed information on GSA EVM Process, see the GSA EVMS Policy2 for supporting information. 

3.2.10 Hold Stage Review Activity 

Upon completion of all Planning Stage tasks and commitment of resources for the next stage, the Project 
Lead, together with the project team should prepare and present a stage review activity with the Program 
Manager, Program Sponsor,  and key project stakeholders.  The review should address:  

I). Planning Stage activities and work product status  

II). Planning status for all subsequent life cycle stages (with significant detail on the next 
stage)  

III). Resource availability status 

IV). Risk assessments of subsequent life cycle stages  

The Program Sponsor is charged with the decision to proceed to the next stage, iterate the planning 
tasks, or to terminate the project.  

 

                                                      
2 GSA Acquisition Letter V-05-01, Implementation of Earned Value Management System (EVMS) Policy in GSA, 
Supplement 1. 
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4.0 REQUIREMENTS ANALYSIS STAGE 

4.1 Overview 

4.1.1 Objectives 

The primary goal of this stage is to develop a basis of mutual understanding between the system 
owner/users and the project team about the requirements for the system.  The result of this 
understanding is an approved requirements document that becomes the initial baseline for system design 
and a reference for determining whether the completed system performs as the system owner requested 
and expected. 

The Requirements Analysis Stage begins when the previous stage documentation has been approved or 
by management direction.  During this stage, the system is defined in more detail with regard to system 
inputs, processes, outputs, and external interfaces.  This definition process occurs at the functional level.  
The system is described in terms of the functions to be performed, not in terms of computer programs, 
files, and data streams.  The emphasis in this stage is on determining what functions must be performed 
rather than how to perform those functions. 

Multiple instances of the Requirements Analysis Stage may occur in the project life cycle, especially if the 
project strategy includes life cycle segments for prototypes, pilots, or incremental builds/releases—each 
of which is allocated a subset of project requirements.  In these cases, each such segment will revisit the 
requirements analysis work products developed in prior instances to update/extend them as appropriate 
to the requirements that are allocated to the specific segment. 

4.1.2 Inputs 

 Draft Business Case (DBC) 

 Project Management Plan (PMP) 

 Concept of Operations (CONOPS) 

 System Security Plan 

4.1.3 High Level Activities 

I). Define Requirements 

II). Create Documentation and Deliverables  

III). Conduct System Requirements Review 

IV). Establish Functional Baseline 

V). Hold Stage Review Activity 

4.1.4 Work Products 

 Functional Requirements Document 

 Requirements Traceability Matrix 

 Interface Control Document 

 Test Plan 

 Privacy Act Notice/Privacy Impact Assessment 

 Updated work products from previous stages 

4.2 Tasks and Activities 

The following tasks are performed during the Requirements Analysis Stage.  The tasks and activities 
actually performed depend on the nature of the project. 
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4.2.1 Define Requirements 

The goals for defining requirements are to identify what functions are to be performed on what data, to 
produce what results, and for whom.  The requirements must focus on the capabilities that are needed 
and the functions that are to be performed.  Design issues and specifications must not be defined as part 
of the requirements.  Generally, a requirement specifies an externally visible function or attribute of a 
system (i.e., a “what’) whereas as the design describes a particular instance of how that visible function 
will be achieved (i.e., the “how to”).  

Requirements should be specified as completely and thoroughly as possible and contain the following 
attributes: 

 Necessary – Absolute requirements that are to be verified are identified by “must” or “shall”.  
Goals or intended functionality are indicated by “will”. 

 Correct – Each requirement  is an accurate description of  a feature or process of the product 

 Unambiguous – Each requirement has only one interpretation 

 Complete – Each requirement describes one result that must be achieved by the product 

 Consistent – Individual requirements are not in conflict with each other 

 Verifiable – Each requirement is stated in concrete terms and measurable quantities 

 Traceable – The origin of each requirement is clear and can be tracked throughout the life 
cycle via the requirements traceability matrix (RTM) 

In major projects, when alternative solutions must be examined or risk areas must be explored before 
system requirements can be finalized, pilot or prototype mini-projects may be required.  These become 
life cycle segments in which exploration of the specific solution features or risk issues become the 
“requirements”.  Once issues are resolved, risks are mitigated, and questions are answered, then the 
system requirements can be finalized and the primary SDLC can continue. 

4.2.1.1 Define User Interface Requirements 

The user interface requirements should describe how the user will access and interact with the system 
and how information will flow between the user and the system.  The following are some of the issues that 
should be considered when defining these requirements: 

 The users’ requirements for screen elements, navigation, reports, and help information 

 Any applicable standards (e.g., Federal Government (508), GSA/FAS, industry) that apply to 
user interfaces 

 The types of users who will access the system and for what purpose 

4.2.1.2 Define Security Requirements 

Define the security requirements in conjunction with the ISSO and other stakeholders who provide input 
into the system security area.  This involvement affords complete definition of the security requirements 
for the system. 

Implement applicable security procedures to assure data integrity and protection from unauthorized 
disclosure throughout the systems’ life cycle.  

4.2.1.3 Define FOIA/Privacy Act Requirements 

The collection, use, maintenance, and dissemination of information on individuals by any system in FAS 
will require a thorough analysis of both legal and privacy policy issues.  Whether a system is automated 
or manual, privacy protections must be integrated into the development of the system.  To ensure that 
FAS properly addresses the privacy concerns of individuals as systems are developed, FAS policy 
mandates that all IT initiatives develop and utilize the Privacy Impact Assessment (PIA) processes. 
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Templates for the Privacy Act Notice and the Privacy Impact Assessment, and directions for their 
preparation, are found in the applicable U.S. Code.3  For GSA's PIA policy, responsibilities, and 
procedures, see GSA Order CPO 1878.2, Conducting Privacy Impact Assessments (PIAs) in GSA.  

4.2.1.4 Define Data Requirements 

Data requirements identify the data elements and logical data groupings that will be accessed (either 
input or output) by the system.  The identification and grouping of data begins during the Requirements 
Analysis stage and is expanded in subsequent stages as more information about the data is known. 

4.2.1.5 Define Other Requirements 

Include all possible requirements including those for: 

 Input and output requirements 

 Performance 

 Qualification requirements 

 Architecture requirements (e.g, Hardware, Software, Communications, Network, etc.) 

 Safety specifications, including those related to methods of operation and maintenance, 
environmental influences, and personnel injury 

 Installation and acceptance requirements of the delivered software product at the operation 
and maintenance site(s) 

 User operation and execution requirements 

 User maintenance requirements 

4.2.2 Create Documentation and Deliverables 

4.2.2.1 Develop Requirements Traceability Matrix 

A requirements traceability matrix (RTM) is a tool used to trace life cycle activities and work products to 
the requirements.  The matrix establishes a thread that traces requirements from identification through 
final test and implementation. 

All work products developed during the design, code, and testing processes in subsequent life cycle 
stages must be traced back to the requirements described in the FRD.  This traceability assures that the 
system will satisfy all of the requirements and remain within the project scope. 

Appendix C-28 provides a template for the Requirements Traceability Matrix (RTM). 

4.2.2.2 Develop Functional Requirements Document 

All of the requirements are documented in the Functional Requirements Document (FRD).  The FRD 
describes the inputs to be supplied by the user of other sources, the processing that needs to occur and 
the outputs desired by the user or required by interfacing systems.  The emphasis should be placed on 
specifying system functions without implying how the system will provide those functions.  The FRD is 
created by integrating all of the requirements developed during this stage.  

The FRD serves as the foundation for system design and development. This document captures 
functional/user requirements to be implemented in a new or enhanced system.  These are complete, 
user-oriented functional and data requirements for the system that, through definition, analyses, and 
documentation, serve to ensure that user and system requirements have been collected and 
documented.  

Appendix C-9 provides a template for the Functional Requirements Document.  

                                                      
3 Privacy Act, 5 U.S.C. 552a 
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4.2.2.3 Develop an Interface Control Document 

The project team responsible for the development of this system needs to articulate the other systems (if 
any) this system will interface with.  Identify any interfaces and the exchange of data or functionality that 
occurs.  All areas that connect need to be documented for security as well as information flow purposes. 

The Interface Control Document (ICD) specifies the interface requirements imposed on one or more 
systems, subsystems, configuration items, or other system components to achieve one or more interfaces 
among these entities.  Overall, an ICD can cover requirements for any number of interfaces between and 
among any number of systems.  Appendix C-11 provides a template for the Interface Control Document.  
For smaller systems with few interfaces, the ICD can be part of the FRD. 

4.2.2.4 Develop Test Criteria and Plans 

The Test Plan establishes the testing necessary to validate that the requirements have been met.  It also 
ensures that a systematic approach to testing is established and that the testing is adequate to verify the 
functionality of the system. 

The Test Plan includes the resources, roles and responsibilities, traceability back to the requirements, 
and techniques needed to plan, develop, and implement the testing activities that will occur throughout 
the life cycle.  In this stage, the plan is written at a high level and focuses on identifying the testing phases 
and techniques.  During the remaining stages of the life cycle, detailed information about the test plans 
and procedures is added to this Test Plan. 

The types of test activities discussed in the subsequent sections identify more specifically the Integration 
and Test Stage of the life cycle that are included in the test plan and test analysis report. 

 Unit/Module Testing 
 Integration Testing 
 Independent Security Testing 
 Functional Qualification Testing 
 User Acceptance Testing 
 Beta Testing 

Appendix C-10 provides a template for the Test Plan. 

4.2.3 Conduct System Requirements Review 

The System Requirements Review is conducted in the Requirements Analysis Stage and approved by 
the appropriate stakeholders (e.g., System Owner, System Users, Security, etc.).  This is where the 
functional requirements identified in the FRD/RTM are reviewed to see if they are sufficiently detailed and 
are testable.  It also provides the Project Lead with the opportunity to ensure a complete understanding of 
the requirements and that the documented requirements can support a detailed design of the proposed 
system.  

4.2.4 Establish Functional Baseline 

During the requirements analysis stage, the functional baseline, sometimes called a system requirements 
baseline, is established.  The system requirements are baselined after the system owner’s formal 
approval of the FRD.  Once the requirements are baselined, any changes to the requirements must be 
managed according to the change control procedures established in the CM Plan. 

4.2.5 Hold Stage Review Activity 

Upon completion of all Requirements Analysis Stage tasks and commitment of resources for the next 
stage, the Project Lead, together with the project team should prepare and present a stage review activity 
with the Program Manager, Program Sponsor,  and key project stakeholders.  The review should 
address:  

I). Requirements Analysis Stage activities and work product status  

II). Planning status for all subsequent life cycle stages (with significant detail on the next 
stage)  
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III). Resource availability status 

IV). Risk assessments of subsequent life cycle stages  

The Program Sponsor is charged with the decision to proceed to the next stage, iterate the requirements 
analysis tasks, or to terminate the project.  
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5.0 DESIGN STAGE 

5.1 Overview 

5.1.1 Objectives 

The objective of the Design Stage is to transform the requirements documented in the Functional 
Requirements Document into comprehensive high level and detailed designs sufficient to guide the work 
of the Development Stage.  The decisions made in this stage address, in detail, how the system will meet 
the defined functional, physical, interface, security, and data requirements.  

The goal of this stage is to define and document the functions of the system to the extent necessary to 
build the system to obtain the critical stakeholders understanding and approval.  Prototyping of system 
functions can be helpful in communicating the design specifications. 

Design Stage activities may be conducted in an iterative fashion, producing first a general system design 
that emphasizes the functional features of the system, then a more detailed system design that expands 
the general design by providing all the technical detail.  

5.1.2 Inputs 

 Functional Requirements Document 

 Test Plan 

 Interface Control Document 

 Requirements Traceability Matrix 

5.1.3 High Level Activities 

I). Determine System Structure 

II). Define the Application & Development Environments 

III). Design the System 

IV). Conduct Preliminary Design Review 

V). Create Documentation and Deliverables 

VI). Conduct Critical Design Review 

VII). Hold Stage Review Activity 

5.1.4 Work Products 

 System Design Document 

 Implementation Plan 

 Maintenance Manual 

 Operations Manual/System Administration Manual 

 Training Plan 

 IT Contingency Plan 

 Revised Previous Documentation 

5.2 Tasks and Activities 

Select the tasks to perform during the Design Phase Tasks using the nature of the project as the 
selection criterion.  There are additional guidelines for selection and inclusion of tasks for in the Design 
Stage in Chapter 11, Alternate SDLC Work Patterns. 
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5.2.1 Determine System Structure 

System Decomposition is an approach that divides the system into different levels of abstraction.  
Decomposition is an iterative process that continues until single purpose components (e.g., design 
entities or objects) can be identified.  Decomposition is used to understand how the system will be 
structured, and the purpose and function of each entity or object. 

The goal of the decomposition is to create a highly cohesive, loosely coupled, and readily adaptable 
design.  A design is highly cohesive if each design entity in the system is essential for that unit to achieve 
its purpose.  A loosely coupled design is composed of program units that are independent or almost 
independent. 

5.2.2 Define the Application & Development Environments 

Identify/specify the Target operating environment. How and where the application will reside. Assign 
responsibility for this activity. 

Identify/specify the Development environments for design, development, testing, and implementation. 
How and where the application will be developed, tested, and implemented.  Assign responsibility for this 
activity. 

5.2.3 Design the System 

The initial focus of IT system design is to define the general characteristics of the system. Design the data 
storage and access for the database layer.  Design the User Interface at the desktop layer. Include the 
application logic design in the Business Rules layer. 

Establish a top-level architecture of the system and document it.  The architecture identifies items of 
hardware, software, and manual-operations.  Allocate all the system requirements among the hardware 
configuration items, software configuration items, and manual operations.  For major systems, the Project 
Lead should convene a Preliminary Design Review to assess the high-level design before proceeding to 
the Detailed Design. 

For each software configuration item, transform the allocated requirements into an architecture that 
describes its top-level structure and identifies its software components.  Ensure that allocation of all the 
requirements for the software configuration item occurs in the software components and further refine 
these to facilitate detailed design of each component. 

Develop and document a top-level design for the interfaces external to the software item and between the 
software components of the software item. 

5.2.3.1 Design User Interface 

One of the first steps is to design a user interface that is appropriate for the users, content, and operating 
environment for the system.  The user interface design is defined for all categories of users and for all of 
the functions they will perform.  Prototyping is a valuable tool that can be used to present the user 
interface design to the users so that design weaknesses can be identified and resolved early.  Prototypes 
can also help to gain user acceptance of the interface.  

As part of designing the user interface, the following areas are defined: 

 Menu and screen hierarchy 

 Screen navigation 

 Data entry screens 

 Report screens 

 Online help 

 Error messages 
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5.2.3.2 Design System Interfaces 

During this stage, the design for how the system will interface with other systems as defined by the 
Interface Control Document and the FRD.  The various interface designs should be submitted to the 
appropriate system owner for review to verify that the interface design is consistent with their design and 
understanding of the requirements.  This helps to ensure that any incompatibilities with the interfaces are 
identified early in the design process and corrective actions can be initiated to assure each interface is 
properly designed and coded. 

5.2.3.3 Design System Security Controls 

During the design stage, the developer allocates the security requirements to the specific modules with 
the design for enforcement purposes.  The National Institute of Standards and Technology (NIST) Special 
Publication 800-53, Recommended Security Controls for Federal Information Systems defines these 
requirements in detail.  

Detailed security requirements provide users and administrators with instructions on how to operate and 
maintain the system securely.  They should address all applicable computer and telecommunications 
security requirements, including:  

 System access controls 

 Marking, handling, and disposing of magnetic media and hard copies  

 Computer room access  

 Account creation, access, protection, and capabilities; operational procedures  

 Audit trail requirements  

 Configuration management 

 Processing area security  

 Employee check-out  

 Disaster recovery emergency procedures  

5.2.3.4 Build Logical Data Model 

The logical data model defines the flow of data through the system and determines a logically consistent 
structure for the system.  The logical data model is a representation of a collection of data objects and the 
relationships among these objects.  The data model is used to provide the following functions: 

 Transform the business entities into data entities 

 Transform the business rules into data relationships 

 Resolve the many-to-many relationships 

 Determine a unique identifier for each data entity 

 Define the attributes for each data entity 

 Define the data integrity rules 

5.2.3.5 Define/Confirm System Architecture 

During the design stage, the system architecture is either defined or confirmed for the system.  If the 
system will be operating in a new environment, define the architecture that is the best, cost effective 
solution that satisfies the requirements.  If the system will be operating in an existing environment, 
confirm that this environment will support that additional requirements levied (e.g., hardware, 
communications, performance, availability, etc.) on this environment by the system.   

5.2.3.6 Design Physical Model and Database Structure 

The physical model is a description of the dynamics, data transformation, and data storage requirements 
for the system.  The physical model maps the logical model to a specific technical reality. 
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At this point, complete the data dictionary with all information on data elements, entities, files, physical, 
and data conversion requirements. 

5.2.3.7 Update the Requirements Traceability Matrix 

During system design, the allocation of requirements to configuration items and then to components of 
the configuration items is documented in the RTM by adding columns containing references to 
configuration items and components.  This will establish a clear relationship between components and 
requirements for use during subsequent verification/validation activities and during life cycle maintenance. 

5.2.4 Conduct Preliminary Design Review 

This is an iterative review of the system design as it evolves through the Design Stage.  This review 
determines whether the initial design concept is consistent with the overall architecture and satisfies the 
functional, security, and technical requirements in the Functional Requirements Document. 

5.2.5 Create Documentation and Deliverables 

5.2.5.1 Develop Conversion/Migration/Transition Strategies 

When defining the requirements and design the plans for converting, migrating, and transitioning current 
information to the new system, it is important to be particularly conscious of plan design if conversion 
means re-engineering existing processes. 

The Conversion Plan describes the strategies involved in converting data from an existing system to 
another hardware or software environment.  It is appropriate to re-examine the original system’s 
functional requirements for the condition of the system before conversion to determine if the original 
requirements are still valid.  Appendix C-12 provides a template for the Conversion Plan 

5.2.5.2 Develop System Design Document 

The System Design Document (SDD) describes the following: 

 system requirements 
 operating environment 
 system and subsystem architecture   
 files and database design  
 input formats and output layouts 
 user interface 
 detailed design 
 processing logic, and  
 external interfaces. 

The System Design Document, in conjunction with the Functional Requirements Document (FRD) 
[complete at this stage], provides general and system design specifications for the system and reflects 
the technological perspective of the system design.  It includes all information required for the review and 
approval of the project development.  The sections and subsections of the design document may be 
organized, rearranged, or repeated as necessary to reflect the best organization for a particular project.  
Appendix C-13 provides a template for the System Design Document. 

5.2.5.3 Develop Implementation Plan 

The Implementation Plan describes system deployment and implementation in the operational 
environment.  The plan contains an overview of the system, a brief description of the major tasks involved 
in the implementation, the overall resources needed to support the implementation effort (such as 
hardware, software, facilities, materials, and personnel), and any site-specific implementation 
requirements.  Updates to the plan may occur during the Development Stage; the final version will be 
available in the Integration and Test Stage for guidance during the Implementation Stage.  Appendix C-14 
provides a template for the Implementation Plan. 

5.2.5.4 Develop Maintenance Manual 

The Maintenance Manual provides maintenance personnel with the information necessary to maintain the 
system effectively.  The manual provides the definition of the software support environment, the roles and 
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responsibilities of maintenance personnel, and the regular activities essential to the support and 
maintenance of program modules, job streams, and database structures.  The Maintenance Manual may 
also provide additional information to facilitate the maintenance and modification of the system.  It may 
also include Appendices to document various maintenance procedures, standards, or other essential 
information.  Appendix C-15 provides a template for the Maintenance Manual. 

5.2.5.5 Develop Operations Manual/System Administration Manual 

Develop the Operations Manual and/or the System Administration Manual, as determined during the 
Planning Stage.  Identify required Security operational procedures.  These procedures will become the 
Rules of Behavior to be included in the System Security Plan. 

For mainframe systems, the Operations Manual provides computer control personnel and computer 
operators with a detailed operational description of the information system and its associated 
environments, such as machine room operations and procedures.  The Systems Administration Manual 
serves the purpose of an Operations Manual in distributed (client/server) applications.  Appendix C-16 
provides a template for the Operations Manual and Appendix C-17 provides a template for the Systems 
Administration Manual.  The Project Lead must determine, based on consultation with user and 
operations stakeholders, which of these documents or other such documents is required. 

5.2.5.6 Design User Training 

The Training Plan (TP) outlines the objectives, needs, strategy, and curriculum for training users on the 
new or enhanced information system.  The plan presents the activities needed to support the 
development of training materials, coordination of training schedules, reservation of personnel and 
facilities, planning for training needs, and other training-related tasks.  The Training Plan includes the 
target audience and topics on the list of training needs.  It includes, in the training strategy, the 
methodology and the format of the training program, the list of topics to be covered, materials, time, 
space requirements, and proposed schedules.  Appendix C-18 provides a template for the Training Plan. 

5.2.5.7 Develop User Manual 

The User Manual contains all essential information for the user to make full use of the information system.  
This manual includes a description of the system functions and capabilities, contingencies and alternate 
modes of operation, and step-by-step procedures for system access and use.  Appendix C-19 provides a 
template for the User Manual. 

5.2.5.8 Develop IT Contingency Plan 

The Contingency Plan contains emergency response procedures; backup arrangements, procedures, and 
responsibilities; and post-disaster recovery procedures and responsibilities.  Contingency planning is 
essential to ensure that FAS systems are able to recover from processing disruptions in the event of 
localized emergencies or large-scale disasters.  It is an emergency response plan; developed in 
conjunction with application owners and maintained at the primary and backup computer installation to 
ensure continuity of support should events occur that could prevent normal operations.  Regularly review, 
update, and test the Contingency Plan to ensure that restoration of vital operations and resources occurs 
as quickly as possible and to keep system downtime to an absolute minimum.  A Contingency Plan is 
complementary to a disaster recovery plan, business continuity plan, and an emergency plan.  If the 
system/subsystem is to be located within a facility with an acceptable contingency plan, add system-
unique contingency requirements as an annex to the existing facility contingency plan.  Appendix C-20 
provides a template for the Contingency Plan. 

5.2.6 Conduct Critical Design Review 

The Critical Design Review (CDR) is a formal technical review of the system design and is held with the 
key stakeholders (e.g., System owner, users, security, hosting, other system owners, etc.).  The purpose 
of the review is to demonstrate that the system design addresses all functional, security, and technical 
requirements and is consistent with the overall architecture. 
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5.2.7 Hold Stage Review Activity 

Upon completion of all Design Stage tasks and commitment of resources for the next stage, the Project 
Lead, together with the project team should prepare and present a stage review activity with the Program 
Manager, Program Sponsor,  and key project stakeholders.  The review should address:  

I). Design Stage activities and work product status  

II). Planning status for all subsequent life cycle stages (with significant detail on the next 
stage)  

III). Resource availability status 

IV). Risk assessments of subsequent life cycle stages  

The Program Sponsor is charged with the decision to proceed to the next stage, iterate the design stage 
tasks, or to terminate the project.  
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6.0 DEVELOPMENT/INTEGRATION & TEST STAGE 

6.1 Overview 

6.1.1 Objectives 

The objective of the Development/Integration & Test Stage will be to convert the work products of the 
Design Stage into tested components of a complete information system and prove that the developed 
system satisfies the requirements defined in the FRD.  Therefore, it is critical that a complete Project 
Management Plan, System Design Document, and Test Plan are in place before beginning this stage.  
This stage is sufficiently robust to integrate and perform required test and verification activities against the 
entire system.  Although much of the activity in the Development/Integration & Test Stage addresses the 
elements of software that make up the system, this stage also puts in place development and test 
environments sufficient to perform the tests and verification activities of the software components 
developed.  The hardware, software, and communications elements of the entire system are assembled 
or simulated in order to provide a test bed for system requirements. 

The activities of this stage translate the system design produced in the Design Stage into a set of 
validated configuration items representing all information system requirements.  The 
Development/Integration and Test stage contains activities for building, testing, and qualifying individual 
configuration items against their allocated requirements.  For a complex system design, with multiple 
configuration items, there may be several instances of the Development/Integration and Test Stage in the 
project life cycle, each stage dealing with an individual configuration item.  Integration and test activities 
are performed first in a Development environment, which may not be as robust as the Integration and 
Test or Implementation environments.  When all instances of the development are complete, all 
configuration items that comprise the system will be compiled and transferred into the Test environment 
for the integration and test. 

If a development organization is responsible for multiple configuration items, then a single instance of the 
Development/Integration and Test Stage may include the development, integration, and qualification 
testing of the set of such items.  Both the acquisition plan and the system design affect the number of 
development threads in a single Integration and Test activity. 

For complex systems, it is advisable to integrate configuration items incrementally rather than all at once, 
allowing a staggered development schedule.  This stage results in a fully integrated and qualified system, 
insofar as verifiable, in an Integration and Test environment, which may simulate applicable 
characteristics of the operating environment.  This stage includes several types of tests: 

 With the support of developers, verify the ability to build and integrate components into 
delivered configuration items within the Integration and Test environment. 

 Test the integration of configuration items into the target system.  The development team 
analyzes the results Integration tests to ensure that the subsystems integrate properly into 
the target system. 

 Next, the testing team conducts and evaluates system tests to ensure the target system 
meets all technical requirements, including performance requirements. 

 Developers are encouraged to use Static Code Analysis tools during the development 
process to identify vulnerabilities as code is developed. Then, the testing team and the 
Security Program Manager perform security tests to validate that the system meets access 
and data security requirements. 

 Finally, users participate in acceptance testing to confirm that the developed system meets all 
user requirements as stated in the FRD.  Execute User Acceptance with the users employing 
simulated or real target platforms and infrastructures. 

To the extent that the Integration and Test environment simulates the operating environment, this stage 
readies the system for Implementation.  The Implementation Stage that follows will further verify system 
performance in an Implementation environment that is closer to the operating environment. 
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6.1.2 Inputs 

 Project Management Plan 

 System Design Document 

 Unit and Integration Test Plans 

6.1.3 High Level Activities 

I). Establish the Development and Test Environments 

II). Perform Development 

III). Integrate Software 

IV). Install Software 

V). Develop/Integrate System Security Controls 

VI). Establish the Test Environments 

VII). Conduct Integration Test 

VIII). Hold Test Readiness Reviews 

IX). Conduct Subsystem/System Testing 

X). Conduct Security Vulnerability Testing 

XI). Conduct Acceptance Testing 

XII). Create Documentation and Deliverables 

XIII). Hold Stage Review Activity 

6.1.4 Work Products 

 Software Development Document 

 System Software 

 Test Files/Data 

 Test Analysis Report 

 Problem Report 

 Revised Previous Documentation 

6.2 Tasks and Activities 

The tasks and activities actually performed depend on the nature of the project.  The following tasks 
should be completed during the Development/Integration and Test stage. 

6.2.1 Establish the Development and Test Environments 

Establish the various development teams and ensure the development environment is ready.  

6.2.2 Perform Development 

6.2.2.1 Develop the Software 

For the software configuration item, code each software component in accordance with the System 
Design Document and established standards.   

6.2.2.2 Develop the Database 

For the database, implement the database as defined by the Database Design Document.  If conversion 
of an existing system or date is necessary, perform a preliminary run of the process described in the 
Conversion Plan. 
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6.2.3 Conduct Unit Test 

Unit testing verified the inputs and outputs for each model.  Successful unit testing indicates the validity of 
the functions (i.e., requirements) performed by the module and shows traceability to the design.  During 
unit testing, each module is tested individually and the module interface is verified for consistency with the 
design specification.  All important processing paths through the module are tested for expected results 
as well as all error handling paths. 

Unit testing is driven by test cases and test data that are designed to verify requirements, and to exercise 
all program functions, edits, in-bound and out-of-bound values, and error conditions.  

6.2.4 Integrate Software 

Successively integrate and test the software components until the software configuration item has been 
integrated and tested in accordance with the integration plan and satisfies its allocated requirements. 

6.2.5 Install Software 

Demonstrate the installation of the software configuration item in the Integration and Test environment.  
The resources and information necessary to install the software product is determined and available.  The 
developer of the software configuration item assists the Integration and Test organization with the 
installation activities and provides support for the Integration and Test of the software configuration item 
during System Integration and Test.  This support includes correction of any deficiencies found in the 
software configuration item, including in prior stage work products, during conduct of Integration and Test.  
Development support continues through the Implementation stage and into Operations & Maintenance, 
until established acceptance criteria have been satisfied. 

6.2.6 Develop/Integrate System Security Controls 

The security controls described in the System Security Plans are developed, integrated, configured and 
tested in the new information systems architecture.  If applicable, the Security Plans may also be revised 
during this stage to account for any adjustments or modifications that came about during integration or 
testing of the security controls.  The Security Plans for information systems already in operation may call 
for the development/integration of additional security controls to supplement the controls already in place 
or the modification of selected controls that are deemed to be less than effective.  For these operational 
systems, a Risk Assessment is required to determine the effect of the changes on the overall security 
posture of the system.  Based on the results of the Risk Assessment, a new C&A may be required. 

6.2.7 Establish the Test Environments 

Establish the various test teams and ensure the appropriate test environments are ready. 

6.2.8 Conduct Integration Test 

During integration test, the individual components are successively integrated together and tested in a 
systematic manner in accordance with the Integration Test Plan.  An incremental approach to integration 
enables verification that, as each new component is integrated, it continues to function as designed and 
both the component and the integrated product satisfy their allocated requirements. 

Integration testing is a formal procedure that must be carefully planned and coordinated with the 
completion dates of the unit-tested modules.  Integration testing begins with a structure where called sub-
elements are simulated by stubs.  A stub is a simplified program or dummy module designed to provide 
the response that would be provided by the real sub-element.  A stub allows testing of calling program 
control and interface correctness.  Stubs are replaced by unit-tested modules or builds as integration 
testing proceeds.  This process continues one element at a time until the entire system has been 
integrated and testing. 

Integration testing may be performed using “bottom up” or “top down” techniques.  Most integration 
testing makes use of both techniques due to scheduling and other constraints. 

6.2.9 Hold Test Readiness Reviews 

A Test Readiness Review (TRR) is typically held before the beginning of System testing.  However, one 
can also be held prior to the beginning of other test phases.  The purpose of the TRR is to: 
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 Verify the results of the previous testing phase and that all known problems are documented 

 Verify that all required work products are completed for the next phase of testing to include 
the detailed test plans, test cases, and test environments 

 Verify that the test team has the required resources to properly execute the test 

6.2.10 Conduct System Testing 

During system testing, the completely integrated system is tested to validate that it meets all 
requirements.  Either the project team or an independent test team conducts system testing to assure that 
the system performs as expected and that each function executes without error – under both normal and 
high-load conditions. 

System testing is conducted in the system test environment using the methodology and test cases 
described in the System Test Plan.  The system test environment should be as close to possible as the 
production environment.  The results of each test are documented in the Test Analysis Report (Appendix 
C-21).  Any failed components should be migrated back to the development stage for rework, and the 
passed components should be migrated ahead for security testing.  

6.2.11 Conduct Security Testing 

The test and evaluation team will again create or load the test database(s) and execute security 
(penetration) test(s) that will verify the confidentiality, integrity, and availability objectives of the 
information system and the data it stores, processes, and transmits.  Depending on the security 
categorization of the information and/or the information system, the security test and evaluation may need 
to be conducted by an independent test and evaluation team.   All tests will be documented, similar to 
those above.  Failed components will be migrated back to the development stage for rework, and passed 
components will be migrated ahead for acceptance testing. 

The IT Systems Security Certification & Accreditation activities must comply with the guidelines and 
policies established by the GSA/FAS Office of the CIO. Consult the FAS ISSO on any variance. 

Issuance of an IT Systems Security Certification and Accreditation Memoranda will be in accordance with 
guidance contained in GSA Procedural Guide on Managing Enterprise Risk (CIO IT Security 06-30 R7 – 
or most recent version). 

The Systems Security Plan and certification/accreditation package approval must be in place prior to 
implementation and must undergo renewal every three years thereafter. 

6.2.12 Conduct Acceptance Testing 

Acceptance of the delivered system is the ultimate objective of a systems development project.  
Acceptance testing is used to demonstrate the system’s compliance with the system owner’s 
requirements and acceptance criteria.   

At the system owner’s discretion, acceptance testing may be performed by the project team, by the 
system owner and users with support from the project team, or by an independent verification and 
validation team.  To the extent possible, users should participate in acceptance testing to assure that the 
system meets the users’ needs and expectations.  

Acceptance testing is conducted in the production environment using acceptance test data and test 
procedures defined in the Acceptance Test Plan.  Testing is designed to determine whether the system 
meets the functional, performance, and operational requirements.  Acceptance testing usually covers the 
same requirements as the system test. 

All tests will be documented, similar to those above.  Failed components will be migrated back to the 
development stage for rework, and passed components will migrate ahead for implementation. 
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6.2.13 Create Documentation and Deliverables 

6.2.13.1 Prepare Software Development Folder 

This document contains all material information pertaining to the development of each component or 
configuration item, including the test cases, software, test results, approvals, and any other items that will 
help explain the functionality of the software.  The Software Development Folder is project specific and 
defined by the PM. 

6.2.13.2 Deliver System Software 

This is the actual software developed for the software configuration item.  It is used for the Integration and 
Test Stage and finalized before implementation of the system.  Include all the disks (or other medium) 
used to store the information.  Format is digital, under configuration control, and established for the 
specific project. 

6.2.13.3 Deliver Test Files/Data 

All the information used for software testing should be provided at the end of this stage.  Provide the 
actual test data and files used.  Format is digital, under configuration control, and established for the 
specific project. 

6.2.13.4 Deliver Test Analysis Report 

This report documents each test – unit/module, subsystem integration, system, user acceptance and 
security.  Appendix C-21 provides a template for the Test Analysis Report. 

6.2.13.5 Deliver Problem Report 

Document problems encountered during testing; the form is attached to the test analysis reports.  

6.2.13.6 Deliver User Acceptance Test Report 

This report documents the results of the user acceptance report including the summary of the test, 
detected defects, and final recommendations/action items.  Appendix C-26 provides a template for the 
User Acceptance Test Report. 

6.2.14 Hold Stage Review Activity 

Upon completion of all Development/Integration & Test Stage tasks and commitment of resources for the 
next stage, the Project Lead, together with the project team should prepare and present a stage review 
activity with the Program Manager, Program Sponsor,  and key project stakeholders.  The review should 
address:  

I). Development/Integration & Test Stage activities and work product status  

II). Planning status for all subsequent life cycle stages (with significant detail on the next 
stage)  

III). Resource availability status 

IV). Risk assessments of subsequent life cycle stages  

The Program Sponsor is charged with the decision to proceed to the next stage, perform additional 
testing, or to terminate the project.  
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7.0 IMPLEMENTATION STAGE 

7.1 Overview 

7.1.1 Objectives 

The Implementation Stage commences after the user(s) accept the system in the Integration and Test 
environment and the TRB authorizes implementation.  Figure 8-1 depicts the Implementation Stage. 

System implementation may occur in a single migratory action, in a series of discreet phases, in a beta 
test environment, in a parallel operating environment, or some hybrid of these modes. The 
Implementation environment may be more robust than the Integration and Test environment but still not 
identical to the target operational environment.  The target operational environment, including 
infrastructure, personnel, and procedures, is prepared for system deployment.  Once the system has 
received user acceptance and both Program Sponsor and review/approval authority give approval to 
deploy, the system moves into full operation.  This stage in concludes with a Post-Implementation 
Review, completing both the Implementation Stage and the development project when the system 
transitions into the Operations and Maintenance stage.   

There is limited Implementation Staging capacity within the FAS infrastructure.  It may be necessary and 
operationally effective to perform multiple systems implementations simultaneously, both to optimize use 
of implementation bandwidth and to ensure that systems operate effectively together before full 
deployment.  When close coupling exists among systems, project planning should address performance 
of detailed system and acceptance testing on them together during a combined Integration and Test 
activity before Implementation.   

Tasks and activities in the implementation stage are associated with certain work products described in 
section 8.3.  The tasks and activities actually performed depend on the nature of the project. 

7.1.2 Inputs 

 Software Development Document 

 System Software 

7.1.3 High Level Activities 

I). Conduct User Training 

II). Perform Data Entry or Conversion 

III). Establish the System-specific Implementation Environment 

IV). Install/Test the System Software in the Implementation Environment 

V). Conduct Baseline Security Vulnerability Scan 

VI). Transition and Evaluate the System in the Production Environment 

VII). Conduct Post-Implementation Review 

VIII). Create Documentation and Deliverables 

IX). Hold Stage Review Activity 

7.1.4 Work Products 

 Change Implementation Notice 

 Delivered System 

 Change Control Board Decision Document. 

 Project Termination Plan 



FAS SDLC 

 34 February 1, 2012 

7.2 Tasks and Activities 

The implementation notice is sent to all users and organizations affected by the implementation.  
Additionally, it is good policy to make internal organizations not directly affected by the implementation 
aware of the schedule so that allowances are in place for a disruption in the normal activities of that 
section.  Some notification methods are email, internal memo to heads of Agency components, and voice 
tree messages.  The notice should include: 

 The schedule of the implementation 
 A brief synopsis of the benefits of the new system 
 The difference between the old and new system 
 Responsibilities of end user affected by the implementation during this stage, and 
 The process to obtain system support, including contact names and phone numbers. 

7.2.1 Conduct User Training 

User training is an important factor in the success of the operational system.  During training, most users 
will receive their first hands-on experience with the system.  The objective of training is to provide the user 
with the basic skills needed to effectively use the system and to raise the user’s confidence and 
satisfaction with the product. 

The type of training will depend on the complexity of the system, and the number and location of users to 
be trained.  Alternative training formats include formal classroom training, one-on-one training, train the 
trainer training, computer-based training, and sophisticated help screens and online documentation.  
Conduct the training as described in the training plan. 

7.2.2 Perform Data Entry or Conversion 

When implementing a new system, there is often old data that migrate to the new system.  This data can 
be in a manual or an automated form.  Regardless of the format of the data, the tasks in this section are 
two fold, data input and data verification.  When replacing a manual system, hard copy data will include 
manual data entry into the automated system.  Manually entered data should undergo verification to 
ensure accuracy.  This is also the case in data transfer, where data fields in the old system may contain 
erroneous or inconsistent entries that will affect the integrity of the new database.  Verification of the old 
data is an imperative for implementing a useful computer system. 

One way to accomplish system operation and data integrity is through parallel operations.  Parallel 
operations consist of running the old process or system and the new system/process simultaneously until 
the new system is certified.  In this way if the new system fails in any way, the operation can continue on 
the old system while the bugs are worked out while the new system undergoes corrective action. 

7.2.3 Establish the System-specific Implementation Environment 

Ensure that the Implementation Environment is ready for system installation and implementation testing. 

7.2.4 Install/Test the System Software in the Implementation Environment 

With developer support as required, install the system software and conduct System Tests and User 
Acceptance Tests as prescribed in the Implementation Plan.  Document test results and any deficiencies 
in the Test Analysis Reports and Problem Reports, with deficiencies going back to the Development 
stage for correction.  

Upon successful completion of the implementation tests, performance validation, and user acceptance, 
the TRB will make a determination of the system’s readiness for moving into the Production Environment 
and issue guidance to the PMO’s CCB to issue a preliminary Configuration Control Board (CCB) Decision 
Document authorizing the transition. 

7.2.5 Evaluate the System in the Production Environment 

Install the system software in the production environment for limited-use evaluation.  As described in the 
Implementation Plan, evaluate and initiate its operation incrementally across an appropriate subset of 
users and infrastructure to demonstrate readiness for full operation.  
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7.2.6 Conduct Security C&A 

Some types of security controls (e.g. management and operational controls) cannot be tested and 
evaluated until the information system is in its intended operational environment.  Therefore, security 
controls developed/integrated for an information system must undergo Security certification after 
implementation and prior to commencing formal operations in the operational environment.   The 
certification activities are designed to ensure the appropriate technical, management and operational 
controls are in place and working properly and effectively to assure the confidentiality, integrity, and 
availability of the information system and the data it stores, processes, and transmits.  Depending on the 
security categorization of the information and/or the information system, the security certification activities 
may need to be conducted by an independent entity.  After the certification activities are completed, the 
certification package is submitted to the ISSM who reviews it, certifies the system is working at an 
acceptable level of risk (if applicable), and forwards the certification statement to the DAA who accepts or 
rejects the residual risks.  If the residual risks are accepted, the DAA issues an Authority to Operate 
(ATO) the system for a maximum of three years.  If the level of risk is determined to be unacceptable, the 
Certification package is sent back to the PM for further risk mitigation actions until the residual risk is 
deemed acceptable by the DAA. 

7.2.7 Authorize Transition to Full Operations   

When the criteria for full implementation are satisfied, user acceptance has been achieved, and an ATO 
has been granted, the Project Lead will submit a request to the CCB for approval to promote the system 
into full operation.  The CCB will evaluate the request and issue a final CCB Decision Document, 
establishing the Production Baseline, and authorizing full implementation, in accordance with the 
Implementation Plan.  Observation of system performance in full operation and attendant user 
acceptance, in accordance with criteria established in the Implementation Plan, establish the basis for 
holding a Post-Implementation Review to formally conclude the Implementation Stage. 

7.2.8 Conduct Post-Implementation Review 

The review is conducted at the end of the Implementation Stage.  A post-implementation review is 
conducted to ensure that the system functions as planned and expected; to verify that the system cost is 
within the estimated amount; and to verify that the intended benefits are derived as projected.  Normally, 
this is a one-time review, and it occurs after a major implementation; it may also occur after a major 
enhancement to the system.  The results of an unacceptable review are submitted to the Program 
Sponsor for its review and follow-up actions.  The Program Sponsor may decide it will be necessary to 
return the deficient system to the responsible system development Project Lead for correction of 
deficiencies.  The guidelines for the Post Implementation Review are provided in Appendix C-22. 

7.2.9 Create Documentation and Deliverables 

7.2.9.1 Change Implementation Notice 

A formal request and approval document for changes made during the Implementation Stage.   

7.2.9.2 Delivered System 

After the PM and System Sponsor sign the Implementation Stage Review and Approval Certification, the 
system, including the production version of the data repository, is formally delivered to the Operations 
Organization to commence the Operations and Maintenance Stage.  Format is digital, under configuration 
control, and established for the specific project. 

7.2.9.3 Change Control Board Decision Document. 

Upon system acceptance and completion of implementation, the TRB will instruct the PMO to release the 
CCB Decision Document; this is a formal ratification of the readiness of the system to enter full operation 
and signals approval of all system products as the Production Baseline.  The guidelines for the CCB 
Decision Document appear in the project Configuration Management Plan, Appendix C-5. 

7.2.9.4 Project Termination Plan 

The Agency, FAS Management Council, or System Sponsor may invoke the Project Termination Plan at 
any stage after Program Authorization should it become necessary to cancel the project. The PTP 
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provides the basis for direction and control of the technical and business aspects for completing project 
closeout.  It provides the approval to finish any remaining project tasks and coordinates the activities with 
the involved Operational and Support Organizations to accomplish successful project closure.  Create the 
PTP, as necessary, at any time after project authorization.  

7.2.10 Hold Stage Review Activity 

Upon completion of all Implementation Stage tasks and commitment of resources for the next stage, the 
Project Lead, together with the project team should prepare and present a stage review activity with the 
Program Manager, Program Sponsor,  and key project stakeholders.  The review should address:  

I). Implementation Stage activities and work product status  

II). Planning status for all subsequent life cycle stages (with significant detail on the next stage)  

III). Resource availability status 

IV). Risk assessments of subsequent life cycle stages  

The Program Sponsor is charged with the decision to proceed to the next stage, perform additional 
testing, or to terminate the project.  
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8.0 OPERATIONS AND MAINTENANCE STAGE 

8.1 Overview 

8.1.1 Objectives 

More than half of the life cycle costs are attributable to the operations and maintenance of systems.  In 
this stage, the utilized system is scrutinized to ensure that it continues to meet the users’ needs.  
Providing user support is an ongoing activity.  New users will require training, problems are detected, and 
new requirements arise. The key considerations for this stage are: to meet users’ needs; to ensure that 
the system continues to perform as specified in the operational environment; and that the system can 
logically adapt to the evolving business and user requirements.  This kind of agenda may necessitate 
modification to the existing code, development of new code and/or changes to the hardware 
configuration.  Changes will be required to fix problems, possibly add features and make improvements to 
the system.  This stage will continue as long as the system is in use. 

8.1.2 Inputs 

 System Software 

 System Change Requests 

 System Documentation 

8.1.3 High Level Activities 

I). Perform O&M Planning 

II). Perform O&M Requirements Analysis 

III). Perform O&M Design 

IV). Perform O&M Development/Integration & Test 

V). Perform O&M Implementation 

VI). Perform Routine Maintenance 

VII). Create Documentation and Deliverables 

VIII). Hold Stage Review Activity 

8.1.4 Work Products 

 Updated SDLC Documentation 

 In Progress Review Reports 

 User Satisfaction Review Report 

 Security Vulnerability Scan 

8.2 Tasks and Activities 

8.2.1 Perform O&M Planning 

For many of the systems within FAS OCIO, they have been on-going for several years (even decades) 
and the majority of work is associated with O&M.  As part of the O&M activities, the various efforts are 
defined as projects – along with the activities described earlier in this SDLC.  However, many of these 
activities are shortened to realistically address the schedule and costs constraints associated with O&M 
activities.  The following sections describe these activities in more detail. 

8.2.1.1 Identify System Change Requests  

In this stage, system changes requests (SCRs) are identified, categorized, and assigned an initial priority 
ranking.  Additionally, a proposed date/schedule for each SCR is defined.  Each request for a modification 
is evaluated to determine its classification and handling priority.  Various classifications are defined and 
typically include the following: 
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 Problem which is a change to the system in order to correct its defective behavior 

 Enhancement which is a requested change to the system not originally defined in the 
requirements or supporting design 

 Scheduled maintenance which is a change to the system after delivery to improve 
performance, maintainability, or perform routine maintenance on the system or supporting 
components/architecture 

Priorities are defined and typically are defined as emergency, high, medium, or low.   

8.2.1.2 Perform Release Planning 

At the beginning of each release planning stage, the list of approved system changes are assigned to a 
particular release.  As each release is planned out in further detail, the proposed system changes for 
each release are verified and the appropriate changes are made (e.g., delayed to a later release, moved 
to an earlier release, cancelled, etc.). 

8.2.1.3 Update/Create Planning Documents 

After the scope for the release is defined, a detailed project schedule is created along with a supporting 
Project Management Plan-Lite.  These plans are communicated and approved by the appropriate 
stakeholders.  See Appendix C-25 for Project Management Plan-Lite Outline.  

8.2.2 Perform O&M Requirements Analysis 

8.2.2.1 Analyze SCR Requirements 

During this activity, each SCR is analyzed in detail.  In identifying the requirements for the modification, 
examine all work products (e.g., requirements documents, design specifications, database documents, 
etc.) that are affected.   Additionally, each requirement is analyzed for its impact on other requirements 
(e.g., interfaces, security, user interface, etc.). 

8.2.2.2 Prepare Functional Requirements Document 

All of the requirements for the release are documented in the FRD which may include a description of the 
release, SCR list and short description of each SCR, Interface Control Document, and an updated 
Requirements Traceability Matrix.  The requirements should be reviewed and signed-off by the 
appropriate stakeholders.  For larger releases, this may be done through a more formal Functional 
Requirements Review.   

8.2.3 Perform O&M Design 

8.2.3.1 Perform System Design 

In the design stage, all current system and project documentation, existing software and databases, and 
the output of the O&M Requirements Analysis stage are used to design the modification to the system.  
As part of this, the user interface, supporting software, database, and system architecture are designed to 
accommodate the SCRs/requirements planned as part of this release. 

8.2.3.2 Create/Update Documentation and Deliverables 

The following documents are either created or updated from earlier project/system documentation: 

 System Design Document 

 Conversion Plan 

 Implementation Plan 

 IT Contingency Plan 

 System Security Plan 

 Test Plan 
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8.2.3.3 Conduct Critical/System Design Review 

For major releases, a CDR may be held with the Project Sponsor, Project Manager, Project Team, and 
other key stakeholders.  The format of the CDR may be influenced by several criteria including scope, 
complexity, risk, business value, and the audience. 

8.2.4 Perform O&M Development/Integration & Test 

8.2.4.1 Perform Coding and Unit Testing 

Implement the changes into the code and perform unit testing. 

8.2.4.2 Conduct Testing 

For O&M releases, a system must undergo testing to ensure that is meeting all the requirements for the 
release and that the new implementation has not negatively affected the other parts of the system.  
Depending on the size and complexity of the release, some or all of the following testing may need to be 
performed. 

8.2.4.3 Integrate and Test Software.   

After the modifications are coded and unit tested, or at appropriate intervals during coding, the modified 
components are integrated with the system, and integration and regression tests are refined and 
performed.  

8.2.4.4 Conduct System Test 

During system testing, the completely integrated system is tested to validate that it meets all 
requirements.  Either the project team or an independent test team conducts system testing to assure that 
the system performs as expected and that each function executes without error – under both normal and 
high-load conditions. 

8.2.4.5 Conduct Security Test 

The test and evaluation team will again create or load the test database(s) and execute security 
(penetration) test(s) that will verify the confidentiality, integrity, and availability objectives of the 
information system and the data it stores, processes, and transmits.  Depending on the security 
categorization of the information and/or the information system, the security test and evaluation may need 
to be conducted by an independent test and evaluation team. 

8.2.4.6 Conduct Acceptance Test 

Acceptance of the delivered system is the ultimate objective of a systems development project.  
Acceptance testing is used to demonstrate the system’s compliance with the system owner’s 
requirements and acceptance criteria.   

8.2.4.7 Create/Update Documentation and Deliverables 

The following documents are either created or updated from earlier project/system documentation: 

 Software Development Folder 

 System Software 

 Test Files/Data 

 Test Analysis Reports 

 Software Change Requests/Problems Reports 

 Security Scanning Report 

8.2.5 Perform O&M Implementation 

The following activities may be performed as part of the implementation: 

 Notify Users and Other Stakeholders of Pending Release 
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 Perform Data Conversion/Data Migration 

 Install/Test the Release in the Implementation Environment 

 Conduct Final Security Scan 

 Create/Update Deliverables 

8.2.6 Perform Routine Maintenance 

Operations support is an integral part of the day-to-day operation of a system.  In small systems, the 
same person may do all or part of each task.  In large systems, individuals or whole teams may be 
required to perform a given function.  A key document, frequently in use during this phase, is the 
Operations Manual (OM) detailing the tasks, activities and responsibilities. OM will require frequent 
updates to reflect the frequent streamlining of operational activities and tasks to ensure that the 
production environment is fully functional and performs as specified.  The following is a checklist of 
systems operations key tasks and activities: 

 Ensure that the systems and networks are running and available during the defined hours of 
Operations; 

 Implement non-emergency requests during scheduled Outages, as prescribed in the OM 
document; 

 Ensure that all processes, manual and automated, are documented in the operating 
procedures.  These processes should comply with the system documentation; 

 Acquire and store (stock) supplies (i.e. paper, toner, tapes, removable disk); 
 Perform backups (day-to-day protection, contingency); 
 Perform the physical security functions including ensuring adequate UPS, and that the 

personnel have proper security clearances and proper access privileges etc.; 
 Ensure that the contingency planning for disaster recovery is current and tested; 
 Ensure that the users are trained on current processes and new processes; 
 Ensure that the service level objectives are kept accurate and are monitored; 
 Maintain performance measurements, statistics, and system logs; examples of performance 

measures include volume and frequency of data to be processed in each mode, order and 
type of operations; 

 Monitor the performance statistics, report the results and escalate problems when they occur;  
 Monitor the effectiveness and adequacy of security controls. 

8.2.6.1 Maintain Data/Software Administration 

Data/Software Administration ensures that input and output data, as well as, the databases are up-to-
date, correct and are continually checked for accuracy and completeness. This includes ensuring that 
automatic update patches are regularly scheduled, submitted and completed correctly.  Software and 
databases should be maintained at (or near) the current maintenance level.  The backup and recovery 
processes for databases are normally different from the periodic backups. The database backup and 
recovery should be performed as a Data/Software Administration task by a database administrator (DBA).  
A checklist of Data/Software Administration tasks and activities includes: 

 Performing a periodic Verification/Validation of data and correcting the data related problems; 
 Performing production control and quality control functions (Job submission, checking and 

corrections); 
 Interfacing with other functional areas for daily checking/corrections; 
 Installing, configuring, upgrading and maintaining data base(s).  This includes updating 

processes, data flows, and objects (usually shown in diagrams); 
 Developing and performing database backup and recovery routines for data integrity and 

recoverability (Ensure that these procedures are properly documented properly in the OM) ; 
 Developing and maintaining a performance and tuning plan(s) for online process and data 

bases; 
 Performing configuration/design audits to ensure that software, system, and parameters are 

correct. 
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8.2.6.2 Maintain System / Software 

Daily system operations may necessitate that maintenance personnel identify the potential modifications 
needed to ensure that the system continues to operate as intended.  Maintenance personnel may 
determine that updates to the system and databases are necessary to resolve errors or performance 
problems.   

Modifications may be necessary to provide new capabilities or to take advantage of hardware upgrades 
or new releases of system and application software. New capabilities requirements may demand modified 
processes as described above.  As a rule, all but the most incidental changes to the system will be in 
accordance with the FAS SDLC.  Any change that requires additional funding authorization must go 
through the SDLC/CPIC processes to validate the business needs, assure funding, and update the 
investment portfolio.   

8.2.7 Create Documentation and Deliverables 

8.2.7.1 In-Process Review Report 

The In-Process Review entails evaluating system performance, user satisfaction with the system, 
adaptability to changing business needs and new technologies that might improve the system. This 
review is diagnostic in nature and can trigger a project to re-enter a previous SDLC stage. The In-Process 
Review (IPR) occurs at predetermined milestones usually quarterly, but at least once a year.  Ad hoc 
reviews may also occur as necessary.  Document the results of any regular or ad hoc reviews in the IPR 
Report. 

8.2.7.2 User Satisfaction Review Report 

Consider employing User Satisfaction Reviews as a tool to determine the current user satisfaction with 
the performance capabilities of an existing application or initiate a proposal for a new system. Such input 
is useful as input to the IPR Report.   

8.2.8 Hold Stage Review Activity 

Review activities occur several times throughout this stage. At the completion of each In Process Review, 
a variety of determinations will be apparent, for example: 

 The system is operating as intended and meeting performance expectations. 
 The system is not operating as intended and needs corrections or modifications. 
 The users are/are not satisfied with the operation and performance of the system. 

The stage review should examine project process performance and the application of this SDLC for 
lessons learned and opportunities for improvement.  Feedback with respect to application of the SDLC 
should be submitted to the FAS CIO. 
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9.0 DISPOSITION STAGE 

9.1 Overview 

9.1.1 Objectives 

The Disposition Stage will be implemented to eliminate all, or in some cases major parts of, a system.  
This stage ends the life cycle process for the system. 

In this stage, it is determined that the system is surplus and/or obsolete and eligible for shutdown.  The 
emphasis of this stage is to ensure that data, procedures, and documentation are packaged and archived 
in an orderly fashion, making it possible to reinstall and bring the system back to an operational status, if 
necessary, and to retain all data records in accordance with GSA/FAS and Federal policies regarding 
retention of electronic records.  The Disposition Stage represents the end of the systems life cycle.  A 
Disposition Plan is prepared to address all facets of archiving, transferring, and disposing of the system 
and data.  Particular emphasis on preservation of the data processed by the system so that it is 
effectively migrated to another system or archived in accordance with applicable records management 
regulations and policies for potential future access.  The system disposition activities preserve information 
not only about the current production system but also about the evolution of the system through its life 
cycle. 

9.1.2 Inputs 

 Existing System 

 Existing Deliverables and Work Products 

 Disposition Request 

9.1.3 High Level Activities 

I. Archive or Transfer Data 

II. Archive or Transfer Software Components 

III. Archive Life cycle Deliverables 

IV. End the System in an Orderly Manner 

V. Dispose of Equipment 

VI. Conduct Post-Termination Review 

VII. Create Documentation and Deliverables 

9.1.4 Work Products 

 Disposition Plan 

 Post-Termination Review Report 

 Archived System 

9.2 Tasks and Activities 

The objectives for all tasks identified in this stage are to retire the system, software, hardware and data.  
The tasks and activities actually performed are dependent on the nature of the project. The disposition 
activities ensure the orderly termination of the system and preserve vital information about the system so 
that some or all of it is available for reuse if necessary at some future date.  Here again, put particular 
emphasis on proper preservation of the data processed by the system, so that the data are effectively 
migrated to another system or disposed of in accordance with applicable records management and 
program area regulations and policies for potential future access.  These activities may be expanded, 
combined or deleted, depending on the size of the system.  

9.2.1 Archive or Transfer Data 

Transfer the data from the old system into the new system or, if it is obsolete, archive the data. 
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9.2.2 Archive or Transfer Software Components 

Similar to data that transfer to the system or undergo archiving, migrate the software components to the 
new system or, if that is not feasible, dispose of the software accordingly. 

9.2.3 Archive Life cycle Deliverables 

Archive all system and SDLC documentation for future reference. 

9.2.4 End the System in an Orderly Manner 

Follow the Disposition Plan for the orderly breakdown of the system, its components and the data within. 

9.2.5 Dispose of Equipment 

Where possible, reusing hardware or software should comply with license or other agreements with the 
vendor and/or developer and with government regulations. There is rarely a need to destroy hardware, 
except for some storage media that contains sensitive information and that cannot be sanitized without 
destruction.  In situations in which the storage media cannot be sanitized appropriately, removal and 
physical destruction of the media may be possible so that the remaining hardware may be reused 
elsewhere in the organization.  If it is obsolete, notify the property management office to excess the 
hardware.  Ensure all information systems media is properly disposed of in accordance with the Security 
Disposition Plan. 

9.2.6 Conduct Post-Termination Review 

The Project Lead will conduct this review at the end of the Disposition Stage and again within 6 months 
after disposition of the system. 

9.2.7 Create Documentation and Deliverables  

Complete the following work products during the Disposition Stage. 

9.2.7.1 Disposition Plan 

The objectives of the plan are to end the operation of the system in a planned, orderly manner and to 
ensure that system components and to properly archive or incorporate data into other systems.  This 
includes removing the active support by the operations and maintenance organizations. The users will 
play an active role in the transition.  All concerned groups informed of the progress and target dates.  The 
decision to proceed with Disposition is an outcome of recommendations and approvals deriving from an 
IPR or from a timetable specified by the TRB or FAS Management Council.  See Appendix C-23 for the 
Disposition Plan Outline.    

This plan will includes a statement of the decision criteria for disposal, a description of any replacement 
system, and a list of tasks/activities (transition plan) with estimated dates of completion and the 
notification strategy.  It also includes: 

 The responsibilities for future residual support issues such as identifying media alternatives if 
technology changes 

 New software product transition plans and alternative support issues (once the application is 
removed);  

 Parallel operations of retiring and archiving of the software product 
 Associated documents and movement of logs and code, and  
 Accessibility of archive, data protection identification, and audit applicability. 

9.2.7.2 Post-Termination Review Report 

The PMO will produce a report at the end of the process that details the findings of the Disposition Stage 
review.  It includes details of where to find all products and documentation that has been archived.  

9.2.7.3 Archived System 

This is the packaged set of data and documentation containing the archived application.  Format is digital, 
under configuration control, and established for the specific project. 
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9.2.8 Hold Stage Review Activity 

The Post-Termination Review is performed after the end of all other stage activities and within.  6 months 
after disposition of the system.  The Post-Termination Review Report documents the lessons learned 
from the shutdown and archiving of the terminated system. 

The stage review should examine project process performance and the application of this SDLC for 
lessons learned and opportunities for improvement.  Feedback with respect to application of the SDLC 
should be submitted to the FAS CIO. 
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10.0 SDLC TAILORING FOR INDIVIDUAL PROJECTS 

An important objective of an SDLC methodology is to provide flexibility that allows tailoring of the 
methodology to suit the characteristics of a particular system development effort. One methodology does 
not fit all sizes and types of system development efforts. For instance, it is not reasonable to expect a 
very small system development project to produce 37 deliverables.  Additionally, a different approach 
might be needed for a high-risk system development project that has very uncertain functional and 
technical requirements at the beginning of development.  

The SDLC framework implements well-defined processes in a life cycle model that can be adapted to 
meet the specific requirements or constraints of any project.  This section provides guidelines for adapting 
the life cycle processes to fit the characteristics of the project.  These guidelines help ensure that there is 
a common basis across all projects for planning, implementing, tracking, and assuring the quality of the 
work products. 

The SDLC framework has built-in flexibility.  All of the stages and activities can be adapted to any size 
and scope project.  The SDLC can be successfully applied to new development projects, operations and 
maintenance, and customization of commercial software. 

The SDLC can be compressed to satisfy the needs of a small project, expanded to include additional 
activities or work products for a large or complex project, or supplemented to accommodate additional 
requirements.  Any modifications to the life cycle should be consistent with the established activities, 
documentation, and quality standards included in the SDLC.  Project teams are encouraged to tailor the 
SDLC as long as the fundamental SDLC objectives are retained and quality is not compromised. 

The following are some examples of SDLC tailoring: 

 Schedule stages and activities in concurrent or sequential order 

 Repeat, merge, or eliminate stages, activities, or work products 

 Include additional activities, tasks, or work products in a stage 

 Change the sequence or implementation of activities 

 Change the development schedule of the work products 

 Combine or expand activities and the timing of their execution 

The Project Manager should consider the size, complexity, and scope of the project when preparing 
SDLC documentation.  There are a few essential tasks and work products that cannot be “tailored out” 
even when a COTS software product will be used: 

 Detail project plans must be prepared including project schedule and project costs 

 Detailed functional requirements must be defined 

 A determination of the feasibility of the project and a look at possible alternatives including 
continuing with the status quo. 

 The system must be in compliance with GSA/FAS policies and practices such as capital 
planning, enterprise architecture, and security 

 The system must be adequately tested 

 The users must be adequately trained 

 Operations and maintenance documentation must be completed 

The phases described in the SDLC do not intend to constrain systems development such that one phase 
must be completed before another phase begins.  Many phases may be on-going at one time using 
approaches such as Rapid Application Development (RAD).  Documents are identified according to a 
recommended creation, revision, and finalization phase in order to guide those responsible for 
development. 
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10.1 Requirements versus Guidelines 

Any project life cycle that satisfies the information requirements represented by SDLC life cycle products 
and incorporates stage reviews satisfying both technical and investment governance expectations may be 
an acceptable tailored rendering of SDLC requirements.  This SDLC document provides the framework 
elements from which a project life cycle must be tailored.  The life cycle stage and products contained in 
this document represent guidelines for packaging life cycle activities and information in a standard, 
predictable way. 

Across the core set of stage and products, the SDLC provides a set of Project Types that represent 
tailored interpretations of the SDLC.  Each project type is an intermediate step between the core SDLC 
and a project life cycle, used for individual projects that conform to project type criteria. 

The bottom line is that the FAS PM is responsible for defining a project life cycle that satisfies core SDLC 
mandates on information flow and stage review-based governance, satisfies GSA/FAS requirements, and 
provides a foundation for establishing management oversight of vendor work plans and development 
methodology. 

The requirements of the project types embodied in the respective product matrices represent the SDLC 
mandate on individual projects.  FAS OCIO must approve project level tailoring plans describing 
adaptation of this SDLC mandate.  If a project proposes to take exception to fundamental SDLC 
disciplines relative to information/products, then the Exception Process must be utilized to solicit approval 
for those exceptions.  FAS OCIO will be responsible for evaluating and transitioning commonly used 
tailoring and/or exceptions into the SDLC as additional “standards”, providing a means of keeping the 
SDLC current with FAS practice, eliminating the requirement to describe tailoring and/or exceptions for 
common work patterns. 

A limited set of project types and project life cycle templates used across FAS projects is desirable 
because such an approach facilitates standardized project planning, management, and control 
processes.  Review and approval of tailored project life cycles is an integral component of OCIO project 
governance because of the need to balance project needs for flexibility with enterprise need for 
predictability and repeatability. 

10.2 Definition of a Project 

A project is a unique venture with a beginning and an end, undertaken by people to meet 
established goals within defined constraints of time, resources, and quality. A project is defined 
regardless of its budget source.  

In other words, it doesn’t matter the budget source (e.g., DME,O&M, Steady State) – it is still a project. 

10.3 Classification Schema 

The FAS OCIO PMO has developed a classification schema based on the amount of Work Effort 
(measured in total Staff Hours) charged to a project.  

Based on the Work Effort, a project will be classified into one of four classes, numbered one through four 
where a Level 1 project is small with a limited number of requirements and a Level 4 project is more 
complex and requires more oversight, approvals and deliverables. 

The initial classification of a project can be increased by the inclusion of certain risk factors such as: 

 Size of the project team 

 Number of applications involved 

 Familiarity of the technology to GSA (is it new technology?) 

 Level of understanding of the requirements 

 Political profile/impact 

Depending on the calculated level of risk, these risk factors have the ability to increase a project’s class.  
Reference Appendix C-27 for the Project Classification Schema.  Table 10-1 defines the various artifacts 
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prescribed by the SDLC and the lifecycle in which it is created/updated/finalized, and whether it is 
required for the various project class.  It is important to remember that tailoring is not about eliminating 
what must be done during the life cycle represented by SDLC stage.  Tailoring is about repackaging 
information (product tailoring), rearranging activities (stage tailoring), and altering the formality and/or 
level of detail of activities and/or products.    
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         1 2 3 4 

Draft Business Case (DBC) C F * * * * *       

Security Risk Assessment C R F  * * *      X X X 

Risk Management Plan (RMP) C C  R R F   *  *     X 

Cost-Benefit Analysis (CBA)   C  R  R  F            

Feasibility Study   C  F                

Business Case (OMB Exhibit)    C/F * * * * * *   X X 

Concept of Operations (ConOps)   C R  R  R  F  *  *     X 

Project Management Plan (PMP)/PMP-Lite C C R  R  F  *        X X 

Configuration Management Plan (CMP)   C R  R  F  *  *       X 

Quality Assurance Plan (QAP)   C R  R  F  *  *       X 

System Security Plan (SSP)   C R  R  F  *  *     o X X 

Acquisition Plan    C R  R  F  *  *        

System Engineering Management Plan (SEMP)   C/F *  *  *  *  *  *      

Functional Requirements Document (FRD)     C  F           o X X 

Requirements Traceability Matrix (RTM)   C R F * *   X X X 

Interface Control Document (ICD)     C  R  F *  *     o o X 

Privacy Act Notice/Privacy Impact Assessment   C C F    V      X X X 

Test Plan (PT)   C C  R  F  *  *     X X X 

Conversion Plan       C  F  *          

System Design Document (SDD)       C F   *     o o X 

Implementation Plan (IMP)       C  F           X 

Maintenance Manual (MM)       C  F  *  *     o o X 

Operations Manual (OM)  
(System Administration Manual) 

      C  F  *  *    
  

o 
 
o 

 
X 

Training Plan (TP)       C  F  *  *   o o X 

User Manual (UM)       C  F  *  *     o o X 

IT Contingency Plan       C  F * *       

Software Development Document/Folder (SDF)         C/F  * *        

System Software         C/F  *  *        

Test Files/Data         C/F    *        

Test Analysis Report (TAR)         P * *   X X X X 

Test Problem Report         P P P   X X X X 

User Acceptance Test Report     P    X X X X 

*IT Systems Security Certification & Accreditation         C/F         X X X 

Security Vulnerability Scan     C/E F *  X X X X 

Delivered System           C/F *       

Change Implementation Notice (CIN)           C/F  *        

Post-Implementation Review (PIR)           C/F *      X 

In-Process Review Report (IPR)             P      X 



FAS SDLC 

 48 February 1, 2012 

                                     
 
 
Core Phases and Products           
 

 
Life Cycle Work Products 

 C
on

ce
pt

  
A

pp
ro

va
l 

Pl
an

ni
ng

 

 R
eq

ui
re

m
en

ts
  

 A
na

ly
si

s 

 D
es

ig
n 

D
ev

el
op

m
en

t/ 
In

te
gr

at
io

n 
&

 T
es

t 

 Im
pl

em
en

ta
tio

n 

 O
pe

ra
tio

ns
 &

  
 M

ai
nt

en
an

ce
 

 D
is

po
si

tio
n 

  
Pr

oj
ec

t 
C

la
ss

ifi
ca

tio
n 

Sc
he

m
a 

         1 2 3 4 

User Satisfaction Report             P   X X X X 

Disposition Plan               C/F      

Post-termination Review Report               P     

Archived System               C/F      

KEY: C=Create, E=Execute, F=Finalize, M=Monitor, P=Produce, 
R=Revise,  V=Validate, *=Update if needed, lower case=optional 

    

Table 10-1.  Life Cycle Artifacts by Project Class 

10.4 SDLC Tailoring Approval Process 

The Office of Chief Information Officer (OCIO) Program Management Office (PMO) is responsible for 
SDLC oversight regarding the development of IT projects and their compliance within the SDLC 
framework.  If a project proposes a project life cycle outside the tailoring guidelines presented in this 
document, it must be documented in the project’s PMP and presented to the FAS PMO as appropriate.  
FAS PMO staff should be included in the project life cycle planning process; Program Sponsors, Program 
Managers, and Project Leads will need to coordinate with FAS PMO staff to discuss the proposed 
tailoring of the SDLC, initially during System Concept Development stage and, subsequently, during the 
Planning stage.   

10.5 Life cycle Strategies 

Software development methodologies aid in understanding the software development process.  They 
assist planning by defining the expected sequence of activities, the products that flow between those 
activities, and management activities including reviews and milestones.  The life cycle model is used as a 
communications tool among team members. 

Project managers need a documented process and clear criteria to choose an appropriate life cycle 
model from among the numerous models that exist.  These include waterfall, incremental, evolutionary, 
spiral, and agile development.  Selection of an inappropriate life cycle can result in a system that does not 
satisfy user needs and increases costs and schedules. 

The following sections provide descriptions of some development techniques that can be used with the 
SDLC.   

10.5.1 Waterfall 

The waterfall mode, as shown in figure 10-5, implies an ideal situation – the activities are performed once 
in the sequence indicated.  The phases occur sequentially with the output on one phase providing input to 
the next phase.  The waterfall model defines all requirements of the system, designs software to satisfy 
those requirements, develops the system based on the design, integrates, tests, and finally delivers a 
totally complete software system to a customer.  Feedback and rework are allowed only to the previous 
step.  While the waterfall model provides a structured, disciplined method for software development, it is a 
risky choice for new development because it inhibits flexibility.  With a single pass through the process, 
most integration problems surface too late.  Also, a completed product is not available until the end of the 
process which typically discourages user involvement. 
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Figure 10-5.  Waterfall Model 

 

10.5.2 Evolutionary 

The evolutionary model, as shown in figure 10-6, recognizes up front that all requirements needed to 
define the system are not fully capable of being defined or implemented, and then proceeds to develop 
the system as a series of builds.  An initial core capability is developed to meet minimal essential 
requirements and is characterized by a flexible, modular structure.  It also includes provisions for the 
evolutionary addition of future functionality and changes as requirements are further defined. 

Each build is operational and delivered to the user for use and evaluation.  This model assumes that the 
evaluation period will allow the user to define new requirements for the next build.  Because each build is 
providing the user with some operational capability, resources must be allocated to the operations and 
maintenance activities that have to accompany each build. 

Evolutionary models are particularly suited to situations where, although the general scope of the system 
is known, only a basic core of user functional characteristics can be defined or detailed systems 
requirements are difficult to quantify or articulate.  
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Figure 10-6.  Evolutionary Development Model 

10.5.3 Incremental  

The incremental model, as shown in figure 10-7, involves developing the system in groups of functional 
capabilities.  The system is partitioned into increments whose development is phased over the total 
development cycle.  It allows users to employ part of the product before it is entirely completed. 

The incremental model, similar to the waterfall model, determines user needs by defining all 
requirements, but then proceeds to design, develop, test, and deliver the system in a scheduled set of 
builds.  Each successive build satisfies a subset of the overall requirements. This process is repeated 
until the entire product has been developed.   

Incremental delivery models are characterized by a build-a-little, test-a-little approach to deliver an initial 
functional subset of the final capability.  This subset is subsequently upgraded or augmented until the 
total scope of the stated user requirement is satisfied.  An incremental model is most appropriate for low 
to medium risk projects, when user requirements can be fully defined, or assessment of other 
considerations (e.g., risks, funding, schedule, project size) indicate that a phased approach is the most 
prudent. 
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Figure 10-7.  Incremental Development Model 

 

10.5.4 Spiral 

The spiral development, as shown in figure 10-8, model represents the activities related to software 
development as a spiraling progression of events that moves outward from a theoretical center.  For each 
development phase from concept approval through design, this model places great emphasis on decision 
making to ensure management of all aspects of risks.  Each cycle of the spiral includes defining the 
objectives and evaluating alternatives and constraints; evaluating the alternatives and their potential risks; 
developing and verifying the compliance of an interim product (e.g., prototype or document); and planning 
for the next phase – using knowledge gained from the previous phases. 

Spiral development emphasizes evaluation of alternatives and risk assessment.  These are addressed 
more thoroughly than with the other life cycle models.  A review at the end of each phase ensures 
commitment to the next phase or identifies the need to rework a phase if necessary. 
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Figure 10-8.  Spiral Development Model 

10.5.5 Agile 

Agile is an iterative and incremental mode of development wherein the entire development life cycle is 
broken down into small iterations. The project scope and requirements are defined during the planning 
phase at a very broad level.  Also included in this definition is the number of planned iterations, duration, 
and scope of each iteration. 

After this initial planning, the Agile approach consists of many rapid iterative planning and development 
cycles, allowing a project team to constantly evaluate the evolving product and obtain immediate 
feedback from users or stakeholders. The team learns and improves the product, as well as their working 
methods, from each successive iteration.  At the beginning of each iteration, more detailed planning, 
requirements, design, build and test takes place within the duration allowed (typically 2-4 weeks) with a 
product produced at the end of the iteration. This approach allows for immediate modifications of the 
product as requirements come into view. For the best chances of success, an agile project requires a 
dedicated full-time project team that includes a customer or end user, where team members work from 
the same location.  

Figure 10-9 depicts the Agile Development Model.  



FAS SDLC 

 53 February 1, 2012 

 
 

Figure 10-9.  Agile Development Model 

 

10.5.6 Advantages/Disadvantages of each Life Cycle Strategy 

Each life cycle strategy offers its own advantages and disadvantages and special attention must be given 
to ensure the project selects the correct strategy – given the project’s goals, objectives, risks, and budget 
constraints. 

Figure 10-10 describes the advantages and disadvantages of each life cycle. 
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Life cycle 
Strategies 

Criteria Advantages Disadvantages 

Waterfall Budget:  High 

Time:      Long-term 

Requirements:  Stable 

 Clearly defined stages 
 Assures delivery of 

initial requirements 
 Well documented 

process and results 

 Lack of measurable 
progress within stages 

 Cannot accommodate 
changing requirements 

 Resistant to time and 
budget constraints 

Incremental Budget:  High 

Time:      Short-term 

Requirements:  Stable  

Or 

Budget:  Low 

Time:      Long-term 

Requirements:  Stable 

 Supports early and 
periodic results 

 Measurable progress 
 Supports parallel 

development efforts 

 Demands increased 
project management 
attention 

 Can increase resource 
requirements 

 Little support for changing 
requirements 

Evolutionary Budget:  Low 

Time:      Long-term 

Requirements:  
Dynamic 

 Supports changing 
requirements 

 Minimizes time required 
to implement initial 
capability 

 Achieves economy of 
scale for enhancements 

 Increases project 
management complexity 

 Initial capability only 
partially satisfies 
requirements and is not 
complete functionality 

 Risk of not knowing when 
to end the project 

Spiral Budget:  High 

Time:      Long-term 

Requirements:  
Dynamic 

 Supports changing 
requirements 

 Allows for extensive 
use of prototypes 

 More accurately 
captures requirements 

 Increases project 
management complexity 

 Defers production 
capability to end of the 
SDLC 

 Risk of not knowing when 
to end the project 

Agile Budget:  Medium 

Time:      Short-term 

Requirements:  
Dynamic 

 Supports changing 
requirements and 
priorities 

 Supports early and 
predictable results 

 Incorporates lessons 
learned and 
improvements 
throughout the project’s 
lifecycle 

 Increases project 
management complexity 

 Requires dedicated 
project team 

 Initial capability only 
partially satisfies 
requirements and is not 
complete functionality 

 Risk of not knowing when 
to end the project 

 Figure 10-10.  Alternative Life cycle Strategies 
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APPENDIX A:  GLOSSARY 

-A- 

Acceptance Test - Formal testing conducted to determine whether or not a system, subsystem, or 
configuration item satisfies its acceptance criteria and to enable the customer to determine whether or not 
to accept.  See User Acceptance Test. 

Accreditation - Formal declaration by an accrediting authority that a computer system is approved to 
operate in a particular security mode using a prescribed set of safeguards. 

Acquisition Plan - A formal document showing how all hardware, software, and telecommunications 
capabilities, along with resources, are to be obtained during the life of the project. 

Adaptability - The ease with which software satisfies differing system constraints and user needs. 

Allocated Baseline - The approved documentation that describes the design of the functional and 
interface characteristics that are allocated from a higher-level configuration item.  See Baseline. 

Availability - The degree to which a system (or system component) is operational and accessible when 
required for use. 

-B- 

Baseline - A work product (such as software or documentation) that has been formally reviewed, 
approved, and delivered and can only be changed through formal change control procedures.  See 
Allocated Baseline, Functional Baseline, Operational Baseline, and Product Baseline. 

Business Process Reengineering - The discipline of redesigning organizational business processes, 
cultural perspectives, and, frequently, technology deployment, to achieve significant improvements in 
costs, time, service, and quality. 

-C- 

Capability - A measure of the expected use of a system. 

Capacity - A measure of the amount of input a system could process and/or amount of work a system can 
perform; for example, number of users, number of reports to be generated. 

Certification - Comprehensive analysis of the technical and non-technical security features and other 
safeguards of a system to establish the extent to which a particular system meets a set of specified 
security requirements. 

Change - In Configuration Management, a formally recognized revision to a specified and documented 
requirement.  See Change Control, Change Directive, Change Impact Assessment, Change 
Implementation Notice. 

Change Control - In Configuration Management, the process by which a change is proposed, evaluated, 
approved (or disapproved), scheduled, and tracked.  See Change, Change Directive, Change Impact 
Assessment, Change Implementation Notice. 

Change Control Documents - Formal documents used in the configuration management process to track, 
control, and manage the change of configuration items over the systems development or maintenance life 
cycle.  See System Change Request, Change Impact Assessment, Change Directive, and Change 
Implementation Notice. 

Change Directive - The formal Change Control Document used to implement an approved change.  See 
Change Control Documents. 

Change Impact Assessment - The formal Change Control Document used to determine the effect of a 
proposed change before a decision is made to implement it.  See Change Control Documents. 

Change Implementation Notice - The formal Change Control Document used to report the actual 
implementation of a change in a system.  See Change Control Documents. 
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Computer System Security Officer - The person who ensures that all Computer and Telecommunications 
Security (C&TS) activities are undertaken at the user site.  These typically include security activities for 
planning; awareness training; risk management; configuration management; certification and 
accreditation; compliance assurance; incident reporting; and guidance and procedures. 

Concept of Operations - A formal document that describes the user's environment and process relative to 
a new or modified system; defines the users, if not already known; also known as a CONOPS. 

Configuration - The functional and/or physical collection of hardware and software components as set 
forth in formal documentation.  This is the aggregate of requirements, design, and implementation that 
define a particular version of a system (or system component).  See Configuration Control, Configuration 
Item, Configuration Management, Configuration Management Plan, Configuration Status Accounting. 

Configuration Audit - This is a formal review of a project for the purpose of assessing compliance with the 
Configuration Management Plan. 

Configuration Control - This is the process of evaluating, approving or (disapproving), and coordinating 
changes to hardware/software configuration items. 

Configuration Control Board - The formal entity charged with the responsibility of evaluating, approving 
(or disapproving), and coordinating changes to hardware/software configuration items. 

Configuration Item - An aggregation of hardware and/or software that satisfies an end-user function; 
treated as a single entity in the configuration management process.  This is a component of a system 
requiring continuous control over the course of development and throughout the life cycle of the system. 

Configuration Management - The discipline of identifying the configuration of a hardware/software system 
at each life cycle stage for the purpose of controlling changes to the configuration and maintaining the 
integrity and traceability of the configuration through the entire life cycle. 

Configuration Management Plan - A formal document that establishes formal configuration management 
practices in a systems development/maintenance project.  See Configuration Management. 

Configuration Status Accounting - The recording and reporting of the information that is needed to 
effectively manage a configuration; including a listing of the approved configuration identification, status of 
proposed changes to the configuration, and the implementation status of approved changes.  See 
Configuration. 

Contingency Plan - A formal document that establishes continuity of operations processes in case of a 
disaster.  Includes names of responsible parties to be contacted, data to be restored, and location of such 
data. 

Conversion Plan - A formal document that describes the strategies involved in converting data from an 
existing system to another hardware or software environment. 

Corrective Maintenance - Maintenance performed to correct faults in hardware or software. 

Cost-Benefit Analysis - The comparison of alternative courses of action, or alternative technical solutions, 
for the purpose of determining which alternative would realize the greatest cost benefit; cost-benefit 
analysis is also used to determine if the system development or maintenance costs still yield a benefit or 
if the effort should stop. 

Critical Path - Used in project planning; the sequence of activities (or tasks) that must be completed on 
time to keep the entire project on schedule; therefore, the time to complete a project is the sum of the 
time to complete the activities on the critical path. 

-D- 

Data Dictionary - A repository of information about data, such as its meaning, relationships to other data, 
origin, usage and format.  A data dictionary manages data categories such as aliases, data elements, 
data records, data structure, data store, data models, data flows, data relationships, processes, functions, 
dynamics, size, frequency, resource consumption and other user-defined attributes. 
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Design Stage - The period of time in the systems development life cycle during which the designs for 
architecture, software components, interfaces, and data are created, documented, and verified to satisfy 
system requirements. 

Development/Integration & Test Stage - The period of time in the systems development life cycle to 
convert the work products of the Design Stage into a complete system. Subsystem integration, system, 
security, and user acceptance testing are conducted; done prior to the Implementation Stage.  

Disposition Stage - The time when a system has been declared surplus and/or obsolete and the task 
performed is either eliminated or transferred to other systems. 

Disposition Plan - A formal plan providing the full set of procedures necessary to end the operation or the 
system in a planned, orderly manner and to ensure that system components and data are properly 
archived or incorporated into other systems. 

Draft Business Case - A formal document created during the System Concept Development Stage, which 
lists the business case for initiating the system or project.  It contains responsible persons, projected 
costs associated with the investment, risks, assumptions, scope, schedule, milestones, etc. 

-E- 

Entity - Represents persons, places, events, things, or abstractions that are relevant to the FAS and 
about which data are collected and maintained. 

-F- 

Fault Tolerance - The ability of a system (or system component) to continue normal operation despite the 
presence of hardware or software faults. 

Feasibility Study - A formal study to determine the feasibility of a proposed system (new or enhanced) in 
order to make a recommendation to proceed or to propose alternative solutions. 

Field Test - Testing that is performed at the user site. 

Functional Baseline - The approved documentation that describes the functional characteristics of the 
system, subsystem, or component.  See Baseline. 

Functional Configuration Audit - An audit to ensure that the delivered configuration item has met the 
functional requirements.  See Audit. 

Functional Requirement - A requirement that specifies a function (activity or behavior, based on a 
business requirement) that the system (or system component) must be capable of performing. 

Functional Requirements Document - A formal document of the business (functional) requirements of a 
system; the baseline for system validation. 

Functional Test - Testing that ignores the internal mechanism of a system (or system component) and 
focuses solely on the outputs generated in response to selected inputs and execution conditions.  Same 
as black box testing. 

-G- 

Gantt Chart - A list of activities plotted against time, showing start time, duration, and end time; also 
known as a bar chart. 

-I- 

Implementation - Installing and testing the final system, usually at the user (field) site; the process of 
installing the system. 

Implementation Stage - The period of time in the systems development life cycle when the system is 
installed, made operational, and turned over to the user (for the beginning of the Operations and 
Maintenance Stage). 

Implementation Plan - A formal document that describes how the system will be installed and made 
operational. 
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In-Process Review - Formal review conducted (usually annually) during the Operations and Maintenance 
Stage to evaluate system performance, user satisfaction with the system, adaptability to changing 
business needs, and new technologies that might improve the system. 

In-Process Review Report - A formal document detailing the findings of the In-Process Review.  See In-
Process Review. 

Inspection - A semiformal-to-formal technique in which software requirements, design, or code are 
examined in detail by a person or group other than the originator to detect errors.  See Peer Review, 
Walk-through. 

Integrated Product Team - A multidisciplinary group of people who support the Project Lead in the 
planning, execution, delivery and implementation of life cycle decisions for the project. 

Integration Test - Testing in which software components, hardware components, or both are combined 
and tested to evaluate the interaction between them. 

Integrity - The degree to which a system (or system component) prevents unauthorized access to, or 
modification of, computer programs or data. 

Iterative - A procedure in which repetition of a sequence of activities yields results successively close to 
the desired state; for example, an iterative life cycle in which two or more stage are repeated until the 
desired product is developed. 

Interface Control Document - Specifies the interface between a system and an external system(s). 

Interoperability - A measure of the ability of two or more systems (or system components) to exchange 
information and use the information that has been exchanged.  Same as Compatibility. 

Information Technology Systems Security Certification and Accreditation - A formal set of documents 
showing that the installed security safeguards for a system are adequate and work effectively. 

-M- 

Maintainability - The ease with which a software system (or system component) can be modified to 
correct faults, improve performance or other attributes, or adapt to a changed environment. 

Maintenance Manual - A formal document that provides systems maintenance personnel with the 
information necessary to maintain the system effectively. 

Methodology - A set of methods, procedures, and standards that define the approach for completing a 
system development or maintenance project. 

Milestone - In project management, a scheduled event that is used to measure progress against a project 
schedule and budget. 

-N- 

Non-technical - Relating to agreements, conditions, and/or requirements affecting the management 
activities of a project.  Compare to Technical. 

-O- 

Operational Baseline - Identifies the system accepted by the users in the operational environment after a 
period of onsite test using production data.  See Baseline. 

Operations Manual - A formal document that provides a detailed operational description of the system 
and its interfaces. 

Operations and Maintenance (O&M) Stage - The period of time in the systems development life cycle 
during which a software product is employed in its operational environment, monitored for satisfactory 
performance, and modified as necessary to correct problems or to respond to changing requirements. 
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-P- 

Peer Review - A formal review where a person or group other than the originator examines a product in 
detail.  See Inspection, Walk-through. 

Perfective Maintenance - Software maintenance performed to improve the performance, maintainability, 
or other attributes of a computer program. 

Performance Measures - A category of quality measures that address how well a system functions. 

Performance Measurement and Capacity Planning - A set of procedures to measure and manage the 
capacity and performance of information systems equipment and software. 

Performance Review - Formal review conducted to evaluate the compliance of a system or component 
with specified performance requirements. 

Physical Configuration Audit - An audit to ensure that the configuration item has met all physical attributes 
listed in the design requirements being delivered. 

Pilot - An alternative work pattern to develop a system to demonstrate that the concept is feasible in an 
operational environment.  Pilots are used to provide feedback to refine the final version of the product and 
are fielded for a preset, limited period of time.  Compare to a Prototype. 

Planning Stage - The period of time in the systems development life cycle in which a comprehensive plan 
for the recommended approach to the systems development or maintenance project is created.  Follows 
the Concept Approval Stage, in which the recommended approach is selected. 

Post-Implementation Review - A formal review to evaluate the effectiveness of the systems development 
effort after the system is operational (usually for at least six months). 

Post-Implementation Review Report - A formal document detailing the findings of the Post-
Implementation Review.  See Post-Implementation Review. 

Post-Termination Review - A formal review to evaluate the effectiveness of a system disposition. 

Post-Termination Review Report - A formal document detailing the findings of the Post-Termination 
Review.  See Post-Termination Review. 

Privacy Act Notice - For any system that has been determined to be an official System of Records (in 
terms of the criteria established by the Privacy Act), a special notice must be published in the Federal 
Register that identifies the purpose of the system; describes its routine use and what types of information 
and data are contained in its records; describes where and how the records are located; and identifies 
who the System Manager is. 

Procedure - A series of steps (or instructions) required to perform an activity.  Defines "how" to perform 
an activity.  Compare to Process. 

Process - A finite series of activities as defined by its inputs, outputs, controls (for example, policy and 
standards), and resources needed to complete the activity.  Defines "what" needs to be done.  Compare 
to Procedure. 

Process Model - A graphical representation of a process. 

Process Review - A formal review of the effectiveness of a process. 

Product Baseline - The set of completed and accepted system components and the corresponding 
documentation that identifies these products.  See Baseline. 

Production - A fully documented system, built according to the SDLC, fully tested, with full functionality, 
accompanied by training and training materials, and with no restrictions on its distribution or duration of 
use. 

Product Review - A formal review of a product software (or document) to determine if it meets its 
requirements.  Can be conducted as a peer review. 
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Project - The complete set of activities associated with all life cycle stage needed to complete a systems 
development or maintenance effort from start to finish (may include hardware, software, and other 
components); the collective name for this set of activities.  Typically a project has its own funding, cost 
accounting, and delivery schedule. 

Project Management Plan - A formal document detailing the project scope, activities, schedule, 
resources, and security issues.  The Project Management Plan is created during the Planning Stage and 
updated through the Disposition Stage. 

Prototype - A system development methodology to evaluate the design, performance, and production 
potential of a system concept (it is not required to exhibit all the properties of the final system).  
Prototypes are installed in a laboratory setting and not in the field, nor are they available for operational 
use.  Prototypes are maintained only long enough to establish feasibility.  Compare to a Pilot. 

-Q- 

Quality - The degree to which a system, component, product, or process meets specified requirements. 

Quality Assurance - A discipline used by project management to objectively monitor, control, and gain 
visibility into the development or maintenance process. 

Quality Assurance Plan - A formal plan to ensure that delivered products satisfy contractual agreements, 
meet or exceed quality standards, and comply with approved systems development or maintenance 
processes. 

Quality Assurance Review - A formal review to ensure that the appropriate Quality Assurance activities 
have been successfully completed, held when a system is ready for implementation. 

-R- 

Records Disposition Schedule - Federal regulations require that all records no longer needed for the 
conduct of the regular business of the agency be disposed of, retired, or preserved in a manner 
consistent with official Records Disposition Schedules. 

Records Management - The formal set of system records (for example, files, data) that must be retained 
during the Disposition Stage; the plan for collecting and storing these records. 

Recoverability - The ability of a software system to continue operating despite the presence of errors. 

Regression Test - In software maintenance, the rerunning of test cases that previously executed correctly 
in order to detect errors introduced by the maintenance activity. 

Reliability - The ability of a system (or system component) to perform its required functions under stated 
conditions for a specified period of time. 

Requirement - A capability needed by a user; a condition or capability that must be met or possessed by 
a system (or system component) to satisfy a contract, standard, specification, or other formally imposed 
documents. 

Requirements Analysis Stage - The period of time in the systems development life cycle during which the 
requirements for a software product are formally defined, documented and analyzed. 

Requirements Management - Establishes and controls the scope of system development efforts and 
facilitates a common understanding of system capabilities between the System Proponent, developers, 
and future users. 

Requirements Traceability Matrix - Provides a method for tracking the functional requirements and their 
implementation through the development process. 

Resource - In management, the time, staff, capital and money available to perform a service or build a 
product; also, an asset needed by a process step to be performed. 

Review - A formal process at which an activity or product (for example, code, document) is presented for 
comment and approval; reviews are conducted for different purposes, such as peer reviews, user 
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reviews, management reviews (usually for approval) or done at a specific milestone, such as stage 
reviews (usually to report progress). 

Review Report - A formal document that records the results of a review. 

Risk - A potential occurrence that would be detrimental to the project; risk is both the likelihood of the 
occurrence and the consequence of the occurrence. 

Risk Assessment - The process of identifying areas of risk; the probability of the risk occurring, and the 
seriousness of its occurrence; also called risk analysis. 

Risk Management - The integration of risk assessment and risk reduction in order to optimize the 
probability of success (that is, minimize the risk). 

Risk Management Plan - A formal document that identifies project risks and specifies the plans to reduce 
these risks. 

-S- 

Security - The establishment and application of safeguards to protect data, software, and hardware from 
accidental or malicious modification, destruction, or disclosure. 

Security Risk Assessment - Tool that permits developers to make informed decisions relating to the 
acceptance of identified risk exposure levels or implementation of cost-effective measures to reduce 
those risks.  See Requirements Analysis Stage. 

Security Test - A formal test performed on an operational system, based on the results of the security risk 
assessment in order to evaluate compliance with security and data integrity guidelines, and address 
security backup, recovery, and audit trails.  Also called Security Testing and Evaluation (ST&E). 

Sensitive System - A system or subsystem that requires an IT Systems Security Certification and 
Accreditation; contains data requiring security safeguards. 

Sensitivity Analysis - Assesses the potential effect on inputs (costs) and outcomes (benefits) that 
depends on the relative magnitude of change in certain factors or assumptions. 

Software Development Document - Contains all of the information pertaining to the development of each 
unit or module, including the test cases, software, test results, approvals, and any other items that will 
help explain the functionality of the software. 

Stage - A defined stage in the systems development life cycle; there are eight stages in the full, 
sequential life cycle. 

Stage Review - A formal review conducted during a life cycle stage; usually at the end of the stage or at 
the completion of a significant activity. 

System Change Request - The formal Change Control Document procedure used to request a change to 
a system baseline, provide information concerning the requested change, and act as the documented 
approval mechanism for the change.  See Change Control Documents. 

System Design Document - A formal document that describes the system architecture, file and database 
design, interfaces, and detailed hardware/software design; used as the baseline for system development. 

Systems of Records Notice - Notice that is required to be published for any system that has been 
determined to be an official System of Records (in terms of the criteria established by the Privacy Act). 

System Proponent - The organization benefiting from or requesting the project; frequently thought of as 
the "customer" for that project. 

Systems Administration Manual - A manual that serves the purpose of an Operations Manual in a 
distributed (client/server) application.  See Operations Manual, Client/Server. 

Systems Analysis - In systems development, the process of studying and understanding the requirements 
(customer needs) for a system in order to develop a feasible design. 
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Systems Development Life cycle - A formal model of a hardware/software project that depicts the 
relationship among activities, products, reviews, approvals, and resources.  Also, the period of time that 
begins when a need is identified (Concept Approval) and ends when the system is no longer available for 
use (disposition). 

System Security Plan - A formal document that establishes the processes and procedures for identifying 
all areas where security could be compromised within the system (or subsystem). 

System Test - The process of testing an integrated hardware/software system to verify that the system 
meets its documented requirements. 

-T- 

Test Case - A specific set of test data and associated procedures developed for a particular test. 

Test Files/Data - Files/data developed for the purpose of executing a test; becomes part of a test case.  
See Test Case. 

Testability - A metric used to measure the characteristics of a requirement that enable it to be verified 
during a test. 

Test Analysis Report - Formal documentation of the software testing as defined in the Test Plan. 

Test and Evaluation (T&E) - T&E occurs during all major stages of the development life cycle, beginning 
with system planning and continuing through the operations and maintenance stage, ensures 
standardized identification, refinement, and traceability of the requirements as such requirements are 
allocated to the system components. 

Test and Evaluation Master Plan - The formal document that identifies the tasks and activities so the 
entire system can be adequately tested to assure a successful implementation. 

Test Problem Report - Formal documentation of problems encountered during testing; the form is 
attached to the Test Analysis Report.  See Test Analysis Report. 

Test Readiness Review - A formal stage review to determine that the test procedures are complete and to 
ensure that the system is ready for formal testing. 

Traceability - In requirements management, the identification and documentation of the derivation path 
(upward) and allocation path (downward) of requirements in the hierarchy. 

Training Plan - A formal document that outlines the objectives, needs, strategy, and curriculum to be 
addressed for training users of the new or enhanced system. 

-U- 

Unit - the smallest logical entity specified in the design of a software system; must be of sufficient detail to 
allow the code to be developed and tested independent of other units.  See Module. 

Unit Test - In testing, the process of ensuring that the software unit executes as intended; usually 
performed by the developer. 

Usability - The capability of the software product to be understood, learned, used and be of value to the 
user, when used under specified conditions. 

User Acceptance Test - Formal testing conducted to determine whether or not a system satisfies its 
acceptance criteria and to enable the user to determine whether or not to accept the system.  See 
Acceptance Test. 

User Manual - A formal document that contains all essential information for the user to make full use of 
the new or upgraded system. 

User Satisfaction Review - A formal survey used to gather the data needed to analyze current user 
satisfaction with the performance capabilities of an existing system or application; administered annually, 
or as needed. 
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-V- 

Validation - The process of determining the correctness of the final product, system, or system 
component with respect to the user's requirements.  Answers the question, "Am I building the right 
product?" Compare to Verification. 

Verifiability - A measure of the relative effort to verify a requirement; a requirement is verifiable only if 
there is a finite cost-effective process to determine that the software product or system meets the 
requirement. 

Verification - The process of determining whether the products of a life cycle stage fulfill the requirements 
established during the previous stage; answers the question, "Am I building the product right?" Compare 
to Validation. 

Version - An initial release or re-release of a computer software configuration item, associated with a 
complete compilation or recompilation of the computer software configuration item; sometimes called a 
build.  See Build. 

Volatility - In requirements management, volatility is the degree to which requirements are expected to 
change throughout the systems development life cycle; opposite of stability. 

-W- 

Walk-through - A software inspection process, conducted by peers of the software developer, to evaluate 
a software component.  See Inspection, Peer Review. 

Work Breakdown Structure - In project management, a hierarchical representation of the activities 
associated with developing a product or executing a process; a list of tasks; often used to develop a Gantt 
chart. 

Work Pattern - The complete set of life cycle stages, activities, work products, and reviews required to 
develop or maintain a software product or system; a formal approach to systems development. 
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APPENDIX B:  ACRONYMS 

BPR  Business Process Reengineering 

C&A  Certification & Accreditation 

CBA  Cost-Benefit Analysis 

CCB  Change Control Board 

CI  Configuration Item 

CIN  Change Implementation Notice 

CIO  Chief Information Officer 

CM  Configuration Management 

CONOPS Concept of Operations 

COTS  Commercial Off-The-Shelf 

CPIC  Capital Planning and Investment Control 

CRUD  Create, Read, Update, Delete 

CSA  Configuration Status Accounting 

DBA  Database Administrator 

DBC  Draft Business Case 

DBMS  Database Management System 

DME  Development, Maintenance, and Enhancements 

EA  Enterprise Architecture 

EVM  Earned Value Management 

EVMS  Earned Value Management System 

FAR  Federal Acquisition Regulations 

FAS  Federal Acquisition Service 

FCA  Functional Configuration Audit 

FIPS  Federal Information Processing Standards 

FOIA/PA Freedom of Information Act/Privacy Act 

FRD  Functional Requirements Document 

GAO  General Accounting Office 

GPRA  Government Performance and Results Act 

GSA  General Services Administration 

ICD  Interface Control Document 

IEEE/EIA Institute of Electrical and Electronics Engineers/Electronic Industries Assoc. 

IPR  In-Process Review 

IPT  Integrated Product Team 

IRB  Investment Review Board 

ISO  International Standard Organization 

IT  Information Technology 
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KDP  Key Decision Point 

LAN  Local Area Network 

LoB  Line of Business 

NIST  National Institute for Standards and Technology 

OCIO  Office of Chief Information Officer 

O&M  Operations and Maintenance 

OM  Operations Manual 

OMB  Office of Management and Budget 

OPS  Operations- 

PCA  Physical Configuration Audit 

PDR  Preliminary Design Review 

PIA  Privacy Impact Assessment 

PIR  Post-Implementation Review 

PM  Project or Program Manager 

PMBOK Project Management Body of Knowledge 

PMI  Project Management Institute 

PMO  Program Management Office 

PRRA  Paperwork Reduction Reauthorization Act 

QA  Quality Assurance 

RM  Risk Management 

RTM  Requirements Traceability Matrix 

SAM  Systems Administration Manual 

SCR  System Change Request 

SDLC  Systems Development Life cycle 

SEMP  Systems Engineering Management Plan 

SOW  Statement of Work 

SSO  Services and Staff Offices 

TP  Training Plan 

TPR  Test Problem Report 

WBS  Work Breakdown Structure  
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APPENDIX C:  TEMPLATES 

Appendix C is a compilation of the following individually stored templates: 

C-1 Draft Business Case (DBC) 

C-2 Cost-Benefit Analysis (CBA) 

C-3 Feasibility Study 

C-4 Risk Management Plan 

C-5 Configuration Management Plan 

C-6 Quality Assurance Plan 

C-7 Concept of Operations 

C-8 System Engineering Management Plan 

C-9 Functional Requirements Document (FRD) 

C-10 Test Plan (PT) 

C-11 Interface Control Document (ICD) 

C-12 Conversion Plan 

C-13 System Design Document (SDD) 

C-14 Implementation Plan (IP) 

C-15 Maintenance Manual (MM) 

C-16 Operations Manual (OM) 

C-17 System Administration Manual (SAM) 

C-18 Training Plan (TP) 

C-19 User Manual (UM) 

C-20 Contingency Plan (CP) 

C-21 Test Analysis Report 

C-22 Post-Implementation Review 

C-23 Disposition Plan 

C-24 Project Management Plan (PMP) 

C-25 Project Management Plan – Lite 

C-26 User Acceptance Report (UAR) 

C-27 Project Classification Schema 

C-28 Requirements Traceability Matrix (RTM) 

External OMB Exhibit(s) as defined by the OMB 

External Privacy Act Notice/Privacy Impact Assessment 

External IT Systems Security Certification & Accreditation 

External Security Risk Assessment 

External System Security Plan 

External IT System Security Certification and Accreditation 

Project System Software as designated by the project 
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Project Test Files/Data as designated by the project 

Project Delivered System as designated by the project 

Project Archived System as designated by the project 

Project  Test Problem Report as designated by the project 

Project  Change Implementation Notice as designated by the project 

Project In-Progress Review as designated by the project 

Project Software Development Folder as designated by the project 

Project  User Satisfaction Report 
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NON-DISCLOSURE AGREEMENT 
BETWEEN 

U.S. GENERAL SERVICES ADMINISTRATION (GSA) 
FEDERAL SYSTEMS INTEGRATION AND MANAGEMENT CENTER 

(FEDSIM) 
AND 

[CONTRACTOR] 
 
This agreement, made and entered into this ______ day of __________, 20XX 
(the “Effective Date”), is by and between GSA and [CONTRACTOR]. 
 
 WHEREAS, [CONTRACTOR] and GSA FEDSIM have entered into 
[Contract No.], Task Order No. [INSERT] for services supporting the [CLIENT 
AGENCY AND PROGRAM/PROJECT NAME]; 
 

WHEREAS, [CONTRACTOR] is providing [DESCRIPTION, e.g., 
consulting/professional IT, engineering] services under the Task Order; 
  

WHEREAS, the services required to support [PROGRAM/PROJECT 
NAME] involve certain information which the Government considers to be 
"Confidential Information"1 as defined herein; 
 

WHEREAS, GSA desires to have [CONTRACTOR]’s support to 
accomplish the Task Order services and, therefore, must grant access to the 
Confidential Information; 
 
 WHEREAS, [CONTRACTOR] through its work at a Government site may 
have access to Government systems or encounter information unrelated to 
performance of the Task Order which also is considered to be Confidential 
Information as defined herein; 
 
 WHEREAS, GSA on behalf of [CLIENT AGENCY] desires to protect the 
confidentiality and use of such Confidential Information; 
 
 NOW, THEREFORE, for and in consideration of the mutual promises 
contained herein, the parties agree as follows: 
 
1. Definitions.  “Confidential Information” shall mean any of the following: (1) 

"contractor bid or proposal information" and "source selection information" as 
those terms are defined in 41 U.S.C. § 2101; (2) the trade secrets or 
proprietary information of other companies; (3) other information, whether 
owned or developed by the Government, that has not been previously made 
available to the public, such as the requirements, funding or budgeting data of 
the Government; and for contracts/orders providing acquisition assistance, 

                                            
1 This does not denote an official security classification. 
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this term specifically includes (4) past performance information, 
actual/proposed costs, overhead rates, profit, award fee determinations, 
contractor employee data of offerors/contractors, methods or procedures 
used to evaluate performance, assessments, ratings or deliberations 
developed in an evaluation process, the substance of any discussions or 
deliberations in an evaluation process, and any recommendations or 
decisions of the Government unless and until such decisions are publicly 
announced.  This term is limited to unclassified information. 

 
2. Limitations on Disclosure.  [CONTRACTOR] agrees (and the 

[CONTRACTOR] Task Order personnel must agree by separate written 
agreement with CONTRACTOR) not to distribute, disclose or disseminate 
Confidential Information to anyone beyond the personnel identified in the 
[ATTACHED ADDENDUM], unless authorized in advance by the GSA 
Contracting Officer in writing.  The Contracting Officer and [CLIENT POC] will 
review the Addendum to ensure it includes only those individuals to be 
allowed access to the information.  The Addendum, which may be updated 
from time to time, is approved when signed by the GSA Contracting Officer 
and [CLIENT POC].   

 
3. Agreements with Employees and Subcontractors.  [CONTRACTOR] will 

require its employees and any subcontractors or subcontractor employees 
performing services for this Task Order to sign non-disclosure agreements 
obligating each employee/subcontractor employee to comply with the terms of 
this agreement.  [CONTRACTOR] shall maintain copies of each agreement 
on file and furnish them to the Government upon request. 

 
4. Statutory Restrictions Relating to Procurement Information.  

[CONTRACTOR] acknowledges that certain Confidential Information may be 
subject to restrictions in Section 27 of the Office of Federal Procurement 
Policy Act (41 U.S.C. § 2104), as amended, and disclosures may result in 
criminal, civil, and/or administrative penalties.  In addition, [CONTRACTOR] 
acknowledges that 18 U.S.C. § 1905, a criminal statute, bars an employee of 
a private sector organization from divulging certain confidential business 
information unless authorized by law.  

 
5. Limitations on Use of Confidential Information.  [CONTRACTOR] may 

obtain Confidential Information through performance of the Task Order orally 
or in writing.  These disclosures or this access to information is being made 
upon the basis of the confidential relationship between the parties and, unless 
specifically authorized in accordance with this agreement, [CONTRACTOR] 
will: 
a) Use such Confidential Information for the sole purpose of performing the  

[PROGRAM/PROJECT] support requirements detailed in the Task Order 
and for no other purpose; 

b) Not make any copies of Confidential Information, in whole or in part; 
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c) Promptly notify GSA in writing of any unauthorized misappropriation, 
disclosure, or use by any person of the Confidential Information which 
may come to its attention and take all steps reasonably necessary to limit, 
stop or otherwise remedy such misappropriation, disclosure, or use 
caused or permitted by a [CONTRACTOR] employee. 

 
 
6. Duties Respecting Third Parties. If [CONTRACTOR] will have access to the 

proprietary information of other companies in performing Task Order support 
services for the Government, [CONTRACTOR] shall enter into agreements 
with the other companies to protect their information from unauthorized use or 
disclosure for as long as it remains proprietary and refrain from using the 
information for any purpose other than that for which it was furnished.  
[CONTRACTOR] agrees to maintain copies of these third party agreements 
and furnish them to the Government upon request in accordance with 48 
C.F.R. § 9.505-4(b). 

 
7. Notice Concerning Organizational Conflicts of Interest. [CONTRACTOR] 

agrees that distribution, disclosure or dissemination  of Confidential 
Information (whether authorized or unauthorized) within its corporate 
organization or affiliates, may lead to disqualification from participation in 
future Government procurements under the organizational conflict of interest 
rules of 48 C.F.R. § 9.5. 

 
8. Entire Agreement.  This Agreement constitutes the entire agreement 

between the parties and supersedes any prior or contemporaneous oral or 
written representations with regard to protection of Confidential Information in 
performance of the subject Task Order.  This Agreement may not be modified 
except in writing signed by both parties. 

 
9. Governing Law.  The laws of the United States shall govern this agreement. 
 
10. Severability.  If any provision of this Agreement is invalid or unenforceable 

under the applicable law, the remaining provisions shall remain in effect. 
 

In accordance with Public Law No. 108-447, Consolidated Act, 2005, the 
following is applicable: 
 

These restrictions are consistent with and do not supersede, conflict with, 
or otherwise alter the employee obligations, rights, or liabilities created by 
Executive Order No. 12958; section 7211 of title 5, United States Code 
(governing disclosures to Congress); section 1034 of title 10, United 
States Code, as amended by the Military Whistleblower Protection Act 
(governing disclosure to Congress by members of the military); section 
2302(b)(8) of title 5, United States Code, as amended by the 
Whistleblower Protection Act (governing disclosures of illegality, waste, 
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fraud, abuse or public health or safety threats); the Intelligence Identities 
Protection Act of 1982 (50 U.S.C. 421 et seq.) (governing disclosures that 
could expose confidential Government agents); and the statutes which 
protect against disclosure that may compromise the national security, 
including sections 641, 793, 794, 798, and 952 of title 18, United States 
Code, and section 4(b) of the Subversive Activities Act of 1950 (50 U.S.C. 
783(b)). The definitions, requirements, obligations, rights, sanctions, and 
liabilities created by said Executive order and listed statutes are 
incorporated into this agreement and are controlling. 

 
11. Beneficiaries.  If information owned by an individual or entity not a party to 

this agreement is disclosed or misappropriated by [CONTRACTOR] in breach 
of this agreement, such information owner is a third party beneficiary of this 
agreement.  However, nothing herein shall create an independent right of 
action against the U.S. Government by any third party.   

 
IN WITNESS WHEREOF, GSA and [CONTRACTOR] have caused the 
Agreement to be executed as of the day and year first written above. 
 
 
UNITED STATES GENERAL SERVICES ADMINISTRATION 
 
 
_________________________   _____________ 
Name       Date 
_________________________ 
Contracting Officer 
 
[CONTRACTOR] 
 
 
_________________________   _____________ 
Name*       Date 
_________________________ 
Title 
 
*Person must have the authority to bind the company. 



 

 

ATTACHMENT KK 

 

PROBLEM NOTIFICATION REPORT 

 

 

TASK ORDER NUMBER:  DATE:  

 

1. Nature and sources of problem: 

 

 

2. COR was notified on: (date) ___________________ 

 

 

3. Is action required by the Government?    Yes_____  No_____ 

 

 

4. If  YES, describe Government action required and date required: 

 

 

5. Will problem impact delivery schedule?    Yes_____  No_____ 

 

 

6. If YES, identify what deliverables will be affected and extent of delay: 

 

 

7. Can required delivery be brought back on schedule?    Yes_____  No_____ 

 

 

8. Describe corrective action needed to resolve problems: 

 

 

9. When will corrective action be completed? 

 

 

10. Are increased costs anticipated?    Yes_____  No_____ 

 

 

11. Identify amount of increased costs anticipated, their nature, and define Government 

responsibility for problems and costs: 
 



 

 

ADDENDUM TO 
NON-DISCLOSURE AGREEMENT 

BETWEEN 
U.S. GENERAL SERVICES ADMINISTRATION (GSA) 

FEDERAL SYSTEMS INTEGRATION AND MANAGEMENT (FEDSIM) 
AND 

[CONTRACTOR] 
 
This agreement, made and entered into this ______ day of __________, 2014 (the 
“Effective Date”), is by and between GSA and [CONTRACTOR]. 
 
List of personnel (reference Section 2, Limitations on Disclosure, in Non-Disclosure 
Agreement): 
 
1. 
2. 
3. 
4. 
 
 
IN WITNESS WHEREOF, GSA and [CONTRACTOR] have caused the Agreement to 
be executed as of the day and year first written above. 
 
 
 
UNITED STATES GENERAL SERVICES ADMINISTRATION 
 
 
_________________________   _____________ 
Derrick L. White     Date 
Contracting Officer 
 
 
 
UNITED STATES GENERAL SERVICES ADMINISTRATION OFFICE OF THE CHIEF 
INFORMATION OFFICER 
 
 
_________________________   _____________ 
TPOC NAME      Date 
[TPOC POC TITLE] 
 
 
 
[CONTRACTOR] 
 



 

 

 
_________________________   _____________ 
Name       Date 
[CONTRACTOR POC TITLE] 
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Document History 

Version Description Date 

1.0 Initial Release mm/dd/yyyy 

   

   

   

 
 
 
PURPOSE 
 
The purpose of the Business Requirements Document (BRD) is to describe business requirements of an 
Application completely and unambiguously in a Technology-independent manner. All attempts have been 
made in using mostly business terminology and business language while describing the requirements in 
this document. Very minimal and commonly understood Technical terminology is used. 
 
The primary intended audience for this document includes the business owners of the proposed system; 
accordingly, this document should be easily understood by business owners of the proposed system. 
They must be able to verify that their business requirements have been documented here completely and 
accurately.  
 
This information may also be useful for Data Architects, Application Architects and Technical Architects 
for designing solution(s) to address these business requirements.  This document is intended as an input 
for development of the Functional Requirements Document (FRD). 
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Document Completion Instructions and Guidance  

 

The text in light blue cells contains guidance and instructions for completing each section; do not change 
the text in the light blue sections.  Submit answers in the white cells only, which are denoted by <text >.   
Complete each section per the instructions. For additional guidance, refer to the sample MARE BRD in 
the Appendix, or contact your ITRM representative for assistance. 

 

ITRM Contact Supported Portfolios 

 
 Assisted Acquisition Services (AAS) 
 Acquisition Management (AM) 

 
 Integrated Technology Services (ITS) 
 Customer Accounts and Research (CAR) 
 Controller’s Office  

 
 General Supplies and Services (GSS) 
 Strategy Management/Administration 

 
 Public Building Services (PBS)  
 Travel, Motor Vehicle and Card Services (TMVCS) 

  ITRM Division Director 

 

Please do not leave any section blank. If a section is not applicable, type “Not Applicable” in that section.   
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1.0 Business Case 
 
The business case is intended to document the business justification and strategy for pursuing this 
project. The business case includes the following components: 
 

 Project Information 
 Performance Gap 
 Alternative Analysis 
 Strategic Alignment 
 Business Performance Analysis 
 Scope 
 System Impact  

 
Select sections of the business case tie directly into the SAPI template; this is to reduce duplication of 
effort while ensuring the requested project is aligned to the business and is in support of business needs. 
 

1.1. Project Information 
 
Enter the required project information in Table 1.1.0. 
 

1.1.0. PROJECT INFORMATION  

Complete all sections. 

Project Name <Enter name of project> 

Purpose statement <Enter a brief purpose statement which explains the overall purpose of the project> 

Business Line/Division <Enter portfolio / business line name> 

Portfolio Specialist <Enter the name of the portfolio specialist who is completing this document> 

Project Sponsor <Enter the name of the project sponsor> 

Indicate if this project 
is a new system or 
enhancement to a 
current system   

New system 

Current system enhancement 
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1.2. Performance Gap 
 
Describe the performance gap and/or business opportunity this project is intended to address in Table 
1.2.0. 
 

1.2.0. PERFORMANCE GAP 

Complete all sections below. Include any necessary project background.  

Performance Gap 

<enter gap> 

Description of Gap 

<enter description> 

How Project will Address Gap 

<explain how gap will be addressed> 

Relevant Background Information 

<document relevant background information> 

 

1.3. Alternative Analysis  
 
Please fill out the table for the current methodology, the proposed methodology, and at least one 
additional alternative (although you may provide as many additional alternatives as you deem necessary).  
This section helps provide justification for the business case of the proposed methodology.  
 

1.3.0. CURRENT METHODOLOGY 

Describe the current methodology in the table below.  Complete all sections below.  

Current Methodology  

<Enter current operating procedure> 

Pros of Current Methodology Cons of Current Methodology 

<List any positive aspects of the current path.  Quantitative 
justification is preferred> 

<List any negative aspects of the current path.  
Quantitative justification is preferred> 

What are the key assumptions for this current methodology? 

<Address all of the key assumptions you made while analyzing the current path> 
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1.3.0. CURRENT METHODOLOGY 

Describe the current methodology in the table below.  Complete all sections below.  

Why is the current path no longer feasible? 

<Describe why solution is no longer feasible; document relevant background information> 

 
 

1.3.1. PROPOSED SOLUTION 

Describe the proposed solution in the table below.  Complete all sections. 

Proposed Solution 

<Describe the proposed solution > 

Pros of Proposed Solution Cons of Proposed Solution  

<List any positive aspects of the proposed solution.  
Quantitative justification is preferred> 

<List any negative aspects of the proposed solution.  
Quantitative justification is preferred> 

What are the key assumptions for this proposed solution? 

<Address all of the key assumptions you made while analyzing the proposed solution> 

What is the opinion of each key stakeholder? 

<Describe opinions of each stakeholder; document relevant background information> 

Explain why the proposed solution was chosen.  

<Describe why solution was selected; document relevant background information> 
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1.3.2. ALTERNATIVE SOLUTION  

Describe an alternative approach to achieving the desired outcome (other than that shown in Table 1.3.1. 
above).  Add more alternatives as necessary.  Complete all sections. 

Alternative Solution 

<Describe an alternative methodology to that described in part 1.3.1.> 

Pros of Alternative Solution Cons of Alternative Solution 

<List any positive aspects of the alternative solution.  
Quantitative justification is preferred> 

<List any negative aspects of the alternative 
solution.  Quantitative justification is preferred> 

What are the key assumptions for this alternative? 

<Address all of the key assumptions you made while analyzing the alternative> 

What is the opinion of each key stakeholder? 

<Describe opinions of each stakeholder; document relevant background information> 

Explain why this alterative solution was not chosen.  

<Describe why solution was not selected; document relevant background information, including stakeholder opinions> 

 
 

1.4. Strategic Alignment 
 
Explain how this initiative supports FAS’ Strategy or current organizational priorities identified in the FAS 
Strategic Assessment, and document in Table 1.4.0. See Appendix Section 7.1 for the FAS Long Term 
Performance Goals (LTPGs).  
  

1.4.0. STRATEGIC ALIGNMENT 

Briefly describe how achievement of the desired business outcomes will further FAS’ strategic goals or 
vision.  Conversely, if it is an operational requirement only, describe the reason for the change without 
mapping it to the FAS strategy.  

Strategic Alignment 

Acquisition Excellence 

Workforce Excellence 

 

 

Environmental Sustainability  

Customer Focused Offerings 

 

 
Operational Requirement     

Impact of Business Outcome on FAS Strategy 

<Describe how the outcome is related to FAS strategy themes or LTPGs; if operational requirement only, enter “N/A”> 

Operational Requirement 
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1.4.0. STRATEGIC ALIGNMENT 

Briefly describe how achievement of the desired business outcomes will further FAS’ strategic goals or 
vision.  Conversely, if it is an operational requirement only, describe the reason for the change without 
mapping it to the FAS strategy.  

<Describe here the reason for the change, without mapping to any strategy listed in the rows above> 

 
 

1.5. Business Performance Analysis 
 

1.5.0. BUSINESS PERFORMANCE ANALYSIS 

From a business standpoint, describe the measures you propose using to determine success of this 
project, once implemented, in addressing the performance gap described in Section 1.2.  Measures 
should be quantitative, and directly related to the business performance gap.   

Measure Name Current Baseline Target Target Date  

<Enter measure name> 
<Enter the current result / 
baseline measure> 

<Enter the targeted result 
for improvement> 

<Enter the date the target 
will be realized> 

Key Assumptions 

<What assumptions did you use to determine the appropriate target for the measure?  What needs to happen in order 
for you to achieve this target?  What could prevent you from achieving the target?> 

 
 

1.6. Scope 
 

1.6.0. IN-SCOPE 

Describe the business lines, organizational elements, factors and conditions that will be addressed by the 
project. 

In-Scope Impacted Items Description 

Business Lines <Describe the in-scope business lines and how they will be addressed by the project> 

Organizational elements 
<Describe the in-scope organizational elements and how they will be addressed by the 
project> 

Factors <Describe the in-scope factors and how they will be addressed by the project> 

Conditions <Describe the in-scope conditions and how they will be addressed by the project> 

 
 

1.6.1. OUT OF SCOPE 
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Describe the business lines, organizational elements, factors and conditions that will NOT be addressed 
by the project. This includes things outside the authority of the business project owner, things addressed 
in other projects, or things that cannot be changed (constraints). 

Out of Scope Items Description 

Business Lines <Describe why these business lines are out of scope > 

Organizational elements <Describe why these organizational elements are out of scope > 

Factors <Describe why these factors are out of scope> 

Conditions <Describe the out of scope conditions> 

 

1.7. Systems Which May Be Impacted 
 

1.7.0. SYSTEMS WHICH MAY BE IMPACTED 

Briefly describe which systems will be impacted by this change, as best understood. 

<insert information here> 
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2.0 Business Process 
 

Use Section 2.0 to document the current state and future state of the business process to be automated.  
The processes can be demonstrated using Visio, PowerPoint or other visual formats.  
 

2.1. Current State 
 
Insert a diagram of the current state in Table 2.1.0. 
 

2.1.0. CURRENT STATE BUSINESS PROCESS 

Figure 2.1.  Example Current State Business Process Diagram 

 
 

 

<insert current state business processes here> 

 

2.2. Future State  
 
Insert a diagram of the future state in Table 2.2.0. 
 

2.2.0. FUTURE STATE BUSINESS PROCESS 

Figure 2.2.  Example Future State Business Process Diagram 

 
 

 

<insert future state business processes here> 

  

Current State Business Process Example

A B C D

Future State Business Process Example

New process steps = 

A B

Da

Db

C
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3.0 User Requirements  
 
Section 3.0 captures the ideal user experience for each user type under the new project, and how it 
differs from the current user experience. Add additional User Types in Section 3.3 as necessary.  
 

3.1. User Type I 
 
Document the primary User type in Table 3.1.0.  
 

3.1.0. USER TYPE I 

Describe the user experience for the primary user type that you wish this project to create.  This includes 
their current experience, the new experience they should have, and their new business requirements. 

Indicate whether User is external and/or internal  to FAS:   External    Internal 

<Describe the user experience here, including their current experience and the new experience they should have> 

 

3.2. User Type II 
 
Document the secondary User type in Table 3.2.0. 
 

3.2.0. USER TYPE II (IF APPLICABLE) 

Describe the user experience for the primary user type that you wish this project to create.  This includes 
their current experience, the new experience they should have, and their new business requirements. 

Indicate whether User is external and/or internal  to FAS:   External    Internal 

<Describe the user experience here, including their current experience and the new experience they should have> 

 

3.3. Additional Users  
 
Document additional users, if applicable, in Table 3.3.0. Copy the table to add additional user types as 
necessary.  
 

3.3.0.  ADDITIONAL USERS (IF APPLICABLE) 

Describe the user experience for the primary user type that you wish this project to create.  This includes 
their current experience, the new experience they should have, and their new business requirements. 

Indicate whether User is external and/or internal  to FAS:   External    Internal 

<Describe the user experience here, including their current experience and the new experience they should have> 
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4.0 Structured Interview  
 
Section 4.0 includes key questions that will help the FAS CIO understand what’s needed from the 
business for requirements development. Answer all questions completely; if a question does not apply, 
enter “N/A”. This section can be completed with the assistance of your portfolio’s ITRM representative.  
 

4.1.0. USER REQUIREMENTS 

What does the current system do? Enter N/A if there is no current system.  

<Insert answer here> 

If applicable, summarize the proposed changes to current system.  

<Insert answer here> 

What are the roles of the users of the current system? Will those roles be similar in the new system?  

<Insert answer here> 

Describe a typical day-in-the life of a current user. 

<Insert answer here> 

Are we able to sit with the current users and ask them questions about what they do? 

<Insert answer here> 

How many users are there accessing the current system? Is that number anticipated to grow and at what 
rate? 

<Insert answer here> 

What are the highest priority items for the current system? 

<Insert answer here> 

What are the highest priority items for the planned system?  

<Insert answer here> 
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4.1.1. REPORTING REQUIREMENTS 

Are there currently reports being generated out of the current system (both graphical and non-graphical)?  

<Insert answer here> 

Will these same (i.e. current system) reports be generated in the new system? 

<Insert answer here> 

Who are the recipients of the reports? 

<Insert answer here> 

How frequently are these reports generated and disseminated? 

<Insert answer here> 

Will there be new recipients of these reports in the new system? 

<Insert answer here> 

Will the reporting requirements change? 

<Insert answer here> 

 

4.1.2. DATA REQUIREMENTS  

What is/are the data source(s) and do you have permission to access the data source directly?  

<Insert answer here> 

How frequently is the data updated/refreshed? 

<Insert answer here> 

Do you know the data volume? 

<Insert answer here> 

Do you anticipate the data volume expanding and at what rate? 

<Insert answer here> 

Is the anticipated data growth based on the expectation of the advantages brought on by the 
implementation of the new system or is this growth rate expected irrespective of the new system? 

<Insert answer here> 

What is the data retention plan? 
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4.1.2. DATA REQUIREMENTS  

<Insert answer here> 

Does the data need to be archived and if so, when?  

<Insert answer here> 

 

4.1.3. SYSTEM REQUIREMENTS 

What would be the basic components of the new system?  

<Insert answer here> 

Does the current system interface with any other systems and is that to be the case for the new system? 

<Insert answer here> 

Are there systems that are not currently interacted with that may need to be interacted with by the new 
system? If so, who are the owner(s) of that system? 

<Insert answer here> 

Are these owners aware that you will need access to this system? 

<Insert answer here> 

If this is to be a system accessed online, what would you estimate to be the initial number of users? 

<Insert answer here> 

What is the anticipated growth of users of the system and over what timeframe? 

<Insert answer here> 

Do you have personnel who could be dedicated to this project during its development?  

<Insert answer here> 

 
 
 

4.1.4. TRAINING REQUIREMENTS 

Will there be training associated with this new project? Please describe below.  

 Yes    

 No 

 Maybe; not yet clearly defined  
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4.1.4. TRAINING REQUIREMENTS 

<Explain the training requirements here> 
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5.0 Rough Order of Magnitude  
 
This section provides a rough order of magnitude for the project, and is to be completed with the 
assistance of your portfolio’s ITRM representative.  
 

5.1.0. ROUGH ORDER OF MAGNITUDE  

Enter a rough approximation of cost, made with a degree of knowledge and confidence that the estimated 
figure falls within a reasonable range of values, and that supports the requirements to be delivered.  In 
making this approximation, consider categories such as workload, labor hours and position, existing or 
new technology, and scope.  Include an estimated dollar value, descriptions and assumptions.  

<Insert estimated dollar value, description and assumptions here> 

Has a similar effort for the same or similar application been undertaken before? This information will be 
used by the FAS CIO to baseline the information.   

<Enter the names of similar projects here>  
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6.0 Appendix 
 

6.1. High-Level Process Overview 
 
The three-phased process streamlines the BRD, builds in collaboration, and supports high-quality and 
timely requirements. 
 

 
* Note: At these points in the process, all Acquisition System SCRs and artifacts(BRD and FRD) must be 
approved by both the appropriate portfolio's chain of approval, as well as by the Acquisition System 
Group(ASG). 
 

 
Note: The BRD format was designed to mirror the SAPI/Business Case format to the maximum extent 
possible in order to enable easy data transfer and reduce duplication of effort. 
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6.2. Completed BRD Project Guide: MARE 
 
Please refer to the embedded PDF file for a sample project.  Not all sections may be applicable for each 
project; consult with your Portfolio’s assigned ITRM representative for more guidance. Note: This 
document does not contain the actual MARE BRD, but a BRD Guide based on the MARE project.  
 
 

FINAL_MARE Sample 
- BRD Guide.pdf
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6.3. Long Term Performance Goals 
 
 

 
 

FAS House of 
Strategy_blueprint 01
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1.0 INTRODUCTION 

 

This Quality Assurance Surveillance Plan (QASP) is pursuant to the requirements listed in the 

Statement of Work (SOW) entitled CAMEO LB. This plan sets forth the procedures and 

guidelines FEDSIM will use in ensuring the required performance standards or services levels 

are achieved by the contractor. 

 

1.1 PURPOSE 

 

The purpose of the QASP is to describe the systematic methods used to monitor performance and 

to identify the required documentation and the resources to be employed. The QASP provides a 

means for evaluating whether the contractor is meeting the contractor’s Quality Control Plan 

(QCP), and to ensure that the Government pays only for the level of services received. 

 

This QASP defines the roles and responsibilities of all members of the Integrated Project Team 

(IPT), identifies the performance objectives, defines the methodologies used to monitor and 

evaluate the contractor’s performance, describes quality assurance documentation requirements, 

describes the analysis of quality assurance monitoring results, and provides a Performance 

Requirements Summary (Attachment 1) that includes the method used to improve contractor 

performance when appropriate. 

 

1.2 PERFORMANCE MANAGEMENT APPROACH 

 

The SOW structures the acquisition around “what” service or quality level is required, as 

opposed to “how” the contractor should perform the work (i.e., results, not compliance). This 

QASP will define the performance management approach taken by FEDSIM to monitor and 

manage the contractor’s performance to ensure the expected outcomes or performance objectives 

communicated in the SOW are achieved.  Performance management rests on developing a 

capability to review and analyze information generated through performance assessment. The 

ability to make decisions based on the analysis of performance data is the cornerstone of 

performance management; this analysis yields information that indicates whether expected 

outcomes for the project are being achieved by the contractor. 

 

Performance management represents a significant shift from the more traditional Quality 

Assurance (QA) concepts in several ways. Performance management focuses on assessing 

whether outcomes are being achieved and to what extent versus scrutiny of compliance with the 

processes used to achieve the outcome. A performance-based approach facilitates the contractor 

providing an innovative solution within the stated constraints that gives the Government the 

opportunity to receive outstanding results. A “results” focus provides the contractor flexibility to 

continuously improve and innovate over the course of the contract as long as the critical 

outcomes expected are being achieved and/or the desired performance levels are being met. 

 

1.3 PEFORMANCE MANAGEMENT STRATEGY 

 

The contractor is responsible for the quality of all work performed. The contractor measures that 

quality through the contractor’s own Quality Control (QC) program. QC is work output, not 
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workers, and therefore includes all work performed under this contract regardless of whether the 

work is performed by contractor employees or by subcontractors. The contractor’s QCP will set 

forth the staffing and procedures for self-inspecting the quality, timeliness, responsiveness, 

customer satisfaction, and other performance requirements. The contractor will develop and 

implement a performance management system with processes to assess and report its 

performance to the designated Government representative. This QASP enables the Government 

to take advantage of the contractor’s QC program. 

 

The Government representative(s) will monitor performance and review performance reports 

furnished by the contractor to determine how the contractor is performing against communicated 

performance objectives. The Government will make a determination regarding performance 

based on performance measurement metric data and notify the contractor of those decisions. The 

contractor will be responsible for making required changes in processes and practices to ensure 

performance is managed effectively. 

 

2.0 ROLES AND RESPONSIBILITIES 

 

2.1 Contracting Officer (CO) 

 

The CO is responsible for monitoring contract compliance, contract administration, and cost 

control and for resolving any differences between the observations documented by the 

Contracting Officer’s Representative (COR) and the contractor. The CO will designate one full-

time COR as the Government authority for performance management. The number of additional 

representatives serving as Technical Points of Contact (TPOCs) depends on the complexity of 

the services measured, as well as the contractor’s performance, and must be identified and 

designated by the CO. 

 

2.2 Contracting Officer Representative (COR) 

 

The COR is designated in writing by the CO to act as his or her authorized representative to 

assist in administering a contract. COR limitations are contained in the written appointment 

letter. The COR is responsible for technical administration of the project and ensures proper 

Government surveillance of the contractor’s performance. The COR is not empowered to make 

any contractual commitments or to authorize any contractual changes on the Government’s 

behalf. Any changes that the contractor deems may affect contract price, terms, or conditions 

shall be referred to the CO for action. The COR will have the responsibility for completing QA 

monitoring forms used to document the inspection and evaluation of the contractor’s work 

performance. Government surveillance may occur under the inspection of services clause for any 

service relating to the contract. 

 

3.0 IDENTIFICATION OF REQUIRED PERFORMANCE STANDARDS/QUALITY 

LEVELS 

 

The required performance standards and/or quality levels are as set forth in Attachment 1, 

“Performance Requirements Summary.”  
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4.0 METHODOLOGIES TO MONITOR PERFORMANCE 

  

4.1 Surveillance Techniques 

 

In an effort to minimize the performance management burden, simplified surveillance methods 

shall be used by the government to evaluate contractor performance when appropriate. The 

primary methods of surveillance are  

a. Random sampling, which shall be performed by the COR designated inspector. 

b. Periodic Inspection: COR performs the periodic inspection on a monthly basis. 

 

4.2  Customer Feedback 

 

The contractor is expected to establish and maintain professional communication between its 

employees and customers. The primary objective of this communication is customer satisfaction. 

Customer satisfaction is the most significant external indicator of the success and effectiveness 

of all services provided and can be measured through customer complaints.  

 

Performance management drives the contractor to be customer focused through initially and 

internally addressing customer complaints and investigating the issues and/or problems. 

However, the customer always has the option to communicate complaints to the COR, as 

opposed to the contractor.  

 

Customer complaints, to be considered valid, must set forth clearly and in writing the detailed 

nature of the complaint, must be signed, and must be forwarded to the COR. The COR will 

accept those customer complaints and investigate them using the Quality Assurance Monitoring 

Form: Customer Complaint Investigation, identified in Attachment 2. 
 

Customer feedback may also be obtained from the results of formal customer satisfaction 

surveys.  Following process above.   

 

4.3 Acceptable Quality Levels 

 

The Acceptable Quality Levels (AQLs) included in Attachment 1, Performance Requirements 

Summary Table, for contractor performance are structured to allow the contractor to manage 

how the work is performed. 

 

5.0 QUALITY ASSURANCE DOCUMENTATION 

 

5.1 The Performance Management Feedback Loop 

 

The performance management feedback loop begins with the communication of expected 

outcomes. Performance standards are assessed using the performance monitoring techniques 

shown in Attachment 1. 

 

5.2 Monitoring Forms 
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The Government’s QA surveillance, accomplished by the COR, will be reported using the 

monitoring forms in Attachment 2. The forms, when completed, will document the 

Government’s assessment of the contractor’s performance under the contract to ensure that the 

required results within the current Information Technology (IT) Network Environment are being 

achieved. 

 

The COR will retain a copy of all completed QA monitoring forms. 

 

6.0 ANALYSIS OF QUALITY ASSURANCE MONITORING RESULTS 

 

6.1 Determining Performance 

 

The Government shall use the monitoring methods cited to determine whether the performance 

standards, service levels, AQLs have been met. If the contractor has not met the minimum 

requirements, it may be asked to develop a corrective action plan to show how and by what date 

it intends to bring performance up to the required levels.  

 

6.2 Reporting 

 

At the end of each month, the COR will prepare a written report for the CO summarizing the 

overall results of the quality assurance surveillance of the contractor’s performance. This written 

report, which includes the contractor’s submitted monthly information and the completed quality 

assurance monitoring forms (Attachment 2), will become part of the QA documentation.  QA 

documentation will be provided to the contractor on a monthly basis. It will enable the 

Government to demonstrate whether the contractor is meeting the stated objectives and/or 

performance standards, including cost/technical/scheduling objectives. 

 

6.3 Reviews and Resolution 

 

The COR may require the contractor’s project manager, or a designated alternate, to meet with 

the CO and other Government IPT personnel as deemed necessary to discuss performance 

evaluation. The COR will define a frequency of in-depth reviews with the contractor, including 

appropriate self-assessments by the contractor; however, if the need arises, the contractor will 

meet with the COR as often as required or per the contractor’s request.  The agenda of the 

reviews may include: 

a. Monthly performance  assessment data and trend analysis 

b. Issues and concerns of both parties 

c. Projected outlook for upcoming months and progress against expected trends, including a 

corrective action plan analysis 

d. Recommendations  for improved efficiency and/or effectiveness 

 

The CO and COR must coordinate and communicate with the contractor to resolve issues and 

concerns regarding marginal or unacceptable performance.  If however the CO or COR identify 

any issues or concerns regarding contractor’s performance which the contractor believes are due 

to circumstances beyond their control, contractor will be allowed to present their case and the 
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CO and COR will take into consideration the information provided in determining contractor’s 

incentives.  

 

The CO, COR, and contractor should jointly formulate tactical and long-term courses of action. 

Decisions regarding changes to metrics, thresholds, procedures, and service levels should be 

clearly documented. Changes to service levels, procedures, metrics, or incentives will be 

incorporated as a bilateral contract modification. 
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ATTACHMENT 1: PERFORMANCE REQUIREMENTS SUMMARY 
 

Required Services 

(Tasks) 

Performance 

Standards 

Methods 

of 

Surveillance 

Incentive (Positive 

and/or Negative) 

Highlight Technical 

Management and 

Performance in 

monthly MSR (TOR 

Section C.6.1.3) 

 

 

 

 

Maintain bi-weekly 

(every two weeks) burn 

report tracker complete 

with funding balances 

and budget constraints. 

 

 

 

 

 

 

Submit Monthly 

Financial Report  

 

 

 

Prepare and update 

PMP that is inclusive 

(but not limited to) 

milestones, tasks, and 

subtasks required in the 

TOR. (TOR Section 

C.6.1.2)  

 

 

Administer quality 

control 

program including any 

subcontractor 

management 

in accordance with 

QCP (TOR Section 

C.6.1.6) 

100% of reports 

accurately depict current 

status, activities during 

reporting period and/or 

any corrective actions 

taken. 

 

 

 

For active projects and 

tools purchases,  

100% of reports depict 

the current estimated 

cost schedule (forecast) 

and projected run out 

dates within a +/- 5 

business day range.  

 

Accuracy of financial 

execution and 

forecasting 

 

 

 

Contractor is in 

compliance with PMP 

Deliverable submission 

(including adhoc 

requests) and acceptance 

99% of the time 

 

 

 

Contractor is in 

compliance with QCP 

95% of the time 

 

Report review and 

customer feedback 

 

 

 

 

 

 

 

Report review and 

customer feedback 

 

 

  

 

 

 

 

 

 

Report review and 

customer feedback 

 

 

 

Report review and 

customer feedback 

 

 

 

 

 

 

 

File reviews, periodic 

inspections, and 

random, observations, 

customer complaints 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For all Required 

Services (Tasks): 

CPARS at end of 

reporting period  
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ATTACHMENT 2 

SAMPLE QUALITY ASSURANCE MONITORING FORM 

 

SERVICE or STANDARD:   

  

  

  

  

 

SURVEY PERIOD:    

SURVEILLANCE METHOD (Check):  

 Random Sampling  100% Inspection  Periodic Inspection  Customer Complaint 

LEVEL OF SURVEILLANCE (Check):  

 Monthly  Quarterly  As needed 

PERCENTAGE OF ITEMS SAMPLED DURING SURVEY PERIOD: ______ % 

ANALYSIS OF RESULTS:  

Observed Service Provider Performance Measurement Rate:  ______% 

Service Provider’s Performance (Check):  Meets Standards 

  Does Not Meet Standards 

Narrative of Performance During Survey Period:   

  

  

  

  

 

PREPARED BY:  ___________________________________ DATE: _________________ 
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QUALITY ASSURANCE MONITORING FORM –  

CUSTOMER COMPLAINT INVESTIGATION 

 

SERVICE or STANDARD: 
_____________________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________ 

SURVEY PERIOD: ___________________ 

DATE/TIME COMPLAINT RECEIVED: _____________ ________ AM / PM 

SOURCE OF COMPLAINT:  _______________________________ (NAME) 

 _______________________________ (ORGANIZATION) 

 _______________________________ (PHONE NUMBER) 

 _______________________________ (EMAIL ADDRESS) 

NATURE OF COMPLAINT: 
_____________________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________ 

RESULTS OF COMPLAINT INVESTIGATION: 
_____________________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________ 

DATE/TIME SERVICE PROVIDER INFORMED OF COMPLAINT: _____ ________ AM / PM 

CORRECTIVE ACTION TAKEN BY SERVICE PROVIDER: 
_____________________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________ 

RECEIVED AND VALIDATED BY: __________________________________________________ 

PREPARED BY:  ___________________________________  DATE:  

_____________________ 
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GENERAL SERVICES ADMINISTRATION  
          Washington, DC 20417  
 

CIO P 2100.1H  
                                                                                                    September 24, 2012 

 
GSA ORDER  

 
 

SUBJECT:  GSA Information Technology (IT) Security Policy  
 
1.  Purpose.  This Order issues and transmits Handbook (HB), GSA Information 
Technology Security Policy.  
 
2.  Cancellation(s).  GSA Order CIO P 2100.1G – GSA Information Technology (IT) 
Security Policy is hereby cancelled.   
 
3.  Nature of revision.  This Order provides updates for consistency with Federal 
requirements and program instruction implementation.  
 
4.  Applicability.  This IT Security Policy applies to all GSA employees, contractors, 
subcontractors, anyone specified in Memoranda of Understanding (MOUs) or other 
agreement vehicles, government agencies, individual corporations, other organizations 
that process or handle GSA-owned information, data, all GSA IT systems, or any GSA 
data processed on IT systems owned and operated by any of the Services, Staff 
Offices, and Regions (S/SO/R).  
 
 
 
 
CASEY COLEMAN  
Chief Information Officer  
Office of the Chief Information Officer  
 
Attachment 
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CHAPTER 1.  THE GSA INFORMATION TECHNOLOGY SECURITY PROGRAM 

 

1.  Introduction.  The purpose of this Order is to document and set forth the General Services 
Administration (GSA) Information Technology (IT) Security Policy.  This IT Security Policy establishes 
controls required to comply with Federal Regulations and Laws, thus ensuring adequate protection of 
GSA IT resources.  

2.  Objectives.  IT Security Policy objectives will enable GSA to meet its mission/business objectives by 
implementing systems with due consideration of IT-related risks to GSA, its partners, and customers.  The 
security objectives for system resources are to provide assurance of confidentiality, integrity, availability, 
and accountability, by employing management, operational, and technical security controls as part of risk-
based management.  An important component of risk-based management is to integrate technical and 
non-technical security mechanisms into the system to reflect sound risk management practices.  All 
incorporated security mechanisms must be well founded, configured to perform in the most effective 
manner, and add value to GSA’s IT-related investments.  A risk-based management approach will enable 
the GSA IT Security Program to meet its goals by better securing IT systems, enabling management to 
justify IT Security expenditures, and by assisting management in authorizing IT systems for processing. 
GSA IT Security objectives include the following:  

     a.  Confidentiality. Private or confidential information is not disclosed to un-authorized individuals while 
in storage, during processing, or in transit.  

     b.  Integrity.  Safeguards must ensure that information retains its content integrity. Hardware and 
software resources of the system must operate according to requirements and design documents.  Un-
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authorized personnel must not be able to create, alter, copy, or delete data processed, stored, or handled 
by the system.  System information and application software is considered “official” and trusted to be 
complete and accurate as the basis for payment actions.  

     c.  Availability.  The system works promptly and service is not denied to authorized users.  Systems 
and data are available for intended use only.  The system must be ready for use by authorized users 
when needed to perform his/her duties.  

     d.  Accountability.  Accountability must be to the individual level.  Only personnel with proper 
authorization and need-to-know must be allowed access to data processed, handled, or stored on IT 
system components.  

     e.  Assurance.  Confidence that the other four security objectives have been met.  The security 
measures, including: technical, managerial, and operational, work as intended to protect the system and 
the information it processes.  This is accomplished through monitoring and review of controls.  

This Order supports GSA's IT Security Program objectives by identifying roles and assigning 
responsibilities in support of GSA’s IT Security Program.  In addition, the order defines comprehensive 
and integrated security requirements that are necessary to obtain management authorization 
(accreditation) to allow GSA IT systems to operate within an acceptable level of security risk.  

3.  Applicability.  This IT Security Policy applies to:  

     a.  All GSA employees.  

     b.  Contractors, subcontractors, as specified in Memorandum of Understanding (MOUs) or other 
agreement vehicles, government agencies, individuals, corporations, or other organizations that process 
or handle any GSA-owned information, data, or IT system equipment.  

4.  Federal laws, regulations, and GSA policies.  The primary focus of this policy is to support the 

implementation of the following Federal Regulations and GSA directives:  

     a.  Federal Information Security Management Act (FISMA) of 2002.  

     b.  Clinger-Cohen Act of 1996 also known as the “Information Technology Management Reform Act of 
1996.”  

     c.  Federal Financial Management Improvement Act of 1996 (FFMIA); OMB Implementation Guidance 
for the FFMIA.  

     d.  Paperwork Reduction Act (PRA) of 1995 (Public Law 104-13).  

     e.  Federal Managers Financial Integrity Act (FMFIA) (Public Law 97-255). 

     f.  Government Paperwork Elimination Act (GPEA) (Public Law 105-277).  

     g.  Privacy Act of 1974 (5 U.S.C. § 552a).  

     h.  Homeland Security Presidential Directive (HSPD-20), “National Continuity Policy.”  

     i.  Homeland Security Presidential Directive (HSPD-12), “Policy for a Common Identification Standard 
for Federal Employees and Contractors.”  

     j.  Homeland Security Presidential Directive (HSPD-7), “Critical Infrastructure Identification, 
Prioritization, and Protection.”      

     k.  Office of Management and Budget (OMB) Circular A-130, “Management of Federal Information 
Resources,” and Appendix III, “Security of Federal Automated Information Systems as amended.”  

     l.  GSA Order 9297.2B, “GSA Information Breach Notification Policy.”  

     m.  GSA Order CIO 2110.2, “GSA Enterprise Architecture Policy.”      
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     n.  GSA Order CIO 2135.2B, “GSA Information Technology (IT) Capital Planning and Investment 
Control.”  

     o.  GSA Order CIO P 2181.1 “GSA HSPD-12 Personal Identity Verification and Credentialing 
Handbook.”   

     p.  GSA Order ADM 7800.11A, “Personal Use of Agency Office Equipment,”  

     q.  GSA Order 2100.2A, “GSA Wireless LAN Security.”  

     r.  GSA Order CIO P 2140.3 “Systems Development Life Cycle (SDLC) Policy.”  

     s.  GSA Order CIO P 2165.1, “GSA Internal Telecommunications Management.”     

     t.  GSA Order CIO 2160.2B “GSA Electronic Messaging and Related Services.”  

     u.  GSA Order CIO 2104.1, “GSA Information Technology (IT) General Rules of Behavior.”      

     v.  GSA Order CPO 1878.1, “GSA Privacy Act Program.”      

     w.  GSA Order ADM P 9732.1D “Suitability and Personnel Security”  

      x. GSA Order CIO P 2182.1 “Mandatory Use of Personal Identity Verification (PIV) Credentials” 

      y. Digital Government “A Toolkit to Support Federal Agencies Implementing Bring Your Own Device 

(BYOD) Programs” August 23, 2012 http://www.whitehouse.gov/digitalgov/bring-your-own-device 

Additional guidance can be found in the series of CIO-IT Security Procedural Guides.  The guides provide 
more detailed information on how to implement security processes and controls and provide worksheets 
and forms to meet reporting requirements.  The guides are updated as needed to reflect the latest 
regulations and technologies.  A current list of GSA-wide security guides is located at 
http://insite.gsa.gov/wps/portal/gsa_insite/information_technology/it_security.  A current list of 
government-wide security guidance is located at http://csrc.nist.gov.  

5.  Compliance and deviations.  Compliance is mandatory.  This IT Security Policy requires all GSA 

Services, Staff Offices, Regions (S/SO/R), Federal employees, and authorized users of GSA's IT 
resources to comply with the security requirements outlined in this Policy.  This policy must be properly 
implemented, enforced, and followed to effectively protect GSA's IT resources and data.  Appropriate 
disciplinary actions must be taken in a timely manner in situations where individuals and/or systems are 
found non-compliant.  Violations of GSA IT Security Policy may result in penalties under criminal and civil 
statutes and laws.  

All deviations from this Order must be approved by the appropriate Authorizing Official with a copy of the 
approval forwarded to the GSA Senior Agency Information Security Officer (SAISO) in the Office of the 
Chief Information Officer (OCIO). 

6.  Maintenance.  The GSA Office of the Chief Information Officer (OCIO) will review this policy annually 

and revise it to:  

     a.  Reflect any changes in Federal Laws and Regulations;  

     b.  Satisfy additional business requirements;  

     c.  Encompass new technology;  

     d.  Adopt new government IT standards.  

7.  Definition of information system.  The term information system as defined in this document shall 

include major applications and general support systems as defined in OMB A-130.  Major Applications 
shall include those information systems with an Exhibit 300 (also referred to as Major Programs) and any 
Exhibit 53 information systems that are not specifically covered in a general support system security plan. 
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In addition, any IT system that stores privacy act data that is not specifically covered in a general support 
system shall be considered its own information system.  

Smaller information systems (minor applications) may be coalesced together as subsystems of a single 
larger, more comprehensive system for the purposes of security authorization.  Subsystems must be 
under the same management authority, have the same function or mission objective, the same operating 
characteristics and information security needs, and reside in the same general operating environment(s).  

8.  NIST and GSA guidance documents.  All policies shall be implemented using the appropriate special 

publications from NIST and/or GSA procedural guides to the greatest extent possible.  Where there is a 
conflict between NIST guidance and GSA guidance, contact the GSA Office of the Senior Agency 
Information Security Officer. Where there are no procedural guides, use industry best practices.  Federal 
Information Processing Standards (FIPS) publication requirements are mandatory for use at GSA.  

There are no waivers.  NIST special publications (800 Series) are guidance, unless required by a FIPS 
publication, in which case usage is mandatory.  

9.  Privacy act systems.  In addition to the security requirements in this order, systems that contain 

privacy act data must implement the additional security controls as defined in GSA Order CPO 1878.1 
“Privacy Act Program” under “Information Security.”  

10.  IT security controls.  All IT systems, including those operated by a contractor on behalf of the 
government, must implement proper security controls according to their security categorization level in 
accordance with Federal Information Processing Standards (FIPS) Publication 200, “Minimum Security 
Requirements for Federal Information and Information Systems,” the current version of NIST SP 800-53, 
“Recommended Security Controls for Federal Information Systems,” and FIPS PUB 199, “Standards for 
Security Categorization of Federal Information and Information Systems.”  

11.  Contractor Operations. GSA system program managers and contracting officers shall ensure that the 
appropriate security requirements of this order are included in task orders and contracts for all IT systems 
designed, developed, implemented, and operated by a contractor on behalf of the government, including 
systems operating in a Cloud Computing environment including but not limited to Software as a Service 
(SaaS).  In addition, the government shall ensure that the contract allows the government or their 
designated representative (i.e. third party contractor) to review, monitor, test, and evaluate the proper 
implementation, operation, and maintenance of the security controls.  This includes, but is not limited to: 
documentation review, server configuration review, vulnerability scanning, physical data center reviews, 
and operational process reviews.  Contracts and task orders for Information Systems Security Managers 
(ISSM) and Information Systems Security Officers (ISSO) services in support of GSA systems must 
include performance goals and requirements for the ISSM and ISSO services. Additional information may 
be found in CIO IT Security Procedural Guide CIO-IT Security-09-48, Security Language for IT Acquisition 
Efforts. and GSAM 539-7002-clause 552-239-70 and 552-23971. 
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CHAPTER 2.  SECURITY ROLES AND RESPONSIBILITIES 
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Representative) 

12 

Custodians 13 
Users of IT Resources 14 
Inspector General (IG) 15 
OCPO Personnel Security Officer 16 
System/Network Administrators 17 
Supervisors 18 

 
 

CHAPTER 2. SECURITY ROLES AND RESPONSIBILITIES 
  

The roles and responsibilities described in the paragraphs below are assigned to the offices and positions 
identified to ensure effective implementation and management of GSA’s IT Security Program.  The 
establishment of a security management structure and assigning of security responsibilities is a 
requirement of the Federal Information Security Management Act (FISMA).  

1.  GSA administrator.  The Clinger-Cohen Act assigns the responsibility for ensuring “that the 

information security policies, procedures, and practices of the executive agency are adequate.” FISMA 
provides the following details on agency head responsibilities for information security:  

     a.  Providing information security protections commensurate with the risk and magnitude of the harm 
resulting from unauthorized access, use, disclosure, disruption, modification, or destruction of information 
collected or maintained by or on behalf of an agency, and on information systems used or operated by an 
agency or by a contractor of an agency or other organization on behalf of an agency.  

     b.  Ensuring that an information security program is developed, documented, and implemented to 
provide security for all systems, networks, and data that support the operations of the organization.  

     c.  Ensuring that information security processes are integrated with strategic and operational planning 
processes to secure the organization’s mission.  

     d.  Ensuring that senior agency officials within the organization are given the necessary authority to 
secure the operations and assets under their control.  

     e.  Designating a CIO and delegating authority to that individual to ensure compliance with applicable 
information security requirements.  
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     f.  Ensuring that the agency has trained personnel to support compliance with information security 
policies, processes, standards, and guidelines.  

     g.  Ensuring that the CIO, in coordination with the other senior agency officials, reports annually to the 
agency head on the effectiveness of the agency information security program, including the progress of 
remedial actions.  

2.  GSA chief information officer (CIO).  Mandated by the Clinger-Cohen Act of 1996 and FISMA, the 

GSA Chief Information Officer (CIO) has overall responsibility for the GSA IT Security Program. 
Responsibilities include:  

     a.  Developing and maintaining an agency-wide GSA IT Security Program.  

     b.  Ensuring the agency effectively implements and maintains information security policies and 
guidelines.  

     c.  Providing guidance, advice, and assistance to the Heads of Services and Staff Offices (HSSOs), 
and Regional Administrators (RAs) on implementing GSA’s IT Security Policy.  

     d.  Providing management processes to enable the Authorizing Official to implement the components 
of the IT Security Program for which they are responsible.  

     e.  Ensuring information assurance and the protection of GSA's cyber-based critical infrastructure.  

     f.  Designating a Senior Agency Information Security Officer (SAISO) to assist in carrying out the GSA 
CIO’s agency-wide IT security responsibilities.  

     g.  Establishing reporting requirements within GSA to assess GSA’s IT security posture, verifying 
compliance with Federal requirements and approved policies, and identifying agency-wide IT security 
needs.  

     h.  Conducting independent activities and compliance reviews including oversight of GSA’s 
Assessment and Authorization (A&A) process.  

     i.  Coordinating and reporting on HSPD-7 critical assets.  

     j.  Reporting annually, in coordination with the other senior agency officials, to the GSA Administrator 
on the effectiveness of the agency information security program, including progress of remedial actions.  

     k.  Reviewing Privacy Impact Assessments prepared by GSA organizations for security considerations.  

     l.  Ensuring Privacy Impact Assessments are part of GSA’s System Development Life Cycle Guidance 
for Information Technology.  

     m.  Providing guidance or input for periodic assessments of S/SO/R security measures and goals to 
assure implementation of GSA policy and procedures.  

3.  GSA chief financial officer (CFO).  The GSA Chief Financial Officer (CFO) also has major statutory 

security responsibilities under the CFO Act of 1990 and the Clinger-Cohen Act of 1996.  Responsibilities 
include:  

     a.  Ensuring the sufficiency of management and information security controls pertaining to GSA's 
financial management systems and compliance with FMFIA and FFMIA requirements.  

     b.  Supporting the GSA IT Capital Planning Process.  To achieve satisfactory assurance levels of 
information security for the financial systems of GSA, close cooperation between the offices of the CFO 
and the CIO is necessary, including supporting the GSA IT Capital Planning process.  

     c.  Reporting financial management information to OMB as part of the President’s budget.  

     d.  Complying with legislative and OMB-defined responsibilities as they relate to IT capital investments.  
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4.  GSA chief people officer (CPO)/GSA senior agency official for privacy.  The GSA Chief People Officer 

(CPO), also the GSA Senior Agency Official for Privacy has major statutory responsibilities under the 
Privacy Act of 1974, GSA Order CPO1878.1 “GSA Privacy Act Program,” and the Consolidated 
Appropriations Act of 2005. Responsibilities include:  

     a.  Establishing and overseeing the Privacy Act Program in GSA.  

     b.  Ensuring GSA’s compliance with privacy laws, regulations and GSA policy in collaboration with the 
GSA CIO.  

     c.  Ensuring Privacy Impact Assessments (PIAs) are conducted for electronic information systems and 
collections and coordinating submission of all GSA Privacy Analysis Worksheets and PIA Summaries to 
OMB.  

     d.  Developing, implementing, and overseeing personnel security controls for access to personally 
identifiable information.  

     e.  Encouraging awareness of potential privacy issues and policies.  

     f.  Directing the planning and implementation of the GSA Privacy Program to ensure agency 
personnel, including contractors, receive appropriate privacy awareness training.  

     g.  Signing GSA Privacy Act notices for publication for public comment in the Federal Register.  

     h.  Reporting to OMB and Congress on the establishment or revision of Privacy Act systems.  

     i.  Reporting periodically to OMB on GSA Privacy Act activities, as required by law and OMB 
information requests.  

     j.  Policy making role in GSA’s development and evaluation of legislative, regulatory and other policy 
proposals which implicate information privacy issues.  

     k.  Chairing the GSA Data Integrity Board that reviews and approves GSA's Computer Matching 
Program. 

5.  Senior agency information security officer (SAISO).  The Federal Information Security Management 
Act (FISMA) establishes the designation of a Senior Agency Information Security Officer (SAISO).  The 
SAISO is the focal point for all GSA IT security and must ensure that the security requirements described 
in this Order are implemented agency-wide.  The SAISO reports directly to the CIO as required by 
FISMA.  Responsibilities include:  

     a.  Reporting to the GSA CIO on the implementation and maintenance of the GSA's IT Security 
Program and Security Policies.  

     b.  Assisting in the oversight of GSA’s IT Security Program and Security Policies.  

     c.  Reporting to the GSA CIO on activities and trends that may affect the security of systems and 
applications assigned to GSA.  

     d.  Implementing and overseeing GSA's IT Security Program by developing and publishing IT Security 
Procedural Guides that are consistent with this policy.  

     e.  Ensuring that written agreements assign security-related functions and identify security 
responsibilities of each S/SO/R or activity when two or more activities use the same IT.  

     f.  Providing guidance and advice to all S/SO/R on IT security issues.  

     g.  Assisting S/SO/R in implementing the IT Security Program and Security Policies when requested.  

     h.  Reporting to management on policy compliance.  
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     i.  Directing the planning and implementation of the GSA IT Security Awareness Training Program to 
ensure agency personnel, including contractors, receive appropriate information security awareness 
training.  

     j.  Managing the CIO Office of the SAISO which implements the GSA IT Security Program as defined 
in chapter 1 of this order.  

     k.  Establishing reporting deadlines for IT Security related issues requiring an agency response 
affecting the GSA IT Security Program.  

     l.  Performing information security duties as the primary duty.  

     m.  Periodically assessing risk and magnitude of the harm resulting from unauthorized access, use, 
disclosure, disruption, modification, or destruction of information and information systems that support the 
operations and assets of the agency.  

     n.  Periodically testing and evaluating the effectiveness of information security policies, procedures, 
and practices.  

     o.  Establishing and maintaining a process for planning, implementing, evaluating, and documenting 
remedial action to address any deficiencies in the information security policies, procedures, and practices 
of the agency.  

     p.  Developing and implementing procedures for detecting, reporting, and responding to security 
incidents.  

     q.  Ensuring preparation and maintenance of plans and procedures to provide continuity of operations 
for information systems that support the operations and assets of GSA.  

     r.  Supporting the GSA CIO in annual reporting to the GSA Administrator on the effectiveness of the 
agency information security program, including progress of remedial actions.  

     s.  Developing and implementing IT security performance metrics to evaluate the effectiveness of 
technical and nontechnical safeguards used to protect GSA information and information systems.  

     t.  Assessing S/SO/R security measures and goals periodically to assure implementation of GSA policy 
and procedures.  

     u.  Concurring ISSM and ISSO appointments.  

     v.  Administering FISMA requirements and coordinating GSA’s annual FISMA security program review 
and Plan of Action and Milestones (POA&M) implementation.  

6.  Heads of services and staff offices (HSSOs).  The Heads of Services and Staff Offices (HSSOs) are 

responsible for authorizing the operation of all systems, networks, and applications for which they have 
responsibility.  They may delegate some of their authority, (i.e., the role of Authorizing Official in writing), 
to appropriately qualified individuals within their organizations (usually, their respective Chief Information 
Officers).  

     a.  Ensuring that the systems of records under their jurisdiction meet the requirements of the Privacy 
Act and GSA privacy policies and procedures.  

     b.  Ensuring that contractors performing services associated with systems of records (such as system 
development, maintenance, or operation) are subject to the provisions of the Privacy Act and security 
requirements.  

     c.  Tracking the measures and goals described in Chapter 3, Paragraph 9 (Performance Measures) of 
this policy and ensuring that AOs, ISSMs, and ISSOs support these measures.  

7.  Authorizing official (AO).  The Authorizing Official (AO) is the federal government management official 
with the responsibility to identify the level of acceptable risk for an IT system or application and to 
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determine whether the acceptable level of risk has been obtained.  Final authority to operate or not 
operate the system rests with the AO.  An AO must be assigned to every information system. 
Responsibilities include:  

     a.  Ensuring effective implementation of GSA’s IT Security Policy.  

     b.  Reviewing and approving security safeguards of information systems and issuing accreditation 
statements for each information system under their jurisdiction based on the acceptability of the security 
safeguards of the system (risk-management approach).  

     c.  Ensuring that an Interim Approval To Operate (IATO) is granted only if the necessary security 
enhancements to bring the system to the acceptable level of risk have been identified and a formal plan 
of action and milestones has been developed. Per Chapter 3, Paragraph 5, sub-section d of this policy, 
an IATO can be issued for no longer than twelve (12) months, but does not count towards a system being 
certified and accredited per OMB direction.  

     d.  Appointing an Information System Security Manager (ISSM), in writing, maintaining a record of this 
appointment, and providing an update to the SAISO when there are any changes.  

     e.  Appointing an Information Systems Security Officer (ISSO) for each information system, in writing, 
maintaining a record of this appointment designation, and providing an update to the SAISO when there 
are changes in responsibilities.  

     f.  Ensuring Information Assurance is included in management planning, programming budgets, and 
the IT Capital Planning process.  

     g.  Requiring written notification of point(s) of contacts within other Federal agencies or outside 
organizations that manage GSA systems.  

     h.  Ensuring that the ISSM and ISSO receive applicable training to carry out their duties.  

     i.  Ensuring that IT systems that handle privacy data meet the privacy and security requirements of the 
Privacy Act and IT information security laws and regulations.  

     j.  Reviewing and approving Privacy Impact Assessments (PIAs) for their organizations.  

     k.  Supporting the security measures and goals described in Chapter 3, Paragraph 9 (Performance 
Measures) of this policy.  

     l.  Ensuring all incidents involving data breaches which could result in identity theft are coordinated 
through the GSA OCIO Office of the Senior Agency Information Security Officer (OSAISO) and the GSA 
Management Incident Response Team (MIRT) using the GSA breach notification plan per OMB 
Memorandum M-07-16, “Safeguarding Against and Responding to the Breach of Personally Identifiable 
Information.”  

     m.  Ensuring contingency and continuity of support plans are developed and tested annually in 
accordance with Office of Management and Budget (OMB) Circular No. A-130, NIST SP 800-34, 
“Contingency Planning Guide for Information Technology Systems, and CIO IT Security 06-29, 
“Contingency Planning.”  

     n.  Implementing detailed separation of duties policies for IT systems based on the specific processes, 
roles, permissions, and responsibilities of personnel involved in GSA business operations.  

     o.  Establishing physical and logical access controls to enforce separation of duties policy and 
alignment with organizational and individual job responsibilities.  

     p.  Ensuring access to systems by members of the GSA Office of Inspector General as described in 
paragraph 15 of this chapter.  

8.  Services, staff offices, or regions (S/SO/R) information systems security manager (ISSM).  The 

Information Systems Security Manager (ISSM) is responsible to the Authorizing Official for ensuring that 
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security is implemented.  There is at least one ISSM per Authorizing Official.  The ISSM is the focal point 
for all IT system security matters for the systems under their authority.  The ISSM is appointed in writing 
by the AO and concurred by the SAISO.  An individual appointed as ISSM for a system cannot also be 
assigned as the ISSO for the same system. A current list of ISSMs is located at 
http://insite.gsa.gov/wps/portal/gsa_insite/information_technology/it_security.  Responsibilities include:  

     a.  Providing guidance to the ISSOs in their organization.  

     b.  Assisting the AO in appointing ISSOs.  

     c.  Verifying annually the list of ISSOs and providing an updated designation letter to the SAISO when 
changes occur or designations expire.  

     d.  Ensuring accreditation support documentation is developed and maintained.  

     e.  Reviewing and coordinating reporting of Security Advisory Alerts (SAA), compliance reviews, 
security training, incident reports, contingency plan testing, and other IT security program issues.  

     f.  Managing system certifications, signing certification statements, and forwarding them to the 
Authorizing Official.  

     g.  Forwarding to the SAISO copies of accreditation statements once they have been signed by the 
Authorizing Official.  

     h.  Supporting the security measures and goals described in Chapter 3, Paragraph 9 (Performance 
Measures) of this policy.  

     i.  Complying with GSA training requirements for individuals with significant security responsibilities.  

9.  Information systems security officer (ISSO).  The Information Systems Security Officer (ISSO) is the 

focal point for ensuring implementation of adequate system security in order to prevent, detect, and 
recover from security breaches.    An ISSO must be assigned for every information system.  An ISSO 
may have responsibility for more than one system, provided there is no conflict.  An individual assigned 
as the ISSO cannot also be the ISSM for the same system.  The ISSO is appointed in writing by the AO 
and concurred by the SAISO.  The ISSO must be knowledgeable of the information and processes 
supported by the system.  A current list of ISSOs is located at 
http://insite.gsa.gov/wps/portal/gsa_insite/information_technology/it_security.  Responsibilities include:  

     a.  Ensuring the system is operated, used, maintained, and disposed of in accordance with 
documented security policies and procedures. Necessary security controls should be in place and 
operating as intended.  

     b.  Advising System Owners of risks to their systems and obtaining assistance from the ISSM, if 
necessary, in assessing risk.  

     c.  Assisting System Owners in completing and maintaining the appropriate security documentation 
including the system security plan.  

     d.  Assisting the Authorizing Official in the system assessment and authorization (process) and 
creating and maintaining authorization documentation. The ISSO will assist the System Owner to develop 
and update the system security plan, manage and control changes to the system, and assess the security 
impact of those changes.  

     e.  Assisting the Authorizing Official, Data Owner and Contracting Officer / Contracting Officer 
Technical Representative in ensuring users have the required background investigations, the required 
authorization and need-to-know, and are familiar with internal security practices before access is granted 
to the system.  

     f.  Promoting information security awareness.  

     g.  Identifying, reporting and responding to security incidents.  
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     h.  Reviewing Security Advisory Alerts on vulnerabilities.  

     i.  Administering the user identification and authentication scheme used in the system.  

     j.  Ensuring media handling procedures are followed.  

     k.  Reviewing system security audit trails and system security documentation to ensure security 
measures are implemented effectively.  

     l.  Evaluating known vulnerabilities to ascertain if additional safeguards are needed; ensuring systems 
are patched, and security hardened.  

     m.  Beginning protective or corrective measures if a security breach occurs.  

     n.  Assisting in the development and maintenance of contingency plan and contingency plan test 
report documentation.  

     o.  Supporting the security measures and goals described in Chapter 3, Paragraph 9 (Performance 
Measures) of this policy.  

     p.  Complying with GSA training requirements for individuals with significant security responsibilities.  

     q.  Ensuring Privacy Impact Assessments (PIAs) are completed for IT systems that are new, under 
development, or undergoing major modifications which impact Privacy Act data.  

     r.  Working with the ISSM and System Owners to develop, implement, and manage POA&Ms for 
assigned systems in accordance with CIO IT Security-09-44, “Plan of Action and Milestones (POA&M).”  

     s.  Reviewing system role assignments to validate compliance with principles of least privilege.  

10. System owners (a.k.a. system program managers/project managers).  System Owners are 

management officials within GSA who bear the responsibility for the acquisition, development, 
maintenance, implementation, and operation of GSA's IT systems.  System Owners represent the 
interests of the system throughout its lifecycle.  Primary responsibility for managing risk should rest with 
the System Owners.  Responsibilities include:  

     a.  Ensuring their systems and the data each system processes have necessary security controls in 
place and are operating as intended and protected in accordance with GSA regulations and any 
additional guidelines established by the ISSO or ISSM.  

     b.  Obtaining the security resources for their respective systems.  

     c.  Developing and implementing a configuration management plan for their respective systems.  

     d.  Using the advice of the ISSM and ISSO along with the approval of the Authorizing Official, selecting 
the mix of controls, technologies, and procedures that best fit the risk profile of the system.  

     e.  Participating in activities related to the assessment and authorization of the system to include 
security planning, risk assessments, security and incident response testing, and contingency planning.  

     f.  Defining and scheduling software patches.  

     g.  Ensuring IT security requirements are included in IT contracts or contracts including IT.  

     h.  Ensuring implementation of privacy requirements for their system of records.  

     i.  Conducting PIAs on all systems to ascertain whether the system collects information on individuals 
or when new systems are developed, acquired, or purchased.  

     j.  Developing, implementing and maintaining an approved IT Contingency Plan which includes an 
acceptable Business Impact Analysis (BIA).  
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     k.  Ensuring that information and system categorization has been established for their systems and 
data in accordance with FIPS Publication 199, “Standards for Security Categorization of Federal 
Information and Information Systems.”  

     l.  Conducting annual reviews and validations of system users’ accounts to ensure the continued need 
for access to a system and verify users’ authorizations (rights/privileges).  

     m.  Ensuring that for each information system, security is planned, documented, and integrated into 
the system development life cycle (SDLC) from the information system’s initiation phase to the system’s 
disposal phase.  

     n.  Reviewing the security controls for their systems and networks annually as part of the FISMA 
review, when significant changes are made to the system and network and at least every three years or 
via continuous monitoring based on continuous monitoring plans reviewed and accepted by the GSA 
SAISO.  

     o.  Defining, implementing, and enforcing detailed separation of duties by ensuring that single 
individuals do not have control of the entirety of a critical process, roles, permissions, and/or 
responsibilities.  

     p.  Ensuring that physical or environmental security requirements are implemented for facilities and 
equipment used for processing, transmitting, or storing sensitive information based on the level of risk.  

     q.  Obtaining written authorization from the Authorizing Official prior to connecting with other systems 
and/or sharing sensitive data/information.  

     r.  Developing and maintaining the system security plan and ensuring that the system is deployed and 
operated according to the agreed-upon security requirements.  

     s.  Ensuring that system users and support personnel receive the requisite security training (e.g., 
instruction in rules of behavior) and assisting in the identification, implementation, and assessment of the 
common security controls.  

     t.  Supporting the security measures and goals described in Chapter 3, Paragraph 9 (Performance 
Measures) of this policy.  

     u.  Complying with GSA training requirements for individuals with significant security responsibilities.  

     v.  Integrating and explicitly identifying security funding for information systems and programs into IT 
investment and budgeting plans.  

     w.  Working with program officials and the system developer on the system’s privacy issues, preparing 
a PIA report, obtaining the Program Manager’s approval of the PIA report, and submitting the PIA report 
to OCPO and OCIO officials for review and approval.  

     x.  Coordinating with IT security personnel including the ISSM and ISSO and Data Owners to ensure 
implementation of system and data security requirements.  

     y.  Working with the ISSO and ISSM to develop, implement, and manage POA&Ms for their respective 
systems in accordance with CIO IT Security-09-44, “Plan of Action and Milestones (POA&M).”  

     z.  Ensuring proper separation of duties for GSA IT system maintenance, management, and 
development processes.  

     aa.  Conducting annual assessments to review the effectiveness of control techniques, with an 
emphasis on activities that cannot be controlled through logical, physical, or compensating controls.  The 
reviews determine whether in-place control techniques are maintaining risks within acceptable levels 
(e.g., periodic risk assessments).  
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     bb.  Working with the Data Owner, granting access to the information system based on a valid need-
to-know/need-to-share that is determined during the account authorization process and the intended 
system usage.  

     cc.  Working with Data Owners with assistance from the ISSO, will ensure system access is restricted 
to authorized users that have completed required background investigations, are familiar with internal 
security practices, and have completed requisite training programs, such as the annual Privacy Act 
training curriculum.  System access authorizations must enforce job function alignment, separation of 
duties, and be based on the principle of need-to-know.  

     dd.  Working with Data Owners to ensure the appropriate level of auditing and logging data is enabled 
and generated to support monitoring activities.  

     ee.  Working with Data Owners to ensure that log data is archived for a period of not less than 180 
days.  

     ff.  Working with Data Owners to audit user activity for indications of fraud, misconduct, or other 
irregularities.  

     gg.  Working with Data Owners to document all phases of monitoring activity including monitoring 
procedures, response processes, and steps performed when reviewing user activity.  

11. Data owners (a.k.a. functional business line managers).  The Data Owner/Functional Business Line 

Manager owns the information but not the system application or platform on which the information is 
processed. Responsibilities include:  

      a.  Determining the security categorization of systems based upon the FIPS Publication 199 levels 
and ensuring that system owners are aware of the sensitivity of data to be handled.  

      b.  Coordinating with System Owners, ISSMs, ISSOs, and Custodians to ensure the data is properly 
stored, maintained, and protected.  

     c.  Working with the System Owner, with assistance from the ISSO, to ensure system access is 
restricted to authorized users that have completed required background investigations, are familiar with 
internal security practices, and have completed requisite training programs (such as the annual Privacy 
Act training curriculum. System access authorizations must enforce job function alignment, separation of 
duties, and be based on the principle of need-to-know/need-to-share that is determined during the 
account authorization process and the intended system usage.  

     d.  Reviewing access authorization listings and determining whether they remain appropriate at least 
annually.  

     e.  Ensuring protection of GSA's systems and data in accordance with GSA's IT Security Policy.  

      f.  Ensuring that data is not processed on a system with security controls that are not commensurate 
with the sensitivity of the data.  

     g.  Assisting in identifying and assessing the common security controls where the information resides.  

     h.  Ensuring information systems that allow authentication of users for the purpose of conducting 
government business electronically (accessed via the Internet or via other external non-agency controlled 
networks, such as partner Virtual Private Networks (VPN)) complete an e-authentication risk assessment 
resulting in an authentication assurance level classification in accordance with OMB Memorandum M-04-
04, “E-Authentication Guidance for Federal Agencies.”  

      i.  Coordinating with IT security personnel including the ISSM and ISSO and System Owners to 
ensure implementation of system and data security requirements.  

      j.  Working with the System Owner to ensure the appropriate level of auditing and logging data is 
enabled and generated to support monitoring activities.  
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      k.  Working with the System Owner to ensure that log data is archived for a period of not less than 
180 days.  

      l.  Working with the System Owner to audit user activity for indications of fraud, misconduct, or other 
irregularities.  

     m.  Working with the System Owner to document all phases of monitoring activity including monitoring 
procedures, response processes, and steps performed when reviewing user activity.  

12. Acquisitions/contracting (contracting officers [CO]/contracting officer’s representative [CORs]).  The 

Acquisitions/Contracting function is responsible for managing contracts and overseeing their 
implementation.  For additional information refer to GSAM 539-7002 clauses 552.239 and 552.239-71.  
Personnel executing this function have the following responsibilities in regards to information security:  

      a.  Collaborating with the SAISO or other appropriate official to ensure that the agency’s contracting 
policies adequately address the agency’s information security requirements.  

     b.  Coordinating with the SAISO or other appropriate official as required ensuring that all agency 
contracts and procurements are compliant with the agency’s information security policy.  

     c.  Ensuring that all personnel with responsibilities in the agency’s procurement process are properly 
trained in information security.  

     d.  Working with the SAISO to facilitate the monitoring of contract performance for compliance with the 
agency’s information security policy.  

     e.  Identifying and initiating contractor background investigations in collaboration with the OCPO.  

      f.  Ensuring contracts and task orders for ISSM and ISSO services include performance requirements 
that can be measured.  

     g.  Ensuring that all IT acquisitions include the appropriate security requirements in each contract and 
task order.  

     h.  Ensuring that the appropriate security contracting language is incorporated in each contract and 
task order.  

      i.  Maintaining the integrity and quality of the proposal evaluation, negotiation, and source selection 
processes while ensuring that all terms and conditions of the contract are met.  

      j.  Ensuring new solicitations include the language below from OMB Memorandum M-07-18, “Ensuring 
New Acquisitions Include Common Security Configurations.”  

          (1)  ““The provider of information technology shall certify applications are fully functional and 
operate correctly as intended on fully patched systems using the United States Government Configuration 
Baseline (USGCB).This includes the current version of Internet Explorer used by GSA, configured to 
operate on all currently supported versions of Windows. All installed applications (such as, but not limited 
to, Java, Adobe Reader and Adobe Flash) are also expected to be patched. For the Windows and 
Internet Explorer USGCB settings, see: http://usgcb.nist.gov/usgcb/microsoft_content.html.”   

          (2)  “The standard installation; operation; maintenance; update; and/or patching of software shall 
not alter the configuration settings from the approved USGB configuration.  The information technology 
should also use the Windows Installer Service for installation to the default “program files” directory and 
should be able to silently install and uninstall.”  

          (3)  “Applications designed for normal end users shall run in the standard user context without 
elevated system administration privileges."  

      k.  Ensuring all GSA contracts, Request for Proposals (RFP), and Request for Quotes (RFQ) involving 
Privacy Act information adhere to the Federal Acquisition Regulations (FAR) Privacy Act provisions 
(Subparts 24.1) and include the specified contract clauses (Parts 52.224-1 and 52.224-2), as appropriate, 
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to ensure that personal information by contractors who work on GSA-owned systems of records and the 
system data are protected as mandated. In addition, COs and CORs shall review the statements of work 
to ensure IT security controls are put on contract consistent with the current version of NIST SP 800-53, 
“Recommended Security Controls for Federal Information Systems,” for their FIPS 199 Impact Level.  

      l.  Ensuring industry and government information technology providers use Security Content 
Automation Protocol (SCAP) validated tools with USGB Scanner capability to certify their products 
operate correctly with USGB configurations and do not alter USGB settings.  

     m.  Ensuring new solicitations where the information system is contractor owned and 

operated on behalf of GSA or the Federal Government (when GSA is the managing agency) 

includes the security contract language from CIO IT Security-09-48, "Security Language for 

IT Acquisition Efforts." 

13. Custodians. Custodians own the hardware platforms and equipment on which the data is processed. 
They are the individuals in physical or logical possession of information from Data Owners. 
Responsibilities include:  

     a.  Coordinating with Data Owners and System Owners to ensure the data is properly stored, 
maintained, and protected.  

     b.  Providing and administering general controls such as back-up and recovery systems consistent 
with the policies and standards issued by the Data Owner.  

     c.  Establishing, monitoring, and operating information systems in a manner consistent with GSA 
policies and standards as relayed by the Authorizing Official.  

     d.  Accessing data only on a need to know basis as determined by the data owner.  

14. Users of IT resources. Authorized users of GSA IT resources, including all Federal employees and 

contractors, either by direct or indirect connections, are responsible for complying with GSA’s IT Security 
Policy.  Their responsibilities include:  

      a.  Complying with all GSA security policies and procedures.  

      b.  Complying with security training, education, and awareness sessions commensurate with their 
duties.  

     c.  Reporting any observed or suspected security problems/incidents to their local help desk or ISSO.  

     d.  Complying with background investigation policies.  

     e.  Familiarizing themselves with any special requirements for accessing, protecting, and using data, 
including Privacy Act requirements, copyright requirements, and procurement-sensitive data.  

      f.  Ensuring that adequate protection is maintained on their workstation, including not sharing 
passwords with any other person and logging out, locking, or enabling a password protected screen saver 
before leaving their workstation.  

     g.  Ensuring PII and/or sensitive data stored on any workstations or mobile devices including, but not 
limited to, laptop computers, notebook computers, external hard drives, USB drives, CD-ROMs/DVDs, 
personal digital assistants and Blackberries, is encrypted with GSA provided encryption.  An employee or 
contractor shall not take out PII from GSA facilities (including GSA managed programs housed at 
contractor facilities under contract), or access remotely (i.e., from locations other than GSA facilities), 
without written permission from the employee’s supervisor, the data owner, and the IT system Authorizing 
Official.  Approvals shall be filed with the employee’s supervisor.  This applies to electronic media (e.g., 
laptops, Blackberries, USB drives), paper, and any other media (e.g., CDs/DVDs) that may contain PII.  

     h.  Ensuring GSA managed computers that collect and store PII must adhere to all PII requirements.  
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      i.  Utilizing assigned privileged access rights (power user, database administrator, web site 
administrator, etc.) to a computer based on need to know.  

15. GSA Inspector General (IG).  The GSA IG is the focal point for a statutory office within an 

organization that, in addition to other responsibilities, works to assess an organization’s information 
security practices and identifies vulnerabilities and the possible need to modify security measures.  The 
Office of Inspector General (OIG) completes this task by:  

       a.  Detecting fraud or instances of waste, abuse, or misuse of an organization’s funds.  

       b.  Identifying operational deficiencies within the organization.  

       c.  Performing annual independent FISMA evaluations.  

       d.  Accessing GSA and contractor records.  OIG auditors, investigators, and attorneys must be 
provided access to all records, reports, reviews, documents, papers, and materials available to GSA and 
pertaining to agency programs and activities.  When performing reviews of contractor records and 
proposals, access to information is provided by statute, contract terms, and agreements between the 
contractor and the Government.  To facilitate the process of gaining access to information, auditors, 
investigators, and attorneys carry credentials identifying them as OIG officials. In addition, the following 
procedures will be followed to allow OIG personnel access to GSA electronic systems:  

            (1)  For the OIG, the point of contact will be the Assistant Inspector General for Auditing (AIGA) or 
his/her designees. For the Services and Staff Offices within GSA, the points of contact will be the 
Authorizing Official (AO) for each information system.  

            (2)  The AIGA will notify the AO of the electronic system within his or her purview to which OIG 
personnel need access.  

            (3)  The AO will inform the AIGA what the highest classification level is of information on the 
system and all security awareness and privacy training that is required of GSA and/or contractor 
personnel in order to access the system.  

            (4)  The AIGA will designate the OIG personnel who are to be given access and ensure they have 
appropriate clearance levels.  

            (5)  The AIGA will certify that each OIG person who may have access to the system has 
completed all training required of GSA personnel before access is granted.  

            (6)  The AIGA will annually certify that each OIG person with access to a GSA system has a 
continuing need for access and has maintained up-to-date training requirements in connection with the 
system owner’s annual review and validation of systems users’ accounts as described in paragraph 10.l 
of this chapter.  

            (7)  The AIGA will ensure and state that access is necessary for OIG personnel to accomplish 
assigned tasks in accordance with the OIG’s organizational mission and functions. The following 
statement from the AIGA will suffice to establish that access is necessary for these purposes: “This 
access is requested to fulfill the OIG’s statutory responsibility to conduct and supervise audits and 
investigations relating to the programs and operations of GSA, and to promote economy, efficiency and 
effectiveness in the administration of, and to prevent and detect fraud, waste, and abuse in, GSA 
programs and operations.”  

            (8)  With regard to requests for access to Privacy Act systems of records, the AIGA will ensure 
and certify that the OIG personnel who will be accessing the system have a need for the records in the 
performance of their duties. The statement shall suffice to establish that access to the system is 
consistent with the requirements of the Privacy Act.  

            (9)  The AO will work with the system owner to ensure access is granted promptly after the above 
steps have been completed. If access cannot be granted within fourteen (14) calendar days after 
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completion of the above steps, the AO will inform his/her HSSO and the AIGA and will work with the AIGA 
to resolve any impediments to OIG access to the system. The Chief Information Officer, or designee, will 
assist as requested in resolving any issues.  

            (10) The system owner will authorize OIG personnel to access GSA-owned information systems 
from the OIG’s accredited system. When possible under contractual terms, OIG personnel will be 
authorized access to contractor-owned information systems from the OIG’s accredited system.  

            (11) To the extent practicable, OIG personnel will not be granted access to other agencies’ owned 
or controlled records or information about other agencies and their employees that may be maintained in 
a GSA-controlled system, absent the other agency’s permission.  

            (12) The OIG will advise the AO immediately if circumstances change such that access is no 
longer needed; for example, if an individual with access leaves the OIG, or upon conclusion of the 
investigation/audit or other OIG purpose for which systems access was provided.  

            (13) OIG employees will have “read-only” access to all information in the system. OIG personnel 
will not be able to add to, delete, or modify the data in the system.  

            (14) Each OIG employee with access will use a unique identifier and password when accessing 
the system.  

            (15) Testing in support of an OIG review, whether manual or automated, shall not have an 
adverse affect on the operational production status of the IT system being reviewed other than the 
increase in usage/traffic due to additional users.  

            (16) OIG operational needs may preclude OIG staff from obtaining the required approvals prior to 
removal of personally identifiable information from GSA facilities. The following statement from the AIGA 
will suffice to establish that requirement is necessary for these purposes: “This access is requested to 
fulfill the OIG’s statutory responsibility to conduct and supervise audits and investigations relating to the 
programs and operations of GSA, and to promote economy, efficiency and effectiveness in the 
administration of, and to prevent and detect fraud, waste, and abuse in, GSA programs and operations.”  

            (17) Should the system be compromised by a reportable incident, and the access of OIG 
personnel be implicated in the incident, the system owner will promptly notify the Inspector General in 
writing, and the Inspector General will take appropriate action against the employee(s) responsible.  

16. OCPO personnel security officer.  The OCPO personnel security officer is responsible for the overall 

implementation and management of personnel security controls across GSA, to include integration with 
specific information security controls.  As information security programs are developed, senior agency 
officials should work to ensure this coordination of complementary controls. In consideration of 
information security, the personnel security officer serves as the senior official responsible for:  

       a.  Developing, promulgating, implementing, and monitoring the organization’s personnel security 
programs.  

       b.  Developing and implementing position categorization (including third-party controls), access 
agreements, and personnel screening, termination, and transfers.  

       c.  Ensuring consistent and appropriate sanctions for personnel violating management, operation, or 
technical information security controls.  

17. System/network administrators.  System/Network administrators are responsible for:  

      a.  Ensuring the appropriate security requirements are implemented consistent with GSA IT security 
policies and hardening guidelines.  

      b. Implementing system backups and patching of security vulnerabilities.  



Page 19 of 41 

 
 
 
 

      c.  Utilizing privileged access rights (e.g., “administrator,” “root,” etc.) to a computer based on a need 
to know.  

      d.  Working with the Custodian/ISSO to ensure appropriate technical security requirements are 
implemented.  

      e.  Ensuring System/Network administrators have separate Administrator and User accounts, if 
applicable (e.g., Microsoft Windows accounts).  The Administrator privileged account must only be used 
when Administrator rights are required to perform a job function.  A normal user account should be used 
at all other times.  

      f.  Identifying and reporting security incidents and assisting the OSAISO, ISSM, & ISSO in resolving 
the security incident.  

18. Supervisors. Supervisors are responsible for:  

      a.  Conducting annual review and validation of staff user accounts to ensure the continued need for 
access to a system.  

      b.  Conducting annual reviews of staff training records to ensure annual Privacy Act, Security 
Training, and application specific training was completed for all users.  The records shall be forwarded to 
application ISSO/System Owners as part of the annual recertification efforts.  

      c.  Coordinating and arranging system access requests for all new or transferring employees and for 
verifying an individual’s need-to-know (authorization).  

      d.  Coordinating and arranging system access termination for all departing or resigning personnel.  

      e.  Coordinating and arranging system access modifications for personnel.  

      f.  Documenting job descriptions and roles to accurately reflect the assigned duties, responsibilities, 
and separation of duties principles.  By clearly documenting position responsibilities and functions, 
employees are positioned to better execute their duties in accordance with policy.  

      g.  Establishing formal procedures to guide personnel in performing their duties, with identification of 
prohibited actions.  
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CHAPTER 3.  POLICY ON MANAGEMENT CONTROLS 
 

This chapter provides the basic management control security policy statements for GSA systems. 
Management Controls deal with the overall control of the security program for GSA, including networks 
and systems.  The policy statements are derived primarily from OMB Circular A-130 and are integral to an 
effective IT security program.  The manner in which these controls are implemented depends on the risks, 
sensitivity, and criticality associated with the specific systems and data involved. In some cases, basic 
security policy controls may need to be modified or supplemented in order to address application-specific 
or system-specific requirements.  

The following paragraphs provide specific policy on controls for the security management of GSA 
systems.  

1.  Assign responsibility for security.  

     a.  A security management structure must be established and security responsibilities must be clearly 
assigned.  

     b.  Responsibility for the security of the IT system must be assigned to an Authorizing Official.  

     c.  Responsibility for ensuring security is implemented across the Services, Staff Offices, or Regions 
must be assigned, in writing, to an ISSM.  

     d.  Responsibility for each major application and general support system within the Services, Staff 
Offices or Regions must be assigned, in writing, to an ISSO.  

2.  Risk management.  

     a.  Authorizing Officials must implement a risk management process for all information systems using 
NIST SP 800-30 "Risk Management Guide for Information Technology Systems" as a guide.  

     b.  Authorizing Officials must ensure risk assessments are performed and documented as part of 
assessment and authorization activities before a system is placed into production, when significant 
changes are made to the system and at least every three (3) years or via continuous monitoring based on  
continuous monitoring plans reviewed and accepted by the GSA SAISO.  

     c.  All information systems must use NIST SP 800-60 “Guide for Mapping Types of Information and 
Information Systems to Security Categories” and FIPS Publication 199 “Standards for Security 
Categorization of Federal Information and Information Systems” to determine their security category (i.e. 
risk level) for confidentiality, availability and integrity.  

     d.  All information systems that allow authentication of users for the purpose of conducting government 
business electronically (accessed via the Internet or via other external non-agency controlled networks, 
such as partner VPN) complete an e-authentication risk assessment resulting in an authentication 
assurance level classification in accordance with OMB Memorandum M-04-04, “E-Authentication 
Guidance for Federal Agencies.”  The Electronic Risk and Requirements Assessment (e-RA) tool shall be 
used for all e-authentication risk assessments. Download the current version of the e-RA tool from 
http://www.cio.gov/eauthentication/era.htm.  

     e.  Authorizing Officials must ensure that the risk management process includes contingency and 
continuity of support plans developed and tested annually in accordance with Office of Management and 
Budget (OMB) Circular No. A-130, NIST SP 800-34, “Contingency Planning Guide for Information 
Technology Systems, and CIO IT Security 06-29, “Contingency Planning.”  

     f.  All information systems must develop and maintain Plan of Action and Milestones (POA&M) in 
accordance with CIO IT Security-09-44, “Plan of Action and Milestones (POA&M).” POA&Ms are the 
authoritative agency management tool for managing system risk and used in identifying, assessing, 
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prioritizing, and monitoring the progress of corrective efforts for security weaknesses found in agency 
programs and systems.  

3.  Review of security controls.  

     a.  Every IT system both government and contractor operated must undergo a security control 
assessment to be consistent with new terminology.  The current version of NIST SP 800-53 
“Recommended Security Controls for Federal Information Systems,” and CIO IT Security-04-26, “FISMA 
Implementation must be used to for this purpose.”  

     b.  POA&M must be submitted to OMB on every information system upon request Development and 
Maintenance of POA&Ms must be in accordance with CIO IT Security-09-44, “Plan of Action and 
Milestones (POA&M).”  

     c.  The OCIO must submit an agency-wide FISMA Report to OMB and specified congressional 
committees annually.  

     d.  An entity-wide IT security program must include compliance reviews to determine how well the 
over-all GSA security program meets the agency performance measures.  

4.  Lifecycle.  

     a.  GSA IT Security Policy must be incorporated into each phase of the lifecycle, (i.e., initiation, 
development/acquisition, implementation, operation and disposal) for all GSA information systems.  

     b.  System Owners must use NIST SP 800-64 “Security Considerations in the Information System 
Development Life Cycle,” GSA Order CIO P 2140.3 “Systems Development Life Cycle (SDLC) Policy, and 
the GSA SDLC Guidance Handbook as guides when managing security throughout the system’s lifecycle.  

5.  Authorized processing.  

     a.  The Authorizing Official must authorize, in writing, all information systems before they go into 
operation.  

     b.  All GSA information systems must be assessed and authorized at least every three (3) years or 
whenever there is a significant change to the system’s security posture in accordance with NIST SP 800-
37, “Guide for the Security Certification and Accreditation of Federal Information Systems,” and CIO IT 
Security 06-30, “Managing Enterprise Risk (Security Assessment and Authorization, Planning and Risk 
Assessment).”  

     c.  As part of the assessment and authorization process, all systems must be categorized in 
accordance with (IAW) FIPS PUB 199, “Standards for Security Categorization of Federal Information and 
Information Systems” and NIST SP 800-60, “Guide for Mapping Types of Information and Information 
Systems to Security Categories.”  Risk Assessments must be performed IAW NIST SP 800-30, “Risk 
Management Guide.” E-authentication risk assessments must be performed IAW OMB M-04-04, “E-
Authentication Guidance for Federal Agencies” using the e-RA tool.  All controls must be implemented 
IAW FIPS PUB 200, “Minimum Security Requirements for Federal Information and Information Systems” 
and the current version of NIST SP 800-53, “Recommended Security Controls for Federal Information 
Systems.”  All controls must be documented in the system’s security plan IAW NIST SP 800-18 Revision 
1, “Guide for Developing Security Plans for Information Technology Systems.”  All controls must be 
documented and tested IAW NIST SP 800-53A, “Guide for Assessing the Security Controls in Federal 
Information Systems” and any other supplemental GSA guidance.  In addition, contingency plans must be 
developed IAW NIST SP 800-34, “Contingency Planning Guide for Information Technology Systems,” and 
have been tested IAW CIO IT Security 06-29, “Contingency Planning” within the past year in order for the 
Authorizing Official to authorize the system to operate (i.e. accredit).  

     d.  An Interim Approval to Operate (IATO) can be issued for no longer than twelve (12) months, but 
does not count towards a system being assessed and accredited per OMB direction.  
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     e.  Information systems with expiring Authorities to Operate (ATO) may perform a one-time extension 
of the current authorization for a period not to exceed one year from the date of ATO expiry to allow 
development of near real- time continuous monitoring capabilities to support ongoing authorization.  ATO 
extensions must be supported by current vulnerability assessment results (operating system, database, 
and web (as applicable)) and POA&M identifying weaknesses from all sources.  AOs must obtain 
approval from the SAISO for the continuous monitoring plans of systems authorizations that have been 
extended. Plans must be approved within 6 months of the extension. New systems and systems that 
have undergone or are undergoing a significant change must adhere to the current GSA Risk 
Management Framework processes as documented in GSA IT Security Procedural Guide 06-30, 
Managing Enterprise Risk.   

     f.  All GSA information systems must complete a Privacy Impact Assessment (PIA) as part of the 
assessment and authorization process.  The PIA must be reviewed and updated annually or more 
frequently if there is a significant change to the system's privacy posture. 

     g.  Private sector cloud computing Software as a Service (SaaS) solutions that are implemented for 
limited duration and/or one time use; involve data already in the public domain or data that is non-
sensitive and could be considered minimal impact; GSA would not be harmed regardless of the 
consequence of an attack or compromise, and the dollar cost for such a deployment does not exceed 
$100,000 annually, may follow the streamlined assessment and authorization approach defined in GSA IT 
Security Procedural Guide 06-30, CIO IT Security 06-30, “Managing Enterprise Risk (Security 
Assessment and Authorization, Planning and Risk Assessment)” for such systems.  AOs must consider 
Federal and agency information security requirements, and the S/SO security needs.  An evaluation of 
the data and project scope must be performed to assure the conditions noted above are met. A review of 
the security controls and activities for such systems must be performed to assure the security controls 
and practices of the contractor are adequate before authorizing use and accepting residual risk.  

6.  System security plan (SSP).  

     a.  All information systems must be covered by a security plan in accordance with the current version 
of NIST SP 800-18 Revision 1 “Guide for Developing Security Plans for Information Technology 
Systems.”  

     b.  Update SSPs at least annually or when significant changes occur to the system.  

7.  Rules of the system.  

     a.  Authorized users must be provided written Rules of Behavior, GSA Order CIO 2104.1, “GSA IT 
General Rules of Behavior,” before being allowed entry into any GSA, non-public information system.  

     b.  The user must acknowledge receipt of these rules through a positive action.  

8.  System interconnections/information sharing.  

     a.  Written management authorization for system interconnection, based upon the acceptance of risk 
to the IT system, must be obtained from the Authorizing Officials of both systems prior to connecting a 
system not under a single Authorizing Official’s control in accordance with NIST SP 800-47, “Security 
Guide for Interconnecting Information Technology Systems.”  Per NIST 800-47, an interconnection is the 
direct connection of two or more IT systems for the purpose of sharing data and other information 
resources through a pipe, such as ISDN, T1, T3, DS3, VPN, etc.  

     b.  If GSA systems interconnect, they must connect using a secure methodology that provides security 
commensurate with the acceptable level of risk as defined in the system security plan and that limits 
access only to the information needed by the other system.  

     c.  All interconnections between GSA and external entities including off-site contractors or Federal 
agency/departments must be approved by the GSA SAISO.  
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9.  Performance measures.  HSSOs, for their FISMA reportable systems, shall track the measures / goals 
presented here in sub-paragraphs a-c. AOs, System Owners, ISSMs, and ISSOs shall support these 
measures.  The SAISO shall periodically assess performance and goals.  

     a.  Percentage of FISMA systems with a current ATO IAW GSA policy and guides (Goal – 100%).  

     b.  Percentage of FISMA systems with contingency plans tested in the last 12 months (Goal – 100%).  

     c.  Percentage of servers configured IAW GSA IT security policy and guides (Goal – 96-100%).  

10. Plan of action and milestones (POAMs). Capture all information security program and system 
weaknesses that require mitigation in the POA&M in accordance with CIO IT Security-09-44, “Plan of 
Action and Milestones (POA&M).” POA&Ms shall be updated quarterly.  

11. Contractors and outsourced operations.  Implement appropriate safeguards to protect GSA 
information and information systems from un-authorized access throughout all phases of a contract. 
Review contracts to ensure that information security is appropriately addressed in the contracting 
language.  All applicable NIST 800-53 controls should be put on contract (and a reasonable subset 
continuously monitored using GSA’s annual IT Security Program Management Implementation Plan, CIO 
IT Security 08-39,as a guide) for all contractor and outsourced operations.  Given that GSA IT security 
program is risk-based, it may not always make financial sense to mandate all NIST 800-53 IT security 
controls on an outsourced system.  The System Program Manager and ISSO should make risk-based 
decisions on which controls could potentially be waived and then get concurrence from the Authorizing 
Official and the Senior Agency Information Security Officer.  

12. Privacy impact assessments (PIAs). Conduct PIAs on all GSA information systems in accordance with 
OMB Memorandum M-03-22, “OMB Guidance for Implementing the Privacy Provisions of the E-
Government Act of 2002,” that includes, but is not limited to, the collection of new information in 
identifiable form ((IIF) is information in an IT system or online collection: (i) that directly identifies an individual (e.g., 

name, address, social security number or other identifying number or code, telephone number, email address, etc.) or 
(ii) by which an agency intends to identify specific individuals in conjunction with other data elements, i.e., indirect 
identification. (These data elements may include a combination of gender, race, birth date, geographic indicator, and 

other descriptors) aka PII or when new information systems are developed, acquired, and/or purchased.   

The PIA must be reviewed and updated annually or more frequently if there is a significant change to the 
system's privacy posture IAW GSA Order CPO 1878 “GSA Privacy Act Program”.   

13. Capital planning and investment. Integrate and explicitly identify funding for information systems and 
programs into IT investment and budgeting plans per GSA Order CIO 2135.2B, GSA Information 
Technology (IT) Capital Planning and Investment Control.  GSA’s capital planning and investment control 
process must be used for the continuous selection, control, and evaluation of IT investments over their life 
cycles.  

14. Enterprise architecture (EA).  Systems shall be implemented per the enterprise architecture principles 
in GSA Order CIO 2110.2, “GSA Enterprise Architecture Policy." The principles contained in GSA Order 
2110.2 are consistent with OMB Circular A-130 which establishes the framework for architecture to 
address security controls for components, applications, and systems.   

In addition to the principles set forth in GSA Order CIO 2110.2, architecture practices cited in OMB's 
Federal Segment Architecture Methodology must be used during planning a new system or significant 
capability enhancement.  
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CHAPTER 4.  POLICY ON OPERATIONAL CONTROLS 
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Least Privilege 21 
Remote Access / End Point Security 22 
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Guest Wireless Network 24 

International Travel Policy for Portable Electronic Devices 25 

 
 

CHAPTER 4. POLICY ON OPERATIONAL CONTROLS 
 

This chapter provides the basic operational control security policy statements for GSA systems. 
Operational Controls concern requirements to design, maintain, and use GSA systems in a secure 
environment.  The policy statements are derived primarily from OMB Circular A-130 and are integral to an 
effective IT security program.  The manner in which these controls are implemented depends on the risks, 
sensitivity, and criticality associated with the specific systems and data involved.  In some cases, basic 
security policy controls may need to be modified or supplemented in order to address application-specific 
or system-specific requirements.  

The following paragraphs provide specific policy on controls for the operational security of the system.  

1.  Personnel security.  

     a.  Background investigation requirements for access to GSA information systems (including 
contractor operations containing GSA information) shall comply with GSA Order CIO P 2181.1, “GSA 
HSPD-12.  Contractors requiring non-routine access to IT systems (contractor summoned for an 
emergency service call) are not required to have a personnel investigation and are treated as visitors and 
must be escorted while in a GSA facility.  
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     b.  Termination and Transfer Procedures must be incorporated into the authorization process for all 
information systems.  

     c.  Supervisors of GSA employees and CORs of GSA contractors must be responsible for coordinating 
and arranging system access requests for all new or transferring employees and for verifying an 
individual’s need-to-know (authorization).  

     d.  Supervisors of GSA employees and CORs of GSA contractors must be responsible for coordinating 
and arranging system access termination for all departing or resigning personnel.  

     e.  User authorizations must be verified annually for all information systems.  

     f.  The Authorizing Official or their designee must grant remote access (i.e. external to GSA’s network) 
privileges only to those GSA employees and contractors with a legitimate need for such access as 
approved.  

2.  Physical and environmental protections.  

     a.  Physical and environmental security controls must be commensurate with the level of risk and must 
be sufficient to safeguard IT resources against possible loss, theft, destruction, accidental damage, 
hazardous conditions, fire, malicious actions, and natural disasters.  

     b.  GSA servers, routers, and other communication hardware essential for maintaining the operability 
of GSA systems and their connectivity to the GSA Local Area Backbone Network/Wide Area Backbone 
Network (LABN/WABN), must be placed in an isolated, controlled-access location (i.e., behind locked 
doors).  

     c.  Limit access to rooms, work areas/spaces, and facilities that contain agency systems, networks, 
and data to authorized personnel.  A list of current personnel with authorized access shall be maintained 
and reviewed annually to verify the need for continued access and authorization credentials.  

     d.  Visitor access records shall be maintained for facilities containing information systems (except for 
those areas within the facility officially designated as publicly accessible).  Visitor access records include: 
(i) name and organization of the person visiting; (ii) signature of the visitor; (iii) form of identification; (iv) 
date of access; (v) time of entry and departure; (vi) purpose of visit; (vii) name and organization of person 
visited, and (viii) signature and name of individual verifying the visitor’s credentials.  Visitor access 
records shall be reviewed at least annually.  

     e.  Ensure that all agency systems and networks are located in areas not in danger of water damage 
due to leakage from building plumbing lines, shut-off valves, and other similar equipment to support 
meeting federal and local building codes.  

     f.  Install and ensure operability of fire suppression devices, such as fire extinguishers and sprinkler 
systems, and detection devices, such as smoke and water detectors, in all areas where agency 
information systems are maintained (this includes server rooms, tape libraries, and data centers) to meet 
federal and local building codes.  

     g.  Install and ensure operability of air control devices, such as air-conditioners and humidity controls, 
in all areas where agency information systems are maintained (this includes server rooms, tape libraries, 
and data centers) to meet federal and local building codes.  

3.  Production and input/output controls.  Data (including relevant and pertinent documentation) must be 
protected against unauthorized access, tampering, alteration, loss, and destruction during production, 
input, output, handling, and storage. This protection must include clarification for labeling sensitive 
security documentation IAW GSA policies.   

      

4.  IT contingency planning/continuity of support planning.  Contingency planning focuses on the recovery 
and restoration of an IT system following a disruption.  The contingency plan supports the agency 
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Continuity of Operations Plan (COOP) required by HSPD-20, “National Continuity Policy,” ensuring that 
Primary Mission-Essential Functions continue to be performed during a wide range of emergencies.  
Contingency and continuity of support plans must be developed and tested annually for all IT systems in 
accordance with Office of Management and Budget (OMB) Circular No. A-130, NIST SP 800-34, 
“Contingency Planning Guide for Information Technology Systems, and CIO IT Security 06-29, 
“Contingency Planning.”  

     a.  A system specific IT contingency plan must be developed that identifies and addresses preventive 
controls, damage assessment procedures, plan testing and training procedures.  

     b.  Each contingency plan must include an approved BIA recovery strategy and documented 
procedures to maintain the plan.  

     c.  Personnel supporting FIPS 199 Moderate and High impact systems with contingency planning 
responsibilities shall be trained in their contingency roles and responsibilities with respect to the 
information system annually with refresher training every three years.  

     d.  The contingency plan must be annually tested in accordance with CIO IT Security 06-29, 
“Contingency Planning.”  

     e.  Continuity of operations plan (COOP) contact lists which only contain a person’s name and home 
phone number are exempt from GSA IT security policy requirements in Chapter 2, Paragraph 14, sub-
section g and Chapter 4, Paragraph 17, sub-section c of this handbook.  COOP contact lists kept on an 
electronic device that is password protected (Blackberry and other Government approved Smart Phone 
devices, laptop, USB drive) do not require written permission or encryption.  Paper “cascade lists” limited 
to name and home phone number that are maintained for the purpose of emergency employee 
accountability are permissible with the approval of those individuals listed.  All paper and other media 
should be kept in a locked facility or an otherwise secure location when not in use.  

     f.  The contingency plan must be updated annually to address system/organizational changes or 
problems encountered during plan implementation, execution, or testing.  

5.  Hardware and software maintenance.  

     a.  The availability and usability of GSA equipment and software must be maintained and safeguarded 
to enable agency objectives to be accomplished.  

     b.  Lost or stolen GSA IT assets must be immediately reported to the appropriate ISSO.  

     c.  All information systems must be securely hardened and patched before being put into operation 
and while in operation.  

     d.  Maintenance of agency hardware and software must be restricted to authorized personnel.  

     e.  Hardware and software must be tested in a non-production environment to identify adverse effects 
on system functionality, be documented, and approved prior to promotion to production.  

     f.  In GSA facilities, only approved Government Furnished Equipment (GFE) is allowed connection 
(e.g., Ethernet) to the network unless specifically approved by the General Support System Authorizing 
Official.  All non-GFE will be given Internet only access, if possible.  

     g.  All GFE, to include hardware, software and COT applications, must be approved by the Authorizing 
Official (or their designated representative) of the system in which it will be operated, prior to 
procurement.  

6. Data integrity.  

     a.  Data integrity and validation controls must be used on all information systems that require a high 
degree of integrity.  

     b.  All information systems must have up-to-date virus protection software.  
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7.  Documentation. Documentation must be obtained or created to describe how security mechanisms are 
implemented and configured within the IT system.  

8.  Security and privacy awareness, training, and education.  

     a.  A security awareness, training and education program must be established by the OCIO to ensure 
all GSA, other agency, and contractor support staff involved in the management, design, development, 
operation, and use of IT systems are aware of their responsibilities for safeguarding GSA systems and 
information.  

     b.  All GSA employees and contractors (internal and external*) must provide verification that security 
awareness training and Privacy Training approved by GSA has been completed within 30 days of 
notification to complete the training and annually thereafter.  

     c.  All GSA employees and contractors (internal and external), who have significant information 
security responsibilities as defined by OPM 5 CFR Part 930 and GSA IT security training policy, must 
complete specialized IT security training as defined in the policy.  

     d.  Failure to comply with annual awareness and specialized IT security training requirements will 
result in termination of email privileges.  Authorizing Officials can terminate system accounts.  

     e.  All GSA employees and contractors, who work with personally identifiable information or have 
access to other people's information, must complete Privacy Training 201.  

* An external contractor is defined as someone who has access to GSA information but doesn't have a 
GSA email account. 

9.  Incident response capability.  

     a.  Every S/SO/R must establish a security incident response capability for detecting, reporting, and 
responding to security incidents.  

     b.  All authorized IT users must be trained annually to promptly report suspected vulnerabilities, 
security violations, and security incidents to their help desk or ISSO.  

     c.  ISSOs must report security incidents through their ISSM to the OCIO SAISO in accordance with 
CIO Procedural Guide 01-02, “Security Incident Response.”  The SAISO shall then report incidents to the 
GSA Office of Inspector General in accordance with that Procedural Guide. 

     d.  All incidents involving the loss or theft of GSA hardware, software, and/or information in physical 
form, occurring in GSA Federal facilities, must be reported to the GSA OIG.  The GSA Office of Inspector 
General as appropriate will coordinate reporting to the Federal Protective Service, the local police, or 
other law enforcement authority with jurisdiction.  Similar incidents occurring outside of Federal facilities 
must first be reported to the local police that has jurisdiction and to the OIG upon returning to the office.  
Blackberry and other Government approved Smart Phone devices lost or stolen outside of GSA Federal 
facilities are not required to be reported to local police but must be reported to the OIG upon returning to 
the office.  To report an incident, call the national hotline at 1-877-437-7411.  In addition, the incident 
should always be reported to the ISSO or help desk.  All incidents involving personally identifiable 
information in electronic or physical form must be reported to the GSA OSAISO within one hour of 
discovering the incident.  GSA employees, contractors, and authorized users shall report all incidents to 
their Information Systems Security Officer (ISSO) or the help desk. If the help desk cannot reach the 
ISSO, then the Information Systems Security Manager (ISSM) and OSAISO should be contacted.  There 
should be no distinction between suspected and confirmed breaches.  For ISSO, ISSM and OSAISO 
points of contact go http://insite.gsa.gov/wps/portal/gsa_insite/information_technology/it_security.  The 
OSAISO shall promptly notify the GSA Office of inspector General of any incidents involving personally 
identifiable information. 

     e.  All incidents involving data breaches which involve PII and could result in identity theft are 
coordinated through the Privacy Officer and the GSA Initial Agency Response Team using GSA Order 
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9297.2A, GSA Information Breach Notification Policy per OMB Memorandum M-07-16, “Safeguarding 
Against and Responding to the Breach of Personally Identifiable Information.”  The OSAISO shall 
promptly notify the GSA Office of Inspector General of any such incident. 

     f.  FIPS 199 Moderate and High impact systems must test annually the security incident response 
capability to determine the incident response effectiveness.  

10. Security advisory alert handling.  

      a.  Office of the SAISO must create procedures to share common threats, vulnerabilities, and incident 
related information with the appropriate organizations.  

      b.  ISSMs and ISSOs must report on the status of security advisory alerts to the Office of the SAISO 
upon request.  

11. Media protection.  

      a.  All GSA data from information system media, both digital and non-digital must be sanitized in 
accordance with methods described in CIO IT Security 06-32, “Media Sanitization” before disposal or 
transfer outside of GSA.  

      b.  Restrict access to information system media (e.g., disk drives, diskettes, internal and external hard 
drives, and portable devices), including backup media, removable media, and media containing sensitive 
information to authorized individuals.  

      c.  Physically control and securely store information system media within controlled areas.  

      d.  Protect digital media during transport outside of controlled areas using a certified FIPS 140-2 
encryption module; non-digital media shall follow OCPO procedures.  

12. Configuration management.  A system configuration management plan must be developed, 
implemented, and maintained for every IT system managed by GSA.  

      a.  All information systems must be securely hardened and patched before being put into operation 
and while in operation.  

      b.  All information systems must use GSA technical guidelines, NIST guidelines, Center for Internet 
Security guidelines (Level 1), or industry best practice guidelines in hardening their systems, as deemed 
appropriate by the Authorizing Official.  

13. Firewall access.  

      a.  The Office of the Senior Agency Information Security Officer must approve all requests for access 
through the GSA Firewall. Firewall change requests must follow the process outlined in CIO IT Security 
06-31, “Firewall Change Request.”  This includes changes to desktop firewall and intrusion prevention 
systems.  

      b.  The Office of the Senior Agency Information Officer will block access to all external sites deemed 
to be a security risk to GSA. Exceptions to this policy must be approved by the SAISO.  

14. Monitoring.  

      a.  Obtaining access to GSA resources must constitute acknowledgment that monitoring activities 
may be conducted.  

      b.  Users have no expectation of privacy on GSA IT systems. All activity on GSA IT systems is subject 
to monitoring.  

      c.  All GSA IT systems must display an approved warning banner to all users attempting to access 
GSA’s computer systems indicating the system is subject to monitoring.  
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      d.  Controls shall be put in place to monitor or detect changes or updates to systems that are outside 
the parameters of a system’s baseline operating characteristics. This includes the ability to monitor 
resource usage and allocation.  

      e.  Audit user activity for indications of fraud, misconduct, or other irregularities.  

      f.  Document all phases of monitoring activity including:  

          (1)  Monitoring procedures.  The procedures must include specific steps to be taken and protocol to 
be applied when reviewing audit data.  

          (2)  Response processes.  Processes for responding to detected irregularities must be 
documented.  

          (3)  Steps performed when reviewing user activity.  Thorough documentation on reviews conducted 
on audit data must be generated and stored for not less than 3 years.  

15. Software and digital media acceptable use.  

      a.  Users of GSA IT resources must use only software that is properly licensed and registered for GSA 
use.  

      b.  All GSA users must abide by software and digital media copyright laws and must not obtain, install, 
replicate, or use unlicensed software and digital media.  

      c.  Users of GSA IT resources must obtain all software from GSA sources and must not download 
software from the Internet without prior permission from the appropriate ISSO, as downloading software 
from the Internet may introduce viruses/worms to the GSA network.  

      d.  Users must not install any software or hardware without approval of the appropriate ISSO.  

      e.  Users must not acquire, possess, trade, or use hardware or software tools that could be employed 
to evaluate or compromise GSA resources unless authorized by the appropriate ISSO. Examples of such 
tools include those that defeat software copy protection, discover passwords, identify security 
vulnerabilities, or decrypt encrypted files.  

      f.  Users must not install, download, or run peer-to-peer software.  Software that has peer-to-peer file 
sharing technology built in may be approved by OSAISO if the file sharing functionality has been limited 
or disabled. 

16. E-Mail Social Media and internet acceptable use.  

      a.  Users must use E-mail and Social Media for government business.  However, users may 
occasionally make personal use of E-Mail and Social Media that involves minimal expense to the 
government and does not interfere with government business.  

      b.  Users must not use E-mail or Social Media for any activity or purpose involving classified data.  

      c.  Users must avoid the following prohibited E-mail and Social Media usages:  

           (1) Transmitting unsolicited commercial announcements or advertising material, unless approved 
by management in advance.  

           (2) Transmitting any material pertaining to GSA, the federal government, or any agency employee 
or official that is libelous or defamatory.  

           (3) Transmitting sexually explicit or offensive material, non-business related large attachments, 
chain letters, un-authorized mass mailings, or intentionally sending a virus/worm.  

      d.  Personal use of government IT systems for Internet access must be kept to a minimum and must 
not interfere with official system use or access.  

      e.  Users must avoid prohibited Internet usages including:  
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           (1)  Unauthorized attempts to break into any computer, whether belonging to GSA or another 
organization.  

           (2)  Browsing sexually explicit, gambling sites or hate-based web sites.  

           (3)  Using Internet access for personal gain (i.e., making use of GSA resources for commercial 
purposes or in support of for profit activities such as running a private business).  

           (4)  Theft of copyrighted or otherwise legally protected material, including copying without 
permission.  

           (5)  Sending or posting sensitive material such as GSA building plans or financial information 
outside of the GSA network.  

           (6)  Automatically forwarding E-mail messages from GSA E-mail addresses to any non-Federal E-
mail account(s) or address(es).  

           (7)  Sending E-mail messages including sensitive information, such as PII, as deemed by the data 
owner, without GSA provided encryption. Certified encryption modules must be used in accordance with 
FIPS PUB 140-2, “Security requirements for Cryptographic Modules.”  

      f.  If PII needs to be emailed within the GSA network, encryption is required.  If PII needs to be 
emailed outside the GSA network encryption is required.  Instructions can be found on the privacy web 
page in the section "Documents for Download."  Your email will be blocked if Social Security Numbers are 
sent unencrypted.  

Detailed guidance regarding GSA E-Mail Policy is available in GSA Order CIO 2160.2B “GSA Electronic 
Messaging and Related Services.”GSA Order ADM 7800.11A,“Personal Use of Agency Office 
Equipment.” GSA Order CIO 2104.1,“GSA Information Technology (IT) General Rules of Behavior” and 
GSA Order CIO P 2165.1, GSA Internal Telecommunications Management. Detailed guidance on Social 
Media is available in “The Social Media Navigator, GSA’s Guide to the Use of Social Media, April 2011.” 

17. Mobile devices.  

      a.  All agency data on laptops and portable storage devices (e.g., USB flash drives, SD cards, 
external hard drives) must be encrypted with a FIPS 140-2 certified encryption module.  

      b.  PII or other data deemed sensitive by the data owner shall not be stored on or accessed from 
personally owned computers or personally owned mobile devices (except when using Citrix with drive 
mappings turned off).  If using Citrix to access data through a personal device the user must ensure they 
have a signed rules of behavior document on file with the data owner.  PII or other data deemed sensitive 
by the data owner shall only be accessed from government furnished equipment (GFE) or contractor 
maintained computers configured in accordance with GSA IT security policy and technical security 
standards.  

      c.  If it is a business requirement to store PII on GSA user workstations or mobile devices including, 
but not limited to notebook computers, USB drives, CD-ROMs/DVDs, personal digital assistants and 
Blackberries, PII must be encrypted using a FIPS 140-2 certified encryption module.  An employee or 
contractor shall not physically take out PII from GSA facilities (including GSA managed programs housed 
at contractor facilities under contract), or access remotely (i.e., from locations other than GSA facilities), 
without written permission from the employee’s supervisor, the data owner, and the IT system Authorizing 
Official.  Approvals shall be filed with the employee’s supervisor.  This applies to electronic media (e.g., 
laptops, Blackberries, USB drives), paper, and any other media (e.g., CDs/DVDs) that may contain PII. 

      d.  CD-ROM and floppy disks will be secured using the same policies and procedures as paper 
documents as proscribed by the Office of the Chief People Officer policies.  

      e.  Mobile devices should be protected in the same manner as a valuable personal item and should 
not be left unattended in public places, automobiles, etc.  
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      f.  Mobile devices that are lost or stolen must be immediately reported to the appropriate ISSO or help 
desk.  Reference Chapter 4, Paragraph 9, and sub-paragraph d for reporting requirements to the OIG.  All 
GSA employees and contractors who gain access to GSA IT resources and information through wireless 
LAN connectivity must follow GSA Order 2100.2A, “GSA Wireless LAN Security.”  

      g.  All mobile devices shall automatically lockout within 15 minutes of inactivity.  The session lock shall 
remain in effect until the user reestablishes access using appropriate identification and authentication.  
Personal devices must be configured to lock the screen after 15 minutes of inactivity. 

      h.  COOP contact lists kept on an electronic device that is password protected (e.g., Blackberry and 
other Government approved Smart Phone devices, laptop, USB drive) do not require written permission 
or encryption.  

      i.  All mobile devices must support a remote wipe capability and be configured to allow remote wiping 
in the event the device is lost or stolen. 

      j.  When possible, mobile devices should allow for  2 Factor Authentication, where one of the factors 
is provided by a device separate from the computer gaining access. 

18. Personally owned mobile devices (smartphones/tablets).  Personally owned smart devices (iDevice - 
primarily iPads and iPhones) may be used with approval from a Regional IT Manager and the GSA CIO.    

      a.  GSA will not provide technical assistance for a personal iDevice. 

      b.  When the employment relationship with GSA and the device owner has ended or if the device is 
lost the device owner must immediately phone the IT Service desk at (866-450-5250) to report the 
situation.   

      c.  The owner of the device covered by the approved agreement must sign the GSA Personnel Device 
Usage Agreement acknowledging that they have read and understand the GSA Mobile Rules of Behavior 
https://sites.google.com/a/gsa.gov/mobileinfo/rules-of-behavior-of-mobile-devices and will abide by those 
rules and all other agency IT policies and procedures including but limited to the personal device policies 
noted in this GSA IT Security Policy. 

      d.  Once  the request has been approved, the Regional IT Manager will e-mail detailed   

Instructions to configure GSA eMail on the personally owned mobile device.   

      e.  The following requirements will apply to all personally own mobile devices configured to function 
on the GSA Network.  

           (1)  GSA will install an IT Security Profile on the device. 

           (2)  GSA will enforce a minimum of 6 character passwords on the entire device. 

           (3)  The maximum grace period for device lockout will be set to 15 minutes. 

           (4)  GSA will remotely wipe the device after 10 invalid password attempts. 

           (5)  The remote wipe command will be issued when the device is lost or stolen. 

           (6)  The device owner will not transfer or install any sensitive or classified information on the 
device.  

           (7) GSA reserves the right to remote wipe devices at anytime. 

           (8) Data protection must be enabled on the device (i.e. encryption). 

           (9) The latest version (e.g. patches) of the iOS operating system must be on the device to connect 
to GSA email and must be updated within 30 days of a new version of iOS being made available. 
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           (10) If users are going to backup data (including any information that is Personally Identifiable 
Information (PII)) on their device, the backup must be encrypted. 

           (11) GSA will not be held liable for any loss of data resulting from a remote wipe. 

19. Peer-to-peer networking and instant messaging.  

      a.  The installation or use of peer-to-peer networking software is prohibited on GSA computers and 
the GSA network. Software that has peer-to-peer file sharing technology built in may be approved by 
OSAISO if the file sharing functionality has been limited or disabled. 

      b.  The installation or use of unauthorized instant messaging (IM) software is prohibited. (i.e., must 
use an approved GSA standard).  

20. Separation of duties (FIPS 199 moderate and high impact systems only).  

      a.  Responsibilities with a security impact must be shared among multiple staff by enforcing the 
concept of separation of duties, which requires that individuals do not have control of the entirety of a 
critical process.  

      b.  Define and implement detailed separation of duties policies for IT systems based on the specific 
processes, roles, permissions, and responsibilities of personnel involved in departmental business 
operations.  

      c.  Every S/SO/R must consider how a separation of duties conflict can arise from shared access to 
applications and systems. Specifically, application programmers and configuration management 
personnel should not generally have concurrent access to the development and production environment. 
Failure to segregate access to source code and production code increase the risk that unauthorized 
modifications to programs may be implemented into production systems, which could introduce 
vulnerabilities and negatively impact the integrity and availability of data generated and stored in the 
system.  

      d.  Document job descriptions and roles to accurately reflect the assigned duties, responsibilities, and 
separation of duties principles. By clearly documenting position responsibilities and functions, employees 
are positioned to better execute their duties in accordance with policy.  

      e.  Establish formal procedures to guide personnel in performing their duties, with identification of 
prohibited actions.  

      f.  Duties shall be segregated among users so that the following functions shall not generally be 
performed by a single individual:  

          (1)  Data entry and verification of data. Any data entry or input process that requires a staff member 
to inspect, review, audit, or test the input to determine that the input meets certain requirements should 
not permit the same individual to both enter and verify the data. The objective is to eliminate self-
certification or verification of data input or entry procedures. Note that this could be an automated or 
manual process and is not limited to financial transactions.  

          (2)  Data entry and its reconciliation to output. Any data entry or input process that requires 
reconciliation or matching of transactions to identify discrepancies should not permit the same individual 
to both enter and reconcile data.  

          (3)  Input of transactions for incompatible processing functions (e.g., input of vendor invoices and 
purchasing and receiving information).  

          (4)  Data entry and supervisory authorization functions (e.g., authorizing a rejected transaction to 
continue processing that exceeds some limit requiring a supervisor’s review and approval).  

      g.  Ensure proper separation of duties for GSA IT system maintenance, management, and 
development processes.  
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      h.  Information systems must enforce separation of duties through assigned access authorizations.  

      i.  Since critical processes can span separate and distinct applications and systems, each Service, 
Staff Office, and Region (S/SO/R) will take a macro view of existing roles to define and establish 
incompatibilities and separation of duties conflicts across an entire business process.  This means 
examining roles that may span multiple IT systems or applications to uncover conflicts that may not be 
immediately apparent (e.g., an individual has permissions to create and/or modify vendor data in a 
General Ledger system and the ability to create invoices and purchase orders in an Accounts Payable 
system).  

      j.  Every S/SO/R must establish physical and logical access controls to enforce separation of duties 
policy and alignment with organizational and individual job responsibilities.  

      k.  Conduct annual assessments to review the effectiveness of control techniques, with an emphasis 
on activities that cannot be controlled through logical, physical, or compensating controls.  The reviews 
determine whether in-place control techniques are maintaining risks within acceptable levels (e.g., 
periodic risk assessments).  

      l.  Review access authorization listings to determine whether they remain appropriate at least 
annually.  

      m.  Conduct annual reviews of staff training records to ensure annual Privacy Act, Security Training, 
and application specific training was completed for all users.  The records shall be forwarded to 
application ISSO/System Owners as part of the annual recertification efforts.  

21. Least privilege.  

      a.  Information systems must operate in such a way that they run with the least amount of system 
privilege needed to perform a specific function and that system access is granted on a need to know 
basis.  

      b.  Privileged rights including but not limited to “administrator,” “root,” and “power user’ shall be 
restricted to authorized employees and contractors as approved by the AO.  

      c.  Information systems must be configured to the most restrictive mode consistent with operational 
requirements and in accordance with appropriate procedural guides from NIST and/or GSA to the 
greatest extent possible.  Implemented configuration settings should be documented and enforced in all 
subsystems of the information system.  

22. Remote access/end point security.  

      a.  All desktop or laptop computers, including personal devices, connecting remotely to GSA must 
have anti-virus software running with the latest signature files, a firewall installed and running, and all 
security patches installed.  Failure to have current security signatures or patches may result in loss of 
access to the GSA network or data. 

      b.  All computers accessing GSA through a GSA Secure Sockets Layer (SSL) or Internet Protocol 
Security (IPsec) Virtual Private Network (VPN) must allow an endpoint device that checks for the 
presence of a client firewall, up to date virus protection software and up to date patches.  The endpoint 
device must also verify the absence of malicious software (e.g., Trojans, worms, malware, spyware, etc) 
on the client machine. Machines that fail this scan will not be allowed access to the GSA network or any 
GSA IT resources.  

      c.  Only GSA GFE that is determined to be properly secured (based on the scans noted above) will be 
allowed unrestricted remote access to the GSA network.  

      d.  Personal computers and/or contractor computers will only be allowed access to the Citrix Netscape 
and will not have the ability to map local drives (contingent on passing the security scans noted in 
paragraph b).  No PII or other data deemed sensitive by the data owner shall be stored on non-GFE.  
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      e.  In special cases for remote administration and maintenance tasks, contractors will be allowed 
restricted IPSEC access to specific GSA IP addresses (contingent on passing the security scans noted in 
paragraph b).  

23. Personally identifiable information (PII).  The following security requirements apply to the protection of 
PII.  

      a.  If it is a business requirement to store PII on GSA user workstations or mobile devices including, 
but not limited to notebook computers, USB drives, CD-ROMs/DVDs, personal digital assistants and 
Blackberries, PII must be encrypted using a FIPS 140-2 certified encryption module.  An employee or 
contractor shall not physically take PII from GSA facilities (including GSA managed programs housed at 
contractor facilities under contract), or access remotely (i.e., from locations other than GSA facilities), 
without written permission from the employee’s supervisor, the data owner, and the IT system Authorizing 
Official.  Approvals shall be filed with the employee’s supervisor.  This applies to electronic media (e.g., 
laptops, Blackberries, USB drives), paper, and any other media (e.g., CDs/DVDs) that may contain PII.   

      b.  PII shall be stored on network drives and/or in application databases with proper access controls 
(i.e., User ID/password) and shall be made available only to those individuals with a valid need to know.  

      c.  Log all computer-readable data extracts from databases holding PII and verify each extract 
including PII has been erased within 90 days or its use is still required.  

      d.  Creation of computer-readable data extracts that include PII shall be maintained in an official log 
including creator, date, type of information, and user.  

      e.  If PII needs to be transmitted over the Internet, it must be sent using encryption methods defined in 
Chapter 5, Paragraph 7 of this IT security policy.  

      f.  All incidents involving data breaches which could result in identify theft must be coordinated 
through the OSAISO and the GSA Management Incident Response Team (MIRT) using the GSA breach 
notification plan per OMB Memorandum M-07-16, “Safeguarding Against and Responding to the Breach 
of Personally Identifiable Information.”  The OSAISO will promptly notify the GSA Office of Inspector 
General of any such incident. Refer also to GSA CIO IT 01-02 Incident Response Guide. 

      g.  GSA managed computers that collect and store PII must adhere to all PII requirements.  

      h.  If PII needs to be emailed within the GSA network, the minimum available encryption is required. If 
PII needs to be emailed outside the GSA network encryption is required.  Instructions can be found on the 
privacy web page in the section "Documents for Download."   Your email will be blocked if Social Security 
Numbers are sent unencrypted.   

      i.  If PII needs to be sent by courier, printed, or faxed several steps should be taken.  When sending 
PII by courier mark "signature required" when sending documents.  This creates a paper trail in the event 
items are misplaced or lost.  Don't let PII documents sit on a printer where unauthorized employees or 
contractors can have access to the information.  When faxing information use a secure fax line.  If one is 
not available, contact the office prior to faxing, so they know information is coming, and contact them after 
transmission to ensure they received it.  For each event the best course of action is limit access of PII 
only to those individuals authorized to handle it, create a paper trail, and verify information reached its 
destination.  

      j.  Comply with privacy training requirements for employees and contractors (internal and external).   

      k.  Ensure employees and contractors have the proper background investigation before accessing PII. 

24. Guest wireless access. 

      a.  A GSA Guest Wireless Network has been established in the Regional and Central Office Buildings 
to allow non-Government Furnished Equipment (GFE) access only to the Internet and GSA resources 
that are available to the general public (www.gsa.gov).  It is intended to be a service for customers of the 
agency, as well as vendors performing official business on site. 
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           (1)  Guest wireless accounts are not ENT accounts,  

           (2)  The User ID will change weekly  

            (3)  The Password must be acquired by contacting the IT Service Desk to obtain the link with the 
password information. 

           (4)  The password will change weekly. 

           (5)  Guest wireless traffic will be subject to the same content filtering as traffic on the production 
network. 

      b.  All non-GFE/workstations connected to the GSA Network shall only be allowed access to the 
Internet (example; .guest network only, no access allowed to the GSA resources). 

25. International travel policy for portable electronic devices 

The widespread use of Portable Electronic Devices (PED) as stand-alone, networks and remote access 
devices present special security concerns. not limited to, laptops, cell phones, thumb drives, BlackBerry® 
devices, Personal Data Assistants (PDA), tablets, and pagers.  Vulnerabilities of these devices while on 
international travel warrant specific controls to protect the GSA network.   

a. Individuals with a TS/SCI clearance must contact OERR prior to any international travel.   

b. OERR will provide direction on foreign contact, security precautions, mobile devices, etc. 
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CHAPTER 5.  POLICY ON TECHNICAL CONTROLS  
 

This chapter provides the basic technical control security policy statements for GSA systems.  Technical 
Controls provide specific guidance on security controls and technical procedures used to protect GSA IT 
resources.  The policy statements are derived primarily from OMB Circular A-130 and are integral to an 
effective IT security program.  The manner in which these controls are implemented depends on the risks, 
sensitivity, and criticality associated with the specific systems and data involved.  In some cases, basic 
security policy controls may need to be modified or supplemented in order to address application-specific 
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or system-specific requirements.  The following paragraphs provide specific policy on controls for 
identification and authentication, access control, auditing, and others.  

1.  Identification and authentication.  All GSA systems must incorporate proper user identification and 
authentication methodology.  

     a.  Authentication schemes using one or more types of identity credentials (e.g. passwords, SAML 2.0 
biometrics, tokens, smart cards, one time passwords) may be employed as approved by the Authorizing 
Official and in accordance with the security requirements in the subparagraphs of this paragraph. 

     b.  An authentication scheme using passwords as a credential must implement the following security 
requirements:   

          (1)  Passwords must contain a minimum of sixteen (16) characters but do not have to contain a 
combination of letters, numbers, and special characters.  (except for mobile devices. Refer to chapter 

5.b(4) below).  Accounts used to access Federal Desktop Core Configuration (USGB) compliant 
workstations (i.e., Windows XP and Windows Vista) must have twelve (12) character passwords.  

          (2)  Information systems must be designed to require passwords to be changed every 90 days. 
Accounts used to access USGB compliant workstations must change their passwords every 60 days.  For 
those systems that employ two factor authentication the password change requirement can be different 
(or eliminated) with approval from the SAISO.  

          (3)  Information systems must automatically lockout users after not more than ten (10) failed access 
attempts during a 30 minute time period.  Accounts must remain locked for a minimum of 30 minutes for 
the next login prompt.  

          (4)  Passwords for Blackberry devices must be a minimum of 4 characters, but do not have to be a 
combination of letters, numbers, and special characters. Passwords for all other mobile devices such as 
GSA approved smart phones, iPads, and tablets must be a minimum of 6 characters but do not have to 
be a combination of letters, numbers, and special characters. The six character password requirement 
also applies to personal mobile devices accessing GSA data or systems.  

          (5)  Passwords must not be stored in forms (i.e. Windows dialog boxes, web forms, etc). 

          (6) All default passwords on network devices, databases, operating systems, etc. must be 
changed. 

          (7) Other than default or one time use passwords, passwords must never be sent via email, regular 
mail, or interoffice mail. 

          (8) User IDs and passwords must never be distributed together (i.e. same e-mail, regular mail, 
interoffice mail, etc.). 

          (9) Users must be authenticated before resetting or distributing a password. 

     c.  Systems with an authentication assurance level of 2 or above, used by federal employees or 
contractors must accept federal Personal Identity Verification (PIV) cards and verify them in accordance 
with guidance in OMB M-11-33. 

     d.  Systems with users who are agency business partners or the general public, and who register or 
log into the system, must accept credentials issued by identity providers who have been certified by 
federally approved Trust Framework Providers.   

     e.  Authentication methods for applications and systems may use the authentication mechanisms 
provided by the general support system if deemed appropriate by the Authorizing Official.  

     f.  E-commerce and publicly accessible systems must incorporate identification and authentication 
mechanisms commensurate with their security risks and business needs and may differ from the security 
requirements set forth by this policy.  In such cases the identification and authentication mechanisms 
must be approved by the AO in writing and concurred by the OSAISO.  
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     g.  One time use passwords must expire in 24 hours. 

     h.  User IDs and passwords must never be distributed together (e.g., same e-mail, regular mail, 
interoffice mail, etc.).  

     i..  Users must be authenticated before resetting or distributing a password.  

     j..  User IDs shall be unique to each authorized user.  

     k.  All GSA workstation and mobile devices shall initiate a session lock after 15 minutes of inactivity.  
The session lock shall remain in effect until the user reestablishes access using appropriate identification 
and authentication.  

     l.  FIPS 199 Moderate and High impact systems shall automatically terminate temporary and 
emergency accounts after no more than 90 days.  

     m.  FIPS 199 Moderate and High impact systems shall automatically disable inactive accounts after 90 
days.  

n.  FIPS 199 Moderate and High impact systems shall automatically terminate a remote access 
connection and Internet accessible application session after 30 minutes of inactivity; 30-60 minutes for 
non-interactive users, long running batch jobs and other operations are not subject to this time limit.  
Static web sites are not subject to this requirement.  

     o..  Web sites (internal and public) with logon functions, must implement TLS encryption with a FIPS 
140-2 validated encryption module.  

2.  Logical access controls.  

     a.  All GSA systems must implement logical access controls to authorize or restrict the activities of 
users and system personnel to authorized transactions and functions.  

     b.  Public users must be restricted to using designated public services.  

     c.  Information system accounts must be managed for all systems, including establishing, activating, 
modifying, reviewing, disabling, and removing accounts.  Reviews and validations of system users’ and 
staff users’ accounts shall be completed annually to ensure the continued need for system access.  

     d.  Information systems must enforce the most restrictive set of rights/privileges or accesses needed 
by users (or processes acting on behalf of users) for the performance of specified tasks.  

3.  Audit records.  

     a.  Security-activity auditing capabilities must be employed on all GSA information systems using GSA 
CIO IT Security 01-08, “Auditing & Monitoring Guide” and NIST SP 800-37 as guides.  

     b.  Audit records must be regularly reviewed/analyzed for indications of inappropriate or unusual 
activity. Suspicious activity or suspected violations must be investigated.  Any findings must be reported 
to appropriate officials in accordance with CIO Procedural Guide 01-02, “Incident Response.”  

     c.  Intrusion detection systems must be implemented as deemed appropriate by the Authorizing 
Official.  

     d.  Information systems must alert appropriate organizational officials in the event of an audit 
processing failure and take one of the following additional actions: shut down information system, 
overwrite oldest audit records, or stop generating audit records.  

     e.  Information systems must produce audit records that contain sufficient information to establish what 
events occurred, the sources of the events, and the outcomes of the events.  

     f.  Audit log data must be archived for a period of not less than 180 days.  
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4.  Warning banners. All internal GSA IT systems must display an approved warning banner to all users 
attempting to access GSA’s computer systems.  The warning banner must read as follows:  

******************************************** WARNING*******************************************  

This is a U.S. General Services Administration Federal Government computer system that is "FOR 
OFFICIAL USE ONLY." This system is subject to monitoring. Therefore, no expectation of privacy is to be 
assumed. Individuals found performing unauthorized activities are subject to disciplinary action including 
criminal prosecution.  

For publicly accessible sites (i.e., open to the Internet) the sentence “Therefore, no expectation of privacy 
is to be assumed” shall be removed.  

5.  Remote access.  Access to the GSA domain must be restricted to secure methods using approved 
identification and authentication methods that provide detection of intrusion attempts and protection 
against unauthorized access.  

     a.  Individuals other than GSA employees and contractor personnel are not allowed to use GSA 
furnished computers, GSA VPN connection, or a GSA provided or funded internet connection.  

     b.  Users must not connect to other computers or networks via modem while simultaneously 
connected to the GSA network (i.e., no dialing outbound to your Internet Service Provider or allowing 
inbound calls to your computer while at the same time being connected to GSA’s network).  However, 
accessing GSA’s network via the GSA-provided VPN software is allowed.  

     c.  When using the OCIO IPsec VPN, users must connect using only IP and must have the client 
firewall bound to all network adapters.  

     d..  Allow remote access only with two-factor authentication where one of the factors is provided by a 
device separate from the computer gaining access.  All remote access connections shall automatically 
terminate within 30 minutes of inactivity.  

6.  Vulnerability testing.  

     a.  GSA CIO, Service/Staff Offices, or Regions shall conduct vulnerability scanning of operating 
systems, information systems, databases, and web applications at least quarterly or when significant new 

vulnerabilities potentially affecting the system are identified and reported. All critical and high 
vulnerabilities  identified must be mitigated within 30 days and all moderate vulnerabilities mitigated 
within 90 days in accordance with GSA CIO-IT Security Procedural Guide Managing Enterprise Risk 06-
30 guide. 

     b.  Independent vulnerability testing including penetration testing and system or port scanning 
conducted by a third party such as the GAO and other external organizations must be specifically 
authorized by the Authorizing Official and supervised by the ISSM.  

     c.  GSA S/SO/Rs shall scan for unauthorized wireless access points quarterly and take appropriate 
action if such an access point is discovered.  

7.  Encryption.  

     a.  All passwords must be encrypted in storage.  

     b.  All sensitive information, such as PII, as deemed by the data owner, which is transmitted outside 
the GSA firewall, must be encrypted.  Certified encryption modules must be used in accordance with FIPS 
PUB 140-2, “Security requirements for Cryptographic Modules.”    Your email will be blocked if Social 
Security Numbers are sent unencrypted. 

     c.  When using password generated encryption keys, a password of at least 8 characters with a 
combination of letters, numbers, and special characters is required. A password of at least 12 characters 
is recommended.  
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     d.  Systems implementing encryption must follow the key management procedures and processes 
documented in CIO IT Security Procedural guide 09-43, “Key Management.”  

8.  New technologies.  All new technology developments, designs, and implementations shall use industry 
best practices, government guidelines, and government audit findings as they become available. 
Examples of new technologies include Internet Protocol v6 (IPv6) and Voice over IP (VoIP).  VoIP must 
use NIST SP 800-58 “Security considerations for Voice over IP Systems” as a guide.  

9.  Malicious code protection.  All information systems must implement and enforce a malicious code 
protection program designed to minimize the risk of introducing malicious code (e.g., viruses, worms, 
spyware, Trojan horses) into agency systems and networks.  

10. Patch management.  

System administration and patch implementation must be restricted to authorized personnel.  

11. Web site privacy policy statement.  Every Federal web site (internal and public) must include a privacy 
policy statement, even if the site does not collect any information that results in creating a Privacy Act 
record.  Reference OMB Memorandum M-99-18, “Privacy Policies on Federal Web Sites,”; for guidance 
and model language on privacy statements.  

12. Account management.  

      a.  Request and approval routing in support of account management processes must assure:  

           (1)  All access requests require at least one supervisor approval.  Access requests submitted 
directly from a user must not be accepted, regardless of position;  

           (2)  Users complete and send access requests to their supervisor or Contracting Officer 
Representative (COR), not directly to the Data or System Owner;  

           (3)  Access requests may be aggregated and managed by designated coordinators for efficiency;  

           (4)  Access requests are routed to the data or system owner by a user’s supervisor, COR, ISSO, 
ISSM, director, or designated regional coordinator.  

      b.  Authorizations supporting the account management processes must assure:  

           (1)  Supervisors are responsible for coordinating and arranging system access requests for all new 
or transferring employees and for verifying an individual’s need-to-know.  

           (2)  Data Owners/System Owners, with assistance from the designated ISSO, ensure system 
access is restricted to authorized users that have completed required background investigations, are 
familiar with internal security practices, and have completed requisite training programs, such as the 
annual Privacy Act training curriculum. System access authorizations must enforce job function 
alignment, separation of duties, and be based on the principle of need-to-know.  

      c.  Establishment and activations supporting the account management processes must assure:  

           (1)  Data or System owner grants access to the information system based on a valid need-to-
know/need-to-share that is determined during the account authorization process and the intended system 
usage.  

           (2)  The delegation of user roles or permissions for applications, in particular those containing 
Personally Identifiable Information (PII) and/or sensitive financial data, must be compliant with the 
principles of least privilege, separation of duties, and need-to-know.  

           (3)  Accounts are created only upon receipt of valid access requests conforming to the GSA 
access request protocol.  

      d.  Update and modification of user accounts supporting account management processes must 
ensure:  
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           (1)  Supervisors are responsible for coordinating and arranging system access modifications for 
personnel.  

           (2)  Users complete and send account update requests directly to his or her supervisor or COR, 
not directly to the Data or System Owner.  

           (3)  Update requests are aggregated and managed by designated regional coordinators for 
efficiency.  

           (4)  Update requests are routed to the data or system owner by a user’s supervisor, COR, director, 
or designated regional coordinator.  

      e.  Disabling and removal of user accounts supporting account management processes must ensure:  

           (1)  Supervisors are responsible for coordinating and arranging system access termination for all 
departing or resigning personnel.  

           (2)  Account removal is initiated by a user’s supervisor, COR, or through the issuance of the 
monthly Senior Agency Information Security Officer (SAISO) separation list.  

           (3)  Removal requests may be aggregated and managed by designated regional coordinators for 
efficiency.  

           (4)  Termination and transfer procedures must be incorporated into the authorization process for all 
information systems.  

      f.  User authorizations must be verified annually for all information systems.  

      g.  User account privileges must be reviewed across the appropriate Service, Staff Office, and Region 
application portfolio to assess incompatible and non-compliant role assignments (e.g., review of user 
access assignments across multiple significant systems that share data or pass transactions to identify 
conflicts with separation of duties policy).  

      h.  On a regular basis, Data and System Owners must inspect user access entitlements as needed to 
detect the following conditions that warrant termination, revocation, or suspension of account access:  

           (1)  Orphaned Accounts.  An orphaned account is defined as a user account that has 
demonstrated, or is expected to demonstrate, an extensive period of idle time consistent with account 
abandonment.  

                 (a)  Federal Information Processing Standards (FIPS) 199 Moderate and High impact systems 
shall automatically disable inactive accounts after 90 days and shall automatically terminate temporary 
and emergency accounts after no more than 90 days;  

                 (b)  Upon issuance of the SAISO monthly separation reports, Data and System Owners must 
verify within 30 days that separated personnel no longer maintain access to GSA IT systems or 
resources.  

           (2)  Role Conflicts.  Any accesses or permissions that clearly violate established separation of 
duties policies must be coordinated with the designated S/SO/R ISSO to correct or resolve conflicting role 
assignments.  

           (3)  Shared Accounts.  Shared user accounts violate the principles of separation of duties and non-
repudiation, and must be detected and suspended when discovered.  

           (4)  Suspension or Revocation of GSA email accounts.  Systems that require users to maintain an 
active email account must suspend or revoke access for users whose email credentials are no longer 
valid.  

13. Trusted internet connection (TIC).  



Page 41 of 41 

 
 
 
 

      a.  All network devices that are either owned, managed, maintain a connection to a GSA facility, 
and/or handle GSA data shall be strategically positioned behind a GSA firewall to provide 
analysis/correlation, management structure, and minimize threats presented by external attacks.  TIC will 
allow GSA to provide the following security functions for any devices connected to GSA networks:  

           (1)  Monitoring, incident response, vulnerability assessment, vulnerability management, incident 
reporting, engineering support, and the enforcement of the agency’s specific security policy at the hosted 
facility.  

           (2)  Trained, qualified, and cleared staff to; support security functions 24x7.  

           (3)  Limited inbound and outbound connections so that only necessary services are allowed.  

           (4)  Centralized, secured, and unified management of security events in order to protect the 
integrity of the US Government data and its infrastructure.   

14. Bluetooth keyboards, mice and headsets 

      a.  Bluetooth is approved for use with keyboards, mice and headsets on GSA government furnished  
equipment.  The following restrictions apply: 

           (1)  Devices must use the Bluetooth Protocol version 1.2 or later. If the device was manufactured 
2005 or later, the version must be confirmed by consulting the device specifications. 

     (2)  If a password/PIN must be chosen for device pairing the user should use a combination of 
letters and numbers when possible.  A four digit pin should not be used unless this has been hardcoded 
by the manufacturer. Users should also use a different pass code/PIN for each pairing. 

b.  The computer/device should not be discoverable except as needed for pairing. Discoverable mode 
(also known as "visible mode" or "pairing mode") is the mode that allows the pairing of two Bluetooth 
devices. Uses must ensure discoverable mode is disabled after pairing is completed.  

c.  Bluetooth capabilities must be disabled when they are not in use.  

     (1)  Two devices should not remain connected for more than 23 hours at a time, since the 
encryption keys can repeat after this.  

     (2)  Encryption should always be enabled for Bluetooth connections. (eg. "Security Mode 1" does 
not enable encryption and therefore should never be used.) 
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Track 5 : Business System Portfolios 

1.0 Summary 

This document defines a target state for the Global Supply and Services and  Travel, 

Motor Vehicle and Card Services business system portfolios to describe the following: 

 

○ What are our products and services? 

○ Who are our customers? 

○ How do we engage with our business line customers? 

 

 

The concepts described in this section will be used to develop a transition roadmap to 

move GSA from its current operating approach to the future operating model. 

 

 

2.0 List of participating organizations  

Service and Staff 

Office 

Participant 

FAS  

OCIO  

Other Staff Offices  

 

* Indicates the subtrack lead. 

 

 

3.0 Scope 

The Supply and Transportation portfolio track is one of five strategic business capability 

portfolios. This track identifies key functions and applications that supports the entire 

supply chain management, travel, transportation and card management.  Interviews will 

be conducted with the application teams supporting these functions to gather the 

strengths, weaknesses and gaps.  The team will determine current delivery service 

model and along with the leadership team determine the best approach to improve 

efficiencies, deliver solutions in a rapid development environment in a cost effective way 

to support the future to be state of the GSA CIO to-be environment.   
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The customers that use these business systems applications are internal to GSA, other 

government agencies, state agencies, vendors and private citizens. 

 

 

Term Definition 

Supplier 

Management 

Internal tools for GSA staff to use to manage our suppliers 

Vendor 
Management 

External tools for the vendors to use 

 

 

Subfunctions 

The table below describe the functions that make up this subtrack: 

Supply Chain Management: Manages the procurement, storage, inventory management 

order management and shipping of commodities. 

 

Transportation Management:  Includes vehicle acquisition, fleet management, travel and 

transportation services and transportation auditing. 

 

Card Services: Management and reporting of government wide credit card data. 

 

SubFunction Definition Exa

mple

s of 

Appli

catio

ns or 

Tool

s 

supp

ortin

g the 

subf

uncti

on 

Customer Order 

Management 

Receive, process, and fulfill customer 

requests for products and services 

including Requisition and Direct 

Fulfillment. 

● C

S

C

-
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C

u

s
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o
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e

r

 

S

u

p
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l

y

 

C

e
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t

e
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S

y
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e
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● F

S

S

-

1

9

 

-

F

e

d

e

r
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l 

S
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p

p
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l

y

 

S

e

r

v
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e
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S
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A

d

v
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S
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S
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t
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S

y

s

t

e

m
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Deliveries/Transp
ortation 
Management 

Manage the movement of product ● W

M

S

-

C
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m
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I

n

t

e

g

r

a

t

o

r

* 

Inventory 
Management 

Manage, control and distribute 

products within current inventory.  

Recommends and facilitates the 

replenishments of inventory. 
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D

A
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M
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l
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P
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p
l
y
 
C
e
n
t
e
r 

Property 
Disposition 
Management 

Manage the accountable disposal of 
obsolete or surplus property. 

● G
S
A
X
c
e
s
s
/
A
A
M
E
S 

● S
a
s
y
/
G
S
A
A
u
c
t
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o
n
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● G
o
v
S
a
l
e
s 

Returns 
Management 

Establish and monitor the repair, 
replacement, and crediting of 
customers for damaged or 
unsatisfactory goods or services. 

● C
S
C
-
C
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Stores 
Management 

Manage the supply and sales of items 
at GSA stores including activities to 
support virtual storefronts and 
catalogs. 

● C

S

C

-

C

u
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Supplier Define performance requirements for ● F
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Management suppliers, then evaluate suppliers 
based upon those requirements, taking 
actions where necessary. 
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e
r
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y
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Catalog 
Management 

Management and classification of 
product offerings 

● P
I
C
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-
 
P
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F
e
d
e
r
a
l 
S
u
p
p
l
y
 
S
e
r
v
i
c
e
 
1
9 

Vendor 
Relationship 
Management 

Provides support mechanisms and 
tools for commercial vendors , 
assistance, sales reporting and report 
cards 

● V
S
C
 
-
 
V
e
n
d
o
r
 
S
u
p
p
o
r
t
 
C
e
n
t
e
r 

● 7
2
A 
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● C
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S
N
 
-
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V
e
n
d
o
r
 
S
u
p
p
l
i
e
r
 
N
e
t
w
o
r
k
* 

Vehicle Fleet 
Management 

Manage the GSA Fleet, which provides 
leased vehicles, maintenance, and 
repair services. 

● F

M

S

-

F
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Vehicle 
Acquisition 

Manage the purchase of federal 
agency vehicles. 
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O
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S
-
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o
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Transportation 
Auditing  

Audits all transportation bills ● T
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e

m 

Travel 
Management 

Provide shared, government wide 
solutions to enable customers to 
manage their travel. 
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e 

● E
2 
E
l
e
c
tr
o
n
ic 
G
o
v
e
r
n
m
e
n
t 
T
r
a
v
e
l* 

Transportation 

Order 

Management 

 

Provides customers with competitive 
rates, industry expertise, and proper 
management and control of 
transportation services. 

● T
M
S
S
 
-
 
T
r
a
n
s
p
o
r
t
a
t
i
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M
a
n
a
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e
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P
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S
S
I
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D
D
S
2
 
-
 
F
e
d
e
r
a
l
 
S
t
r
a
t
e
g
i
c
 
S
o
u
r
c
i
n
g
 
I
n
i
t
i
a
t
i
v
e
 
D
o
m
e
s
t
i
c
 



 

32 

D
e
l
i
v
e
r
y
 
S
e
r
v
i
c
e
s 

Card Services Oversight and management of the 
Smartpay credit card program 

● S
m
a
r
t
p
a
y 

 

* Denotes applications that are managed within the business lines. 

4.0 Current State: 

The Supply, Transportation and Card Services Portfolio applications support the Federal 

Acquisition Service (FAS) business lines except for E2 Travel.  The majority these applications 

are mature complex legacy applications built to support the business needs.  These applications 

support not only the business lines but other Federal agencies, State and local agencies, 

vendors and the general public. 

 

There are many applications that integrate not only within the Supply, Transportation and Card 

Services portfolio but also with the Acquisition portfolio.  These integrations allow us to share 

data among the applications thru web services and data files. 

 

Most transportation applications are niche markets and there is not duplication of functionality 

that resides in those applications.  For example, auditing of all transportation bills and the 

movement of freight and household goods is not done by any other services or function.  

 

There is duplication of functionality within some of the supply applications.  Global Supply and 

Services(GSS) is procuring a Order Management System that will eliminate some of the 

duplication.   
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There are currently 4 COTS packages in this portfolio.  The JDA/Manugistics which is used for 
forecasting and replenishment of demand for stock items that is used by Global Supply.  The 
application is flexible and reliable but all of the features are not being utilized.  There is a lack of 
business line advocate for the product to enhance the features.  The WMS highjump application 
is also a COTS product.  It has been modified to meet the needs of the Sharpe depot which 
makes it difficult to upgrade to new versions of the product.   E2 Travel is a COTS package , 
however, there was a new contract awarded and the product will be migrating to a new solution 
in June 2013.  The last COTS package is the Transport Integrator (TPI) solution that was just 
implemented to handle the freight part of Transportation Management Solutions Services 
(TMSS) application using a SaaS model. 
 
Most applications have scheduled change control boards with the customer to discuss the 
current projects, priorities, schedules and future initiatives.   
 
There is little or no documentation for most of the applications.   
 

4.1 Portfolio Customers  

 

Applications/Tools Description GSA Internal 

Customers /Users 

External 
Customer 

72A Tool for vendors to report sales 
and collection Industrial Funding 
Fee 

Office of Acquisition 

Management, Office 

of General Supplies 

and Services, 

Integrated 

Technology Service  

Multiple 
Award 
Schedule 
(MAS) 
Vendors 

GSAAdvantage Shopping Cart Module that supports customer 
order management / check-out 

Office of Acquisition 

Management, Office 

of General Supplies 

and Services, 

Integrated 

Technology Service  

Federal 
Agencies; 
State and 
Local 
Agencies; 
Organization
s allowed to 
buy off of 
schedule 
contracts 
(e.g., Red 
Cross, 
Educational 
Institutions, 
etc.) 

City Pairs to include   Airfare, 

CpAwards,Search, FARMS-Federal 

Agency Management System and 

Offer   Preparation Site 

Determines airfare between 
established contract airfare 
prices for different cities 

Office of Travel, 

Motor Vehicle, and 

Card Services 

Federal and 
State 
Agencies 
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CPES - Comprehensive Professional 

Energy Services 

Contract Administration tool that 
allows for task order reporting 
for CPES BPAs 

Office of General 

Supply and Services 

Vendors that 
hold CPES 
BPA 

CPSA - Centralized Procurement 

Sourcing Application 

System to capture store 
replenishment requisitions for 
non-stock items 

Office of General 

Supply and Services 

- Supply Stores 

N/A 

CSC - Customer Supply Center Supports all functions related to 
Global Supply Stores 

Office of General 

Supply and Services 

- Supply Stores 

N/A 

E2 Travel* End to end travel solution for 
travel 

Office of 
Administrative 
Services  
Travel Policy & 
Charge Card 
Program 

Federal 
Agencies 

EDMS - Enhanced Data 
Management System* 

Market Basket pricing analysis 
tool for vendors bidding on 
various General Supply and 
Services commodity BPAs 

Office of General 
Supply and Services 

N/A 

FMS-Fleet Management 
  System 

Manages the leasing of fleet 
vehicles 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal and 
State 
Agencies 

FSS-19 -Federal Supply Service 19 FSS-19 is an end-to-end order 
processing system, performing 
all major phases of the order 
process.   

Office of General 
Supply and Services 

Federal and 
State 
Agencies 

FSSI DDS2 - Federal Strategic 
Sourcing Initiative 
  Domestic Delivery Services 

Data Warehouse to report on all 
spend for the FSSI DDS2 
contract 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal 
Agencies 

Geco - GSA Enhanced Checkout* System to support all functions 
within the brick and mortar store 

Office of General 
Supply and Services 

Federal 
Agencies 

GovSales GovSales is a consolidated, 
citizen friendly website that 
makes it easy for the public to 
find government assets for sale 

Office of General 
Supply and Services 

General 
Public 

GSAXcess/AAMES Handles all federal personal 
property for utilization and 
donation 

Office of General 
Supply and Services 

Federal and 
State 
Agencies 

JDA - Manugistics COTS software package for 
forecasting and replenishment 
of demand for stock items 

Office of General 
Supply and Services 

N/A 

PICS - Product   Information Catalog Catalog system for all the items Office of General Federal 
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System offered by Global Supply Supply and Services Agencies; 
Others upon 
request 

ROADS-Requisitioning,  Ordering 
and Documentation 
System/AutoChoice 

Handles the procurement of 
vehicles for the federal 
government 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal and 
State 
agencies 

Sasy/GSAAuctions The SASy application supports 
FAS property disposal functions 
nationwide in all GSA regions. 

Office of General 
Supply and Services 

Federal 
Agencies 

Smartpay Portal to show reporting of all 
credit card spend across the 
federal government 

Office of Travel, 
Motor Vehicle, and 
Card Services 

N/A 

TASS-Transportation Audits Services 
Solutions/ARTS - Accounts 
Receivable Tracking System 

Handles all the auditing of all 
transportation bills across the 
federal government 

Office of Travel, 
Motor Vehicle, and 
Card Services 

N/A 

TMSS - Transportation Management 
Services Solutions 

Manages the household goods 
transportation needs of federal 
agencies, and also collects the 
rates from transportation 
carriers 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal 
Agencies 

TPI - TransPort Integrator* Manages the freight 
transportation needs of the 
federal government 

Office of Travel, 
Motor Vehicle, and 
Card Services 

Federal 
Agencies 

VISS - Virtual Information Service 
System 

Discrepancy handling system 
for customer orders 

Global Supply and 
Services 

N/A 

VSC - Vendor Support 
  Center 

Website for one-stop 
information for GSA vendors 

Office of General 
Supply and Services 
; Office of Acquisition 
Management; Office 
of Customer 
Accounts and 
Research 

All GSA 
Vendors 

VSN - Vendor Supplier Network* External system - designed to 
provide a means for GSA 
vendors to receive orders and 
provide status and invoicing 
back to GSA 

Office of General 
Supply and Services 

GSA 
Vendors 

WMS-Commercial Warehouse 
  Management Systems to include 
Highjump and Phoenix 

Systems within the depots that 
manages the pick, pack and 
ship functionality 

Office of General 
Supply and Services 

N/A 

 

4.2 Technology/Platform/Offerings 
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Platforms:  Unisys MainframeJboss Application Server/ Apache Web Server, Drupal, Liferay, Salesforce, 

Solaris 

 

Languages:  ALGOL, Bourne Shell, C,  C++, C#, Cobol74 and 85, ColdFusion, C Shell, CSS, CSS3, 

DASDL, DCALGOL, Delphi, DMALGOL, DOS Batch, Groovy/Grails, HTML, HTML5, Solaris Batch, Java, 

Javascript, JDBC, JSON, JSP, Korn Shell, Perl, PL/SQL. Powerbuilder, Spring, MVC, SQL, Struts, 

URSA/DARGAL, WFL 

 

Operating Systems:  Linux, Microsoft Windows 2003 and 2008 Server, Microsoft SQL Server, Solaris, 

Unisys MCP,Unix, Windows 

 

Databases:  DMSII, MySQL, Oracle, Sybase ASE, Sybase IQ, MySQL 

 

Tools and Technologies:  ADOBE  Designer, Adobe Acrobat Professional, Adobe Photoshop, Advantage 

Architect, Advantage Fullfillment Optimizer, Apache, ASC X12 , Asguard, Autonomy Search, Business 

Objects Enterprise Suite, Cavaj, Coffee Cup Visual HTML, CoreFTP, Crystal Reports, DARGAL, 

DBATools, Documentum Suite, Dreamweaver(including Fireworks and Flash), Drupal, Eclipse, EditPad, 

EditPlus, Embarco Rapid SQL, ePortal Developer, eSOA, ExamDiff, Gentran Integration Suite , 

GhostScript, GNUWin32 DiffUtils, HighJump Software suite, HiSoftware AccVerify, HJVisualDebug, 

Homesite, HP Fortify, HP Application Life Cycle Management (ALM), HP Loadrunner, HP Quality Center, 

HP Functional testing with QuckTest Pro, HP Performance Center, Ibatis framework, Infoconnect, Jaws 

Screen Reader, Jamonm, JBoss, JBoss Developer Studio, JBOSS Enterprise Server, JBoss JMS , JDBC, 

Jmeter, JReport (including Designer and Server), Junit, Knowledge Tree, LDAP, Loftware Label Manager, 

Lewandowski Method (for Demand Forecasting), MCP Logon Agent, MGSWEB, Microsoft IIS, Microsoft 

ODBC, MS Silverlight, Microsoft Visual C+,  MS Visual Studio, MyEclipse, My SQL Query Browser, MVC 

framework (Struts 2), Netbeans, Open/A Server, OpenSSH client, OpenSSH server , OpenSSL, 

OpenSwitch, Oracle thin client, PDF417 Encoder for Windows, PentaHo Data Integrator, Photoshop, 

Powerbuilder, PowerDesigner, Programmer's File Editor , Programmer's Workbench, Putty, Rational 

Suite, Rational Software Architect, Rational Requisite Pro, Rightfax , Remedy, RoboHelp, SecureFX, 

Serena PVCS Version Manager, SDF, Serena Tracker, Serena Business Manager, SFTP, 

Siteline/Viewpoint, SnagIT 

, SOAPUI, SQL Advantage server, SQL Native Client, Squirrel SQL Client, SSH Secure Shell, SQL*Net, 

Struts framework, SSO, STunnel, Subversion, Sunbelt Kerio Personal Firewall, Sybase Client, Synase 

Printer Driver, Toad, TCP/IP, Tortoise SVN, UltraEdit, Unisys CD-ROM library, URSA, Van Dyke Vshell, 

Visual Studio, Warehouse Advantage, WASP Barcode DLL, Web Enabler for ClearPath MCP, Weblogic, 

WebScarab, Webwise, WireShark, WS Utility, Xcelsius, XMLspy, Zycus Autoclass  

         

 

 

 

5.0 Relationships and Dependencies 

The table below describes the guiding principles for the responsibility of this subtrack versus the 

Common IT Services in Track 4 
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Track 4 Subtrack 

Scope 

In Scope for Track 

5 business system 

portfolios 

Ownership of 

development and 

updating SDLC 

guidelines. 

Follow SDLC guidelines 

tailored to development 

processes. 

Provide platforms and 

common services for 

application 

development. 

Application 

development for 

break/fixes, system 

change requests and 

projects. 

Service architecture Service Definitions and 

stewardship 

 

 

These guiding principles are based on the following assumptions: 

 

The table below describes the relationship and dependencies with the other Track 5 

portfolios: 

Portfolio Dependenci

es and 

Relationship

s 

Assumption

s 

Acquisition Customer of 

Acquisition 

Schedule 

orders and 

BPAs need to 

be in place  in 

order to fulfill 

customer 

orders 

 

Supplier 

management 

systems inform 

contract 

performance 

monitoring. 

HR and FM Customer of 

HR and FM 

FM Accept 

charge files to 

bill customers 
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and purchase 

order files to 

pay vendors. 

Workspace Customer of 

Supply, 

Transportation 

and Card 

Services 

Supply chains 

handles 

ordering and 

disposal of 

furniture and 

other 

workspace 

assets.  

Acquisition of 

special order 

items is 

handled 

through the 

Acquisition sub 

track.  

 

 

The table below describes the relationship and dependencies with the other Track 4 IT 

functions: 

Function Dependencies and 

Relationships 

Assumptions 

Infrastructure Customer of Infrastructure Open System  - DBAs, 

middleware, sysadmins 

 

Provides hosting and COOP 

services 

 

Mainframe Systems - Provide 

SysAdmin 

 

Single Signon Framework 

 

Support Staff 

 

SLA’s are in place to support 

applications(infrastructure, 

communications, Single Signon, 

etc..) 

Security Customer of Security Security Scanning and Threat 

detection  (Mitigation log or 
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Security PO&Ms) 

 

A&A of applications 

 

Develops security policies 

 

Security clearances 

Planning and Governance Customer of Planning and 

Governance 

Defines and updates SDLC 

processes and keeps 

documentation up to date. 

 

Defines governance processes 

and framework 

Platform Management and 

Application Framework 

Customer of Platform 

Management and Application 

Framework 

SOA Backplane 

 

Leveraging Enterprise Content 

Services 

 

Works with application groups to 

determine technology roadmap 

and emerging technologies. 

 

 

[Picture showing dependencies and relationships between your portfolio and Track 4 

services] 

 

 

5.1 SWOT Analysis and Proposed Changes 

 

 

 

 

 

 

 

 

6.0 Future State: 
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6.1 Future State Mission, Vision and Objectives 

Mission Deliver best value innovative services and 

solutions to our Supply Chain Management, 

Travel, Transportation, Card services and 

Fleet customers. Support customers ever-

changing needs by delivering rapid solutions. 

Vision Create seamless customer experiences and 

add value by providing technical expertise in 

the systems we support.  Provide the 

customers the easy to use applications and 

tools needed so they can meet their missions. 

Objectives ● Continue delivering application 

enhancements while finding ways to 

improve efficiencies. 

● Create plan to address weaknesses 

and gaps discovered in application 

reviews. 

● Attract and retain highly skilled 

engaged workforce. 

● Use technology roadmap to make 

platform decisions. 

● Modernize applications where 

needed. 

● Find areas to reduce costs where 

possible. 

● IT Relationship Management resides 

in the Portfolio for business 

applications. 

● Dedicated staff for business 

applications. 

 

 

 

 

 

 

The majority of applications in this track are very mature complex applications and the 

application team has extensive business and domain knowledge of these systems.  The 

developers provide multiple skills which reduces the cost of the application.  They provide 

development, database administration and requirements development.  It would not be feasible 

to use a pool of programmers to support these systems.  There is a long learning curve when 
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new programmers are brought on board.  These systems are not well documented and if they 

were the time to delivery would be longer if  a “pooled” person was used because the person 

would have to try to understand the system by reading documentation.  The fastest approach to 

delivery is keeping  a dedicated staff for these systems.  These systems do not have 

programmer “idle” time that they could work on other projects because there is always new 

system change requests or projects that the business lines request. 

 

 

 

The Office of General Supply and Services has two initiatives to replace the Customer Supply 

Center application.  The first is for the Geco application to replace the Customer Supply Center 

front end functionality.  The Customer Supply Center application will continue to do the backend 

processing.  The estimated timeline is 7 months to implement the changes required in the Geco 

application. 

 

The other initiative is to award a contract for a Order Management System (OMS) that will 

handle the front end processing for Expanded Direct Delivery (EDD) items, catalog 

management and inventory management.  The OMS inventory management module will be the 

system of record for all stock and EDD items.  The inventory of these items will be made 

available to other applications using web services or SFTP of files.  OMS will replace the 

Customer Supply Center backend processes and the Customer Supply Center application will 

be retired.  The OMS may possibly be able to replace the ordering of EDD items through FSS-

19.  The projected timeline for OMS to be implemented is 3 years. 

 

The Centralized Procurement Sourcing Application (CPSA) is a duplicative application of 

functions done in FSS19.  It is recommended that CPSA be retired. 

 

FSS Online and PICS are client-server applications built in powerbuilder and needs to be 

rearchitected to a web based version.  Autochoice, Autostandards and Autovendor are 

Coldfusion applications that needs to be converted to Java. 

 

The E-Commerce steering committee is reviewing the GSA Advantage platform and contracts.  

FAS wants to move toward more FSSI contracts and reduce the number of MAS contracts.  The 

result of the steering committee decision will make recommendations on the platform which may 

result in moving to a cloud solution. 

 

There are several applications that would benefit by creating a mobile application for users.  

GSAXcess/AAMES, GSAAuctions, Computers for Learning, FMS2Go and CityPairs.  The 

business line has a vested interest in creating a mobile environment for these applications. 

 

Most applications have little to no documentation.  A knowledge refinery software needs to be 

purchased to bridge this gap.  The software will provide documentation, assist in impact 

analysis, better estimation of projects, business rule extraction, and identify processes 
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weaknesses.  The software will allow developers to find duplicative processes to streamline 

applications so future changes will be easier and faster. 

 

Most applications generate vast revenue for our business partners.  We need to ensure that 

when streamlining  these applications  that we do small  iterative changes to ensure we do not 

disrupt the system.  

 

The Supply Chain, Transportation and Card Services portfolio proposes having the following 

structure: along with the applications within each group: 

 

● Supply Chain, Transportation and Card Services Portfolio Center Executive 

○ Asset, Transportation and Card Services Division 

■ Asset Management Branch 

1. GSAXcess/AAMES 

2. Computers for Learning (CFL) 

3. Sasy/GSAAuctions 

■ Travel, Transportation and Card Services Branch 

1. Transport Integrator (TPI) 

2. Transportation Management Services Solutions (TMSS) 

3. Transportation Audits Services and Solutions(TASS)/Accounts 

Receivable Tracking System(ARTS) 

4. City Pairs 

5. E2 Travel 

6. Domestic Delivery Service Federal Strategic Sourcing Initiative 

(FSSI DDS2) 

7. Smartpay 

■ Vehicle Acquisition and Leasing Branch 

1. Requisition, Ordering and Documentation 

System(ROADS)/Autochoice 

2. Fleet Management System (FMS) 

○ Supply Services Management Division 

■ Milstrip Operations Branch 

1. Federal Supply Service 19 (FSS19) 

2. Manugistics 

■ Retail Operations Branch 

1. GSA Enhanced Checkout (GECO) 

2. Customer Supply Center (CSC) 

3. Centralized Procurement Sourcing Application (CPSA) 

4. EDI Gateway 

5. Vendor Supplier Network (VSN) 

6. Order Management System (OMS) 

■ Warehouse Management Branch 

1. Warehouse Management Systems 

○ Advantage Division 
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■ GSAAdvantage Branch 

1. GSA Advantage Shopping Cart 

■ Support Services Branch 

1. Product Information and Catalog System (PICS) 

2. Virtual Information Service System (VISS) (being renamed to 

VISION) 

3. Vendor Support Center (VSC) 

4. Enhanced Data Management System (EDMS) 

 

6.2 Customer Relationship Management 

 

The majority of application domain and business knowledge resides in the application 

development team and the government program managers.  This process allows the team to 

assist the customers in future development requirements and accurately assess the timeframe 

and cost of system changes quickly.  The current customer support and relationship 

management model will continue at the Portfolio level.  The Supply, Transportation and Card 

Services Executive, Division Directors and Branch Chiefs have extensive knowledge of the 

business systems and business processes to continue providing this support.  The interaction 

with the customer will be performed at the Portfolio, Division and Branch levels with their 

counterparts. 

 

All applications will have formal change control boards with government branch chief, 

government PM, application team and customer to report progress on current system change 

requests(SCR) and projects, prioritization of remaining SCR’s, projects and discussion on any 

new items or issues.  The Division Director interacts with their counterpart monthly (more when 

needed) to resolve issues and new project proposals..  

 

The Division Director is responsible for working with their business line counterpart for budget 

formulation.   

 

 

 

 

 

 

 

 

Operational Performance Metrics 

 

Operational Metric Description Baseline Target 

Provide Secure All security  All critical/high 
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Applications vulnerabilities are 

remediated 

vulnerabilities 

addressed with 30 

days; medium 

vulnerabilities within 

60 days; low 

vulnerabilities within 

90 days 

Provide reliable and 
functional system 
changes 

Application releases 
address all agreed to 
functionality 
 
Number of defects 
introduced in 
application releases 

100% 
 
 
90% 

100% 
 
 
98% 

 

 

Strategic Performance Metrics 

Strategic 

Metrics 

Descripti

on 

Baseline Target 

Operate 

Efficiently 

Well 

defined 

processe

s and 

procedur

es with 

SLAs 

 

Benchma

rk IT 

costs 

against 

industry, 

other 

federal 

agencies 

and 

historic 

cost 

trends 

TBD 

 

 

 

 

TBD 

TBD 

 

 

 

 

TBD 

Improve 
Financial 

Portfolio 
total IT 

TBD 

 

TBD 
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Performa
nce 

cost as a 
percenta
ge of 
revenue 
 
Percenta
ge of 
portfolio 
IT 
spending 
allocated 
to 
delivering 
new 
capabiliti
es 

 

 

 

TBD 

 

 

 

TBD 

Satisfy 
Business 
Partners 

Percenta
ge of 
software 
releases 
deployed 
on time 
 
Percenta
ge of 
software 
releases 
with all 
agreed to 
content 
 
End user 
satisfacti
on with 
utility of 
systems 

TBD 

 

 

 

 

TBD 
 
 
TBD 

TBD 

 

 

 

 

TBD 
 
 
TBD 

Improve 
Access to 
Data 

Use of 
technolog
y to 
provide 
data 
centric 
enabled 
offerings 
with 
tighter 
integratio
n with 

TBD TBD 
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GSA 
internal 
organizati
ons and 
customer
s 

Deliver 
Simpler 
IT 

Through 
stakehold
er 
surveys, 
measure 
portfolio 
responsiv
eness 
 
Through 
stakehold
er 
surveys, 
measure 
portfolio 
understa
nding of 
business 
needs.  
Survey 
end users 
on 
system 
usability 

TBD 

 

 

 

 

TBD 

TBD 
 
 
 
 
 
TBD 

 

 

6.3 Risks 

Risk Severity 

(H, M, L) 

Likelihoo

d (H, M, 

L) 

Mitigation 

Strategy 

 Med High  

Budget 

funding 

not 

obtained 

for 
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conversi

on, 

reengine

ering 

and new 

investme

nts 

Need 
ability to 
deploy 
mobile 
apps on 
Android 
platform 

High   

 

7.0 Other Considerations  

Please feel free to utilize this section for any considerations specific to your portfolio.  

8.0 Transition Plan 

8.1 Objectives and Actions 

[This template describes specific actions to meet the future state objectives identified in the 

Future State Mission, Vision, and Objectives section of this ConOps. As a first step, make sure 

these objectives address each of the gaps identified in the SWOT Analysis and Proposed 

Changes. For this section, think through the actions needed to achieve each future state 

objective. Phase the actions into two categories: those that can be accomplished immediately (1 

year) and those that may require additional planning or have dependencies that need a longer 

time horizon (2-3 years).] 

 

ID Objectives Immediate Actions (1 Year) Long-Term Actions (2-3 

Years) 

1 Rearchitect FSSOnline 

and PICS to a web 

application 

 Obtain funding and 

programming expertise 

to convert application 

2 Create Mobile 

applications 

Prioritize projects so 

mobile applications can be 

developed 
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3 Single Sign on for all 

applications 

Enable applications to use 

SecureAuth for single sign 

on capability 

 

4  Upgrade Gecko  Add CSC front end 

functionality and 

processes  

 

5 Implement OMS  CIO has oversight in the 
implementation of 
application and ensure 
all business rules are 
applied, testing of 
application and security 
standards are followed.  
Implementation of OMS 
will allow CSC 
application to be retired 

6 Reduce redundancy in 
replenishment of non 
stock items 

Retire CPSA  

7 Improve application 
documentation 

Procure application to 
extract business rules and 
produce documentation of 
applications 

 

8 Reduce development 
costs 

Hire additional FTE to 
develop applications.   

 

9 Rearchitect  
Autochoice, 
AutoVendor and 
AutoStandards 

Convert AutoVendor, 
Autostandards and 
CityPairs  to Java 

Convert AutoChoice to 
Java 

 

8.2 Immediate Actions           

[For the immediate actions in the table above, begin to define each in the table below. Describe 

the desired outcome or deliverable, and proposed steps (3-4). Identify any dependencies on 

other actions and the expected duration.] 

  

ID Action Outcome or 

Deliverable 
Dependency Estimated 

Duration 
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1 Create Mobile Apps Deliver Mobile 

Apps for FMS, 

CityPairs, 

GSAAuctions 

Prioritize workload; 

Ability to deploy on 

Android Platform. 

1 to 12 

months  

2 Implement Single 

Sign On for all 

applications 

Enable Single 

Sign On for all 

applications 

Prioritize workload 6 to 18 

months 

3 Implement GECO Customer Supply 

Center front end 

functionality 

moved to GECO 

Vendors ability to 

deliver solution 

7 to 9 

months 

4 Reduce redundancy 

in replenishment of 

non stock items 

Retire Centralized 

Procurement 

Sourcing 

Application 

 3 months 

5 Improve application 
documentation 

Procure 
Knowledge 
Refinery software 

Funding and 
Procurement 

6 to 12 
months 

6 Increase 
communications into 
Sharpe 

Upgrade circuits 
into Sharpe 

Funding and 
procurement 

3 to 6 
months 

7 Upgrade Pay.Gov in 
GSAAuctions 

Transition to web 
service 

Prioritization of 
projects 

3 to 6 
months 

8 Address weakness 
and gaps in 
applications 

Create plan to 
address weakness 
and gaps 

 3 to 6 
months 

9 Rearchitect 
AutoVendor, 
AutoStandards and 
CityPairs to Java 

Deploy new 
applications in 
Java 

 6 to 9 
months 

10 Reduce development 
costs 

Hire additional 
FTE to develop 
applications.   

Ability to increase 
FTE 

6 months 
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Appendix: Methodology 

 

Per managements direction no customer interviews were done at this time.  The applications 

teams were interviewed to derive at the strengths, weaknesses and gaps. 
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INTRODUCTION 
 
 
 
 
 
 
 
 
 
 
 



 
NOTE TO ALL GSA IT PERSONNEL 

All projects, new ones being developed or old ones being maintained, are to follow the 
programming guidelines.  These guidelines are applicable division-wide, including 
projects being contracted. 
 
The most efficient program is inefficient if it is not responsive to meeting the data 
processing objective of self-documented, easily debugged programs.  Effective 
programming techniques can result in machine independent programs and programmers.  
And the best programming techniques are the simplest ones. 
 
The purpose of the following guidelines is to present a uniform, simplified approach to 
ADP design and programming.  The objectives: 
 

- self-documenting programs 
- machine independence 
- maintainability 
- productivity 
- logical flow  
- efficiency 

 
We all must strive to incorporate these guidelines into our work.  Because most of the 
programming is done on the UNISYS CS890, some emphasis is placed on CS890 
techniques.  This does not preclude the fact that, in general, these guidelines are 
applicable on any computer.  Difficulties and/or problems may arise, however, where it is 
necessary to circumvent these guidelines.  This may be done only

 

 at the project leader’s 
discretion. 

It is very important that the guidelines be followed.  It is also very important that they be 
kept current.  Anything that is incorrect should be changed, obviously.  Any techniques 
or tips that you have that would be helpful to someone should be included.  Please furnish 
any updates to the area responsible for the guidelines. 
 
 
 
XXXXXXXXXXXXX 
Assistant Commissioner 
Data Systems Management Division 
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GENERAL 
 
 
 
 



 
GENERAL 

After a program mainline chart is approved and the detail logic developed, the source 
program should be encoded, using the standard code sheet forms.   
 

*** 
 

During the programming and testing phase, the source and object programs are stored on 
a developmental family. 
 
All production source programs are to be stored on family XXXX under user code 
XXXXXXX all production object programs are to be stored on family XXXX under the 
production XXXXXXX. 
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There is a procedure (under production management’s control) which requires (when a 
program is ready for production) that the source and object be moved from the 
developmental family to family XXXX (source) and family XXXX (object). 
 

*** 
 

Modular development/compilation should be used.  Develop the MAINLINE and 
compile and “debug” before adding the process sections.  As each process section is 
added, compile and “debug” before the next is added.  Modular testing may be conceived 
in the same manner.  Develop data and test MAINLINE before adding the process 
sections.  And, alter/add data to test each process section as it is added.  This approach is 
recommended for very large and/or highly segmented programs. 
 

*** 
 

Source listing WARNINGS are to be eliminated, where possible. 
 

*** 
 

Liberal use should be made of spacing, comments (“*” in cc7), and page ejecting (“/” in 
cc7) to make the program more meaningful and/or readable. 
 

*** 
 

Throughout the program, subordinate clauses/statements should be coded on a separate 
line, properly indented.  For initial program development, indent four spaces. 
 

*** 
 

When debugging, prepare sufficient program test data and ensure that all detail program 
logic “paths” have been program tested. 
 

*** 
 

Avoid “wheel-spinning”!  Do not be too proud to ask for assistance in locating elusive 
bugs after you have exhausted your efforts.  There are experienced programmers who are 
available to help you resolve problems. 
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*** 

 
All source statements will have sequence numbers and all source programs will be in 
sequence by those numbers. 
 
Positions 4-6 of the sequence number should be incremented by at least 10, preferably 20, 
to allow for additions. 
 
Alpha characters in sequence number are not allowed
 

. 

Sequence numbers have been assigned to various program segments.  These segments 
must always begin with the sequence number assigned. 
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IDENTIFICATION DIVISION 
 



*** 
 

The following pages identify the program segments, the sequence numbers assigned 
(where applicable) and certain clauses that are required (unless otherwise noted). 
 
Comments have been appropriately added where certain features within a program 
segment are required or, at a minimum, need to be uniquely identified. 
 
100 IDENTIFICATION DIVISION. 

PROGRAM-ID.  (8-position id and clear text title). 
DATE-COMPILED. 
*REMARKS. 
*a.  A short description of the program functions. 
*b.  Interface with other modules. 
*c.  A reference to the program specification. 
 
499 (last identification division statement) 

 
*** 

 
Certain sequence numbers have been reserved, as noted above, for specific statements.  
All other statements may have any ascending sequence number assigned within the above 
limitation. 
 

*** 
 

All cards in the REMARKS paragraph shall have an asterisk in column 7. 
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ENVIRONMENT DIVISION 
 



*** 
 

500 ENVIRONMENT DIVISION. 
CONFIGURATION SECTION. 
OBJECT-COMPUTER.  CS890 
    SEGMENT-LIMIT IS 4095. 
INPUT-OUTPUT SECTION. 
FILE-CONTROL. 
 SELECT filename ASSIGN (device). 
 

999 (last environment division statement) 
 

*** 
 

Certain sequence numbers have been reserved, as noted above, for specific statements.  
All other statements may have any ascending sequence number assigned within the above 
limitations. 
 

*** 
 

The SEGMENT-LIMIT clause is optional.  If not used the default segment size is 
approximately 1500 words. 
 

*** 
 

All SELECT statements will start in column 12. 
 
“SELECT filename ASSIGN TO DISK” should be used for all sequential disk files. 
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DATA DIVISION 
 
 



*** 
 

001000  DATA DIVISION. 
   FILE SECTION. 
 
200000   
  thru    Reserved for standard FD library copies 
299999   
 
300000  WORKING-STORAGE SECTION. 
 
450000 
  thru    Reserved for standard record description library copies. 
549999 
 
550000 
  thru    Reserved for CONSTANT, LINKAGE, and/or LOCAL-STORAGE sections,  
559999   where required 
 

*** 
 

Certain sequence numbers have been reserved, as noted above, for specific statements.  
All other statements may have any ascending sequence number assigned within the above 
limitations. 
 

*** 
 

The CONSTANT, LINKAGE and LOCAL-STORAGE sections, when used, must be in 
the sequence range 550000-599999.  If more than one of these sections is included in a 
program they must appear in the order shown above. 
 

*** 
 

Use LINKAGE SECTION as a documentation technique to identify external data item 
references (e.g., WFL parameters passed to the program). 
 

*** 
 

All data names will have a prefix in the following format: 
 

XYYY-Z…Z 
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 X FILE SECTION = F 
   WORKING-STORAGE SECTION = W 
   CONSTANT SECTION = C  
   LINKAGE SECTION = L 
   LOCAL-STORAGE SECTION = L 
   DATA-BASE SECTION = D 
 
  YYY will be positions 1-3 of the source program sequence number  
                                    except that leading zeros are omitted, e.g. 
 
   001 = F1 
   010 = F10 
   100 = F100 
 
  Z…Z Can be any mnemonic name that, in the context of the program, is 
                                    meaningful.  Keep to a reasonable length.   
 

*** 
 

Logically related data elements in WORKING-STORAGE should be grouped together. 
 
  Example: 
 
   350010 01  W350-AUDIT-COUNTS 
   350020        05  W350-INPUT-CNT…. 
   350030        05  W350-OUTPUT-CNT…. 
   350040        05  W350-REPORT-CNT…. 
 

*** 
 

Data items subordinate to other data items shall be indented four positions from that item 
when writing a new program. 
 

*** 
 

There will be two blank positions between level number and data name. 
 

*** 
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Number data items: 
 

- used as counters should have USAGE COMP. 
- avoid mixed modes.  Move numeric DISPLAY fields that are frequently  

Used in calculations to work fields defined as COMP or COMP-1 to avoid 
multiple conversions.  

- ensure decimal alignment of related fields. 
- write literals with the same number of decimal positions as the receiving field. 
- COMP processing is best suited for all fields that are frequently used in 

computations. 
- declare unsigned DISPLAY fields as alphanumeric (PIC X). 
- use SYNCHRONIZED clause (if necessary) when declaring a computational 

item. 
 

*** 
 

Qualification of data names is to be avoided! 
 

*** 
 

During program development level numbers shall be assigned in a manner that will allow 
for future expansion/insertion. 
 
  Example:    10. . . .  
 
    20 . . . .  
 
     30 . . . .  
 

*** 
 

All 01-level record descriptions should be listed in order of frequency of use.  The high-
order positions of the sequence number should change for each 01-level. 
 
  Example:    410000 01 . . . . 
 
          412000 01 . . . . 
 

*** 
 

Avoid building records in WORKING-STORAGE  to be moved into the 01-level of the 
FD.  Do it in the FD (if possible ). 
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*** 
 

Switches: 
 

- use a minimum number 
- avoid using one flag for several conditions; e.g., set up separate flags for end-

of-file and first-record tests. 
- names should be meaningful and accompanied by notes 
- for improved readability and maintainability of program switches, it is usually 

better to use alphanumeric flags with values of “Y” or “N” to indicate switch 
values, vs. using condition-names (level 88). 

 
*** 

 
For efficient object program execution, the following editing characters should be 
avoided: 
 

1. DB 
2. + (plus sign) 
3. – (floating minus sign) 
4. When the currency sign ($) or check protection (*) symbols are specified, the 

rightmost $ or * should be preceded by the same character rather than by an 
insertion character.  For example, 

 
PIC $$$,999.99 is more efficient than 
PIC $$$,$99.99 

  
5. A rightmost Z should not be preceded by a $. 
6. BLANK WHEN ZERO should be avoided. 
7. The insertion character 0 should be used only in the leftmost character 

positions.  Additional coding is generated for execution of a MOVE statement 
when 0 is placed in other character positions.  For example, 

 
PIC  000,000,999.99 is more efficient than 
PIC  +++,000,999.99 
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*** 
 

The word PICTURE shall be abbreviated as PIC and should always begin in a uniform 
column (e.g., cc40).  When a PICTURE string contains five or more of the same 
PICTURE character in succession, the character should be coded once followed by the 
number of repetitions in parentheses. 
 

05 dataname-1  PIC X (5). 
05 dataname-2  PIC Z (6) 99. 
 

*** 
 

Do not use OCCURS on WORKING-STORAGE 01 levels on the UNISYS system.  
Doing this will generate a warning. 
 

*** 
 

The OCCURS clause will be on a separate line, aligned under the data name, and will 
fully spell out both the words “OCCURS” and “TIMES”. 
 

*** 
 

The INDEXED BY clause shall be on a separate line aligned under the data name 
 
 Example:  10 dataname  PIC X 
    OCCURS 10 TIMES 
    INDEXED BY indexname. 
 

*** 
 

 
DO THIS 

6 W400-A     PIC X. 
10  W400-B    REDEFINES  W400-A PIC X. 

 10  W400-C    REDEFINES  W400-A PIC X. 
 10  W400-D    REDEFINES  W400-A PIC X. 

 

 
NOT THIS 

  10  W400-A        PIC X 
  10  W400-B REDEFINES  W400-A PIC X 
  10  W400-C REDEFINES W400-B PIC X 
  10  W400-D REDEFINES   W400-C PIC X 
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All  value statements shall normally begin in a uniform column within a program (e.g. 
cc52).  If the value statement is of such a length that it would not fit on the same line, 
place the word “VALUE” in its uniform column on the first line and place the value 
literal on a second line, aligned under the data name. 
 
  10    dataname    PIC X  VALUE “Y”. 
  10    dataname    PIC X (40) VALUE 
   “THIS IS A REPORT HEADING . . . . “. 
 

*** 
 

Efficient blocking factors are necessary to help keep I/O and elapsed time to a minimum.  
A special interactive program has been developed that, given a record length, will return 
an efficient blocksize (see “Techniques/Procedures” section). 
 
“BLOCK CONTAINS 0 . . . . “ IS NOT ALLOWED. 
 

*** 
 

On the FD entry for variable length records, specify: 
 
 RECORD CONTAINS integer-1 TO interger-2 CHARACTERS 
 BLOCK CONTAINS integer-3 TO integer-4 CHARACTERS 
 

- where integer-1 and integer-3 equal the minimum record length. 
- where integer-2 equals the maximum record length. 
- where integer-4 equals the maximum character size of the largest block. 

 
*** 

 
For files with fixed-length records, either specify “RECORD CONTAINS n 
CHARACTERS” on the FD(yes, we know it’s documentation only), or make the first 01 
level a definition of the entire record, e.g. 
 FD    FI-MASTER-FILE    RECORD CONTAINS 240 CHARACTERS. 
 
. . .or, alternately: 
 
 FD    FI-MASTER-FILE. 
 01     FI-MASTER-REC  PIC X (240) 

01 FI-MASTER-BREAKDOWN. 
10    FI-ELEMENT1  PIC X. 

 
 etc. 
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PROCEDURE DIVISION 
 
 
 



*** 
 
600000  PROCEDURE DIVISION. 
 
605000   MAINLINE SECTION. 
 
650000 (1st

 
 read routine)  SECTION. 

675000 (1st

 
 write routine)  SECTION. 

700000 (1st

 
 process routine)  SECTION. 

900000 (1st

 
 common routine)  SECTION. 

950000 
  thru  Reserved for common routine library copies. 
979999 
 
980000 START-UP SECTION. 
 
990000 WRAP-UP SECTION. 
 
999999 last procedure division (and program) statement. 
 

*** 
 

Certain sequence numbers have been reserved, as noted above, for specific statements.  
All other statements may have any ascending sequence number assigned within the above 
limitations. 
 

*** 
 

PROGRAM SEGMENTATION 
 
Modular programming is the technique that allows a program’s basic functional 
categories to be defined:  (1) start-up procedures;  (2) control of data flow; (3) input-
output routines; (4) processing functions; and, (5) end-of-job procedures.  This ability to 
separate functional elements reduces the resultant confusion that occurs when a program 
becomes cluttered with out-of-place procedures. 
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Further, efficiency can be increased by separating concentrated “chunks” of unrelated 
logic (e.g., an edit routine from an update routine) so that main storage need contain only 
the active logic.  Little-used code, such as the beginning-of-job procedures, is placed in a 
separate module for the same reason, i.e., it may be removed from main storage when its 
functions is completed. 
 
MAINLINE 
 
All programs must have a mainline section.  Mainlines will be reviewed by project 
leaders before coding.  The mainline should be devoted to the chief processing activity.  
Implied in this is the logical interface function.  Choosing which problem-solving code is 
to be executed is its main function.  This control is executed through testing then 
performing subroutines. 
 
The mainline should describe the program in its most abstract form.  A programmer 
should be able to pick up a program listing and, by reading through the mainline, gain a 
general knowledge of the program’s major functions. 
 
Four major functions that mainline should perform: 
 

1. initial housekeeping 
2. input-output routines 
3. problem-solving routines 
4. end-of-job processing 

 
MAINLINE PROGRAM LOGIC CHARTS 
 
Currently there is no simple way to prescribe standards for the development of optimum 
Mainline Program Logic Charts.  Programming a mainline is an art which must remain 
flexible to permit project leaders to design and organize computer programs which are 
tailored to a specific project. 
 
Program mainlining provides a simple document for communications between the project 
leader and the programmers.  Heretofore technical flow charts were developed by the 
programmer and rarely subjected to meaningful review because of their complexity and 
maze of symbols.  Under the mainline concept the programmer will develop two levels of 
technical flow charts.  The first level is the program mainline which will be subjected to a 
review by the project leader.  This chart will reflect key decisions and processing steps 
which are required to synchronize the movement of all input files and output master files.  
In addition, the Mainline Charts will reflect a rectangular symbol for each module (or 
routine) and the necessary switches or flags.  Prior to a review session, the programmer 
should be prepared to explain his approaches in organizing the processing requirements 
for each module or routine. 
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The second level of charting will reflect the detail logic supporting each process module, 
including the writing of output transactions or notifications (thru-put work files).  Detail 
Program Logic Charts are subjected to review at the discretion of the project leader. 
 
The programmers should receive a comprehensive briefing on mainline concepts and 
guidelines prior to program development.  It is a frustrating experience for a programmer 
to spend days and sometimes weeks in designing a mainline and then have his work 
overhauled because of insufficient guidelines. 
 
Mainline Guidelines

 

:  Simplicity is the key to an optimum mainline; conversely, it is the 
most difficult and elusive creative work to achieve.  A programmer/analyst must have the 
ability to review a mass of system specifications and from that review determine the 
composition of a mainline.  Each major decision must then be strategically sequenced 
with tailored programming techniques.  The following items are considered in the 
composition of a mainline. 

1. Type of program (edit, update, reconciliation, format, extract, computational, 
        etc.) 
 
2. Volumes of master, input and output records. 

 
3. I/O bound or process bound. 

 
4. Peripheral equipment and memory process speed. 

 
5. Minimum read and write routines of input files, and master output files.  The 

writing of output work files could

 

 be performed as many times as required in 
the detailed process modules (routines) without affecting the mainline. 

6. Minimum flags and switches. 
 
The evolution into mainline charting will require training and experience.  Seasoned 
programmers who are accustomed to combining mainline and detail logic charts will find 
it difficult to adjust to mainline techniques.  The mental barrier “all the detail logic must 
be charted first” needs to be overcome through experience.  See the following example of 
a program mainline.  On the surface it appears simple, but this chart required several 
“back to the drawing board” efforts.  The mainline is designed within the above 
guidelines and tailored to the application requirements.  It is also designed to facilitate 
more than one programmer working on the same program and to provide the necessary 
documentation for an orderly transition of an operational program to a separate system 
maintenance staff. 
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START-UP 

All one-time housekeeping routines shall be grouped.  This includes initial opening of 
files, data field initialization, obtaining the date and/or time, table-loading, access and 
edit of external information, etc., in short, anything that deals more with preparing to run 
a program than accomplishing the program’s functions. 
 

 
I-O  ROUTINES 

The I-O module is the only element of a modular program which can issue an I-O 
command.  Other functions may include sequence checking, record count accumulation 
and end-of-file (EOF) checking/processing. 
 

 
SUBROUTINES 

A subroutine consists of a well-defined, problem-solving function in a highly 
concentrated form of logic.  A subroutine may execute all imperative instructions or 
statements (ADD, SUBTRACT, MOVE, etc.), with the exception of I-O commands; and 
may execute any conditional statements which do not affect data flow. 
 
A PROCESS subroutine (or section) may be performed only from the mainline

 

.  A 
COMMON subroutine (or section) may be performed from any section of the 
PROCEDURE DIVISION.  (an example of a COMMON section may be a general date 
conversion procedure which may be common to several functions).   

A PROCESS or COMMON section will always have a single entry point and a single 
exit point.  All conditional and unconditional branches within the section must eventually 
pass control to the EXIT paragraph.  The only outside logic that may be referenced (and 
only through a PERFORM statement) is another COMMON section. 
 

 
WRAP-UP 

This is commonly known as the “end-of-job” routine.  Its purpose is to perform any 
processing which is peculiar to the end-of-job function (e.g., formatting and writing audit 
trails, closing files, etc.). 
 

*** 
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Modular numbering. 
 

1. Required prefixes with section names. 
 

a. M605-MAINLINE 
b. I (650-674)-READ-filename 
c. O (675-699)-WRITE-filename 
d. P (700-899)-process name 
e. C (900-979)-common process name 
f. S 980-START-UP 
g. W990-WRAP-UP 

 
2. Sequence numbers must agree with section prefix. 
 

605000  M605-MAINLINE SECTION. 
665000  I665-READ-XXXXXXXX SECTION. 
705000  P705-EDIT-TRANS SECTION. 

 
3. Paragraph names are formed using sequence number positions 1-3 and a 

three-position sequential number incremented for each paragraph within a 
section.  Keep paragraph names in sequence and increment at least by five to 
allow for later paragraph name additions. 

 
600010    600005-paragraphname. 
600200    600010-paragraphname. 
601050    601005-paragraphname. 
 

*** 
 
Use meaningful SECTION and paragraph names, i.e., functionally descriptive.  All 
SECTION  and paragraph names will be on a separate line. 
 
 900000    C900-CONVERT-DATE SECTION. 
 900010    900005-EDIT-DATE. 
 
A paragraph name must immediately follow any section header in the procedure division 
on the UNISYS family. 
 

*** 
 

The SECTIONS have been positioned in order to take advantage of the CS890 technique 
of combining sections into a single code segment.  Normally each SECTION would 
generate an overlayable segment of object code.  However, by setting the compiler option  
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SECGROUP and assigning a “priority number”, all contiguous

 

 sections with the same 
“priority number” will be included in the same CS980 object code segment. 

This technique is recommended when there is a large amount of interaction between 
certain sections (e.g., MAINLINE and I-O sections) and the programmer wishes to insure 
that all of the object code is present. 
 
   M605-MAINLINE SECTION 99. 
    
   I650-READ-XXXXXXXX SECTION 99. 
 
   O675-WRITE-XXXXXXXX SECTION 99. 

 
In the above example all reads and writes of the master file are performed from the 
mainline.  By grouping the I-O sections with the MAINLINE section (they are 
contiguous) and assigning a “priority number” (99) a single code segment will be 
generated. 
 
This technique may also be used to prevent “over segmentation” of programs with many 
sections.  For example, all of the PROCESS sections could have an identical “priority 
number”, all COMMON sections could have another “priority number”, the START-UP 
and WRAP-UP sections could have the same “priority number”, in addition to a unique 
“priority number” for the MAINLINE and I-O sections.  This schema would generate 
four separate code segments rather than one for each
 

 section. 

“Priority number” does nothing more than identify contiguous

 

 sections which are to be 
included in a single code segment.  Sections without a “priority number” are never 
combined with any other section.  Sort input or output procedures will never be combined 
with each other or with any non-sort procedures nor will declarative sections be affected. 

The size of a single code segment is limited to the SEGMENT-LIMIT (an option of the 
OBJECT-COMPUTER statement).  A maximum of 4095 words may be requested--the 
default is 1500 words.  It is recommended that the maximum SEGMENT-LIMIT be used.  
This does not mean that each single code segment will contain 4095 words.  Each 
segment will only be as large as the number of words necessary to contain the object 
code. 
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*** 
 

 
OPEN and CLOSE 

Files should not

 

 be opened until they are to be used and should be closed as soon as 
possible (open files tie up system resources). 

A close with LOCK, RELEASE or PURGE should be used whenever possible.  These 
options will allow memory areas to be returned to the MCP and in some cases allow the 
file and peripheral device to be made available to the system. 
 
All files must be closed upon termination of the program. 
 
Opening an output disk file does not clear old data from that file if it already exists.  For 
example, 
 

- a file exists containing 1000 records. 
- You OPEN OUTPUT that file and write 500 records. 
- When you close that file it will still contain 1000 records; the 500 records just 

written will overlay the first 500 records of the original 1000, the last 500 
records will remain

 
. 

Use appropriate WFL statements (see WFL Guidelines) to clear data from an old output 
disk file. 
 

 
READ and WRITE 

Only one READ, WRITE or REWRITE statement per file is allowed in a program (files 
assigned to printer excepted).  Any associated activity such as line controlling and page 
overflow should be logically located with the READ or WRITE. 
 
For files assigned to DISK, all WRITEs will contain the “INVALID KEY” clause.  This 
clause allows the program to “catch” space allocation overflows, and generate 
appropriate HALT messages for Production Management personnel. 
 

*** 
 

 
BRANCHING STATEMENT 

The general flow of a program is top-to-bottom, i.e., each section is entered at the top and 
statements are executed successively until the section is exited.  Branching statements 
(GO Tos) are used to circumvent the execution of certain statements within a section

 

.  A 
“GO TO” should never branch out of one section into another. 
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The ALTER statement should never be used

 

.  The effectiveness of the compiler option 
OPTIMIZE is substantially reduced when a source program contains this verb. 

GO TO. . .DEPENDING ON. . . . . 
 

- for less than 3-4 paragraph names a comparison for equal conditions is just as 
efficient 

- when used, should be well-documented by comment entries to explain what 
the values of the object of the DEPENDING ON represent 

- if the value of the object of the DEPENDING ON is negative, zeros, or 
beyond the range of the procedure names indicated, control passes to the next 
statement in the normal sequence of execution. 

 
*** 

 

 
DATA MANIPULATION 

The CORRESPONDING option of the COBOL verbs will not be used

 

 (e.g., MOVE 
CORRESPONDING, ADD CORRESPONDING, etc.) 

A non-numeric literal may be moved efficiently if the literal is made equal in size to the 
receiving field. 

 
Generally, literals other than “Y”, “N” and spaces should be defined as data names in 
WORKING-STORAGE  and not as literals. 
 
Maximum use should be made of the figurative constants available. 
 
 MOVE 0 TO  W300-ZERO should be coded as  
 MOVE ZERO TO W300-ZERO 
 

*** 
 

 
ARITHMETIC OPERATIONS 

Symbols may be used as arithmetic operators. 
 
Always test “divisor” for zeros before dividing with it. 
 
Avoid the use of negative literals. 
 
Use of the ON SIZE ERROR option should be limited.  Rather than set up an option to 
handle an error, try to prevent the error.  Define the receiving field to accept the largest 
possible result and, where applicable, use the ROUNDED option. 
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*** 
 

 
CONDITIONAL STATEMENTS 

IF statements should be simple.  When complex conditional statements and nested IF 
statements are absolutely necessary, each “IF” should be indented for ease of readability. 
 
Subordinate statements shall be on a separate line indented at least two spaces.  ELSE 
clauses shall be on a separate line aligned with their associated IF statements. 
 
 IF  W300-DATE = ZEROS 
       MOVE TODAYS-DATE TO W400-DATE 
 ELSE 
       MOVE W300-DATE TO W400-DATE. 
 

*** 
 

 
LOOP CONTROL 

One of the most natural and apparent loops is the PERFORM with the VARYING option.  
This form of looping, combined with indexing, can eliminate most of the typical 
problems such as underflow and overflow of the index. 
 
 PERFORM para-name THRU para-exit-name 
 VARYING index-name 
 FROM identifier-1 BY identifier-2 
 UNTIL condition-statement 
 
 . . .or, more simply: 
      PERFORM para-name THRU para-exit-name N TIMES. 
           Where “N” is an integer defining number of iterations. 
 
If care has been taken to define a simple one-dimensional table, the initial value 
(identifier-1) and the stepping value (identifier-2) can usually both have a value of 1.  The 
condition-statement tests the index-name for a pre-determined limit. 
 
Many difficulties may be avoided by using these constructs whenever possible. 
 
Nested PERFORM statements are to be minimized. 
 
When not PERFORMING a SECTION always perform “thru” an exit-paragraph. 
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*** 
 

 
TABLE-DRIVEN CODE 

Even with the use of simple IF statements, program logic can be made obscure with long 
passages of consecutive IF statements. 
 
 IF  F100-ID = “XYC”  GO  TO  705060-VALID-ID. 
 IF  F100-ID = “ZBX”  GO  TO  705060-VALID-ID. 
 
 IF  F100-ID =  “HML”  GO  TO  705060-VALID-ID. 
 
Table-driven code refers to an array of data which is tested and is used as the basis for 
branching.  Its benefits lie in its simplicity and maintainability.  When properly used, a 
change of application requirements results in only some change of the control values in 
WORKING-STORAGE.  When meaningful and identifying comments are used to 
describe the table and the table look-up procedure, its function is clearly defined.  The 
simplicity and compactness is a result of fewer statements, which perform one function 
repetitively.  This reduces the number of errors which can occur within the midst of 
dense, complex IF logic. 

 
WORKING-STORAGE SECTION. 
 
01 W410-TABLE-VALUES. 

05  FILLER PIC    XXX    VALUE    “XYC”. 
05   FILLER PIC    XXX VALUE    “ZBX”. 
 
05    FILLER PIC     XXX  VALUE    “HML”. 

01 W411-TABLE-DATA 
REDEFINES  W410-TABLE-VALUES. 
05 W411-ID PIC XXX 

OCCURS 50 TIMES 
INDEXED BY  W411-INX. 

 
PROCEDURE DIVISION. 
 
 SET    W411-INX TO 1. 
 
705020-CHECK-ID. 
 IF  F100-ID = W411-ID (W411-INX) 
       GO TO 705060-VALID-ID. 
 IF  W411-INX = 50 
       GO TO 705040-INVALID-ID. 
 SET W411-INX UP BY 1. 
       GO TO 705020-CHECK-ID. 
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Another facet of using table-driven code is that it enhances the use of user created

 

 tables 
or NVF versus program-coded variables.  This is desirable as it is easier to occasionally 
update an external file than to update a program table, recompile, test, etc. 

*** 
 

 
TABLE HANDLING TECHNIQUES 

There are two techniques for referencing elements within a table: subscripting and 
indexing.  Indexing is rarely slower than subscripting and may be up to 16 time faster.  
Therefore, subscripts should never be used when searching a table (unless using an 
“absolute” subscript). 

 
Execution time may be saved by the use of efficient techniques for setting the value of 
the index.  When an option exists, the order of preference for setting this value is: 
 

1. SET TO another index-name which relates to that table (SET INX1 TO INX4; 
INX1 AND INX4 being index-names in the same INDEXED BY clause).  DO 
NOT set index to another index-name, which does not relate to that table (i.e., 
an index-name of another table). 

 
2. SET TO (UP BY or DOWN BY) a numeric literal.  Conversion instructions 

are not needed because the value of a literal is fixed at compilation time. 
 

3. SET TO an identifier other
 

 than an index-name. 

When initializing a display array it is best to redefine the array and initialize the redefined 
area rather than index thru to clear the array.  This is not possible, however, if the array 
contains COMP, COMP-1, COMP-2, COMP-4 OR COMP-5 elements. 
 
An index-name must not be set to an identifier which contains a value outside the range 
of the index. 
 

*** 
 

 
TABLE SEARCHING TECHNIQUES 

Sequential searches are straight forward table look-ups.  For small tables, a sequential 
search may be the fastest technique. 
 
If the table is in sequence, the speed of a sequential search can be increased by using the 
“partitioned search” technique.  For example, if the table is in ascending order, the key in 
every tenth item could be interrogated, beginning with item ten, until a table key greater  
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than the argument if found.  Then do a reverse sequential search until a match or “less 
than” comparison results.  Another example is to order the table by the highest probable 
“hits”, i.e., the most frequently used table keys are in the “earliest” positions. 
 
The “SEARCH ALL” construct on the CS890 should be avoided.  Theoretically it is a 
binary search but it performs like a regular search (sequentially) thereby being much 
slower than a binary or partitioned search. 
 
A binary search provides that each look into the table either finds a match or eliminates 
half of the table positions from further consideration.  The table must be ordered on 
ascending or descending keys and, for large tables, the search is quite fast.  For example, 
in the case of a table with 64 items, the number of searches (compares) required can be 
illustrated as follows: 
 
 1st

 2
    compare eliminates 32 items 

nd

 3
    compare eliminates  16 more items 

rd

 4
    compare eliminates   8 more items 

th

 5
    compare eliminates   4 more items 

th

 6
    compare eliminates   2 more items 

th

         found previously. 
    compare isolates the item being searched  for, if it is in the table and was not 

 
The following COBOL might be used in a binary search of a table of document 
identifiers.  Given that there are 64 items and that they are stored in ascending order. 
 
 77    W300-OFFSET  PIC 99. 
 77    W300-TABMAX PIC 99  VALUE 64. 
 

01 W401-TABLE. 
03    W401-ID  PIC XXX 
         OCCURS 64 TIMES 
       INDEXED BY W401-TABX. 

 
PROCEDURE DIVISION. 
 
750000-BINARY-SEARCH. 
 MOVE W300-TABMAX TO  W300-OFFSET. 
 MULTIPLY  W300-OFFSET BY .5. 
 SET  W401-TABX TO  W300-OFFSET. 
750100-MATCH. 
 IF  W300-OFFSET = 1 
       GO  TO  750200-CK-LAST. 
 MULTIPLY  W300-OFFSET BY .5. 
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 IF  F100-ARGMNT > W401-ID  (W401-TABX) 
       SET  W401-TABX UP BY  W300-OFFSET 
  GO  TO  750100-MATCH. 
 IF  F100-ARGMNT <  W401-ID  (W401-TABX) 
        SET  W401-TABX DOWN BY  W300-OFFSET 
  GO  TO  750100-MATCH. 
 GO  TO  750500-FOUNDIT. 
 
750200-CKLAST. 
 IF  F100-ARGMNT =  W401-ID  (W401-TABX) 
       GO  TO  750500-FOUNDIT. 
 IF  F100-ARGMNT =  W401-ID  (64) 
       GO  TO  750500-FOUNDIT. 
750300-NO-MATCH-ON-TABLE. 
 
 
750500-FOUNDIT. 
 
Program run time can be greatly reduced if:  (1) the argument is compared against the 
table range before a search is begun (i.e., is the argument less than the first table 
occurrence or greater than the last table occurrence; (2) frequently referenced fields are 
moved from the table to a work area, and (3) number of occurrences in the table is 
rounded up to the next power of 2, e.g., a table containing 25 occurrences would have 
seven occurrences, (initialized TO HIGH-VALUES), added to the end to obtain 32 
occurrences, which is the next power of 2. 
 

*** 
 

 
SORTS 

Do not use sort INPUT and OUTPUT PROCEDURES unnecessarily (e.g., just to obtain 
I-O counts for an audit trail unless the counts are absolutely essential). 
 
Test IP record count and bypass embedded sorts when count is less than two. 
 

*** 
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The following example shows a technique for passing and using WFL parameters in a 
program.  Alphanumeric data may be passed using this technique. 
 
  PROBLEM:  circumstances exist in which certain reports may or may not 
                        be desired.  Parameters are passed (“Y” for yes, “N” for no) identifying   
                        these circumstances to the program. 
 
  WFL parameters: 
 
   RUN OBJECT/program (“YYN”); 
 
  COBOL program code: 
 
   LINKAGE SECTION. 

01 L550-PARM COMP REF LOWER-BOUNDS. 
05 FILLER  PIC 9 

01 L550-REDO 
REDEFINES L550-PARM. 
05 L550-R1  PIC X. 
05 L550-R2  PIC X 
05 L550-R3  PIC X. 
05 FILLER  PIC XXX. 
 
PROCEDURE DIVISION USING L550-PARM. 
 
IF    L550-R1 = “Y” 
 PERFORM P779-FORMAT-R1. 
  ETC. 

 

 
HALTS 

Abnormal halts are not to be used unless the error condition cannot be corrected by the 
program.  When necessary, display HALT message/error condition to the extent practical 
by writing the message to the audit trail print file, set a parameter to be passed to the 
WFL, and terminate the program (write audit trails, close files, STOP RUN). 
 
A parameter must be passed to the WFL when a program abnormally terminates.  The 
WFL will determine what action is to be taken (i.e., whether or not to continue the cycle, 
what recovery steps are to be taken, the use of console messages etc.).  The following is 
an example of the WFL/COBOL/WFL interaction to determine whether a program 
terminated abnormally. 
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WFL code 

 TASK P1; 
 P1 (VALUE=0); 
  
 RUN OBJECT/progname (P1); 
 
COBOL program with abnormal termination
 

. 

 SET MYSELF (TASKVALUE)  TO 1. 
 

 
WFL code 

 IF P1  (VALUE) = 1 THEN . . . . . 
 
Halt messages (to the audit trail master file) are formatted: 
 
 HALT/program#/halt#/data-set-name and/or message 
 
Example: 
 
 HALT/XXXXXXXX/02/XXXXXXXX/OUT OF SEQUENCE 
 

 
SEQUENCE CHECKING 

Serial input and output files that are required to be in sequence as they are used by the 
program must be sequence checked.

 

  This precludes erroneous results or program failures 
due to out-of-sequence files. 

If the required sequence involves multiple non-contiguous key fields, the non-contiguous 
fields should be moved to a contiguous area in WORKING-STORAGE for comparison 
purposes. 
 
If a file is determined to be out of sequence, program control should perform WRAP-UP, 
which will refer to an error processing routine and take care of all end-of-job processing. 
 

 
COMPILER OPTIONS 

The following is a discussion of CS890 compiler options and the cases in which they 
should be used.  It is strongly suggested that these guidelines be followed to avoid 
wasting computer, printer and paper resources. 
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a. Initial compiles. 
 

Execute for SYNTAX and route the listing to a specified printer (e.g., 
DESTNAME=CSHASP).  Compile using the LIST option until all 
WARNINGS are removed and the majority (if not all) of the errors have been 
corrected.  Then take out the LIST option ($RESET LIST) and do not direct a 
listing to the printer until in the debugging stage (remaining errors will be 
listed and corrected via CANDE command). 
 

b. Compiles in the debugging stage. 
 

If you are debugging a program and find that you cannot find the problem 
without more detailed information, use the following selectively: 
 
$SET LIST 
$SET XREF 
$SET STACK 
 
Also, the run time options for dumps may help more than compiler options 
(RUN;  OPTION=STRING). 
 
Finally, the COBOL verb MONITOR will perform the same function as the 
IBM TRACE. 
 
MONITOR should only be used when all

 

 other efforts to resolve a program 
problem have been tried. 

NOTE!  NOTE! NOTE! 
 

NOTE! 

Monitor must be removed
 

 from a program before placing it into production. 

c. Final compiles for debugged programs. 
 

The following options should be used only when the program has been fully 
tested and is ready to be placed into production. 
 
  $SET ANSI74 
  $SET LIST 
  $SET XREF 
  $SET STACK 
  $SET OPTIMIZE 
  $SET LINEINFO 
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Other options may be set/reset where required or where their use would produce more 
efficient results.  For example, if you are compiling a 5000 line program following 
program changes, do not SET LIST for the entire program.  SET LIST immediately 
before the area where the changes occurred and RESET LIST immediately after. 
 
  600000 PROCEDURE DIVISION. 
 
  600001$SET LIST 
  700000    P700-CHANGES SECTION. 
 
  700980    700150-EXIT. 
  700990       EXIT. 
  700991$RESET     LIST 
 
  In this example the P700-CHANGES SECTION would be listed 
                        

and all 

 
lines that may be in error. 

The CS890 recognizes “$LIST” as a request for the ANSI74 compiler without the 
UNISYS extensions.  When the LIST option is desired use “$SET LIST” which properly 
calls for the ANSI74 compile with
 

 the extensions. 

 
AUDIT TRAILS. 

A physical count of every logical record read or written shall be kept. 
 
To ensure that all records of a sequentially processed disk file have been read or written, 
the disk file attribute LASTRECORD should be compared to the internal record count.  
The internal record count will exceed the file attribute count by one, i.e., if the internal 
count of records (read or written) is 51993 the file attribute “LASTRECORD” count 
would contain 51992. 
 
This same compare can be executed for each real of a tape file by comparing an internal 
record count to the tape file attribute TAPEREELRECORD.  This attribute will return the 
record number of the last record read or written on the current real of the tape file.  The 
internal record count should be one greater than the  TAPEREELRECORD value.  For a 
multi-reel

 

 tape file, the internal record count would have to be reset each time a new reel 
was accessed. 

A balance routine shall be performed whenever master file updating takes place (i.e., the 
input master count plus the master adds less the master deletes should equal the master 
output count). 
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*** 
 

Audit counts shall be written in order that they may be displayed at job and/or cycle 
termination.  For this purpose and for displaying program messages (e.g., HALT 
messages) an automated procedure has been developed to be used for all FSS-19 audit 
trail functions.  The correct COBOL/WFL statements needed to use this procedure are: 
 

COBOL 
 
 
 

ENVIRONMENT DIVISION/I-O SECTION 

 For a stand-alone or host program: 
 
 SELECT AUD1  ASSIGN TO DISK 
      ACTUAL KEY IS W453-KEY. 
      SELECT AUD2 ASSIGN TO TAPE. 

For a called program: 
 
 SELECT GLOBAL AUD1 ASSIGN TO DISK 
      ACTUAL KEY IS W453-KEY. 
 SELECT GLOBAL AUD2 ASSIGN TO TAPE. 
 
DATA DIVISION/FILE SECTION
 

. 

For any program (stand-alone/host or called): 
 
 255000 FD AUD1 
    COPY “(XXXXXXX) FD/AUD1 ON XXXX”. 
 
This will insert the necessary FD code for both

 

 of the above SELECTED files.  Be sure 
that the sequence number for this statement is as shown. 

DATA DIVISION/WORKING-STORAGE SECTION
 

. 

For a stand-alone or host program: 
 
 453000    01    W453-AUDIT 
    COPY “(XXXXXXX)WS/AUDIT ON XXXX”. 
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For a called program: 
 
 453000$SET  GLOBAL 
 453001  01 W453-AUDIT 
   COPY “(XXXXXXX) WS/AUDIT ON XXXX” 
 453999$RESET GLOBAL 
 
Be sure to enter the proper sequence number(s), as shown. 
 
PROCEDURE DIVISION
 

. 

For any program (stand-along/host or called): 
 
 950000  C950-AUDIT SECTION   <pn.> 
    COPY “(XXXXXXX) PR/AUDIT ON XXXX”.   
  
 (    <PN> = priority number, if desired). 
 
One of the first statements executed in your program should be 
 
 PERFORM C950-AUDIT. 
 
This will initialize the audit trail file and store the task (program) start time. 
 
To display a literal, message or data record: 
 
 MOVE  0 TO W453-WRITE-SW. 
 MOVE (literal, message, record)  TO  W453-DISPLAY-REC. 
 (  “W453-DISPLAY-REC” is a 123-character alphanumeric field.) 
 PERFORM  C950-AUDIT. 
 
Examples: 
 
 MOVE  “BEGIN JOB  XXXXXXXX”  TO  W453-DISPLAY-REC. 
 MOVE   W301-MESSAGE TO W453-DISPLAY-REC. 
 MOVE   F210-RECORD  TO  W453-DISPLAY-REC. 
 
To write an audit trail record: 
 
 MOVE 1  TO W453-WRITE-SW. 
 MOVE (audit trail message)  TO  W453-FILE-NAME. 
 MOVE (record count)  TO  W453-TRANS-NUM. 
 PERFORM  C950-AUDIT. 
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The “audit trail message” must be in the format 
 
  XXbbYYYYYYYYY where 
 
  XX is IP for input file 
            OP for output file 
                       BK for backup file 
 
  bb is two spaces 
 
  YYYYYYYYY is the internal filename which may be up to nine positions 
in length (start filename in the leftmost position and, if only eight positions are necessary, 
leave the ninth position blank, but don’t eliminate it). 
 
Example: 
 
 MOVE 1  TO W453-WRITE-SW. 
 MOVE “IPbbXXXXXXXXb”  TO  W453-FILE-NAME. 
 MOVE  W300-IP-CNT  TO  W453-TRANS-NUM. 
 PERFORM  C950-AUDIT. 
 
(“W453-TRANS-NUM” is a 10-character numeric display field). 
 

Important Note! 
 
In order that file attribute information may be included on your audit trail record, the file 
for which the record is being generated must be closed.  If the file exists on magnetic tape 
it must be closed with release – CLOSE filename WITH RELEASE.  Further, the WFL 
entry for that file must include TITLE and KIND entries (both WFL standards).  The 
return of file attribute information is often unpredictable, but your audit trail message and 
record count should always be present: 
 
 IP XXXXXXXX  452721 
 
Among the last statements executed in your program (in the WRAP-UP section) should 
be: 
 
 MOVE  2  TO  W453-WRITE-SW. 
 PERFORM  C950-AUDIT 
 
This will generate task (program) information record containing task number, task name, 
task start time (previously stored), task stop time, elapsed time, CPU time and I/O time. 
 
 
 

7-7 



Another Important Note! 
 
The audit trail procedure contains a table in which records which are to be written to the 
audit file are stored rather than written as they are generated.  The purpose of this is to 
minimize I/O on the audit file.  This table will automatically be dumped (i.e., each record 
written to the audit file) each time it is filled and/or when a task information record 
(W453-WRITE-SW=2) is processed.  The programmer may also force

 

 a dump of the 
table: 

 MOVE  3  TO  W453-WRITE-SW. 
 PERFORM  C950-AUDIT. 
 
This will be necessary whenever a task information record is not generated at the end of a 
program, e.g., an abnormal halt. 
 
 MOVE halt-message  TO  W453-DISPLAY-REC. 
 MOVE  0  TO  W453-WRITE-SW. 
 PERFORM  C950-AUDIT. 
 MOVE  3  TO  W453-WRITE-SW. 
 PERFORM  C950-AUDIT. 
 
The audit trail procedure can be used to assist operations in identifying tape file reel 
numbers to be used as input to the next cycle.  With this information these tape files can 
be “on-hand” (in the computer room) when needed.  The program must move a value to a 
flag (W453-NEXT-CYC) when preparing to write an audit trail record for the tape file to 
be used in the next cycle.  Thus, to write an audit trail for this file: 
 
 MOVE  1  TO  W453-WRITE-SW. 
 MOVE  (audit-trail-message)  TO  W453-FILE-NAME. 
 MOVE  (record-count)  TO  W453-TRANS-NUM. 
 MOVE “Y”  to  W453-NEXT-CYC. 
 PERFORM  C950-AUDIT. 
 
When the audit trail format program (XXXXXXXX) is executed, the presence of any 
alphanumeric value in this flag will generate a line on a separate report identifying the 
reel number of a file to be used in the next cycle. 
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WFL 
 
“AUD1” is the internal audit trail master filename.  Since all modules run production 
programs under the same usercode, it is necessary for each module to “file equate” this 
master file in the WFL (i.e., TITLE=externalfilename).  Some examples of current 
production audit trail master files by module are: 
 
 TITLE=XXXXXXXX  - Inventory Management 
 TITLE=XXXXXXXX  - Logistics Data Management 
 TITLE=XXXXXXXX  - Order Processing 
 TITLE=XXXXXXXX  - Procurement 
 TITLE=XXXXXXXX  - Quality Control 
 TITLE=XXXXXXXX  - Supply Distribution 
 
For each job/cycle the audit trail master file “accumulates” display records.  If the file 
exists new records will be added to existing records;  if it does not, a new master will be 
created.  A determination must be made when to clear “old” records (for a new job/cycle) 
by removing or renaming the file.  When this is to be accomplished in the job/cycle’s 
WFL it will be the first task (this exercise may also be executed through CANDE). 
 
The next task to be executed provides job related information such as jobname, job start 
time and date. 
 
 RUN OBJECT/XXXXXXXX (“START”); 
 FILE AUD1(TITLE=filename,KIND=PACK,PACKNAME=XXXX, 
                                           UNITS=CHRACTERS,PROTECTION=SAVE); 
 
For each succeeding task in which audit trail records are to be created, the same file entry 
must be included. 
 
The last two tasks executed in the WFL job will:  1) provide job related information such 
as jobname, job stop time and date, and 2) sort, format and print the audit file. 
 
 RUN OBJECT/XXXXXXXX (“STOP); 
     FILE AUD1 (TITLE=filename, KIND=PACKNAME=XXXX, 
    FILETYPE=7); 
 RUN OBJECT/XXXXXXXX 
     FILE AUD1 (TITLE=filename, 
    KIND=PACK,PACKNAME=XXXX,FILETYPE=7); 
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The sort key consists of: 
 

1) The Julian date the task was initiated; 
2) W453-IDENT:  A 2-digit value assigned to each program by the person 

responsible for your module’s production WFL; 
3) The time the task was initiated; 
4) The task number; 
5) The record number (incremented by one as each record is generated within the 

task); and 
6) Record type. 

 
If the sorted file is to be kept, a FILE entry must be made in the WFL, otherwise no entry 
is necessary. 
 
 FILE XXXXXXXX  (TITLE=filename,KIND=DISK,PROTECTION=SAVE); 
 
Two DON’T
 

S are noteworthy! 

1. DON’T change AUD1 blocksize!  It has been set to a specific size in order 
that the file may be accessed through CANDE. 

 
2. DON’T include a WFL FILE entry for AUD2!

 

  This is a dummy file used 
internally to access the file attributes of a real file for inclusion in an audit trail 
record.  A FILE entry in the WFL will produce unpredictable results. 

The audit trail master file (AUD1) and the sorted audit tail master file (XXXXXXXX, if 
kept) may be accessed through CANDE simply by getting the external filename: 
 
 e.g., GET XXXXXXXX (for Quality Control). 
 
This may be extremely helpful when a programmer is called on to determine the steps to 
be taken when an ON TASKFAULT occurs.  For example:  given that a program error 
has occurred and, before terminating the program, a HALT message is written on the 
audit trail master file, all files are closed, and all of the tasks’ audit trails are written on 
the audit trail master file.  The programmer may, through CANDE, get the audit trail 
master file and list all audit records associated with the faulty task.  The HALT message 
and the I/O counts may provide the needed information to determine which recovery 
steps are to be taken. 
 
 
 
 
 
 

7-10 



*** 
 

 
DETERMINING BLOCKSIZE, AREAS AND AREASIZE 

An interactive program is available that will determine optimal BLOCKSIZE for a given 
(fixed) record length.  Further, given an estimated number of records for a disk file, the 
program will determine AREAS and AREASIZE (space allocation) values. 
 
This program must be used for all FSS-19 files when determining blocksize.  There are 
exceptions.  For example, certain files leaving the FSS-19 system must meet the blocking 
requirements of another system (e.g., JANAP files).  Another example of where this 
program would not be used is when the file always contains fewer records than would fit 
in a single block.  Unless the record is of unusual length (greater than 2000 characters) 
this program will generate a minimum blocksize consisting of 10 records per block
 

. 

To execute:  RUN    (XXXXXXX) BLOCK ON XXXX 
 
The program will issue prompts to which the user must respond.  The most common 
prompts are: 
 
 ENTER RECORD LENGTH 
 ENTER ESTIMATED NUMBER OF RECORDS IF KNOWN, OTHERWISE  
            TYPE <CR> 
 
The record length entry may be up to four numeric characters; estimated number of 
records may consist of up to ten numeric characters.  Leading and/or trailing spaces are 
allowed (e.g., a record length of 80 may be entered as 0080, bb80, b80 or 80). 
 
A record length entry and an estimated number of records entry will result in blocksize 
information and

 

 disk file allocations:  AREAS, AREASIZE and RECORD CAPACITY.  
Where a file’s blocksize is externally fixed (e.g., JANAP files must contain 9 records per 
block) the disk file allocations are still obtainable by entering 0 for record length, 
entering the number of records per block and then entering the estimated number of 
records. 

  ENTER RECORD LENGTH 
  0 
  ENTER # RECORDS PER BLOCK 
  9 
  ENTER ESTIMATED NUMBER OF RECORDS, IF KNOWN, 

    OTHERWISE TYPE <CR> 
  2500 
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Several initial prompts allow the user to gain more information (INFO), to obtain a 
hardcopy listing of the interactive activity about to take place (PRINT) and, if a hardcopy 
is to be obtained, where to route it for printing.  When a hardcopy has been requested the 
user will have the further option of entering a 10-position filename for each record entry. 
 
  ENTER RECORD LENGTH 
  80 
  ENTER ESTIMATED NUMBER OF RECORDS, IF KNOWN, 

     OTHERWISE TYPE <CR> 
  25000 
  ENTER FILE NAME, IF KNOWN, OTHERWISE TYPE <CR> 
  XXXXXXXX 
 
The results will be displayed on the interactive terminal and, at the end of the session, 
printed at the RJE terminal previously indicated. 
 
To terminate this program enter:  END. 
 
A listing may be obtained from Project Control which identifies record lengths from 1 to 
1000 and the optimal blocking information for each. 
 

 
INTERACTIVE PROGRAM TIMELIMIT 

All interactive programs (i.e., programs in which I/O takes place via a remote terminal) 
must have a TIMELIMIT assigned to the remote file.  This is to prevent “hanging up” a 
program (and a terminal) which is waiting to read a user response.  If the user was 
literally “out to lunch”, the program would wait forever. 
 
TIMELIMIT is correctly activated as shown in the following example: 
 
 FILE-CONTROL 
  SELECT XXXXXXXX ASSIGN TO REMOTE. 
 
 PROCEDURE DIVISION. 
 
 S980-START-UP SECTION. 
 980010-START. 
  SET XXXXXXXX (TIMELIMIT) TO 120. 
 
In this example the TIMELIMIT is set at 120 seconds.  When the remote file is READ by 
the program, if input is not received within 2 minutes, the read statement is terminated 
with a TIMELIMIT error.  If a special procedure has not been included in the program to 
handle an error of this nature the system will display a message indicating the 
TIMELIMIT has expired and the program will be DSed. 
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Due to the “unique characteristics” of the UNISYS machines, what works in one set of 
circumstances will fail in another.  One of the following two special error-handling 
procedures may be included in an interactive program using the above TIMELIMIT 
construct.  Which of the two to use depends on whether or not the program is compiled 
using the $SET ANSI74 option. 
 
This procedure may be included in any interactive program regardless of whether or not it 
is compiled with the $SET ANSI74 option.   It allows a program to terminate itself rather 
than be terminated (Dsed). 
 
FILE-CONTROL. 
 SELECT XXXXXXXX ASSIGN TO REMOTE. 
 
FD    XXXXXXXX. 
01    F100-RECORD  PIC X(72). 
 
PROCEDURE DIVISION. 
DECLARATIVES. 
IO-ERROR SECTION. 
 USE AFTER STANDARD ERROR PROCEDURE ON XXXXXXXX. 
ERR-PARA. 
 MOVE “TIMELIMIT EXPIRED – TERMINATING” TO F100-RECORD. 
 PERFORM 0675-WRITE-XXXXXXXX. 
 PERFORM W990-WRAP-UP. 
 STOP RUN. 
END DECLARATIVES. 
M605-MAINLINE SECTION. 
605010-START. 
 OPEN I-O    XXXXXXXX. 
 SET XXXXXXXX  (TIMELIMIT)  TO  180. 
 
605020-PROCESS. 
        MOVE “ENTER USER ID”  TO  F100-RECORD. 
        PERFORM 0675-WRITE-XXXXXXXX. 
        PERFORM I650-READ-XXXXXXXX. 
 
The above procedure: 
 

1. Provides 3 minutes for the user to respond to a request for input. 
2. If he does not respond program control is passed from the read routine to a 

declarative section where a message is displayed and the program is 
terminated. 
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The second procedure may be included in any interactive program that is compiled 
without the $SET ANSI74 option.  This procedure allows a determination to be made on 
how to continue (or discontinue) processing when a user does not respond.  In most cases 
the run would be terminated but the option to continue exists

 

.  In the example below the 
user has a “second change” to respond and, if he does, processing is continued in a 
normal manner. 

FILE-CONTROL. 
          SELECT XXXXXXXX ASSIGN TO REMOTE. 
 
FD XXXXXXXX. 
01 F100-RECORD  PIC X(72). 
 
WORKING-STORAGE SECTION. 
77 W300-FLAG  PIC X    VALUE  “N” 
77 W300-COUNT PIC 9     VALUE 0. 
 
PROCEDURE DIVISION. 
DECLARATIVES. 
IO-ERROR SECTION. 
        USE AFTER STANDARD ERROR PROCEDURE ON XXXXXXXX. 
ERR-PARA. 
        MOVE “Y” TO W300-FLAG. 
END DECLARATIVES. 
 
M605-MAINLINE SECTION 
605010-START. 
        OPEN I-O XXXXXXXX. 
 
  SET  XXXXXXXX (TIMELIMIT)  TO  60. 
605020-PROCESS. 
       MOVE “ENTER USER ID”  TO  F100-RECORD. 
       PERFORM 0675-WRITE-XXXXXXXX. 
       PERFORM I650-READ-XXXXXXXX. 
       IF W300-FLAG EQUAL “Y” 
    PERFORM W990-WRAP-UP. 
                STOP RUN. 
 
I650-READ-XXXXXXXX SECTION. 
650010-READ. 
 READ XXXXXXXX INVALID KEY 
    GO  TO  650900-INVALID-KEY. 
 IF W300-FLAG = “Y” 
 IF W300-COUNT = 0 
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  MOVE “N” TO W300-FLAG 
  MOVE 1  TO W300-COUNT 
  MOVE “RESPOND OR BE DSED” TO F100-RECORD 
  PERFORM 0675-WRITE-XXXXXXXX 
     GO  TO  650010-READ 
 ELSE 
  MOVE “TIME  TO RESPOND HAS EXPIRED”  TO  F100-RECORD 
  PERFORM 0675-WRITE-XXXXXXXX. 
 MOVE 0  TO  W300-COUNT. 
I650-EXIT.  EXIT. 
 
The above procedure: 
 

1. Provides 1 minute for the user to respond to a request for input. 
2. If he does not respond program control is passed to a declarative section 

where a flag is set.  Control is then passed to the next statement following the 
read. 

3. The statement following the read determines if the flag has been set and, if it 
has, whether or not a previous warning was given.  A first warning will allow 
the user an additional 60 sections to respond. 

4. After performing the read (from the mainline) a determination is made 
whether or not to continue processing.  This procedure allows a program to 
terminate itself rather than be terminated (Dsed). 

 
Again, this procedure cannot be used when the program has been compiled with the 
$SET ANSI74 option. 

 
*** 

 

 
TIMES CONVERSION ROUTINES 

Time on the UNISYS machines is often expressed in two modes:  60ths of a second [e.g., 
TIME(1)] and 2.4 microseconds [e.g., TIME (11)].  Two routines to convert each mode 
to hours/minutes/seconds have been included in the audit trail procedure.  Any program 
which copies the audit procedures may use these time conversion routines. 
 
To convert time expressed in 60ths of a second to hours/minutes/seconds: 
 MOVE time-parameter
 PERFORM  950800-TIME. 

  TO  W453-TIME. 

 
To convert time expressed in 2.4 microseconds to hours/minutes/seconds: 
 
 MOVE time-parameter
 PERFORM  950850-TIME. 

  TO  W453-TIME. 
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Three results will be returned at the conclusion of either routine: 
 
 W453-HMS contains hours/minutes/seconds with a PIC 9(6). 
 
 W453-H-M-S contains hours/minutes/seconds with a PIC 99:99:99. 
  
 W453-HMS-AM containing hours/minutes with a PIC Z9:99 and either “AM” or 

 “PM” appended. 
 
SAMPLE:  A programmer needs the time-of-day at a certain point within the program.  
At that point he encodes: 
 
 MOVE TIME(1)  TO  W453-TIME. 
 PERFORM 950800-TIME. 
 
The time-of-day will be returned as: 
 
 143043   (W453-HMS) 
 14:30:43   (W453-H-M-S) 
 02:30PM   (W453-HMS-AM) 
 
The programmer is advised to more the needed results to another storage area as soon as 
possible. 

 

 
UNISYS – Things to remember 

1. Print line is only 132 characters (no carriage control character in the first position). 
2. When using multi-dimensional tables always index through the lowest order area 

first, e.g. 
 

03 TAB-AREA-1 OCCURS 5 TIMES INDEXED BY TA1. 
 05 TAB-AREA-2 OCCURS 7 TIMES INDEXED BY TA2. 
(index here first) 07 TAB-AREA-3 OCCURS 3 TIME INDEXED BY TA3. 

3. Always use the “SET STACK” option when compiling and saving an object module. 
4. Program displays are printed in the WFL listing or on the SPO, not on a sysout A type 

file.  Items to be displayed must now be written
5. “BLOCK CONTAINS 0 RECORDS” is not allowed. 

 to a separate print file. 

6. A program is either segmented each time a SECTION header is encountered or when 
a maximum of 1500 words (9000 bytes) of code has been reached.  The 1500 word 
maximum can be altered in the OBJECT-COMPUTER statement by specifying 
SEGMENT-LIMIT is <integer>. 

 
Programs should be organized so that much of the logical flow will be contained 
within the same section.  (i.e. Do not perform areas outside of the section). 
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Avoid extensive use of small sections as this tends to increase processing time. 
 

7. If an EXIT statement (not being performed thru) is encountered in a called program, 
the processing will be returned to the calling program regardless of where the EXIT-
RETURN statement is located. 

 
8. Files can be opened, read or written in either called or calling programs, regardless of 

which program contains the file description (FD). 
 
9. USING statements are not needed to define areas common to both the called and 

calling programs. 
 
10. For efficiency, use the synchronized clause when specifying a computational group or 

item.  (COBOL Reference Manual – 14-7, 8). 
 
11. Any numeric working-storage field (PIC 9) used in calculations should be defined as 

either COMP or COMP-1. 
 
12. Whenever possible, use 77 levels for numeric data items in working storage. 
 
13. Avoid using decimal areas.  If it is necessary to use them, define all decimal areas the 

same length. 
 
EX.  Do not               

 
Do 

         9 (6) V999 COMP.  9 (6) V9 (5)  COMP. 
         9 (4) V9 COMP.   9 (4) V9 (5)  COMP. 
         9 (7) V9 (5)  COMP  9 (7) V9 (5)  COMP. 
 

14. Avoid using negative literals, e.g. “ADD –1  TO identifier”. 
 
15. Try to ensure that all sending and receiving alphanumeric fields in a move statement  

are the same size and usage. 
 

16. Level 88 entries used for comparison are no more or less efficient than an “IF” 
statement to accomplish the same result. 

 
17. Eschew “ALTER” statements. 
 
18. When initializing an array, it is best to redefine the array and initialize the redefined 

area, providing that the array does NOT contain COMP-type fields.  Otherwise, index 
(as opposed to subscript) thru to clear the array. 

 
 
 

7-17 



19. Files should not be OPENed until they are ready to be used, and should be CLOSEd      
      when they will no longer be used. 
 
20. Ensure that tape or disk files are present on the system before they are opened. 
 
21. A close with LOCK, RELEASE or PURGE should be used whenever possible.  

These options will allow memory areas to be returned to the MCP and, in most cases, 
make the file and peripheral device available to the system. 

 
22. On Random/ISAM access files, blocks should be small with increased buffer areas. 
 
23. Random updating – updates should be in sequence. 
 
24. Don’t
 

 use SELECT  filename ASSIGN TO TAPE for sequential disk files. 

25. A paragraph name must immediately follow the PROCEDURE DIVISION statement 
and any SECTION headers in the procedure division. 

 
26. On the file description entry for variable-length records specify: 

 
RECORD CONTAINS integer 1  TO  integer 2 
 CHARACTERS 
BLOCK CONTAINS integer 3  TO  integer 4 
 CHARACTERS 
 
- where integer 1 and integer 3 equal the minimum record length. 
- Integer 2 equals the maximum record length. 
- Integer 4 equals the maximum character size of the largest block. 

 
27. Copy statements should be coded as follows: 
 

COPY “(usercode)  filename”. 
 
28. The AFTER ADVANCING 0 LINES should be AFTER ADVANCING (PAGE or 

CHANNEL 1) or see other options under the WRITE statement. 
 
29. Use the following procedure when accessing a source program (that was created on 

cards) through CANDE for the first time: 
 

a. GET filename 
b. List 
c. List the last ten records on the file (sequence numbers are incremented by 100) 

END 

d. Check the last four or five instructions for out of sequence. 
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e. DELETE out of sequence numbers 
f. TYPE 
g. LIST 

COBOL 
END

h. SAVE 
 (valid last statement should appear) 

 
30. To list a file on a remote printer, create a JOB file with the following: 

RUN *SYSTEM/DUMPALL  (“LIST filename”);  DESTNAME=RJENAME 
 

31. To copy a file from one usercode to another: 
 

a. GET (usercode) filename 
b. SAVE AS (your new filename) 

 
32. To get a listing of the directory of files under your usercode, create a JOB file with 

the following line: 
 

RUN *SYSTEM/FILEDATA (“F:TITLE=(USERCODE)”); 
 

33.  To get your compiler output printed on a remote printer you must: 
 

a. Have $SET LIST 
IDENTIFICATION DIVISION. 
ENVIRONMENT DIVISION. 
ETC. 

 
34.  By CLOSING a file with PURGE (normally INPUT files only), the file will be  
       deleted entirely. 
 

EXAMPLE:  CLOSE filename WITH PURGE. 
 
35.  By CLOSING  a file with PURGE (normally INPUT files only) and then OPENING   
        it as OUTPUT  and CLOSING with LOCK, the file will be deleted and then re-        
       created as an empty file. 
 
        EXAMPLE:  CLOSE input-filename WITH PURGE. 
        OPEN OUTPUT input-filename. 
        CLOSE input-filename WITH LOCK. 
 
36. Compiler Options On The CS890.

 

 – the following is a discussion of CS890 compiler 
options, and the cases in which they should be used.  It is most strongly suggested 
that these guidelines be followed.  Any deviations will waste computer, printer, and 
paper resources, and should be considered only when unusual problems arise. 

a. Compiles under CANDE 
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CANDE will print out those lines of code that are in error.  However, it will not

 

 
print out warnings.  Compile with LIST until all warnings are removed.  Then 
take out the LIST option and do not direct a listing to the printer until you are in 
the debugging stage. 

b. Initial compilations 
 

$SET ANS174 
$SET LIST (partial) 
 
The list option can be set and reset throughout the program.  Thus if you are 
compiling a 5000 line program, do not SET LIST for the entire program.  SET  
LIST immediately before the lines in which you are interested and RESET LIST 
immediately after those lines.  An example follows: 
 
000001$SET ANS174 
000010 IDENTIFICATION DIVISION. 
605070 GO TO W990-WRAPUP. 
606000$SET LIST 
606020 M606-PROBLEM SECTION. 
 
606998  606990-EXIT.  EXIT. 
606999$RESET LIST 
 
In this example only lines 606020-606998 and
 

 any lines in error will be printed. 

Other options, such as XREF, STACK, and the DUMP options are not required

 

 
for most compiles. 

c. Compiles in the debugging stage: 
 

$SET LIST 
      $SET XREF 
      $SET STACK 

 
If you are debugging programs and find that you cannot find the problem without 
more detailed information, use these options selectively. 
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         d.  Final compiles for debugged programs: 
 
         $SET ANS174 
         $SET LIST (full) 
         $SET XREF 
         $SET STACK 
         $SET OPTIMIZE 
         $SET LINEINFO 

 
These should be used only when the program has been fully tested and is ready to 
be placed into production. 

 
37. On the CS890, if you code PERFORM procedure-name-1 THRU procedure-name-2, 

an entry is made in the STACK  for procedure-name-2.  This entry is deleted when 
the program logic within the PERFORM is directed to the EXIT paragraph.  Should 
you go out of the routine by some means other than the EXIT, and never return, this 
STACK entry is not deleted.  If this same program logic is executed too many times 
the task will abnormally terminate with a STACK OVERFLOW. 

 
38. The CS890 will give you a run abort if you set an index-name to a data-name whose 

value is outside the range of the table.  If it is necessary to establish an index to one of 
these values, use the following code; 

 
03 W325-TABLE-1 OCCURS 10 TIMES 
  INDEXED BY W325-IND-1 
  PIC X. 
 
(To set index to zero)   (To set index to eleven) 
 
SET W325-IND-1 TO 1.   SET W325-IND-1 TO 10. 
SET W325-IND-1 DOWN BY 1.  SET W325-IND-1 UP BY 1. 

 
39. The CS890 index sequential file structure will take the logical record length and add 

slack bytes to bring it up to a word boundary.  At that point, another word is added to 
the record for control information.  When calculating a blocking factor and space 
allocation, these “mystery” bytes must be allowed for. 

 
40. If you use the simple format of the COBOL SORT verb, “SORT filename1 ON 

ASCENDING datafield1 USING filename2 GIVING filename3”, and the WFL 
directs the output to DISK, the output file is not saved after the task.  The best way to 
retain this file is to code PROTECTION=SAVE in the file attribute list for filename3 
in the WFL deck. 
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INVALID “DESTNAME”; CAUSE AND CORRECTION 

The precedence of “DESTNAME”, as well as a number of other JOB/TASK 
attributes, may be determined as follows: 
 
1. HIGHEST – setting of the attribute for each task.  This will direct output for the 

task only; it will override any other attribute setting. 
 

2. INTERMEDIATE – setting of the attribute within a program.  This will direct 
output for the program only; it will override a “JOB” attribute setting, but will be 
overridden by a “TASK” attribute setting. 

 
3. LOWEST – setting of the attribute for the entire job.  This will direct output for 

the job itself.  Additionally, it will direct output for tasks within the job if it is not 
overridden by either a program-contained setting or an individual task setting (or 
both). 

 
NOTE:  While it is not recommended practice to set attributes within a program, 
(since this defeats the flexibility WFL provides), program-set attributes can still be 
overridden by “TASK” setting, but not by “JOB” setting. 

 
42.  Remote Job Entry (RJE) Operations Procedure 
 
       All printing on our RJE’s will be limited to 2,000 print lines per job, excluding core 
       dumps.  If you anticipate exceeding this limit consult your PM to determine the 
       urgency of need. 
 
       All job titles in your WFL Job card should contain your last name or your assigned 
       initials.  This will help personnel identify your job listings. 
 
43.  Use the “INVALID KEY” clause on all WRITE statements to files assigned to  
       DISK.  This will enable the program to test for files exceeding their space allocation. 
 
44.  For files with fixed-length records, either specify “RECORD CONTAINS n 
      CHARACTERS” on the FD, or make the first 01 level a definition of the entire   
       record, e.g. 
 
       FD  F1-MASTER-FILE RECORD CONTAINS 240 CHARACTERS. 
 
       …or, 
 
     FD F1-MASTER-FILE. 
     01 F1-MASTER-REC  PIC X(240). 
     01 F1-MASTER-BREAKDOWN. 
          10 F1-ELEMENT1  PIC X. 

7-22 



45. For programs that contain an internal sort (SORT filename), use the following to 
      calculate the parameters MEMORY SIZE and DISK SIZE in the OBJECT- 
      COMPUTER statement: 
 
OBJECT-COMPUTER.  CS890 MEMORY SIZE [x] WORDS DISK SIZE [y]
 

 WORDS. 

    Where  [x] = (size of records to be sorted, in words) x 2,000 
 
    And [y] = (estimated maximum file size, in words) x 1.25 
 
46. When making changes to an existing program, it is useful to make entries in the “ID 

field” (cc/73-80).  These entries indicate at a glance which lines have been changed.  
Suggested entries in the ID field are the date or 917 number. 

 
Following is a portion of a source program before modification.  In this example, the 
ID field indicates that line 781200 was previously modified on 11/17/85. 
 
781100 COMPUTE W300-EOQ-TOO ROUNDED =  

      781120                          W300-EOQ / F100-ZDE-REPL-DMD. 
      781140 IF W300-EOQ-TOO < .50 
      781160        COMPUTE W300-EOQ =  
      781180                         F100-ZDE-REPL-DMD * .5 
      781200       GO TO 780140-LOAD-NAF.  11/17/85  
      781300 MOVE W450-CEILING TO W300-CEILING. 
 
If you decide to change lines 781160 and 781180, and add additional lines, enter 
“MARKID *11/22/86*” before you start making changes.  As you change and/or add 
lines, the ID field will automatically reflect 11/22/86 for only those lines changed or 
added.  If you subsequently wish to see what is contained in the ID field, enter “LIST 
781100-781300 @ 1-80”.  Following is the above example after maintenance using the 
MARKID option: 
 
781100 COMPUTE W300-EOQ-TOO ROUNDED = 
781120           W300-EOQ / F100-ZDE-REPL-DMD. 
781140 IF W300-EOQ-TOO < W310-PER-CENT   11/22/86 
781160         COMPUTE W300-EOQ = 
781180                     F100-ZDE-REPL-DMD * W310-PER-CENT 11/22/86 
781190          MOVE  W300-EOQ TO W315-EOQ   11/22/86 
781195          MOVE W302-LAST-FSC TO W315-LAST-FSC 11/22/86 
781200   GO TO 780140-LOAD-NAF.   11/17/86 
781300  MOVE W450-CEILING TO W300-CEILING.   
 
Entering “MARK-“ disables use of MARKID option.  See “MARKID” in CANDE 
manual for further information. 
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SYSTEMS DOCUMENTATION 
 
 

Everything in the foregoing chapters has been directed at how to accomplish 
programming and testing a computer system.  Now the system has to be documented 
sufficiently so that a group of programmers and/or operations personnel can run it. 
 
Note of explanation here.  Project FSS-19 (and some other, smaller projects) on the 
UNISYS machine is controlled by a group of GSA IT programmers called Production 
Management.  They oversee the running of the cycle (daily, weekly, monthly, etc.), 
making sure all portions of the project run successfully, monitoring re-runs (if they 
occur), and coordinating the implementation of system changes (program changes or new 
programs) when another group (maintenance) programs them.  Project FSS-19 is a large, 
complex system.  Its size and complexity, therefore, somewhat dictates that there be a 
group of programmers performing systems maintenance and/or program enhancements, a 
group of programmers performing system monitoring (Production Management), and a 
group of operations personnel who actually operate the computer.  The operations 
personnel for the UNISYS CS890 are assigned to, and are physically located at, the 
XXXXXXX, XX. 
 
Some items of documentation are required by the Program Maintenance Group, some are 
required by the Production Management Group, some are required by the Operations 
group and some of the documentation may be required by a combination of the three 
groups. 
 
No hard rules apply as to what documentation is required by each group, nor do any hard 
rules apply as to the format of the documentation.  This will probably vary from system 
to system.  The Main Objective is

 

 (and this can’t be stressed too strongly) that each group 
must be provided with whatever amount of documentation is required for them to 
perform their function.  A common-sense approach should prevail.  An attempt at 
providing a checklist of required system documentation follows. 

The checklist is meant only as a guide so that, hopefully, nothing important will be 
forgotten.  Each item on the checklist will be annotated with a three-position code.  If the 
first (leftmost) position = “M”, the item of documentation is normally needed by the 
Program Maintenance Group.  If the second (middle) position = “P”, the item of 
documentation is normally needed by the production management group.  If the third 
(rightmost) position = “O”, the item of documentation is normally needed by the 
Operations Group.  It is strongly recommended that as much documentation as possible 
be done on a word-processor.  This makes it much easier to correct and keep up-to-date.  
Any documentation that is incorrect or out-of-date is next to worthless. 
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CHECKLIST OF REQUIRED SYSTEM DOCUMENTATION 
 
 

(1)  System Description – A brief overview of the system – what it does, when it runs, 
on what machine, etc.  Use bond paper (MPO); 

 
(2)  System Flowchart – Show all programs and all input, output, or master files.  

Suggest using GSA FORM 6577 (MPO); 
 
(3)  Job Processing Schedule – Show all jobs (in their proper flow).  Annotate if they 
       start other jobs.  Include approximate run times.  This flowchart may be combined 
       with the system flowchart.  Suggest using GSA FORM 6577 (MPO); 
 
(4)  By File – Record volumes and file attributes.  Use bond paper (PO); 
 
(5)  On-Call Procedures – Name and number of persons to call if an obvious program 
       error occurs, else a statement stating instructions not to call until the next business 
       day.  Use bond paper (MPO); 
 
(6)  Restore/Restart Procedures – A list of jobs, do files, or other information 

operations may need to restore files or restart a job.  Especially needed if manual 
intervention is required.  Use bond paper (MPO); 

 
(7)  Input to System – A general description of the input as to what it is, where it 
       originates, and how it gets into the system.  Put special emphasis on files (such as  
       tape files from outside the system) which require special handling.  Use bond paper 
      (MPO); 
 
(8)  File Control – To include file names, family names (if 37800) and any special 
       instructions as to the disposition of files (data).  Use GSA 2147 format (MPO); 
 
(9)  Output Control – To include file names, family names/numbers, forms into, part 
       paper, recipient of reports (CO, Regions, IMC, etc).  Put special emphasis on reports 
       requiring special instructions such as tapes to be microfiched or reports to be xeroxed 
       or reports with special mailing instructions.  Use GSA 2146 format (MPO); 
 
(10) Remote Storage – List of files (with frequency) to be forwarded to remote storage.   
       NCR operations has specifically requested that all remote storage files be prefixed by    
       “RMTE0” (no slash after “RMTE0” – for example “RMTE0B1M1”).  Use bond 
       paper (MPO) 
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(11) Specification Package(s) – The user-dictated requirements.  May be one package or 
       many, depending on the system size.  Note – directions on how SPEC packages are 
       to be documented are found in the System Design Guidelines.  (M); 
 
(12) Source Program Listing – Should always agree with logic found in the SPEC 
        package (M); 
 
(13) Test Master File and Test Data Listing (M); 
 
(14) Test Job Stream Listing – These may be useful to Production Management in 
        establishing Production Job Streams (MP). 
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CSMD existing technical challenges: 
  

 A few applications need to be converted from Powerbuilder and Coldfusion to a newer 
technology. 

 Some applications need to complete PCI-DSS compliance work 
 Need to implement Single Sign On for most applications 
 Little to no documentation for most applications 
 Some applications need mobile app or mobile website 
 Business line applications need OCIO oversight and support 
 Some applications need to be rearchitected to streamline processes 
 Most applications needs dashboard reporting 
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1 Genera l In forma tion  

1.1 System Overview 

FSS-19 is an end-to-end order processing system, performing all major phases of the order 
process. FSS-19 functions include supply decision-making and routing of customer orders to the 
stock or special order programs, maintaining backorders, processing cancellations, providing the 
status of all customer orders, sending billing data to the Office of Finance, retrieving data on-
line, maintaining summarized information on customer demand and order history, reporting 
contract and purchase order data to the Federal Procurement Data System (FPDS), interfacing 
with the Central Contractor Registration System (CCR), managing pricing and cataloging of 
items, receiving and storing stock, maintaining currency of items in stock, and recommending 
stock replenishments.  
For the billing interface, FSS-19 is the source of Warehouse Issue records (record type 0050). It 
is also the source of customer appropriation data for the Federal Emergency Management 
Agency (FEMA). 
 
The FSS-19 system is a batch process that is divided into modules as defined below.     

Table  1-1 FSS-19 Ba tch  Proces s  Modules  

Module Abbreviation Module Name Program Prefix 

FI Finance/Accounting ***removed from document*** 

IM Inventory Management ***removed from document*** 

LM Logistics Management 
(cataloging) 

***removed from document*** 

OP Order Processing ***removed from document*** 

PC Project Control ***removed from document*** 

PR Procurement ***removed from document*** 

CM Contract Management (Quality 
Assurance) 

***removed from document*** 

SD Supply Distribution ***removed from document*** 

 
 
 



FFAASS  AApppplliiccaattiioonnss,,  MMaaiinntteennaannccee  
aanndd  EEnnhhaanncceemmeennttss  ((FFAAMMEE))  

FSS-19 Operations Manual  

L-MNF-SA005-01 2 August 9, 2013 
Controlled Unclassified Information 

 

Figure  1-1 Core  FSS-19 Proces s  Modules  Diagram 
 
A brief description of each module is given below 
 
PC – Project Control.  This module controls all input and output traffic, whether it is from a 
report office/region or if it is a file of requisitions being input from the Defense Auto Address 
System (DAAS). PC maintains a DOC-ID table and routes traffic to each module based on that. 
It also puts out various reports, mainly of input/output content. A small group of personnel also 
maintain the Work Flow Languages (WFLs) for all modules. 
IM – Inventory Management.
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 This module is mainly concerned with managing the items 
stocked by GSA. Its main master file is the National Asset File (NAF). It orders and reorders 
items stocked in a GSA Supply Distribution Facility (SDF) and maintains the Stock Order 
Record Keeping (STORK) master – alias Due-In.   
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OP – Order Processing.  This module maintains a history file (the Unconsummated Requisition 
(URHF) and the Consummated Requisition History File (CRHF)).  These two files are a history 
of each requisition from day one to purge day.  Requisitions come into OP, which first looks at 
the NAF to see if it is stocked in a GSA SDF.  If so, and the items are in stock, it sends it to SD.  
If the stock is not available, it will backorder it against that SDF.  If the requisition does not 
match the NAF, it goes against the National Item File (NIF) to see if it is available to be 
purchased by PR.  If so, it routes it to PR.  OP also processes follow-ups (input asking for status), 
modifiers (certain fields can be changed), and cancellations.  Requisitions, follow-ups, modifiers, 
and cancellations are all in the Military Standards Requisition and Issue Procedures (MILSTRIP) 
/ Federal Standards Requisition and Issue Procedures (FEDSTRIP) format.  OP also processes a 
host of GSA file maintenance type transactions. 
PR – Procurement.  The primary function of the Procurement module is to process requisitions 
submitted by authorized government agencies via various entry paths (i.e., Muffin, Advantage, 
etc.).  Requisitions that are entered without errors are called completed orders, which will 
generate Purchase Orders (POs). The Purchase Orders are then sent via Electronic Data 
Interchange (EDI) transmissions or by fax.    
CM – Contract Management.  Formerly Quality Control, now Quality Assurance, its main 
function is managing the contracts.  Personnel that are members of that area are charged with 
vendor factory inspections and can, if the situation warrants it, notify PR to suspend or cancel 
contracts for that vendor based on their finding of some kind of non-compliance with their 
contract(s).  Additionally, this module tracks (on a quarterly basis) sales from each vendor that 
has a GSA contract. 
SD – Supply Distribution.  Their main function is to ship items from a GSA SDF.   Part of that 
module is also known as the AD (automated depot) module.  Most of the requisitions are 
received from OP as stock item shipments. 
FI – Finance. 

1.3 References 

 Handles traffic to and from other modules (including PR and OP) to the Finance 
system. 

The following is a list of references used for this document: 
• FSS-19 FRD 
•  

1.4 Points of Contact 

Points of Contact information is stored in FSS19/CALL/LIST, which is stored on GSAB and 
GSAC on both XXXX and XXXX.   

1.5 Help Desk 

Users can contact the FSS-19 PM Team by sending an email to xxx@gsa.gov 
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Depending on the nature of the problem, the IT Help Desk at 866-XXX-XXXX or the Unisys 
Help Desk at 800-XXX-XXXX can also be contacted for assistance.     

1.6 Hours of Operation 

The FSS-19 system has 24/7 coverage.  On a one-month rotation, there is an assigned On-Call 
person and a Back-Up On-Call person.  The On-Call person is the 24/7 contact point for any 
communications with the operator for general areas.   
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2 Sys tem Opera tions  Overview 

2.1 System Operations 

The FSS-19 Application runs on the Unisys Libra 890 known as GSAC, which processes at the  
Data Center in XXX, XX.  The Development machine is also a Libra 890 known as GSAB 
located in XXX, XX. There are numerous devices located on-site for use by the technical support 
staff and operations.  These devices use Transmission Control Protocol (TCP) / Internet Protocol 
(IP) to connect to the host.  The FAS programmers and regional users throughout the country are 
connected to local area networks with access to the mainframes via TCP/IP. The operating 
system is Unisys Master Control Program 55.1 (MCP 55.1). The database management system is 
Unisys Enterprise Database Management System II (DMSII). The program languages and scripts 
are Common Business Oriented Language 85 (COBOL 85), WFL, ALGOL and JavaScript, and 
Hypertext Markup Language (HTML). 

A Disaster Recovery mainframe named FSSBACKUPC is also located in XXX. 
 

 
 Figure 1-2 GSA FSS-19 Mainframe Setup  

 



FFAASS  AApppplliiccaattiioonnss,,  MMaaiinntteennaannccee  
aanndd  EEnnhhaanncceemmeennttss  ((FFAAMMEE))  

FSS-19 Operations Manual  

L-MNF-SA005-01 6 August 9, 2013 
Controlled Unclassified Information 

2.2 Software Inventory 

The software repository for all FSS-19 Source programs, WFLs, and Libraries is (XXXXXXX) 
usercode on XXXX Pack on GSAC and GSAB. Developers copy the latest version of the source 
code into the development environment from GSAB as and when they need to make a change to 
the source code. 
 
Object programs are stored on (XXXXXXX) usercode on XXXX Pack on GSAC. 
 
Data files are stored on families XXXX, XXXX and various other Packs. 
 
Refer to Section 3 for more information. 

2.3 Information Inventory 

All FSS-19 Documentation and Procedures are available in Subversion (SVN). The Main folder 
is PM Documentation. See Appendix A List of FSS-19 Procedures for more information. 
 
The Code Caddy is a document designed to serve as a ready reference for operational personnel 
in identifying the acronyms and codes used in the FSS-19 System. URSA is a Reporting Tool 
that runs on the mainframe and produces reports using the DMSII database.  
 
The Code Caddy, URSA Field Guide, and other materials needed to assist the Users are available 
on the FSS-19 wiki for easy usage.  
 

2.3.1 Resource Inventory 

All of the files that go into and come out of our nightly cycles are listed in both the Business 
Recovery Plan (Appendix A) and the PM Documentation (see Appendix A of this document).  
All of the procedures to be followed in case of a disaster are in the Business Recovery Plan 
(Appendix A).  No credit card information is stored in any of our files, so no special security 
measures are needed.  In our databases, we do encrypt the Tax Identification Number (TIN) 
because it may contain a social security number for a small business supplier.   

2.3.2 Report Inventory 

All of the reports coming out of the nightly cycles are listed in the PM Documentation (see  
Appendix A of this document).  Our reports are also stored as On-Line Reports.  Most of the On- 
Line reports are available to all; however, there are a few On-Line reports that are password 
protected.   



FFAASS  AApppplliiccaattiioonnss,,  MMaaiinntteennaannccee  
aanndd  EEnnhhaanncceemmeennttss  ((FFAAMMEE))  

FSS-19 Operations Manual  

L-MNF-SA005-01 7 August 9, 2013 
Controlled Unclassified Information 

2.4 Operational Inventory 

The production network, including the recovery backup segment, is maintained by Unisys.  
Unisys will ensure that the proper network files are created and are available at the Backup Site 
by generating the required files whenever new networking software is installed or backup 
networking requirements change.  The network files will be copied to the application host’s DISK 
family and copied to tapes and/or backup families as part of the normal backup procedures.  
 
Each Libra 890 processor is configured as follows: 
 

8 -  Libra 890 processors (3600 MIPS) 
8 -  GigaWords Main Memory (8176 MWords, ~48 Gbytes) 
8 -  Fiber Adapters providing 1.95 TB of EMC DMX 1000 storage 
6 -  LTO4 tape drives - Shared with GSAB 
8 -  Network processors ports XXXX-XXXX, XXXX -XXXX 
     WebEnabler to access partition from Service Processors. 
4 -  EVLAN NP ports XXXX, XXXX, XXXX and XXXX connected to Java and 

Crypto processors 
2 -  JAVA Processors 
2 -  Cryptographic Co-processors 
1 -  Eportal specialty engines 
2 - Service Processors 
1 -  Windows 2008 Server R2 Enterprise Edition x64 SP1 partition with Hyper-V. 
4 -  Intel(R) Xeon(R) CPU E7- 8870 @ 2.40GHz, 2395 Mhz, 10 Core(s), 10 Logical 

Processor(s) 512-Gigabytes Memory 
3 -   300 GB (unformatted capacity) SCSI HDD in a RAID 5 configuration 
2 -  Quad port 1000 Mbps Ethernet adapters 
2 -  Onboard port 1000 Mbps Ethernet adapters 
4-      Dual Port 8GB HBAs 

2.5 Processing Overview 

FSS-19 processing is done through cycle runs. Data Files are received from Interface Systems 
and the PM Team starts WFLs that start programs that process these files. 
 
All of the nightly cycles are manually started by WFL XXXXXXXX  by the Unisys Operator. 
When more than one cycle runs on the same night, the following cycles are started during the 
cycle process: 

• The nightly cycle runs Sunday through Thursday - even through Holidays.  
• A small PM cycle runs on Friday nights - even through Holidays.  
• The weekly cycle follows the daily cycle on Thursdays.  
• The end-of-month cycle follows the last daily cycle of the month.  
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• The WRAP cycle on the first cycle date of the new month is followed by the first daily 
cycle.  

• The quarterly cycles, semi-annual cycles, and annual cycles are started in that evenings 
cycle process when it is the appropriate date.  

• The mini-cycles are started out of a queue - Monday through Friday - at CSTs of 9:00 
am, 12:00 pm, and 3:00 pm.  They also run on a holiday. The starting WFL is 
XXXXXXXX. 

2.5.1 System Restrictions 

GSAB and GSAC are available 24/7 except for the weekly Unisys Sunday morning maintenance 
window from 7:00 am to 11:00 am.  The only other time that the system is not available is during 
a hotload to fix a problem that cannot be fixed any other way.  During Quarterly Deployments 
(usually scheduled for the second weekend of February, May, August, and November), the 
system is shut down to the Users.  The Quarterly Deployment is usually completed by 
approximately 6:00 pm on Saturday unless a major problem is encountered.   

2.5.2 Waivers of Operational Standards 

There are no waivers that are or will be filed to exempt the operation of the system from 
operational standards already followed.   

2.5.3 Interfaces with Other Systems 

The following are some of the other Systems that Interface with FSS-19: 

Table  2-1 Sys tems  tha t In te rface  with  FSS-19 
Interface Description 

CCR.gov 
(Central Contractor Registration) 

• Daily Feed of Vendor’s Registration and SBA 
status 

EPLS.gov 
(Excluded Parties List System) 

• Daily Feed of Vendor’s Status 

DLMS 
(Defense Logistics Information Service)  

• Inbound/Outbound SFTP Daily Feed 

CSC 
(Customer Supply Center) 

• Inbound of several files 

Manugistics • Inbound of several files 

Finance  GSA • Inbound/Outbound SFTP of several files 

Advantage GSA • Inbound/Outbound SFTP of several files 
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Interface Description 

Dun & Bradstreet • Daily Feed of Vendor’s Past Performance 
Financial Information 

Federal Procurement Data System - 
Next Generation (FPDS-NG) 

• Outbound Daily Feed of Contract Activity 
Reporting 

Offer Registration System (ORS) • Inbound/Outbound SFTP of Vendor Offers 

Solicitation Writing System (SWS) • Outbound SFTP of MAS Schedules 

2.6 Communications Overview 

Nationwide access to the Unisys Mainframe is through TCP/IP over the GSA Backbone network. 
BNA over IP facilitates direct communication between the GSAC, GSAB and the Backup 
System (native file transfer and BNA commands). 

2.7 Security 

No credit card information touches our disk or is stored in our databases, so Payment Card 
Industry – Data Security Standard (PCI-DSS) work has been completed to show that.  We 
encrypt the TIN field since it could potentially be the Social Security Number of a Supplier.  
However, the TIN is not considered sensitive information by PCI-DSS.  For further security 
details, see the Security Documentation that is maintained by the Security team.   
 
The FSS-19 System also goes through an annual financial and security audit. Once a year the 
auditors come in and the PM Team provides them with a special Usercode and password so that 
they can look at any needed data.  The Team also works with the auditors to answer any 
questions that they may have. 
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3 OPERATIONS TEAM 
The FSS-19 Production Management Team is based in Crystal City, Virginia and is responsible 
for first line support of the FSS-19 System. 

3.1 Organization Chart 

 
 

Figure  3-1 FSS-19 PM Team Organiza tion  Chart 

3.2 Key Roles & Responsibilities 
The FSS-19 Production Management Team acts as the gatekeeper for the Production System. 
 
The team performs three roles: 

• Mainframe Production support 
• DBA Support 
• URSA Reporting 

 
As indicated in the Organization chart, all four members of the FSS-19 team are crosstrained to 
handle all Unisys Mainframe problems. The DBA team is responsible for all Unisys and 
UNIX/Windows based databases. One person is dedicated to URSA Reporting.      

3.3 PM Response to System Problems 

The FSS-19 system has 24/7 coverage.On a one-month rotation, there is an assigned On-Call 
person and a Back-Up On-Call person.  The On-Call person is the 24/7 contact point for any 
communications with the operator for general areas.   

This covers not only calls from the Unisys operator in Eagan, but also everything from Waiting 
Entries, monitoring MIPS High Usage messages, failed SFTPs/FTPs, running out of room on a 
Family, monitoring the Administration mailbox, etc.   
If the operator cannot reach the On-Call person by phone, chat, or email, the Back-Up On-Call 
person is then contacted.  

The On-Call person analyzes the problem and then decides the escalation path to be taken.  

3.4 PM daily verification checklist 

The On-Call person reviews audits for Finance, JDAudit, LM, and PM to be sure that all 
programs were successfully run and completed.   
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The On-Call person also reviews a daily Cycle Check 24/7.  The Cycle Check covers:   

• Making sure that all appropriate emails were received - confirming successful completion 
of tasks.  These emails cover BLDIST, BLPACK, Directory Matcher, DODAAD run, 
Families Report, completion of FSS19 Cycle, GSAC Precycle Backup, Correctness of the 
date card, reviewing non-production tapes that were created, Unix systems, that the mini-
cycles completed at 10:00 am, 1:00 pm, and 4:00 pm EST, and that all of the backups 
completed.   

• The WRAP cycle file (XXXXXXXX) is found the night before WRAP is run.   
• FSS19OUTPUTSTATUS.   
• Check the XXXXXXXX file to be sure that there were no DAAS errors.   
• Check for BLDIST, BLDISTA, BLDIST FTP, and BLDISTA FTP errors.   
• Check all of the aborts from the previous day.   
• Check on start/stop times of major cycle jobs.   
• Check the XXXXXXXX file for dates that major jobs ran.   
• Confirm that the three cycle date cards are correct.   
• Check that data was received in the two DARS files, the Periodics file, and the 

XXXXXXXX file.   
• Check for active jobs that are not active.   
• Check for databases that are not active.   
• Check that all self-queuing jobs are queued.   
• Check for disk space available less than 10% on families.  If found, send out a request for 

removal of files, enclosing a list of big files.   
• Check for Log Security Errors.   
• Check for Log Compiler Syntax Errors.   
• CSCFIDATA Integrity check.   
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4 OPERATIONS SCHEDULE 
The Production environment includes: 

• Run Schedules for all Cycles 
• Critical Job Schedules 
• Databases 
• Database Backup and Restore Procedures 
• Files 
• File Backup and Restore Procedures 
• PM daily verification checklist 
• PM Response to System Problems 

4.1 Run Schedules for all Cycles 

The FSS-19 daily cycle is started at 2030, Sunday through Thursday (CT).  There is an FSS-19 
weekly cycle that is started Friday night.  Periodically, other FSS-19 cycles are run (monthly, 
quarterly, semi-annually, annually, etc.).  These are normally kicked off by the appropriate daily 
cycle.  The daily cycles process for one to two hours, on the average. The weekly cycles process 
for one-half hour, on the average.   
 
There is a growing online component of FSS-19 to provide spontaneous processing of data. A 
three-time per day Mini-Cycle was introduced to FSS-19 to facilitate processing purchase orders 
and provide a faster product delivery. 

Production job streams occur according to the following schedule: 
 

APPLICATION NAME   

FSS-19 DAILY    XXXXXXXX 

STARTED BY 

FSS-19 WEEKLY    XXXXXXXX  (Automatically at end of    
                                                                  Thursday night cycle.) 
 
FSS-19 MONTHLY    XXXXXXXX and XXXXXXXX (Automatically at 

 the end of the last daily cycle of the month.)   
     

FSS-19 QUARTERLY (Automatically at the end of the last daily cycle of 
the quarterly month (December, March, June, and  
September).)   

FSS-19 WRAP                                                 XXXXXXXX    (Before the first daily cycle of the    
month.)  

 



FFAASS  AApppplliiccaattiioonnss,,  MMaaiinntteennaannccee  
aanndd  EEnnhhaanncceemmeennttss  ((FFAAMMEE))  

FSS-19 Operations Manual  

L-MNF-SA005-01 13 August 9, 2013 
Controlled Unclassified Information 

 
Master Operations Schedule 

START TIME  PRODUCTION NAME  
 

JOB NAME 

Sunday – Friday FSS-19 CYCLE   XXXXXXXX 
Sunday – Thursday FSS-19 DAILY CYCLE  XXXXXXXX 
Every Thursday FSS-19 WEEKLY CYCLE  XXXXXXXX 
Every Friday  FSS-19 PM_WKLY CYCLE  XXXXXXXX 
End Of Month  FSS-19 EOM PHASE I  XXXXXXXX 
After Phase I  FSS-19 WRAP Cycle   XXXXXXXX  

4.2 Critical Job Schedules 
NOTE:  The job names listed in this section only list the most important jobs.  Each job name 
will spin off one or more tasks. 

***removed 71 WFLs from document*** 
FSS-19 Daily Cycle Jobs 

 

***removed 18 WFLs from document*** 
FSS-19 Weekly Cycle Jobs 

 

PHASE I EOM Processing 
FSS-19 Monthly Cycle Jobs 

***removed 38 WFLs from document*** 

PHASE II EOM Processing 
FSS-19 Wrap Cycle Jobs 

***removed 32 WFLs from document*** 

 

 
FSS-19 Periodic Cycle 

***removed 28 WFLs from document*** 

4.3 Databases 

FSS-19 uses Unisys DMSII databases defined in Data and Structure Definition Language 
(DASDL). A full list of Production Databases is given in the chart in the next section. 
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Instances of the production databases exist in the following usercode development environments 
on GSAB also. 

Online (client/server & web) development environments 
   Usercode XXXXXXX (dev1)   Usercode XXXXXXX (test1) 
   Usercode XXXXXXX (dev2)   Usercode XXXXXXX (test2) 
   Usercode XXXXXXX (dev3)   Usercode XXXXXXX (test3) 

Batch (Cobol) development environments 

   Usercode XXXXXXX (op)   Usercode XXXXXXX (pr) 
   Usercode XXXXXXX (qc) 

4.4 Database Backup and Restore Procedures 
FSS-19 databases are Backed up according to the following schedule: 

Table  4-1 FSS-19 Backup Schedule  
Database Backup Strategy Backup Frequency 

XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Tape when updated 
XXXXXXXX Full to Pack when updated 
XXXXXXXX Full to Pack Weekly 
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Weekly  
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 

XXXXXXXX 
Accumulated to Pack 
Full to tape 

Daily accumulated to 
Pack Weekly Full to 
Tape 

XXXXXXXX Full to Pack Daily Cycle 
XXXXXXXX Full to Pack Daily Cycle 

System utility SYSTEM/DMUTILITY is used for database backup and restore procedures. 
Depending on the restoration point, it may also process audits created since the last backup. 
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In the Development environment the databases are backed up to family XXXX or XXXX using 
local job (XXXXXXX)JDBA/BACKUP/TESTDB when: 

   Client requests a database backup 
   DMSII software is upgraded (all db are backed up in this case)  
   DASDL changes are installed for a database 
   Daily  
 
These databases are restored using local job (XXXXXXX)JDBA/RESTORE/TESTDB when: 

   Client requests a restore 

4.5 Files 

Source programs, WFLs, and Libraries are stored on (XXXXXXX) usercode on XXXX Pack on 
GSAC and GSAB.  
Object programs are stored on (XXXXXXX) usercode on XXXX Pack on GSAC. 
Data files are stored on families XXXX, XXXX and various other Packs.  

4.6 File Backup and Restore Procedures 

The Unisys ClearPath services group performs backups of all the FSS-19 packs using BLLIB. 
Incremental Backups are performed daily and Full Backups are performed Weekly. 
Restores are done by copying files back from BLPACK. 

4.7 Database and Open/A Performance Monitoring Procedures 

Open/A logs are cut every 24 hours at midnight and analyzed by the Data Base Administrators (DBAs) 
every morning (Monday through Friday) for the production environment and for all three 
development/test streams. The review includes:  

• Reviewing long transactions. 
• Reviewing patterns of aborted transactions. 
• Reviewing unusual Structured Query Language (SQL) errors. 
• Reviewing hung transactions automatically terminated by locally written VULTURE utility. 
• Monitoring volume of SQL executed per day by client/server and web processes. 
• Monitoring processor usage  (average and total) of SQL executed per day by client/server and 

web processes. 
• Follow up analysis of anomalies 
• Monthly report to management of trends. 

DBA and PM also monitor database and system performance with third party tools dbaTOOLS and 
SightLine (formerly known as ViewPoint). 
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dbaTOOLS consists of various components that run on the Unisys mainframe and a workstation. The 
mainframe component gathers DMSII database data on a daily basis and stores this information in files 
known as ‘snapshots’. These snapshots are uploaded to a file server and then loaded into SQL Server for 
reporting purposes. The workstation component consists of  two products, dbaTOOLS/Analyzer and 
dbaTOOLS/Monitor. 

The Analyzer provides the capability to do the following: 

• DMSII Statistics Analysis 
• Population Tracking and Reporting 
• LimitError Warnings 
• Index Sequential Structure Level Analysis 
• Structure Table Loading Analysis 
• Database Disk Segment Usage Reporting 

dbaTOOLS/Monitor allows control of the DMSII runtime environment by providing the ability 
to perform the following functions on demand or at pre-selected times: 

• Display database and RDB (Remote Database Backup) status information  
• Display structure physical I/O statistics 
• Display structure logical I/O statistics 
• Display information in an automatic refresh mode  
• Show real-time graphs of structure, database and RDB information 
• Set up real-time alerts for both database and RDB 
• Enter Menu driven VDBS (Virtual databases) commands 
• Capture Individual Program DMSII Statistics 
• Tune DMSII databases 

The SightLine product for Unisys ClearPath MCP Systems collects and reports on performance 
data from the ClearPath MCP system and all applications running on the system. This data is 
then analyzed by SightLine Expert Advisor/Vision to provide a comprehensive view of 
ClearPath MCP system behavior and performance. Some of the key collected metrics are divided 
into the following categories: 

• Baseline Metrics 
• Processor 
• Application 
• Memory 
• I/O (Input/Output) 
• Network 
• Work Load 
• Worst Offenders 
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• On-Line Transaction Metrics 
• Database Metrics 
• Billing Accounts and Event Reporting   
• BNAv2 Metrics 
• TCP/IP Metrics 
• Disk Space Metrics 
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5 RELEASE AND BUILD PROCESS 
All changes to the Production system are tracked through System Change Requests (SCRs) in the 
Serena Business Manager System (SBM). An SCR can be created as a result of : 

• New Government approved tasks 
• Ongoing approved projects 
• Problems encountered in Production 

An SCR can also result in several related Tasks which are also tracked in SBM. The SCR goes 
through various Statuses in SBM as it moves along in the System Development Life Cycle 
(SDLC). See next section. 

5.1 Software Change Process 

The following steps are followed by FSS-19 development  

• Step 1: An SCR is created and assigned to a Developer  
• Step 2: The Developer then makes a copy of the programs affected from the software 

repository - (XXXXXXX) usercode on XXXX Pack on GSAB to the Development 
environment.  

• Step 3: The Developer then makes the changes, compiles and tests the program(s) in the 
Dev environment.  

5.2 Software Release Process 

Once the changes have been tested and reviewed the FSS-19 development team copies the 
program sources (including any changed WFLs) to the Staging area which is under usercode 
(XXXXXXX) on XXXX pack on GSAB (Step 4 below). The SCR is then Awaiting 
Deployment. The PM Team is also informed (see section 5.9 for next Phase in the processing) 
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Figure  5-1 FSS-19 Deve lopment Change  Build  & Re leas e  S teps  

5.3 Build Procedures 

The FSS-19 PM Team’s Build and Deployment Process is started manually and then is 
completely automated and it runs a script XXXXXXXX which performs the following steps :  

• Step 5: Copies code from GSAB to a temporary staging area on GSAC  
• Step 6: Compiles the source code and creates the Object file  
• Step 7: Deploy’s Object file into Production by copying it to (XXXXXXX) usercode on 

XXXX Pack on GSAC. The SCR is marked as Deployed. 
• Steps 8 and 9: Copies source code files to the Repository (XXXXXXX) usercode on 

XXXX Pack on GSAC & GSAB  

5.4 Deployment Procedures 

Compile job XXXXXXXX takes care of deployment where objects are created and copied to the 
production environment on GSAC. 
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Figure  5-2 FSS-19 Build  & Deployment S teps  

5.5  Database Change Deployment Procedures 

 
Database DASDL (schema) and associated Open/A configuration changes are deployed from the O&M 
test environment to production using tailored scripts which invoke locally created DBA Toolkit  jobs to 
install the modified DASDL.  
These are typically done in the CSM quarterly deployment, along with application changes, but may be 
done as part of interim or emergency releases as required by CSM management. 
This process includes: 

• Running parameterized jobs to recompile the modified DASDLs, which automatically regenerate 
standard and locally written database specific software.  

• Automatically running parameterized jobs to reorganize the physical database (adding, deleting, 
or modifying columns or tables) after the DASDL compile. 

• Garbage collecting all volatile databases. 
• Backing up the databases. 
• Running DBA created scripts to install Open/A configuration file changes and job to regenerate 

the Open/A database libraries.  
• Running DBA job to regenerate DARGAL database libraries. 
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Appendix A Lis t of FSS-19 Procedures  
All FSS-19 Procedures are available in Sub Version. The Main folder is PM Documentation and 
the following are just some of the sub folders & Procedures. A full list of the Index can be found 
in the following file -PM Documentation Index-  which is attached at the end of this Appendix. 

 

Folder File 

How it works Bucky's custom software documentation - 2009-01-22.doc 
  Directory Matcher documentation - 2008-10-07.doc 

  DOORMAN documentation - 2004-11-15.doc 
  FINDER Documentation - 2009-09-12.doc 
  FINDER documentation - 2011-01-17.doc 
  GuardFile email thread - 2005-12-23.doc 
  REMOTELISTER (RL) Documentation - 2010-04-10.doc 
  WFLTREE documentation - 2009-03-18.doc 
How To (Sumlog)SLOG Commands - 2008-03-18.doc 
  Admin Mailbox checking procedures - 2011-02-02.doc 

  Change and restart queued WFLs - 2002-04-19.doc 
  Change the passwords - 2011-02-08.doc 
  Clear Hackers list - 2011-02-08.doc 
  COMP4PROD info - 2009-05-28.doc 
  Create a DATA file instead of a Jobsymbol file for BD2SMTP - 2011-02-02.doc 
  Creating a queue on GSAB - 2011-05-19.docx 
  Database Deployment Procedures - 2010-11-12.doc 
  DIDJOBRUN – running and a problem with it - 2011-02-10.doc 
  DOORMAN Documentation - 2009-11-05.doc 
  Find an Email Recipient - 2011-02-03.doc 
  FIPS 197 Documentation [abridged] - 2011-04-12.doc 
  How to ZIP - 2011-02-16.doc 
  Know to send an email - 2011-02-02.docx 
  Look at the cyclecard in a WFL - 2011-02-02.doc 

  MENUGRAPHS - Adding to a new menu selection - 2006-04-20.doc 
  MENUGRAPHS - Updating to a new software release level - 2006-01-17.doc 
  Put a Dropdown list in a spreadsheet - 2011-02-07.doc 
  Restart a Queued Job - 2002-04-19.doc 
  Run FINDER for DATA - 2011-02-03.doc 
  Run JU009-FTP - 2002-06-26.doc 
  Run Wrap on a Weekend - 2008-06-09.doc 
  Run LOGGER to find what ran - 2010- 07-29.rtf 
  ScreenDesign Generation Process - 2010-03-15.doc 
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Folder File 

  STRINGTOCARDS Utility - 2011-05-03.docx 
  Tell if OP has created a SCR - 2011-02-02.doc 
  U COPY Documentation - 2009-11-03.doc 
  Update the Holiday File - 2009-01-21.doc 
Programming Tips 54.1 COBOL74 - LINEINFO, BINDINFO, and WARNFATAL - 2011-06-15.docx 
  AES256 documentation - 2011-03-31.doc 
  Creating a file with 1,044 character records - 2010-11-25.doc 

  COBOL Programming guide.doc dated August 2013 
  WFL Standards.doc dated 2011-04-18 
  Emailing yourself data files - 2010-12-03.doc 
  FIPS 46-3 - 2009-05-20.doc 
  FIPS 197 - 2009-12-11.doc 
  Business Recovery Plan – Google Docs 

 
The Code Caddy, URSA Field Guide, and other materials needed to assist the Users are available 
on the FSS-19 wiki for easy usage.  

 

A complete list of PM documentation and procedures is available in SVN and an Index can be 
found in the following file. Just click on the icon below

 

 and an Excel document should open. 

PM Documentation Index.xlsx 
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Appendix B Acronyms  
 

Acron ym  Defin ition  

AD Automated Depot 

BPA Blanket Purchase Agreement 

CCR Central Contractor Registration 

COBOL Common Business Oriented Language 
COR Contracting Officer’s Representative 

CRHF Consummated Requisition History File 

CSC Customer Supply Center 

CSM Contract Services Management 

CST Central Standard Time 

DAAS Defense Auto Address System 

DASDL Data and Structure Definition Language 

DLMS Defense Logistics Information Service 

DMSII Database Management System II 
DODAAD Department of Defense Activity Address Directory 

EDI Electronic Data Interchange 

EPLS Excluded Parties List System 

FAME FAS Applications, Maintenance, and Enhancements 

FAS Federal Acquisition Service 

FEDSIM Federal Systems Integration and Management Center 

FEDSTRIP Federal Standards Requisition and Issue Procedures 

FEMA Federal Emergency Management Agency 

FPDS Federal Procurement Data System 

FPDS-NG Federal Procurement Data System-Next Generation 

FSS Federal Supply Service 

FTP File Transfer Protocol 

FRD Functional Requirements Document 

GSA General Services Administration 

HTML Hypertext Markup Language 
MCP Master Control Program 

MILSTRIP Military Standards Requisition and Issue Procedures 
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Acron ym  Defin ition  

MIPS Million Instructions Per Second 

NAF National Asset File 

NIF National Item File 

OCIO Office of the Chief Information Officer 

ORS Offer Registration System 

PCI-DSS Payment Card Industry-Data Security Standard 

PO Purchase Order 

POPI Purchase Order/Procurement Information 

QA Quality Assurance 

SBM Serena Business Manager 

SCR System Change Request 

SDF Supply Distribution Facility 

SFTP Secure File Transfer Protocol 

SOP Special Order Program 

STORK Stock Order Record Keeping 

SVN Subversion 

SWS Solicitation Writing System 

TCP/IP Transmission Control Protocol/Internet Protocol 

TIN Tax Identification Number 

URHF Unconsummated Requisition History File 

URL Uniform Resource Locator 

URSA Universal Report Specifying Application 

WFL Work Flow Language 

XML Extensible Markup Language 
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1 In troduc tion  
The FSS Online Operations Manual (OM) contains detailed information on the control 
requirements and operating procedures necessary to successfully initiate and run a system. It is 
written for the Operations staff and anyone who needs to understand FSS Online’s operating 
environment, security and control requirements. 

1.1 System Overview 

1.1.1 Responsible organization 

FSS Online has been developed by the General Services Administration (GSA) Federal 
Acquisition Service (FAS), Office of the Chief Information Officer (OCIO), Contract Services 
Management (CSM) division to support of the Acquisition centers as well as the General 
Supplies and Services (GSS). 

1.1.2 General Description 

FSS Online is the front-end application to the FSS19 database system. At the highest level, FSS 
Online is used as a procurement management tool for the Contracting Officer (CO)/Contract 
Specialist (CS) community. Using FSS Online, COs and CSs can track and manage a vendor’s 
contract from the date of award through the life of the contract. FSS Online provides the CO/CS 
with the ability to manage contracts, manually input orders, manage vendor information, and 
report on contract activity. 

Within FSS Online, there are several key modules, including Data Entry, Contract Management, 
Order Processing, Procurement, Technical Information Maintenance System (TIMS), Logistics 
Management, Supply Distribution, and Security. These core modules account for more than forty 
core business functions. 

1.1.3 System Architecture 

Figure 1-1 illustrates the FSS Online architecture. 
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Figure 1-1 FSS Online Architecture 

FSSOnline is a Client/Server application that runs on the user’s personal computer (PC) 
with Windows XP or Windows 7. 

The database is Unisys Database Management System II (DMSII). 
FSSOnline is also a multi-tier application. It interfaces with other applications like 
eMods, Solicitation Writing System (SWS), Offer Registration System (ORS), 
SAM/Online Representations and Certifications Applications (ORCA), Enterprise 
Content Management Solution (ECMS) via Web Services. For a more detailed 
description of the FSS Online architecture, refer to the Architecture section of L-MNF-
DD012-10, FSS Online Client Server System Design Document. 

1.2 Scope 

This Operation Manual (OM) provides the operation overview of Development, Test and 
Production environments, including the communication and interfaces with other applications. 
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1.3 References 

The following is a list of documentation references: 

• L-MNF-DD012-10 FSSOnline CS SDD 
• L-MNF-RQ171-17 FSS Online Functional Requirements Document 
• Google/site/CSM COOP 04 Recovery Plan/CSMD Applications Disaster Recovery 

Plan.docx 

1.3.1 Help Desk 

The Information Technology (IT) Service Desk is a twenty-four/seven (24/7), 365 operation that 
assists users with hardware and software troubleshooting. The IT Service Desk's analysts use 
remote control tools and assist users with mission critical GSA operations. 

The IT Service Desk uses ServiceNow, a Web-based incident tracking system. In addition to the 
Web-based system, users can submit a request by sending email to xxx@gsa.gov or by calling 1-
866-XXX-XXXX. 

1.4 . Points of Contact 

1.4.1 Information 

Table 1-1 lists points of contact (POC) information. 

Table 1-1 Personnel / Points of Contact 

Department Name Email Phone 

Government CIO POC    

Government CIO POC    

Government Business Line    

Government Business Line    

1.4.2 Coordination 

Table 1-2 lists coordinating organizations and their interactions. 

Table 1-2 Coordinated Events 

Scheduled Event Organization POC 

Quarterly Maintenance 
Release 

FAME CM Team  

Deploying to Quality 
Assurance (QA) Test 

FAME CM Team  
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Scheduled Event Organization POC 

Deploying to Production 
FAME CM Team/FAME 
Middleware Team 

 

Update Application Certificate FAME Middleware Team  

Update eSOA Certificate FAS eSOA Team  
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2 Sys tem Opera tions  Overview 

2.1 Software Inventory 

2.1.1 Windows XP 

Windows XP software: 

• PowerBuilder components 
• Sybase Client 
• GhostScript 
• Sybase printer driver 
• Open/A ODBC driver 
• FSS Online application  (installed in servers) 

2.1.2 Windows 7 

Windows 7 software: 

• PowerBuilder components 
• Sybase Client 
• bioPDF 
• Open/A ODBC driver  
• FSSOnline application (installed in servers) 

All of the software components, except the FSS Online application, are installed on the users’ 
workstations. These components are not part of the FSS Online quarterly release.  (See Section 
3.1.) Changes to these components are infrequent. When changes are required, the deployment of 
new components is coordinated with the release that requires the new components. 

2.1.3 Automated Build System 

A Jenkins job builds FSSOnline automatically. The build job checks the Subversion (SVN) 
repository for changes on a preset schedule and builds a new executable if changes are found. 
The schedule is set to suit the needs of the Development team. The job currently checks for 
changes at 05:00 and 19:00. The developers can also start a build manually whenever required by 
using the Build Now link in the Jenkins job. 

The FSS Online build job uses the EnvInject plugin to configure the build (Figure 2-1). 
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***EnvInject plugin Properties Content removed from document*** 

Figure 2-1 Build Configuration 

Four files in the project folder control the build. 

Table 2-1 Build Control Files 

File Function 

***removed from 
document*** 

Gets project dependencies from the version control system 

***removed from 
document*** 

Builds the FSSOnline application and its dynamic libraries 

***removed from 
document*** 

Project-specific build settings 

***removed from 
document*** 

Ant file to package and deploy FSSOnline 

2.1.4 Components of FSS Online Application 

The following dynamic libraries are created with the build of the application: 

• *** 61 dynamic libraries removed from document*** 

3 Information  Inventory 
FSS Online is the frontend of the FSS19 system and follows the rules implemented in the FSS19 
system for data retention. 

FSS Online accesses the following DMSII databases: 

***9 databases removed from document*** 

FSS Online also accesses the SYBASE database. ***removed from document*** 

3.1 Operational Inventory (production) 

Changes in the application, which include maintenance and enhancements, are done in a 
quarterly basis. 

FSSOnline is not installed in the local machine.  
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The application is deployed as follow: 

• To each regional server 
• Citrix farm 
• VDI severs. 

3.2 Processing Overview 

Most of the processing required is automated. The Jenkins build job sends mail for both 
successful and failed builds. Failed builds only require attention if the failure is in the build 
process itself, rather than failure of the source code to compile correctly. 

Changing the database password is a manual process. ***removed from document*** 

3.3 Communications Overview 

The application runs inside the firewall only. 

The user runs it from the local server when working at the office. 

When telecommuting, the user can access the application via VPN or from Citrix. 

The application must have access to the UNYSYS mainframe (GSAC) as well CSM Web 
Services application. 

3.4 Security 

For authentication, FSSOnline identifies the user account used to login in Windows.  

In the other hand, for authentication, the application checks the user profile and based on the 
different roles, provides access to different modules or functionality. 

The Access request form is available from the FSS Online main menu. It has the following 
options: 

• Add new users: includes user profile, applications, modules and special access. 
• Modify the access 
• Unlock the account 
• Lock the account 
• Provide 3 days access 

The security application allows the delegators approve or reject the request. 

4 Run Informa tion  
The hours of operation for the system are controlled by settings in the database table 
***removed from document***.  

During the hours of operation, the application allows the users to process online transactions. 
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During the FSS19 evening cycle, FSS Online is not available. At this time receive a message that 
the application is not available. 

In addition, the select Saturday for the quarterly release, FSS Online provides the message the 
application is under maintenance. 

There are no batch processes in the application. Those processes are assigned to the FS19 
project. That includes data recovery. 
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Appendix A. Abbre via tions , Acronyms , and  Defin itions  
The following abbreviations, acronyms, and definitions are used within this document and 
throughout GSA. 

Abbreviation Definition 

CO Contract Officer 

CS Contract Specialist 

DM&E Development, Maintenance, and Enhancement 

DMS Database Management System II 

ECMS Enterprise Content Management Solution 

IT Information Technology 

OM Operations Manual 

O&M Operations and Maintenance 

ORCA Online Representations and Certifications Applications 

POC Point of Contact 

QA Quality Assurance 

SVN Subversion 

TIMS Technical Information Maintenance System 
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Schedule Sales 
Report  ( Web Site ) 
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1 Applica tion  Des crip tion  
The Office of Chief Information Officer has been assigned the responsibility to staff, operate, 

and maintain a fully operational EC/EDI Gateway to support all EC/EDI processing requirements 

for GSA. The GSA Gateway performs a number of essential functions to ensure that all inbound 

and outbound EC/EDI/cXML/FAX transactions are processed, mapped, translated, archived, 

and forwarded to their correct destinations in a timely fashion.  

In order to function as part of the Federal Acquisition Communications Network (FACNET), the 

GSA Gateway must interface with the Global Exchange Services (GEX), as well as with any 

Value Added Networks (VANs) that support active GSA trading partners or support direct 

trading partner connections using the mailbox functionality found within the software.  

The GSA Gateway staff is responsible for creating and maintaining Gentran and Sterling 

Integrator code, scripts, tools, translation maps, security/encryption, databases, internal and 

external interfaces/communication protocols as well as integrating those applications with client 

configurations and multiple databases.  In addition, three separate platforms are configured and 

maintained to support the GSA Gateway production, test and development efforts.  Key staff 

responsibilities also include client interaction, support for external vendor community and 

troubleshooting, monitoring daily operations and participating in projects to support all GSA 

EC/EDI project requirements. All EDI requirements use the national ANSI X12 Standards and 

the current COTS packages being used to support the Gateway and its requirements include 

Sterling Gentran, Sterling Integrator (SI) and OpenText Rightfax Enterprise.  

 

 

 

 

 

 

 

 

 

 

 

 

 



2 Architec ture  
The diagram below depicts a high-level overview of the current production environment.  

 

 

 

 

 

 

 

 

 

 



3 Gateway Produc tion  Environment 
3.1 The GSA Gateway operates 24X7X365 with minimal downtime to accommodate items such 

as server maintenance, system upgrades, etc. There are thousands of transactions processed 

daily with various jobs either scheduled throughout the day or triggered as incoming work 

becomes available.  

3.2 The Gentran and SI backend applications run on their own UNIX server. The SI application 

uses proxy software named “Perimeter Server” to manage internal and external client 

interfaces.  There are two instances of the perimeter/proxy server running on separate servers.  

Each server instance has a unique configuration/file system and IP/port/DNS assignment. SI 

software controls both proxy instances running in terms of port initialization for SFTP – both 

internal and external vendors/clients use SFTP for their connections. Internal users may 

connect to only one of the proxy servers using the DNS name.  The external vendors/clients 

connect to either of the proxy servers depending upon the DNS resolution. There is round-robin 

balancing employed to distribute the traffic for data drop off and pickup.  

3.3 The SI application supports two client/server tools, the Map Editor and the Graphical 

Process Modeler (GPM.)  The Map Editor facilitates the creation and testing of data translation 

maps.  The SI Standards package is available within the Map Editor and provides the standard 

rules for data transformation from/to multiple formats (ANSI X12, xml, flat file, etc.)  The GPM 

automates the creation/coding of SI Business Processes (BPs) to automate job flows within the 

SI environment.  The GPM is bundled with out-of-the-box services that may be configured/ 

combined to handle such tasks as file handling, running scripts, executing translation maps, etc. 

3.4 There are 3 EDI database instances (two are Sybase Adaptive Server Enterprise (ASE) and 

one is Oracle). The Sybase instances are replicated via Sybase Replication Server. The Oracle 

instance is being replicated via Oracle Data Guard.  

3.5 The file systems for both Gentran and SI are being replicated via EMC RecoverPoint 

Appliance (RPA).  The replicated file systems are eventually rotated to off-site storage. 

3.6 There are two Windows servers used for the fax functionality within the Gateway. 

Additionally, each server has a Microsoft SQL database that is used to store/track/report the fax 

application data.  

3.7 Due to the nature of the data that is processed, encryption/decryption is required. The 

current standard used is AES256.  

 

 

 

 



4 Sys tem In te rfaces  
The Gateway, due to the nature of the functions performed, interfaces with a myriad of internal 

users and external trading partners. The users/trading partners interface with the Gateway using 

secure protocols such as SFTP, AS2, and HTTPS.  
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Executive Summary 

The Online Contract Management System (OCMS) application provides workflow automation to 
support Contract Management business processes, which includes the production of 
documentation and reports for use both internally and for use in communications with vendors 
holding Government contracts. 

This OCMS Operations Manual (OM) provides information for the Operations Team to help 
maintain the OCMS application. It provides a system operations overview, describes interfaces 
to outside systems, and documents how to update security certification. 
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1 In troduc tion  
OCMS is a Web-based application consisting of 11 main components: Contract Management 
(CM), Supply Report Card (SRC), Complaint Investigation (CIS), Industrial Funding Fee (IFF) 
Claims Process, Report Card and Visit Planning (RCVP) for Multiple Award Schedule (MAS) 
Contracts, Administrative Report Card (ARC), Pre-award Assessment Report (PAR), 
Subcontracting Plan (SubK) and Reports management, Unreported Sales Report Reminder and 
Delinquency Notices, IFF Payment Delinquency Notices, and Administration functions.  

OCMS also provides a “To Do” list of pending tasks for users along with some standard reports. 
OCMS interfaces with Enterprise Content Management Solution (ECMS) to store contract-
related documents and also subscribes to the GSA FAS Single Sign-On (SSO) framework. 

The OCMS application provides workflow automation to support Contract Management business 
processes, which includes the production of documentation and reports for use both internally 
and for use in communications with vendors holding Government contracts. 

1.1 System Overview 

The application is only accessible to users who are within the GSA network and who have been 
granted access by the CSM Security Application.  The application is run on a JBoss Application 
server communicating via Apache JServ Protocol (AJP) to an Apache web server. 

Communications with outside systems are executed through access to shared data structures and 
through the use of web services. 

Users communicate to the application using Secure Hypertext Transfer Protocol (HTTPS) 
through the Microsoft Internet Explorer 8 web browser. 

1.2 Scope 

This Operations Manual (OM) outlines the system operations overview and run information for 
compilation of the code-base, deployment to Development, QA Test, and Production 
environments and for maintaining the application’s communications with outside systems. This 
document is for members of the OCMS Development Team to provide high availability, 
operation support, maintenance, and troubleshooting of the OCMS application in a secure 
environment. 

1.3 References 

The following is a list of references used for this document: 

• Online Contract Management System (OCMS) and VISS Interface Control Document 
(ICD), prepared June 17, 2009 
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• L-MNF-RQ185-01 FSS Online Security Functional Requirements Document 
• L-CSS-RQ126-13 OCMS FRD 

1.4 Points of Contact 

1.4.1 Government 

Table 1-1 lists points of contact (POCs) that may be needed for informational and maintenance 
purposes. 

Table  1-1 Information POCs  

Department Name Email Phone 

Government CIO POC    

Government CIO POC    

Government Business-
Line POC 

   

Government Business-
Line POC 

   

1.4.2 Team Coordination 

Table 1-2 lists coordinating organizations that may require coordination and interaction in 
specific operation support functions such as adding new users, deploying to an environment, etc. 

Table  1-2 Coordina ted  Events  and  POCs  

Event Organization Email 

Quarterly Maintenance Release FAME CM Team  

Adding New Users Government Business-Line POC  

Adding New Developer FAME CM Team  

Deploying to QA Test FAME CM Team  

Deploying to Production 
FAME CM Team/FAME Middleware 
Team 

 

Update Application Certificate FAME Middleware Team  

Update eSOA Certificate FAS eSOA Team  
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Event Organization Email 

Update ECMS Certificate ECMS Administrators Team  

Access to Jenkins FAME CM Team  

Access to SVN FAME CM Team  

Main Frame Data Access 
changes 

FAME Main Frame DBA Team  
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2 Current Architec ture  

2.1 Architecture Overview 

OCMS is a Web Application deployed into a JBoss Application Server container and accessed 
through an Apache Web Server. 

  

Figure  2-1 OCMS Environment Architec ture  

The application itself is a four-tiered application.  Scheduled activities managed within the 
container are controlled through separate execution threads managed by the core application 
code, or through the use of deployable Service Archive (SAR) files. 
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Business Layer
• OCMS Business Service Architecture Framework and Practices

• OCMS Business-Layer Security Framework

• BO and CO objects

View Layer

• Tiled logical views built with JSP files

• Struts Action class implementations

• View Helper implementations

• VO objects and exposed BO and CO objects

• Layout managed by CSS

• Functional view support via JavaScript and XDHTML

• OCMS Front-End Security Framework

Data Access Layer

• OCMS DAO Service Architecture Framework and Practices

• OCMS Persistence frameworks where applicable

• BO objects passed through for persistence

• Specialized Data Transport objects

• Implementation assisted by iBATIS Object-SQL Mapper framework

Data Layer
• OpenA JDBC implementation for accessing DMS-II Databases

• Access is through the AMWEB OpenA configuration

• Data primarily stored in CMVDB and D40DB databases, with occasional tables 

included from other DMS-II databases  

Figure  2-2 OCMS Applica tion  Architec ture  
The user’s client is constructed of HTML, CSS, and JavaScript compiled through JSP files and 
controlled through the application logic.  The final output is rendered within a web browser on 
the user’s computer.  Internet Explorer 8 is currently the only web browser supported by OCMS. 

The Business Layer is responsible for determining application flow, while the Data Access Layer 
performs all communication to the data base and any outside systems.  

2.2 Code-Base Repository 

The OCMS code-base resides in an Eclipse Integrated Development Environment (IDE) project 
stored in a Subversion (SVN) repository. The repository is presently located at the following 
Uniform Resource Locator (URL): 

• ***removed from document*** 
Developers requiring access will need to coordinate with the FAME Configuration Management 
(CM) Team contact to gain access.  

2.3 Application Deployment 

OCMS operates under a policy by which the application deployable artifacts are built once and 
deployed sequentially into multiple environments for certification, with the ultimate destination 
being the Production environment.  The deployment sequence is as follows: 
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1. A Release Candidate (RC) build is deployed into the Development environment 
(DEV), where it is certified as having fulfilled the requirements of the Software 
Change Request (SCR) ascribed to the build, is defect-free, and has not introduced 
any new defects within the works’ integration.  Once it has been certified, the build 
moves to the next stage. 

2. The RC build is deployed into the Quality Assurance (QA) Test environment (TEST), 
where it is independently tested for compliance to applicable requirements.   

3. The first two steps are iteratively run through, each iteration producing a new RC 
build, until all SCRs for the release have been satisfied.  Then Full Regression 
Testing is performed on the final RC build to ensure against the introduction of new 
defects during the development integration process. 

4. Once the final RC build has been certified as meeting all requirements and being 
defect-free, the RC build is staged for deployment into the Production environment.  

The Jenkins Continuous Integration web-application tool is used to manage builds.  The FAME 
CM Team is responsible for configuration of the tool, and for granting access to developers. 

The ANT build file (build.xml) required to build the ocms.ear file (the primary deployable 
artifact) is contained within the Eclipse IDE project within SVN; standard execution of the build 
file using the ANT command with no additional parameters is needed.  Ideally, this will be 
configured within the Jenkins server.   

2.3.1 Development Deployment 

Currently, the deployment process is manual.  The ocms.ear file and any additional configuration 
files are deployed into the deployment and configuration directories for the target development 
environment by the developer, using File Transfer Protocol (FTP). Once the file has been 
deployed, the Application Server is restarted. Once the Application Server has successfully 
restarted, the OCMS application is completely deployed and is available for use. 

Table  2-1 Deve lopment Environments  

Instance 
Name 

URL Host Name 

DEV ***removed from document*** ***removed from document*** 

DEV2 ***removed from document*** ***removed from document*** 
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2.3.2 QA Test Deployment 

Once all integration and unit testing has been completed by developers within the Development 
environments, the build is marked by the developer within Jenkins as being approved for release 
to System Test.   

Developers create a deployment request form that includes the build number from Jenkins and 
the version number in SVN that uniquely identifies the version of the code to be deployed.  The 
deployment request form is submitted to the CM Team, who then pulls the appropriate build 
from Jenkins and deploys it into the QA environment identified in the request form as the target 
environment, along with any additional configuration files. 

The CM technician then restarts the target Application Server. Once the Application Server has 
successfully restarted, the OCMS application is completely deployed and is available for use. 

In this way, a release of the OCMS application is only built once; this same deployable artifact is 
then certified in the Development and QA Test environments as a Release Candidate, in 
preparation for its ultimate potential deployment in the Production environment. 

Table  2-2 QA Tes t Environments  

Instance 
Name 

URL Host Name 

TEST ***removed from document*** ***removed from document*** 

TEST2 ***removed from document*** ***removed from document*** 

TEST3 ***removed from document*** ***removed from document*** 

2.3.3 Production Deployment 

After the Release Candidate has been certified by the QA Testing Team, developers create a 
deployment request form that includes the build number from Jenkins and the version number in 
SVN that uniquely identifies the version of the code to be deployed.  The deployment request 
form is submitted to the CM Team, who then pulls the appropriate build from Jenkins and stages 
it for deployment into the Production environment by the Middleware Team, along with any 
additional configuration files. 

Once the Middleware Team has moved all deployable artifacts into their appropriate location 
within the Application Server and restarted the server, the OCMS application is considered 
deployed and is now ready for use. 

In this way, a release of the OCMS application is only built once. The same deployable artifacts 
have been certified in both the Development and QA Test environments as being free of defects 
prior to deployment in the Production environment. 
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Table  2-3 Produc tion  Environment 

Instance 
Name 

URL Host Name 

PRODUCTION ***removed from document*** ***removed from document*** 

2.4 Security 

Security concerns for day-to-day operation can be divided into two types: User Security and 
Application Security.  User Security is concerned with how users are authenticated and 
authorized, while Application Security is concerned with how communication lines between the 
application and external systems are maintained. 

2.4.1 User Security 

Authentication is performed against the GSA Enterprise Network (ENT) domain Active 
Directory.  Access to the GSA ENT domain is a prerequisite for accessing OCMS; further details 
are not within the scope of this document.   

Authorization is managed within the OCMS application itself, based upon business and 
application rules and requirements. 

• Users must have the CM33 role granted by a designated Super-Delegator using the CSM 
Security Application.  Please refer to L-MNF-RQ185-01 FSS Online Security Functional 
Requirements Document (see section 1.3) for details. 

Once a user has the CM33 role, a user with the appropriate application role can ensure access to 
the application. 

2.4.2 Application Security 

The user-client browser is authenticated through SSO. Authorization for communication between 
the SSO Server and OCMS is governed through a Secure Socket Layer (SSL) Certificate issued 
by a third-party trusted Certificating Authority (CA), and provided by the eSOA Team, who is 
responsible for its procurement and renewal. 

Access from the OCMS application server to the ENT domain Active Directory server is 
governed through an SSL Certificate issued by a third-party trusted CA. 

Communication between the OCMS application server container and the eSOA Backplane is 
controlled by yet another certificate, also issued by a third-party CA. It is distinct from all other 
certificates yet mentioned. The eSOA Team is responsible for its procurement, renewal, and 
provision to the FAME Middleware Team so that it may be installed within the OCMS keystore. 

The ECMS Team provides certificates for system access to the ECMS application server.  They 
act as their own CA, and are responsible for providing all certificates necessary to the FAME 
Middleware Team so that it may be installed within the OCMS keystore. 
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OCMS provides access to the Vendor Support Center (VSC) application for certain documents 
via a web service.  This communication is safe-guarded by an SSL Certificate issued by a third-
party trusted CA. 
All certificates governing communications with outside systems are installed in a single keystore 
existing within the application server for each environment.  The FAME Middleware Team is 
responsible for the maintenance for this keystore and for the installation of all certificates within. 
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3 In te rfaces  
The OCMS application interfaces with other systems through two main mechanisms: web 
service calls and through shared data access.   

There are several processes that reside upstream from OCMS. These include many functions 
within FSS-19 (Common Business Oriented Language (COBOL) programs) and FSSOnline. 
These functions communicate to OCMS through shared access to data structures residing within 
the DMSII databases. Each data client is responsible for understanding the design of the data 
structures in question and for adhering to their design and usage. 

The Virtual Information Service System Modernization (VISION) application is a special case, 
as its interface through DMSII is tightly dictated by an ICD describing the nature of the data 
sharing. 

Communications with the Finance department should be made of special note, as the data 
provided is of key importance to OCMS functionality; however the FSS-19 COBOL programs 
are responsible for the actual interface control. 

FSSOnline

VISION

FSS-19

VSC

DMSII

ECMS

(Web Services Consumed)

(Web Services 

Provided)

eSOA Backplane

FSSOnline 

Web Services
SSO

OCMS

 

Figure  3-1 OCMS Sys tem In te rfaces  

3.1 Web Services 

OCMS produces and manages several kinds of documents that it exposes access to through web 
services. VSC and FSSOnline are the primary applications that consume these web services.  
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OCMS consumes several web services managed by the FSSOnline Web Services Team and 
accessed through the eSOA Backplane. These services consumed are predominantly for the 
purpose of logging application access and for managing Personal Identification Number (PIN) 
generation for vendors. 

Table  3-1 Lis t o f In te rfaces  

Interfacing Agent Description of Interface 

FSSOnline Most functionality is up-stream from OCMS; access is predominantly 
through shared data access to DMSII data-structures.  Limited functionality 
accesses a web service provided by OCMS. 

VISION Access is through tightly governed shared DMSII data-structure 

eSOA Backplane Manages access to FSSOnline Web Services 

FSS-19  

(COBOL Programs) 

Communication is through shared data access to DMSII data-structures. 

VSC Communication is through web services provided by OCMS 

ECMS OCMS communicates to ECMS through a separate set of web services that 
are not managed through the eSOA Backplane.  The communication to 
ECMS is governed by an SSL certificate provided by ECMS’s CA. 

SSO Communication to SSO from OCMS is done through a JBoss valve 
implementation and is governed by an SSL certificate produced by a third-
party CA.  Although the container accesses the web service, the valve is 
supplied by the SSO Team and manages the call. 

 

Table  3-2 Consumed Web Service URLs 

Interfacing Agent Description of Interface 

ECMS (DEV Environment) ***removed from document*** 

ECMS  

(TEST Environment) 

***removed from document*** 

ECMS  

(PRODUCTION Environment) 

***removed from document*** 

eSOA (DEV Environment) ***removed from document*** 

eSOA  

(TEST Environment) 

***removed from document*** 

eSOA  

(PRODUCTION Environment) 

***removed from document*** 
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Table  3-3 Provided Web Service URLs 

Interfacing Agent WSDL File URL 

FSSOnline (DEV Environment) ***removed from document*** 

FSSOnline (DEV2 Environment) ***removed from document*** 

FSSOnline (TEST Environment) ***removed from document*** 

FSSOnline  

(TEST2 Environment) 

***removed from document*** 

FSSOnline  

(TEST 3 Environment) 

***removed from document*** 

FSSOnline  

(PRODUCTION Environment) 

***removed from document*** 

Available, unused ***removed from document*** 

Available, unused ***removed from document*** 

VSC  (DEV Environment) ***removed from document*** 

Available, unused ***removed from document*** 

Available, unused ***removed from document*** 

VSC 

(PRODUCTION Environment) 

***removed from document*** 

3.2 Databases 

All environments use Unisys DMSII databases located on ***removed from document*** (DEV 
and TEST environments) and ***removed from document*** (PRODUCTION environment).  
Access is through instances of Asgard Open/A JDBC Driver and its related main-frame 
component running on the Unisys Master Control Program (MCP) operating system.  Each 
environment has its own version Open/A configuration file (designated XXXXX for all instances 
of the OCMS application) allowing the application to treat multiple DMSII databases as a though 
they were a single logical database.   

The XXXXX configuration aggregates tables from the ***3 databases removed from 
document*** databases. 

The use of multiple files representing XXXXX within each environment allows changes to be 
made in one environment without affecting the function of others.  The port number and the 
Configuration Identifier are what allow the application to access a specific environment’s 
XXXXX configuration instance.  For security reasons, the port numbers are not listed here. 
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3.2.1 Development and QA Test Data Access 

Passwords must be maintained for each Open/A configuration file.  Since the data in DEV and 
TEST environments are not critical, these passwords do not change frequently.  The FAME 
Mainframe DBA Team manages the passwords and access for data-structures within these 
environments. 

Table  3-4 Tes t Da ta  Acces s  

Environment Open/A Configuration Identifier and Disk Family 

Development One ***removed from document*** 
Development Two ***removed from document*** 
Quality Assurance (QA) One ***removed from document*** 
Quality Assurance (QA) Two ***removed from document*** 

Quality Assurance (QA) Three ***removed from document*** 

3.2.2 Production Data Access 

Passwords must be maintained for each Open/A configuration file.  Since the data in 
PRODUCTION environment are critical and protected, these passwords change with every 
quarterly release.  The Government CIO POC manages the passwords for the Production 
environment. 

Table  3-5 Produc tion  Da ta  Acces s  

Environment Open/A Configuration Identifier and Disk Family 

Production ***removed from document*** 
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Appendix A – Tools  

Web Development Tools 

Names Location Waiver? Notes 

IE 8 http://www.microsoft.com/windows/downloads/defaul
t.aspx 

No  

 

Application Development Tools 

Name Location Waiver? Notes 

MyEclipse 
Enterprise 
Workbench 

ITServiceDesk No  

 

Reporting Tools 

Name Location Waiver? Notes 

URSA ITServiceDesk No  

 

Productivity Tools 

Name Location Waiver? Notes 

Microsoft Project ITServiceDesk Yes  

Microsoft Office ITServiceDesk No  

Microsoft Visio ITServiceDesk Yes  
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Change and Configuration Management Tools 

Name Location Waiver
? 

Notes 

Subversion 
Repository 

***removed from document*** No  

TortiseSVN http://tortoisesvn.tigris.org/ No  

Subversive Plugin 
for SVN 

http://community.polarion.com/projects/subversive/do
wnload/eclipse/2.0/indigo-site 

http://download.eclipse.org/technology/subversive/0.7/
update-site 

http://eclipse.poweredbypulse.com/downloads/aux/ecli
pse-mirror/releases/indigo 

http://community.polarion.com/projects/subversive/do
wnload/eclipse/2.0/update-site 

No Configured 
through 
MyEclipse 

PUTTY ITServiceDesk No  

Core FTP ITServiceDesk Yes  

Jenkins http://jenkins-ci.org/ No Remote 
Application 
Server 

SBM http://www.serena.com/index.php/en/products/sbm/ No Remote Web 
Application 
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Appendix B – OCMS Configura tion  Item Lis t 
File Name In Deployable Server Location File Type 

***removed from 
document*** 

ocms.ear - JAR file 

***removed from document*** ocms.ear - JAR file 

***removed from document*** ocms.ear - SAR file 

***removed from document*** ocms.ear - WAR file 

***removed from document*** ocms.ear - 
Application 
Descriptor 

***removed from document*** - /deploy EAR file 

***removed from document*** - /deploy SAR file 

***removed from document*** - /deploy RAR file 

***removed from document*** - /deploy RAR file 

***removed from document*** - /deploy XML control file 

***removed from document*** - /deploy JAR file 

***removed from document*** - /deploy XML control file 

***removed from document*** - /deploy RAR file 

***removed from document*** - /deploy 
XML data-

source definition 
file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 
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File Name In Deployable Server Location File Type 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 
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File Name In Deployable Server Location File Type 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /lib JAR file 

***removed from document*** - /conf Properties file 
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File Name In Deployable Server Location File Type 

***removed from document*** - /conf XML control file 

***removed from document*** - /conf 
JNDI look-up 

control file 

***removed from document*** - /conf 
XML Application 
Security control 

file 
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Appendix C – OCMS Configura tion  En tries  
A portion of OCMS configuration is managed within the DMSII data structure ***removed from 
document*** (aliased as  ***removed from document*** within the Open/A configuration 
named XXXXX). 

Property Name Description 

***removed from document*** 
Identifies the current environment: DEVELOPMENT, TEST, 

PRODUCTION 

***removed from document*** URL for the SMTP Server used by the application 

***removed from document*** Email address to receive application error notifications 

***removed from document*** 
Email address to receive emails failed to be sent by the ARC 

module 

***removed from document*** 
Email address to receive emails failed to be sent by SRC 

module for Atlanta Operation Center 

***removed from document*** 
Email address to receive emails failed to be sent by SRC 

module for Boston Operation Center 

***removed from document*** 
Email address to receive emails failed to be sent by SRC 

module for Chicago Operation Center 

***removed from document*** 
Email address to receive emails failed to be sent by SRC 

module for San Francisco Operation Center 

***removed from document*** 
Email address to receive emails failed to be sent by the PAR 

module 

***removed from document*** 
Email address to receive emails failed to be sent by the SRC 

module (Depricated) 

***removed from document*** Email address to use as sender (as needed) 

***removed from document*** Email address of Finance officer responsible for claims 

***removed from document*** URL for ECMS Server 

***removed from document*** URL for accessing WS for logging failed login attempts 

***removed from document*** 
Identifies the Web Server fronting the application server 

container 

***removed from document*** Identifies the CI monitor operation center to use by default 

***removed from document*** 
Regular Expression used to define the timeline under which 

application-managed scheduled threads are to operate 

***removed from document*** 
Regular Expression used to define the timeline under which 

the RCVP thread is to operate 

***removed from document*** URL for the Application Server hosting the JMS queue 

***removed from document*** 
Name used within JNDI look-up to locate the queue factory at 

the JMS_URL value location 
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Property Name Description 

***removed from document*** 
Name used within JNDI look-up to locate the OCMS JMS 

queue using the queue factory identified by 
JMS_QUEUE_CONNECTION_FACTORY_NAME 

***removed from document*** 
Application-level user name used to access the JMS queue 

identified by JMS_QUEUE_USERNAME 

***removed from document*** 
Application-level password used to access the JMS queue 

identified by JMS_QUEUE_USERNAME 

***removed from document*** User ENT LAN Name used to manage ECMS ACL groups 

***removed from document*** Value used to control AES Encryption 

***removed from document*** 
Email address to receive emails failed to be sent by 
Subcontracting module for Atlanta Operation Center 

***removed from document*** 
Email address to receive emails failed to be sent by 
Subcontracting module for Boston Operation Center 

***removed from document*** 
Email address to receive emails failed to be sent by 

Subcontracting module for Chicago Operation Center 

***removed from document*** 
Email address to receive emails failed to be sent by 

Subcontracting module for San Francisco Operation Center 

***removed from document*** 
Identifies the maximum time the system waits before creating a 

follow-on  Subcontracting Plan (Subcontracting module) 

***removed from document*** 
Email address to receive emails failed to be sent by the Claims 

module 
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Appendix D – Acronym Lis t 
Acronym Definition 

ACL Access Control List 

AES Advanced Encryption Standard 

AJP Apache JServ Protocol 

ARC Administrative Report Card (OCMS Super Module) 

BO Business Object 

BPA Blanket Purchase Agreement 

CA Certificate Authority 

CI Complaint Investigation (OCMS Module) 

CIO Chief Information Officer 

CIS Complaint Investigation 

CM Contract Management 

CO Composite Object 

COBOL Common Business Oriented Language 
COR Contracting Officer’s Representative 

CSM Contract Services Management 

CSS Cascading Style Sheet 

DAO Data Access Object 

DEV Development Environment 

DMSII Database Management System II 
EAR Enterprise Archive (File) 

ECMS Enterprise Content Management Solution 

ENT GSA Enterprise Network 

eSOA Enterprise Service-Oriented Architecture 

FAME FAS Applications, Maintenance, and Enhancements 

FAS Federal Acquisition Service 

FEDSIM Federal Systems Integration and Management Center 

FSS Federal Supply Service 

FTP File Transfer Protocol 

GSA General Services Administration 

HTML Hypertext Markup Language 
HTTPS Secure Hypertext Transfer Protocol 
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Acronym Definition 

ICD Interface Control Document 

IDE Integrated Development Environment 

IFF Industrial Funding Fee 

JAR Java Archive (File) 

JDBC Java Data Base Connector 

JMS Java Messaging System 

JNDI Java Naming Directory Interface 

JSP Java Server Page 

MAS Multiple Award Schedule 

MCP Master Control Program 

OCIO Office of the Chief Information Officer 

OCMS Online Contract Management System 

PAR Pre-Award Assessment Report 

PIN Personal Identification Number 

POC Point of Contact 

QA Quality Assurance 

RAR Resource Adapter Archive (File) 

RC Release Candidate 

RCVP Report Card and Visit Planning (OCMS Module) 

RSS Remote Storage Site 

SAR Service Archive (File) 

SCR Software Change Request 

SOA Service-Oriented Architecture 

SRC Supply Report Card (OCMS Module) 

SSO Single Sign-On 

SubK Subcontracting 

SVN Subversion 

URL Uniform Resource Locator 

URSA Universal Report Specifying Application 

VISION Virtual Information Service System Modernization 

VO View Object 

VSC Vendor Service Center 

WAR Web Application Archive (File) 



FAS Applications, Maintenance 
and Enhancements (FAME) 

OCMS Operations Manual 

L-MNF-SA004-01 24 August 9, 2013 
 Controlled Unclassified Information 

Acronym Definition 

WS Web Service 

WSDL Web Service Description Language 

XDHTML Extensible Dynamic Hyper Text Mark-up Language 

XML Extensible Markup Language 

 



SDLC and Develop Methodology Selection  

The FAME Program/Contract Services Management (CSM) division uses a tailor-to-fit approach 
to selecting the rights-sized System Development Life Cycle (SDLC) and the rights-sized 
methodology for each type of work performed.   

Step 1: Select the SDLC. We select the level and amount of monitoring and control based on 
the size, complexity, and risk of the project.  Larger, more complex projects require more 
deliverables and more reporting than smaller projects.  

SDLC reporting is based on a 4 Tier selection process as outlined below.  This approach 
ensures the lowest overhead costs are incurred commensurate with the risk and management 
desired visibility into the project.   

 

Step 2: Select the most appropriate software methodology.  (SDLC does not dictate a preferred 
software methodology). The selections include: Definitive, Agile and Kanban. While a 
description of Agile is included below for reference, the CSM division predominantly uses 
Definitive and has recently introduced the Kanban approach on a smaller scale.  

1. Definitive: Also referred to as the waterfall approach, this sequential elaboration of the 
project is used where requirements are well defined early in the project and the size, 
complexity, and cost risk are significant.  This approach is also used when the project 
involves several applications across organizational boundaries and all applications must 
be deployed together to operate correctly. The majority of this division work is built into 
scheduled quarterly releases, in which, all system change requests are prioritized with 
input from the end users, the scope is locked down and all requirements are gathered. 
This approach works exceptionally well due to the inter-dependencies of many of the 
applications across the organization and the defined requirements. An exception exists 

Project Work Effort * Low Medium High Very High
Class (Hours) 0 1 2 3

1 < 500
Team Size(# of 
bodies) <5 5 – 9 10 – 14 >15

2 500 - 2,000
# Applications 
involved 1 – 2 3 4

>4 or ones involving interfaces to 
an external system to FAS

3 2,001 - 5,000

Technology / 
Technique / 
Process

Expert Familiar New to FAS OCIO New technology

4 5001 - >20,000

Requirements 
Understanding

The solution is 
well defined and 
sign-off has been 
established from 

the major 
stakeholders

The solution is 
known but some 
undefined areas 

exist and sign-off 
may not have 

been established

There is more than 
one approach to 

achieving the 
project goal

The solution is not known or 
only vaguely defined

Political Profile / 
Impact

One business 
Line

Two Business 
Lines

External Agencies Enterprise-wide

TOTAL 0

Project 
Classification—Sizing 

Matrix Project Classification—Risk Matrix

Risk Factor Score



for FSS19. Changes or individual projects for FSS19 are done as required and if needed 
could be as frequent as daily.  

2. Agile: An Agile approach is used when the requirements are not well known and may 
need iterative interaction with the customer as the project is elaborated.  Iterative 
development with incremental delivery is the most cost effective way to develop new 
user interface applications and major enhancements to existing applications.  This 
approach is not used for highly complex applications or changes involving several 
applications across organizational boundaries 

3. Kanban: The Kanban approach, a lean variant of the Agile Scrum approach, is used to 
most efficiently manage the development and deployment of a backlog of change 
requests to an application.  Rather than following a prescriptive gated-review driven 
methodology, change requests enter a pipeline of continuous work.  This approach 
significantly shortens the cycle-time from requirement identified to installed in production.  
This flow-oriented strategy is not appropriate for large or highly complex projects. There 
are several applications where Kanban can be applied. These applications have 
numerous system change requests in queue and have users with needs requiring 
shorter turn-around times. The applications and the changes requests chosen for this 
development approach are ones that only impact said application and do not cut across 
multiple applications. As this approach matures further reviews will be conducted to 
assess the effectiveness and applicability to other applications.  
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1 INTRODUCTION 

This document defines the Configuration Management Plan (CMP) for software 
development for Contract Service Management (CSM) under the General Services 
Administration (GSA) Federal Acquisition Service Application Maintenance and 
Enhancement (FAME) follow-on contract.  It presents a methodology by which Software 
Configuration Management (SCM) is maintained throughout the software lifecycle for 
systems from concept definition through completion.  Benefits provided by the 
implementation of this plan are as follows: 
Ensures fulfillment of the requirements during design, development, integration, testing, 
and deployment phases of the lifecycle 
Provides a historical reference for the lifecycle of a project 
Standardizes methodologies while allowing room for tailoring 
 
The Role of the CSM Software Engineering Process Group (SEPG) is to ensure the 
maintenance and currency of this plan as needed. 

1.1 Purpose 

The following quotation from the "National Consensus Standard for Configuration 
Management", ANSI/EIA-649-1998 presents a concise description of what CM is all about: 
"CM is a process applied over the lifecycle of any product that provides visibility and 

control of a products functional, performance and physical attributes. The primary 
objective of CM is to assure that a product performs as intended and its physical 
configuration is adequately identified and documented to a level of detail sufficient to 
repeatably produce the product and meet anticipated needs for operation, 
maintenance, repair and replacement." 

SCM provides the framework for an orderly and controlled evolution of software 
throughout the product’s lifecycle.  This CMP describes mid-level configuration 
management concepts, processes, and procedures for CSM.  Details on the processes and 
procedures, by project, can be found in the Project Management Plan.  The CMP lays a 
framework within which the four primary SCM functions are to be performed.  The four 
primary functions are: 
 
Configuration Identification  
Utilizes technical documentation to identify the system, its components, and each of their 
versions 
Configuration Control  
Utilizes a defined change control process to maintain the integrity of the identified system 
and its components as they evolve throughout the development and maintenance lifecycles 
Configuration Status Accounting  
Records and reports status and change activity for the identified items to each of the 
project’s engineering groups 
Configuration Audits 
Verifies the correctness, completeness, and consistency of the system and its identifying 
technical documentation 
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1.2 Scope 

This plan applies to all phases of the development lifecycle for CSM projects.  
Configuration Management will also be used in CSM to maintain a repository of version 
controlled project documents.  The CSM CM staff will manage and assist in the execution 
of the CM process described in this plan.  The development staff will interface directly with 
the CM staff to coordinate their CM activities, if necessary. 

1.3 Assumptions 

The following assumptions have been made in preparing this plan: 
 
• This document will be updated as necessity arises. 

1.4 Dependencies 

The CM Plan defines CM activities and responsibilities of the CM group and other groups 
like  
Project Manager, Team Lead, Developers, System Architect, etc..involved in the 
development process.   

1.5 Acronyms and Abbreviations 

The acronyms and abbreviations used in this document are listed and defined in the table 
below. 
 

Acronym Definition 
CCB Change Control Board 
CI Configuration Item 
CM Configuration Management 
CMMI Capability Maturity Model 
CMP Configuration Management Plan 
CR Change Request 
CSA Configurations  Status Accounting 
CSM Contract Service Management 
FAME FAS Application Maintenance and Enhancement 
FCA Functional Configuration Audit 
FAS Federal Acquisition Service 
FGG Federal Government Group 
GAC General Acceptance Criteria 
GFE Government Furnished Equipment 
GSA General Services Administration 
HWCI Hardware Configuration Item 
IPR In-Progress Review 
IPR Internal Problem Report 
LAN Local Area Network 
PAL Process Asset Library 
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Acronym Definition 
PCA Physical Configuration Audit 
PMP Project Management Plan 
PR Problem Report 
QA Quality Assurance 
SCM Software Configuration Management 
SCR Software Change Request (CR or PR) 
SDLC Software Development LifeCycle 
SOW Statement of Work 
SPAR Software Project Asset Repository 
STD Software Test Description 
STP Software Test Plan 
UAT User Acceptance Test 

 

2 SOFTWARE CONFIGURATION MANAGEMENT 

2.1 SCM Organization  

The CSM projects involve several organizations, including, when applicable, the customer 
(GSA Federal Acquisition Service (FAS)), the prime contractor, and several subcontractors.  
Each subcontractor organization is required to implement CM processes within its 
organization that will conform to the requirements of this SCM Plan.  These processes 
assure that the products delivered to the CSM CM library are complete, properly 
documented, tested (through integration test), and traceable to a Software Change Request 
(SCR). The figure below shows the organization hierarchy of CSM: 
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2.2 SCM Responsibilities 

CSM project personnel are assigned to one or more project-related roles.  The CM oriented 
responsibilities for these project roles are described in the paragraphs below.   It should be 
noted that the following are roles as they pertain to CM, not organizational work 
assignments. One individual may perform several roles. 
The CSM Program Manager has overall technical responsibility for the development and 
maintenance of CSM applications.  The duties of the Task Order Manager are as follows: 
Ensure adequate CM resources are made available 
Authorize CM plans  
Promote CM policy 
 
A Team Lead is assigned for each specific project and has the technical responsibility for 
the development and maintenance of the CIs for that project.  The duties of the Team Lead 
are as follows:  
Convey CM requirements, processes, and practices to all team members for compliance 
Ensure all team members follow documented and approved CM practices and procedures 
Work with Developers to baseline the software or documents 
Review/analyze problem reports and change requests with the CCB, and prepare 
recommendations to effect proposed changes or prepare a statement why the proposed 
change should not be made 
Assist the project Gatekeeper in managing project documentation destined for the SPAR 
Participate in the CCB, if requested 
 
The CCB is responsible for: 
Evaluating proposed changes and enhancements to determine their need and impact on 
design, cost, schedule, test requirements, and manpower needs  
Makes binding decisions about which changes and reported defects to approve   
Following standardized procedures for the consideration, evaluation, and implementation 
of modifications to the various software projects produced and/or maintained under CSM.  
This process is necessary to ensure that any implemented changes are not duplicative or 
counter-productive to the needs of other system users, as well as to ensure that CSM 
projects continue to meet GSA wide functional and business practice requirements 
See document FAME-CSM-CCB Plan.doc for more details 
 
The Developer has the following responsibilities to: 
Ensure proper version control and object promotion during development by using Serena 
Version Manager  
Ensure proper issue management during development by using Merant Tracker  
Ensure that the proper baseline version of the software and all documents are available for 
scheduled builds 
Create build scripts for the Deployment Team 
 
The System Architect has the technical responsibility for the system architecture of the CIs. 
The duties of the System Architect are as follows:  
Coordinates the process of identifying infrastructure CIs and System Architecture Plan 
Ensures all team members follow documented and approved CM practices and procedures 
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Conveys CM requirements, processes, and practices to all team members for compliance 
Participates in the CCB, if requested 
 
The Test Manager coordinates the activities of the Test Team.  Some of the responsibilities 
are listed below: 
Ensures all team members follow documented and approved CM practices and procedures 
Notifies CCB and Build team of testing results by means of a Test Analysis Report (TAR). 
Produces test plans/test scripts and place these under CM control 
 
The Test Team has the following responsibilities to: 
Create test scripts, and place them under CM control using test tool (Quality Center) 
procedures.  Scripts written for Quick Test Pro(QTP) will be stored using the Quality 
Center tool  
Identify and record problems discovered during testing into the Tracker application 
•  
The CM Manager has the following responsibilities to: 
Educate and train team members on documented and approved CM practices and 
procedures 
Formulate, evaluate, and implement CM practices and policies 
Manage CM functions 
Administer CM software tools and servers 
Oversees resolution of reported deficiencies against CM activities 
•  
The CM Team has the following responsibilities to: 
Perform CM audit of deliverables 
Perform monthly metrics 
Assist users in the use of Tracker and Version Manager 
Provide recommendations to CM Manager 
•  
The Build Manager has the following responsibilities to: 
Ensure all team members follow documented and approved CM practices and procedures 
Produce project build plan and place  them under CM control 
•  
The Build Team has the following responsibilities to: 
Create instructions on performing a build 
Validate build scripts and place  them under CM control 
Compile code using build scripts 
Deploy compiled code to Test and Production staging areas 
•  
The QA Team has the following responsibilities to: 
• Schedule and conduct audits of CM processes to ensure CM activities are conducted as 

described in the CM Plan(s) 
•  
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2.3 Configuration Management Plan Implementation 

The implementation of the CMP will take place in the following phases:  
•  
After each project CCB has been established and is currently operating in CSM 
After the configuration baseline is defined in the Project Plan for each project under way in 
CSM 
After schedules and procedures for CM reviews and audits are defined in the Project Plan 
for each project in CSM 

2.4 Relationships to Other Organizations 

Configuration Management does not work in isolation from other groups.  The following is 
a partial list of groups whose input may affect the practices and procedures of CM: 
Configuration Control Board (CCB) 
Software Engineering Process Group (SEPG) 
FAME 
Federal Government Group (FGG) 
 

2.5 Applicable Policies, Directives, and Procedures 

• This CMP describes the CM activities that are planned in accordance with the  
Software Development Life Cycle (SDLC) 
Capability Maturity Model Integrated (CMMI) Version 1.2  

2.6 Tools, Techniques, and Methodologies 

Serena Version Manager™ will be used to control source code and other configuration 
items, such as program documentation 
Merant Tracker™ will be used to maintain SCRs, which consists of Problem Reports (PRs) 
and Change Requests (CRs) 

2.7 Records Collection, Maintenance, and Retention 

Quality metrics related to the CM process will be collected and reported by the CSM CM 
staff.  These metrics will be used to identify potential areas for improvement in the CM 
process. 
The principal quality metrics that will be tracked and analyzed will be based on data 
gleaned from SCRs.  The following items, at a minimum, will be measured monthly: 
• Total number of PRs and CRs outstanding, in order of severity 
• Average number of days PRs and CRs are open, in order of severity 
• Number of planned audits 
• Number of completed audits 
These measures will serve as status indicators of Development activities and will be used to 
identify trends that may need to be addressed by CSM Management. 
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The planned vs. actual amounts of effort expended in completed CM activities and 
milestones will be tracked each month. 
 
 
 
 
 
 
 
Sample SCRs Metrics: 
 
 
SCRs – Total Activity 

Metric SCRs 
Two 
Months 
ago 

Prior 
Month 

Current 
Month 

Total SCR Tracking  
(Includes all SCR 
activity: 

Open at BOM 1008 1111 1006 
Opened during month 188 156 177 
Closed during month 
 

139 336 174 
Open at EOM 1057 931 1009 

SCR Aging By 
Priority: 
Emergency 
 
 
High 
 
 
Medium 
 
 
Low 

Days SCR open  
> 30 days 
> 180 days                  
 
> 30 days 
> 180 days 
 
> 30 days 
> 180 days 
 
> 30 days 
> 180 days 
 

  
 
 6   
2 
 
 
15 
42 
 
15 
26 
 
61 
74 
 
 
 
 
 
 
 
 
 
 
 
  

 
 
3 
3 
 
 
22 
32 
 
23 
29 
 
31 
43 

 
 
3 
17 
 
 
20 
78 
 
 11 
53 
 
33 
16 
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Metric 
Two 
Months 
ago 

Prior 
Month 

Current 
Month 

# SCRs Closed outside 
Releases (OBE or 
task/inquires) 

Problem 13 4 0 
Enhancement 8 2 0 
Task 19 0 0 
Total 40 6 0 

 

 
SCRs - O&M Release Activity:  
Release ID Release 

type (Std, 
non-std or 
ER) 

Planne
d # 
SCRs 

Actual 
# 
SCRs 

Planned 
Release 
Date 

Actual 
Release 
Date 

# Defects 
found 
during 
Test 

# Defects 
found 
Post-
release 

802 Std 10 10 11/10/2007 11/10/2007 0 0 
        
        
        
        
        
        

Total # SCRs Closed in Releases 
   

 
 
 
 

 
 
SCRs – O&M Releases – Prior Month 
Release ID Release 

type (Std, 
non-std or 
ER) 

# Defects 
found Post-
release 

803 ER 0 
   
   
   
   
   
   

 

2.8 CM Qualifications: 

Knowledge of Version Manager Tool (Merant Version Manager). 
Knowledge and understanding of Promotion Groups and the scripts associated to 
accomplish the migration to each group. 
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Appropriate access to all applicable servers (Development, Test, Production, etc.) and their 
associated Staging Areas. 
  

3 SOFTWARE CONFIGURATION MANAGEMENT ACTIVITIES 

This section describes: 
Configuration identification 
Configuration control 
Configuration status accounting and reporting 
Configuration audits and reviews 

3.1 Configuration Identification 

Configuration identification is the foundation of all Configuration Management (CM) 
systems. 
Configuration identification is the selection, creation, and specification of objects to be 
maintained under configuration management.  Typical configuration items could include 
the following: 
Products that are delivered to the customer (e.g. documentation) 
Designated internal work products (software code) 
Tools 
Other items that are used in creating and describing these work products 
 
 
Example criteria for determining when to place configuration items under configuration 
management include: 
Development CIs are generally placed under version control from the initiation of a 
project.  Once the project is ready for baselining, the “good” CIs can be imported into a 
new project so that only the “Prod” ready revisions remain and all of the “bad” revisions 
are dropped. 
A “Promotion Model” and “Labels” are used to control the Build process and identify 
correct revisions of a CI 
Customer requirements 
 

3.1.1 Configuration Items 

The following are examples of types of configuration items to be placed under 
configuration control: 
 
 Project Plans 
Process descriptions 
Software Requirements Specification 
Design data 
Product specifications 
 Source Code 
Product Specifications 
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Software Design Document 
Test plans and procedures 
Interface descriptions 

 

 A document resides in the PAL which contains a list of potential itemized configuration 
items that may be considered.  The location of the document is FAME-CSM-Configuration 
Items List.doc 
 
The Team Lead will identify the individual work products to be controlled, in conjunction 
with CM policies.  
 

3.1.2 Code Identification  

Each production release of a CI will be assigned a release number during the build process.  
A release identifier in the form x.y.z (e.g. 802.1.4) will be used, where: 
x – The numbering system is set up so that the first digit 
represents the year and the second two digits represent the month of the scheduled build 
y –  Release type. 1 is a scheduled base release 2 or greater is 
interim release  
Z -       Identifies the number of test builds that have been completed for a scheduled 
release.  Generally, the last number in the sequence of test builds is the candidate for the 
production release. 
Using Version Manager, a label is applied to the source code at the time of production 
release.  The label is applied to the file’s revision number that was used in the production 
build.  The version label is in the format of “yyyy-mm-dd- Release 802.1”.    

3.1.3 Document Identification 

The required CSM CI documents are identified in the SOW and the CSM Project Plan 
[CSM-<Project ID>-PMP].   
Version labels will be assigned to each controlled document at the time of deployment to 
production.  The initial release of a CI will be assigned Rel 1.0.  A revised document with 
minor changes will increment the version level to, for example, Rel 1.1.  If a release 
incorporates requirement changes or major changes to the baseline, the version number 
will be updated to  
Rel 2.0, etc . 
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3.1.4 Hardware CIs 

3.1.4.1 CSM also includes several hardware configuration items (HWCIs) as well as 
Commercial Off-the-Shelf (COTS) CIs provided by the government.  These HWCIs are 
identified and maintained by the GSA FAS LAN team. 

3.1.5 Project Baselines 

Though there may be many subordinate or interim baselines, there are four major ones for 
a CSM project.  Each baseline’s purpose is defined.   How and when the baseline is created, 
what goes into it, who authorizes it is defined (See Table 1).  Baselines are created when 
appropriate CIs have been reviewed, approved and moved to the baseline library.  
Depending on the baseline, they may be updated through informal or formal change 
control processes.  Products from the software baseline library, for both internal and 
external use, are built only from configuration items in the software baseline library. 
Changes or updates include reviews and regression testing of changes to the baseline to 
ensure that changes have not adversely affected the baseline.  This ensures CI, baseline, 
and project integrity.  Check in and check out include verifying changes are authorized, 
creating and maintaining a control log, maintaining a copy of the change, updating the 
baseline, and archiving the replaced work product. 

Baseline/Purpose Contents Timing Authorization/Review 

Requirements Baseline 
(Formal change control) 

Requirements 
documentation includes: 
Project Proposal  
Statement of Work 
(Initial Investigation) 
System Requirements 
Specification 
Project Plan  

After review and 
approval of the 
Requirements       
document 

CCB 
SCCB 
Project Lead 

Design Baseline 
(Informal change 
control) 

Design documentation 
includes: 
General System Design 
Detailed System Design 
Software Development 
Plan  
Software Test Plan 
Test Descriptions 
Work Breakdown 
Structure/Schedule 
Software Requirements 
SCM Plan 

After review of the 
Application Design 
specification 
 

SCCB 
Project Lead 



FSS-19 Software Configuration Management Plan  
 September 2011 
 

Baseline/Purpose Contents Timing Authorization/Review 

Developmental Baseline  
(Informal change 
control) 

Application Software 
Includes: 
Source and Object Code 
Software Test Data 
Logical Data Model 
Physical Database Model 
Supporting 
Documentation 

After System Tests SCCB 
Project Lead 

Product Baseline 
(Formal change control) 

Application Software 
Database 
Supporting 
Documentation 

After final Approval 
of User Acceptance 
Test 

CCB 
Customer 
SCCB 
Project Lead 

Table 1:  Project Baselines 

There are three types of baseline increments which can be created using Version 
Manager™                            during the project.  They will normally be seen more 
during the developmental and product           baselines.  These three types of baseline 
increments are:  

• Development 
• Test Release 
• Emergency 
The following lifecycle diagrams are made up of states and the Version Manager role which 
actions it forward. There are three lifecycles represented dealing with baseline increments. 
The Develop Baseline Increment is what’s known as a one state lifecycle. Using a starting 
point of Baseline for development a build is conducted. When the build is complete a 
person with the Version Manager role of Project Team Member may action the baseline to 
the Built state.CSM has two baselines using multiple state lifecycles. They are the Test 
Release Baseline and Emergency Baseline. There are two types of states in a Version 
Manager Lifecycle. They are On States and Off States. An On State is in line with normal 
progression through the lifecycle. Conversely an Off State may either stop the lifecycle or 
move it to a previous state. In the case of CSM and most baseline lifecycles, an off state 
means the lifecycle must restart from the beginning. Several change lifecycles displayed 
later will move items to a previous state. The three baseline lifecycles have four on states 
and one off state. They are described in the following table. 
 

Baseline 
State 

Description 

Built This is the completion of the build process, which may be tested. 
• System 

Test 
• This state is the System Test of a baseline which, when complete, is moved to UAT or 

Failed.  If the Test Release Baseline fails, it will be fixed using the change process then 
the baseline is rebuilt and begins the lifecycle anew. 

• UAT • This state is the System Test of a baseline which, when complete, is moved to Released 
or Failed.  If the Test Release Baseline fails, it will be fixed using the change process 
then the baseline is rebuilt and begins the lifecycle anew. 
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• Released • The released state is the successful completion of the lifecycle.  At this point the 
software can be shipped. 

• Failed • This state signifies that a portion of the baseline failed and the process starts anew. 

Table 2:  Baseline Lifecycle States 

• Version Manager has predefined roles which enable a person to perform CM tasks at hand.  There is not 
a direct correlation to CSM defined roles so the following table has been created to aid in association of 
these roles. 

•  
Baseline Roles 
Version Manager Role Role Description Associated CSM Role 
ADMINISTRATOR Software Configuration Manager Member of the SCM 

Group 
BUILD MANAGER This person has administrative rights 

to create builds. Person given 
administrative rights in Novell to 
move a baseline to preproduction.   

Member of the SCM 
Group 

Table 3:  Baseline Roles Translation Matrix 

3.1.5.1 Development Baseline 

• The Develop Baseline is an incremental form of the Developmental Baseline. A project team member will 
create a baseline from the current version of the Developmental Baseline plus changes, which have been 
incorporated, and create a new version of that baseline, then, perform a build. The project can then be 
placed in System Test. 

3.1.5.2 Test Release Baseline 

The Test Release Baseline is used after a CI has moved into System Test. It is used for 
System Test, User Acceptance Test and Release. The release process is detailed in the 
Release Management Plan. After a Developmental Baseline is built, as shown in Figure1, 
the CM Administrator moves them into System Test. During System Test, the tester can 
action them to a failed state or on to User Acceptance Test. When User Acceptance Test is 
complete, the CM Administrator will perform the release process. Problems that arise 
during System Test or UAT will be handled through the Test Defect Reporting lifecycle 
described later in section 3.2.1.  See Figure 1 for a representation of the test release 
baseline. 
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Figure 1:  Test Release Baseline Increment 
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3.1.5.3 Emergency Baseline 

An Emergency Baseline provides capability to react quickly to problems.  After release of a 
product baseline, in the event that a problem is found, it must be baselined and released in 
a  
very expeditious manner.  The Emergency Baseline maintains versioning and CI 
information.  See Figure 2 for a representation of the Emergency Baseline. 
 
 
Lifecycle for Baseline Type:  EMERGENCY BASELINE 

PROJECT_TEAM_MEMBER 

Baseline for Emergency Fix 

Build 

Released 
 

Figure 2:  Emergency Baseline Increment 

3.2 Configuration Control 

New items under developmental CM are under the direct control of the Development Team, 
as they are a part of the evolving work product and are not baselined.  These configuration 
items are under formal CM when they are placed under version control (via PVCS Version 
Manager).  The CM staff may assist the development team in controlling the work products 
under developmental CM, upon request.  After the initial baseline, the work product 
remains under the control of the Development Team as it is modified.   
 
Configuration items in production that are under version control will be modified only 
through approved SCRs.  A change may be a minor modification of one item, or it may be 
the complete replacement of a software package or document. 

3.2.1 Software Change Process 

Software changes are initiated by an SCR approved by the CCB.   
 
Software configuration items are maintained in the CSM Configuration Management (CM) 
library (project folder).  All CIs that are developed using file-based source code will be 
maintained using a configuration control application.  For the purposes of this document, 
the application will be assumed to be Serena Version Manager. 
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CI changes will be submitted electronically through Version Manager.  The delivery will 
include a list of the components that have been changed, the revision designations of the 
components that were used to make each change and a list of the approved SCRs that the 
submission implements.  This documentation will provide bi-directional traceability of all 
changes. 
 
This submission package will be reviewed by Unit Testing for completeness and 
conformance with project process specifications. Changes that fail this review will be 
returned to the originator with an indication of the corrections required. Changes that pass 
the review will be incorporated into the test baseline.  The Deployment Management staff 
will produce a test release of the CI for system testing as scheduled or requested by the 
Project Lead. If any SCR changes fail system testing, the Test Specialist will return the 
SCR to the developer who resolved it, indicating how the change failed testing.  Changes 
that pass system testing will be incorporated into the release baseline. The development 
area of the development system will then be updated by the CM staff to include the 
accepted changes. 
 
The associated SCR status will be updated as its lifecycle changes during the software 
change process.  
 
See Appendix A for a flowchart of the generalized Change Control process 
 

3.2.2 Documentation Change Process 

Once project documentation CIs have been baselined, changes are initiated by an SCR 
approved by the CCB.  The documentation change may be associated with a specific release 
or may be made asynchronously from a release (e.g., to correct errors in a document that 
do not require program changes).  Documentation changes will be controlled from 
initiation through production using the procedures defined in: 
• TO4-F19-Issue Management Process.doc 
• PRP.doc 
 
At a future time, these style sheets and fields will be standardized across CSM projects. 

3.2.3 Software Configuration Control Board 

See document (FAME-TO4-CCB Plan.doc ) which describes the charter, roles, members, 
procedures, and approval mechanisms. 
 
The Software Configuration Control Board (CCB) manages the project software baselines 
through meetings held weekly, or on demand.  The CCB is headed by the Government 
(FAS) project manager with membership consisting of Government stakeholders.  UNISYS 
technical representatives will be available to assist in the assessment of SCRs. All changes 
to the baselines and creation of work products from the software baselines are performed 
only at the direction of the CCB. 
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The responsibilities of the CCB include: 
 
• Controlling the rate and content of program releases 
• Load balancing and scheduling program releases 
• Performing risk analysis on any changes to the scheduled releases 
• Finalizing the content (SCRs) of pending releases  
• Evaluating the status of changes scheduled for the next release, and making 

adjustments to that release’s content accordingly. 

3.3 Configuration Status Accounting 

Configuration Status Accounting (CSA) is the process of creating and organizing the data 
necessary for the performance of Project Management and Configuration Management. 
CSA correlates, stores, maintain and provide readily available visibility into the activity 
status and configuration information.  This information concerns a software product and 
its documentation throughout the product lifecycle. 
 
The purpose of CSA is to:  
Enable retrieval of information concerning change decisions  
Support inquiries concerning design changes and investigations of design problems  
Provide a source for configuration history and bi-directional traceability of product 
configuration information between CIs and SCRs 
Provide access to complete configuration information 
 
Software, data, and documentation associated with each release will be recorded and 
tracked.  A complete software inventory will be maintained, which will include the revision 
number of each component that makes up a release of a CI.  
 
All of the information required to accomplish the complete CSA function can be captured 
and supplied using commercial configuration management and product data management 
tools.  The tools of choice are PVCS Tracker and PVCS Version Manager 
 
Queries would yield such information as: 
The as-designed, as-built, as-delivered, or as-modified configuration of any release of the 
product as well as any component within the product 
For software, the as-delivered, as-modified, as-tested configuration of any CSCI, as of any 
date 
The current status of any change, the history of any change, and the schedules for and 
status of  verifications and audits, as well as resultant action items 
Metrics (performance measurements) on CM activities for use in monitoring the process 
and in developing continuous improvements  
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3.4 Configuration Audits and Reviews 

Audits will be performed jointly by the CM and QA staff.  CM and QA will provide 
complementary support to ensure that all deliverables and their component parts are 
accounted for and have passed the required quality checks. 
  
CM Audits: 
 
All CM Audits will be performed as instructed by the Change Control Board (CCB). 
Each application within the division should have its own instruction set detailing the steps 
required for the promotion of code through the various stages of the lifecycle. 
All discrepancies and errors should be kept and reported back to the developers and to the 
CCB. 
CM Audit team will consist of the CM Manager and other members of the CM team as 
required. 

3.5 CM Audit Checklist 

A CM Audit Checklist will be used to ensure the use of standard criteria when performing 
an audit.   The checklist will be made available for review at any time. 

3.6 CM Audit Report 

A document that results from the audit of software baselines to verify that the information 
contained in a baseline conforms to the documentation that defines it. 

3.7 CM Audit Schedule 

The CM Audit schedule will be a published calendar reflecting the dates and times CM 
audits are to occur. 
 
In-process audits can also be performed by QA to verify that the CM staff is identifying 
and controlling the evolving software products and documentation, as described in this CM 
Plan. 
• QA audits the functional characteristics of the products to verify they have achieved the 

requirements specified in the functional and allocated configuration documentation.  
QA audits the as-built product configurations against the technical documentation to 
establish or verify the product baseline.  
The CM Group supports the functional and physical audits, provides requested data, and 
performs periodic informal review of CM tasks, procedures, CSA reports, and products.  
 

3.8 Release Management and Delivery 

All formal releases of CSM CIs will be created by the CSM Deployment Management staff.  
The executables, scripts, and data associated with each release will be under version 
control.  The Test and Production releases will be compiled by the Build team, and 
delivered to the Test Group for system testing.  Upon the completion and passing of system 
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testing, the components of the release (including documentation) will be recorded on the 
media specified by the customer and will be delivered to the designated customer’s point of 
contact by the Build team 
 
Delivery of a release, including all associated documentation, will be made in accordance 
with contractual requirements specified in the SOW.  The Build team will prepare the 
deliverables, verify the deliverable contents against contractual requirements, and ship the 
deliverables to the locations specified by the customer.   
 
Preliminary releases of the deliverables may be made on occasion for the purposes of 
customer evaluation prior to formal release.  This type of release is usually made to a subset 
of the normal release recipients.  The Build staff will make these releases as necessary, upon 
request by the project lead.  A preliminary release will be marked as such to distinguish it 
from a formal release.  

3.9 Customer Acceptance Criteria 

All CSM required deliverables will comply with the General Acceptance Criteria stated in 
the SDLC.  Each software and documentation delivery will include a delivery letter that 
requests the customer’s signature and a date to indicate acceptance of the delivery.  The 
customer is requested to return this signed letter to the CSM Manager.  If the letter is not 
returned within the time specified, the delivery will be considered approved and accepted. 
 

3.10 Promotion Models 

Projects using Version Manager are to use promotion models while the code is being 
developed or modified.  Promotion models enable the Developers and Build Team to 
determine the lifecycle status of any individual code file, at any time.  Appendix B is and 
example of the typical Promotion Model used on CSM.  The Developer is responsible for 
maintaining the synchronization between Tracker and Version Manager. 
 

3.11 Library 

3.11.1 Process Asset Library (PAL) 

The Process Asset Library (PAL) is a library of information used to store and make 
available process artifacts that standardize the methodologies for those who are defining, 
implementing, and managing processes and projects in Division 4. This library contains 
process-related documentation that includes policies, defined processes, procedures, plans, 
checklists, lessons-learned documents, templates, standards, and training materials.   
A separate document describing the use of this library may be found at FAME-TO4-
Process Asset Library Guide.doc 
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3.11.2 Software Project Artifact Repository (SPAR) 

The Software Project Artifact Repository (SPAR), a companion library to the PAL, is used 
at the project level to store and make available artifacts defining, implementing, and 
managing processes and projects in Division 4. This library contains process-related 
documentation that includes policies, defined processes, procedures, plans, checklists, 
lessons-learned documents, templates, standards, and training materials. 
A separate document describing the use of this library may be found at FAME-TO4-
Software Project Artifact Repository Guide.doc 

4 BUILD MANAGEMENT and RELEASE 

4.1 Builds 

The Build Manager and Team have the responsibility for performing the compilation of 
source code that will be used by the Test team and Production.  The Build Team will use 
scripts that are under configuration control.  The criterion for creating the scripts is 
located at FAME-TO4-Automated Build and Deployment Standards.doc.   
 

4.2 Staging and Release 

The Build Team will be responsible for moving the pertinent code to the appropriate 
staging areas for System Test and Production.   
 
The procedure documentation for performing these Test builds and staging is located in the 
SPAR under the directory heading of each project.  An example document would be:  TO4-
EOF-Eoffers Build Process.doc. 
 

4.3 Standard for Release Numbers: 

 
 The following standard will be used for all scheduled and interim releases: 
 
999.99  
 
Where 999 – Release date  
            99 -   Release type   
 
 
For scheduled, emergency and interim production releases and QA builds:   
Release Date (YMM):  
 
 
Scheduled releases use assigned date 808 
Others use last production release date 805 
A dot: . 
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Numeric Release Type: X 
1 is a scheduled base release 
2 or greater is emergency or interim release (assigned sequentially starting with 2)                                    
Examples: 
Scheduled release 805.1 
Interim release 805.2 
Emergency release 805.3 
Scheduled release 808.1 
Interim release 808.2 
Scheduled release 811.1 
 
QA builds also have the following added: 
A dot: . 
Build Number (assigned sequentially, starting with 1) 
Examples: 
Build for scheduled release 805.1.1 
Build for scheduled release 805.1.2 
Build for scheduled release 805.1.3 
Build for scheduled release 805.1.4 
Build for interim release 805.2.1 
Build for emergency release 805.3.1 
Build for scheduled release 808.1.1 
Build for scheduled release 808.1.2 
Build for scheduled release 808.1.3 
Build for scheduled release 808.1.4 
Build for scheduled release 808.1.5 
Build for interim release  808.2.1 
Build for interim release  808.2.2 
Build for interim release  808.2.3 
Build for scheduled release 811.1.1 
Build for scheduled release 811.1.2 
Build for scheduled release 811.1.3 
  

5 THIRD-PARTY CONTROL 

All subcontractors performing work under CSM will follow the procedures described in this 
plan.  All software updates provided by subcontractors will be delivered to the CM staff for 
implementation into the production environment. 

5.1 Government Furnished Equipment 

All Government Furnished Equipment (GFE) provided for use on the CSM program at sites 
other than GSA facilities will be tracked by the GSA Property Asset staff.  GFE includes both 
hardware and software.  
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When a piece of GFE enters or leaves the possession of a subcontractor or remote Unisys site, 
the GFE Shipment Tracking Form must be completed and submitted to the GSA Property Asset 
staff.  This form enables the GSA Property Asset staff to maintain its records on GFE. 
 

5.2 Licenses 

Merant Tracker and Serena Version Manager software licenses are maintained by the 
Government.  See Appendix C for the flow of the Licensing process. 
 

6 REFERENCES 

6.1 Related Documents 

The CSM CM Plan will relate to the following GSA Federal Supply Service (FAS) project 
management plans: 
• The CSM Project Management Plan [CSM-PMP] to ensure the standards and methodology 

are supported 
• The CSM4 Quality Assurance Plan [CSM-QAP] to ensure appropriate quality inspections are 

performed 
• The CSM Test Management Plan [CSM-TMP] to ensure the schedule for system testing is 

supported 
• The CSM Software Development Plan [CSM-SDP] to ensure the plans and processes used for 

software development are supported 

7 APPENDICES
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 IX B  
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APPENDIX D 
 
FSS-Online Build Process.doc 
 
FSS-Online Web Services Build Process.doc 
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1 In troduc tion  
The Operations Manual (OM) contains detailed information on the control requirements and 
operating procedures necessary to successfully initiate and run a system. It is written for the 
operations staff and anyone else who needs to understand the operating environment, security, 
and control requirements. 

1.1 System Overview 

1.1.1 Responsible organization 

CSM Web Services has been developed by the GSA Federal Acquisition Service (FAS), Office 
of the Chief Information Officer (OCIO), Contract Services Management (CSM) division to 
support the Acquisition centers as well as the Office of General Supplies and Services (GSS). 

1.1.2 General description 

CSM Web Services provides functions and methods that allow the FSS Online application to 
interoperate with internal applications such as Offer Registration System (ORS), eOffer, 
Solicitation Writing System (SWS), and external applications such as Federal Procurement Data 
System – Next Generation (FPDS-NG), Excluded Parties List System (EPLS), and Online 
Representations and Certifications Application (ORCA). In addition, CSM Web Services 
provides Contract data to other applications such as General Services Administration (GSA) 
Advantage, Enterprise Acquisition Solution (EAS), and Requisitioning, Ordering and 
Documentation System (ROADS) 

1.1.3 System Architecture  

Figure 1-1 FSSOnline Communication  
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1.1.4 Major functions 

Name of Service Module Description Consumer 

ContractServ Contracts 
Validate and load contract from offers (12 
operations) 

ORS 

EOfferService            
Contracts and 
Mods 

Provide schedule data, CCR data, contract 
data, interface for eMods. Total of 14 operations 

ORS 

Queries 
Contracts and 
Encryption 

Solicitation refreshment for gold star VSC- 
Validates PIN OCMS- Generate a PIN.  Total of 
5 operations 

 

Security 
Security 
Access 

Create log of unauthorized attempt to access 
the application ORS OCMS SWS. Total of 3 
operations 

SWS 
ORS 

SWSService 
TIMS and 
Code Tables 

Provide info to SWS.  Total of 13 operations SWS 

EModBridge Mods 
Provide bridge to access eMods web services 
(both directions). Total of 31 operations 

FSS Online/CS 
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Name of Service Module Description Consumer 

xFerFiles 
Files for 
Contracts and 
Mods 

Provide support to send files to EDMS and 
eMods applications and access to Orca.  Total 
of 13 operations 

FSS Online/CS,  
OCMS 

FSSOnlineCS Mods 
Process MAS Contract Modification Request.  
Total of 15 operations 

FSS Online/CS 

FSSEASService Mods 
Provide contract data, interface with PET and 
eMods for Contract Modification 

FSS Online/CS, 
eOffer/eMods, 
PET 

1.1.5 User access mode (For Applications Only) 

CSM Web Services provides the functionality as Web Services using SOAP protocol. Users need 
to generate client application using the Web Service Definition Language (WSDL) published by 
CSM Web Services. The Client can consume the service using the Request and Response 
schema provided in the WSDL. 

PROD eSOA WSDL URLs: 

***9 URLs removed from document***  

 

1.1.6 Operational Status 

FSSOnline WS services are up and running on the DEV/TEST and PROD environments. 

1.2 Scope 

This operation manual (OM) provides the operation overview of development, test and 
production environments, including the communication and interfaces with other applications. 

1.3 References 

• FSS Online Procurement Module User Guide.docx 
• FSSOnline Release Notes.docx 
• Google/site/CSM COOP 04 Recovery Plan/ 

CSMD Applications Disaster Recovery Plan.docx 
• FSS Online Inventory of Web Services.docx 
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1.4 Points of Contact 

1.4.1 Information 

Table 1-1 lists points of contact. 

Table 1-1 Personnel / Points of Contact 

Department Name Email Phone 

Government CIO POC    

Government CIO POC    

Government Business-line    

Government Business-line    

1.4.2 Coordination 

Table 1-2 lists coordinating organizations and their interaction. 

Table 1-2 Coordinated Events 

Scheduled Event Organization POC 

Quarterly Maintenance 
Release 

FAME CM Team  

Deploying to QA Test FAME CM Team  

Deploying to Production 
FAME CM Team/FAME 
Middleware Team 

 

Update Application 
Certificate 

FAME Middleware 
Team 

 

Update eSOA Certificate FAS eSOA Team  

1.4.3 Help Desk 

Table 1-3 lists points of contact. 

Table 1-3 Personnel / Points of Contact 

Help Desk Organization 
Business 

Hours Phone 
Emergency 

Phone 

FSSOnline Help Desk    
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2 Sys tem Opera tions  Overview 

2.1 Operations 

All run-time operations are automated. No manual intervention required. 

2.2 Software Inventory 

This section identifies software both within and outside of the system. 

2.2.1 FSSOnline JBoss WS 

The main component implements the Web Services. 
Name: ***removed from document*** 
Server: ***removed from document*** 
Deployed As: Web Service Jar file 
Security: Channel Encrypted (HTTPS) 

2.2.2 FSSOnline MDB 

This component provides functionality to trigger long running tasks asynchronously. 
Name: ***removed from document*** 
Server: ***removed from document*** 
Deployed As: EJB Jar file (JMS Message Bean) 
Security: Within the firewall, restricted to known clients only. 

2.2.3 FSSOnline War Contents 

This component is responsible for providing all configuration files necessary to build the Web 
Service. Uses ANT task to build the deployable EAR file, including all components described in 
this section. 

Name: ***removed from document*** 
Server: ***removed from document*** 
Deployed As: EAR 

2.2.4 FSSOnline Daily Schedule 

Schedule job triggers Daily, Weekly and Monthly jobs. 

Name: ***removed from document*** 
Server: ***removed from document*** 

Deployed As: SAR 
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2.2.5 New EMods Poller 

Schedule job triggers every 10 minutes. 

Name: ***removed from document*** 
Server: ***removed from document*** 

Deployed As: SAR 

2.2.6 Mass Mod Listen 

Schedule job triggers every 10 minutes. 

Name: ***removed from document*** 
Server: ***removed from document*** 

Deployed As: SAR 

2.2.7 Synchronize Contract Data 

Schedule job triggers every 10 minutes. 

Name: ***removed from document*** 
Server: ***removed from document*** 

Deployed As: SAR 

 

Reference (requires login):  

Software repository location: ***removed from document*** 

 

Deployment: 
The application deployment is automated using ANT build scripts. Build scripts contain a 
detailed description of the targets. 

Reference (requires login): ***removed from document***  

2.3 Information Inventory 

FSSOnline WS access the following Data Management System II (DMSII) databases: 

***9 databases removed from document*** 

FSSOnline also accesses the SYBASE database. ***removed from document***  

2.4 Operational Inventory 

FSSOnline WS accesses (push/pull) the following Systems: 

• FPDS-NG 
• ECMS 
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• ORCA 
• SWS 
• eOffer/eMod 
• ORS 

2.5 Processing Overview. 

During processing, the following factors come into play. 

• Interfaces (FSSOnline WS depends on the interfaces as described) 
o FPDS-NG: Push approved contract modification information. 
o ECMS: Upload documents. 
o ORCA: Request for Vendor registrations. 
o SWS: Request for Solicitation information. 
o eOffer/eMod: Push mod status. Request for clarifications. 
o ORS: Pull cycle time information. List of offers ready for signature. 

• Restrictions 
None. 

• Waivers of Operational Standards 
None. 

2.6 Communications Overview 

Refer to: FSSOnline Architecture and Communication Diagram.docx. 

2.7 Security 

The Web Service channel is encrypted using Hypertext Transfer Protocol – Secure (HTTPS). 
CSM Web Services are accessible to GSA network users only. The application is NOT 
accessible through internet. 
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3 Run Informa tion . 
All the operations are automated. No manual intervention required. 

3.1 Inventory 

See section 2.2 for scheduled jobs. 

3.2 Description 

N/A 

All the operations are automated. 

3.2.1 Run Identifier 

N/A 

3.2.2 Run Interrupt Checkpoints 

N/A 

3.2.3 Set-Up and Diagnostic Procedures 

Verify logs files on the event of any issue. 

Log files are located: ***removed from document*** 

3.2.4 Error Messages 

N/A 

3.2.5 Restart / Recovery Procedures 

3.2.6 Problem Reporting / Escalation Procedure 

Tickets will be entered into the IT Service Desk system at  

Table 3-1 lists points of contact for problem reporting. 

Table 3-1 Personnel for Problem Reporting 

Department Name Email Phone 

Government POC    
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Appendix A. Abbre via tions , Acronyms , and  Defin itions  
The following abbreviations, acronyms, and definitions are used within this document and 
throughout GSA. 

Abbreviation Definition 

BPA Blanket Purchase Agreement 

COR Contracting Officer’s Representative 

CSM Contract Services Management 

DMSII Data Management System II 

EAS Enterprise Acquisition Solution 

EPLS Excluded Parties List System 

FAME FAS Applications, Maintenance, and Enhancements 

FAS Federal Acquisition Service 

FEDSIM Federal Systems Integration and Management Center 

FPDS-NG Federal Procurement Data System – Next Generation 

GSA General Services Administration 

GSS Office of General Supplies and Services 

HTTPS Hypertext Transfer Protocol – Secure 

OCIO Office of the Chief Information Officer 

OM Operations Manual 

ORCA Online Representations and Certifications Applications 

ORS Offer Registration System 

POC Point of Contact 

ROADS Requisitioning, Ordering, and Documentation System 

SWS Solicitation Writing System 

WSDL Web Service Definition Language 

 





 
The Asset and Transportation Management (ATM) Division supports business management 
applications for Travel, Transportation, Vehicle Leasing and Acquisition, Personal Property, 
Warehouse Management Systems, Card Services and Reverse Auctions.  ATM utilizes an 
agile/hybrid development methodology for applications enhancements.
The division uses an open source configuration management tool called trac.  It is being 
migrated to Serena Business Manager in the near future.

Existing policy challenges include:
o   Security clearances for personnel can take 2 to 6 months
o   Software for PC’s must be loaded by the local IT support staff
o   New software terms of service must be approved by the legal staff before software can be 
purchased
 
Other challenges include
o   Consolidation of OCIO and FAS OCIO
o   Converting Coldfusion applications to a new platform
o   Implementing Single Sign-on for applications
o   Implementing dashboards reports into applications
o   Changing business priorities
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1 Introduction 

The Engagement Model that is described in this document is designed to be fully scalable to 

clients-needs and to enable the desired level of change, impact and control. The Engagement 

Model serves as a roadmap to guide interaction with clients. To achieve this we tailor the model 

to meet the specific needs and desires of each client to provide the most comprehensive cost 

effective engagement possible.   

This document describes the engagement model, how we assist clients and ‘How We Do 

Business’. The Engagement Model consists of a system of governance mechanisms targeted at 

ensuring that Infrastructure-enabled change projects achieve both local and enterprise-wise 

objectives. 

An engagement model is a process designed to facilitate the bidirectional flow of tasks and 

activities around a team.  

An effective engagement model: 

1. Aligns the interests and efforts of different Teams (e.g., Application, Middleware and 

Divisional Teams). 

2. Coordinates the interests and efforts of different business units and organizational levels 

(e.g., Coordinate between project, project teams LoB, and enterprise level efforts). 

At every engagement the following four basic questions will be answered: 

 What is the goal? 

 How to achieve it? 

 Who makes it happen?  

 When will it happen? 

The audience of this document consists of the: 

 FAS eSOA Team 

 Development Team 

 Middleware Team 

 Divisional Team 

2 FAS eSOA Team Support Options 

This section describes all of the types of support the FAS eSOA team offers.  These support 

options range from support of the SOA Backplane environments to project consulting. 

2.1 FAS eSOA Backplane Support 

This section describes a sampling of the activities that the FAS eSOA team will perform in 

support of the SOA Backplane: 

 User Access and Group Administration  
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The FAS eSOA team will help teams manage the administrative users and groups that 

will log into the SOA Backplane components. Teams are still responsible for managing 

their own application users, but eSOA will assist in setting up Backplane management 

users. 

Refer to section 3.1.2 to request this type of support. 

 Asset Deployment Assistance 

While teams are allowed to do their own deployments to the shared Development 

Backplane environment, the FAS eSOA team manages code deployments to the Test and 

Production environments of the Backplane. 

Refer to section 3.1.2 to request this type of support.  

 New Backplane Functionality 

If teams require new functionality to be created in the Backplane, the eSOA team can 

facilitate, research, and ultimately develop this new functionality. 

Refer to section 3.1.3 to request this type of support.  

 Asset On boarding Project 

When a team is new to the SOA Backplane, the eSOA team can support an entire service 

development project from beginning to end. This type of support refers to engaging the 

eSOA team for a full project. 

Refer to section 3.1.2 and 3.2.1 to request this type of support.  

2.2 Design Support 

The following are some design support activities that the eSOA team will provide: 

 Business Process Modeling and Design 

 Business Rules Design 

 Attend Application Architecture or Design Review 

Refer to section 3.1.2 to request this type of support. 

2.3 Development Support 

The following is a list of development support activities that the eSOA team will provide to the 

GSA Development Teams: 

 Development troubleshooting 

 Defect investigation 

 Development code reviews 

 Refer to section 3.1.2 to request this type of support. 
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2.4 Local Environment Support 

The eSOA team will help GSA Development Team in setting up following SOA Backplane tools 

on their local DEV and TEST environments. 

 Installation 

 Upgrades 

 License management 

 Support 

In order to request for any local environment Support, please refer to Section 3.1.2 of this 

document. 

 

3 Process Description 

3.1 Ad Hoc Support Requests 

3.1.1 FAS eSOA Tools  

This section describes list of various Tools that the eSOA team will be using during: 

1. System Change Request (SCR) Tool 

FAS eSOA team requests to report any System Change Request (SCR) or eSOA Tickets 

using the Serena Business Manager (SBM) tool which is an extension of Team Tracker.  

2. Test Management Tools 

The following three tools will be used for testing: 

 HP Quality Center - The eSOA testing team will use HP Quality Center to put all the test 

cases and will track the output. 

 HP Quick Test Pro HP Quick Test Pro Tool will be used to handle test automation. 

 Load Runner - The eSOA team will be using Load Runner for performance testing. 

3. Requirement Management Tool 

The HP Quality Center will contain Requirements Management as well. 

4. Configuration / Version Control Tool 

The eSOA will be using SVN (Subversion) for configuration and version control. 

3.1.2 FAS eSOA Ticket Requests 

This section describes the process that is to be used for requesting and managing tickets by 

Ticket Requestor and the FAS eSOA team: 

Step 1 Ticket Generation  
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 FAS eSOA team will receive a ticket via Serena Business Manager Tool. 

Step 2 Ticket Assessment  

eSOA Operations Team will perform following analysis on Issues:  

 Triage - It will determine the priority of the Issue - Low, Medium, and High. 

 Change Impact - It will determine other development team who is affected by the 

change. 

 Window for deployment - It will determine the best time of deployment. 

 Approval - If required, the Issue owner will obtain Managers approval.  

 Assign the Issue - It will assign the Issue owner. 

Step 3 Ticket Resolution 

After the Issue Owner performs the detailed analysis, it will generate the potential 

solution. 

Step 4 Deployment 

Before deployment, eSOA Operations team will notify the change and timings to all the 

parties that will be affected by the change and will also provide the Server Restart 

Schedule. 

Step 5 Notification and Testing 

 After the deployment is complete in Production, the eSOA team will notify the 

 development team in case they would like to test. eSOA team will continue 

 regression and performance testing to make sure that nothing is broken after the 

 deployment. 

Step 6 Documentation 

If required, the eSOA team will update the change made to the appropriate document.  

3.1.3 FAS eSOA System Change Requests (SCRs) 

This section describes the process that is to be used for requesting and managing SCRs by 

Change Requestor and the eSOA team: 

Step 1 Change Request Generation 

Serena Business Manager (SBM) Tool will be used to create System Change Request 

(SCR) 

Step 2 Collect Change Request 
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The eSOA Operations Team will collect the change requests. This is a continuous 

process. 

Step 3 Identify the Change Request 

The eSOA Team will obtain the correct information and data to deliver the most effective 

and relevant solution. Additionally, they will identify the scope of the next release and 

determine which change requests will be included in the next build.  

 

Step 4 Document  

Document the requirements, functional specification and implementation plans for each 

grouping of change requests. 

Step 5 Implement 

Implement the change. This may involve changes to other documents. 

Step 6 Test 

Verify the change: Unit, Function, Regression, User Acceptance Testing 

Step 7 Release 

Release the system to production. This is the physical process of upgrading the 

production system to the new release. This may involve executable files, database 

changes, data migration and the installation of new support software. 

 

 

Figure 3.1 SCR Workflow 
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3.2 Full Project Support 

3.2.1 Service On-boarding Project  

This section describes when a team is new to the SOA Backplane; the eSOA team can support an 

entire service development project from beginning to end. This type of support refers to 

engaging the eSOA team for a full project. 

3.2.1.1 Meetings  

1. Project Kickoff Meeting 

The purpose of this meeting: 

 Introduction to the eSOA team. 

 Explain the eSOA team roles and responsibilities. 

 Introduction to Backplane Capabilities. 

 Scope of the Application Team Project. 

 What do they ‘think’ the need? 

 Explain Governance Process, Repository Manager and Service Manager. 

2. Weekly Status Meeting  

The purpose of this meeting 

 Overall schedule and Current state 

 Assist Development Team in moving their Services to GSA Shared Dev, Test and to 

PROD 

 Identify all the Action Items and follow up in each meeting 

3. Policy Selection Meeting 

The purpose of this meeting: 

 Provide Security Handbook.  

 Assist Development Team in selecting the appropriate Policies and activate the contract 

on Services.  

4. Deployment Process Review Meeting 

The purpose of this meeting 

 To come up with the process of deploying Services on GSA Shared TEST environment.  

5. Performance & Security Testing Review  

This covers Backplane Security Issues - As we get ready for services deployment for PROD 

for eSOA HA Backplane, we need to make sure all deployments were tested and signed off 

from the security scanning and any known vulnerabilities standpoint. All code (i.e., minor 
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bug fixes, interim releases, and quarterly release) must be scanned before they are deployed 

into production.  

3.2.1.2 Training Sessions 

FAS eSOA Operations Team will schedule following work sessions for Development Team, if 

required: 

1. Service Manager 

The eSOA Service Manager will demonstrate on how to virtualize the services in SOA 

Service Manager. 

2. Repository Manager 

The eSOA Repository Manager will demonstrate how to register services and processes 

in SOA Repository Manager. 

3. Architecture/Design Overview 

The eSOA Chief Architect will conduct a Architecture and Design Overview session. 

4. FAS eSOA Design Review Meeting 

If required by the Development Team, the eSOA team will conduct a Design Review 

meeting on Services and processes. 

3.2.1.3 Meeting Participants  

eSOA Team: eSOA Operations team, SOA Architect, SOA Repository Manager, Savvion 

Architect, BRMS Architect, JBossESB Architect.  

GSA: GSA eSOA Project Manager. 

GSA Application Team: Project Lead, Architect, Development Lead, Developers. 

3.2.2 Tasks  

This section describes general questions and action items/tasks to be discussed in above 

mentioned meetings with Application Development Team depending on if they releasing 

Services, Business Processes or Business Rules. 

3.2.2.1 Services  

The following are the general questions on Services that FAS eSOA team requires from the 

Development Team: 

 How many Services are there for this release? 

 Are these Services reusable? 

 Are the services clustered? 

 Does eSOA team need to enable Single Sign On (SSO)? Note: usually it is for Web 

Applications and not Web Services 
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 Using Client Framework? 

The Development Team has to provide following information on each service for particular 

release to eSOA team:  

 The physical service URL (Since ‘Dev Team’ has their own instance of JBoss to deploy 

their physical services. Provide physical locations of each Service) 

 The execution context (for service consumer) 

 Security requirements (users, passwords) for this service 

 Any polices to apply to the service 

 Name of the organization where the service belongs to  

 Users/Roles to be added to the organization 

 The hostname where the physical service is installed  

 The listening port to access the service 

Table 3.1 Service Tasks 

Action Items /Tasks Owner 

Documents required from Development Team 

Provide all project documents such as Dev Team 

 Current release schedule (to put code on GSA Shared Dev, Test, Prod 
environment) 

 

 Design  

 Architecture  

 Non Functional Requirements (Performance, Security at service level)  

Provide the completed ‘Service Information’ spreadsheet (see above) Dev Team 

Documents to be provided by FAS eSOA Team 

Service Virtualization Guide  In progress 

Configuration Management Plan Liferay 

Service Description document Liferay 

Security Handbook Liferay 

The Business Process Model (BPrM) template  Liferay 

User Administration 

If Services are virtualized in the current release, provide access to RM & SM eSOA 

Identify Users who need access to RM and SM in DEV Dev Team 

Grant identified users an access to RM and SM in DEV eSOA 
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To deploy on GSA Shared DEV Environment 

Assist ‘Dev Team’ in Virtualizing services in Service Manager eSOA 

Register the service in Repository Manager Dev Team 

Help ‘Dev Team’ select Policies in Service Manager eSOA 

Provide completed ‘Service Information spreadsheet’ to eSOA Dev Team 

Provide User information for RM and SM – Logins and Privileges  Dev Team 

Request for Port openings with Savvis eSOA 

Provide source and target URL’s and ports for services to be migrated from dev to test Dev Team 

Create request to deploy on TEST Environment Dev Team 

To deploy on GSA Shared TEST Environment 

Configure test SOA Software: Export configuration from DEV and import to TEST 
following the configuration details given. 

eSOA 

Perform TEST Deployment (Automated Script?) eSOA 

Perform Health Check as Services moved from Non Clustered to Clustered Environment Dev Team 

After the deployment of Virtual Service is complete, send the actual URL service to ‘Dev 
Team’ so that they could perform Sanity Check. 

Dev Team 

Make sure all deployments are tested and signed off from the security scanning and any 
known vulnerabilities standpoint 

Dev Team 

To deploy on GSA Shared PROD Environment 

Create request to deploy on PROD Environment Dev Team 

Perform PROD Deployment (Automated Script) eSOA 
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APPENDIX A. Abbreviations, Acronyms, and Definitions  

 

The following abbreviations, acronyms, and definitions are used throughout GSA. 

Abbreviation Definition 

BPMS Business Process Management System 

BRMS Business Rules Management System 

Dev Team Development Team 

RM Repository Manager 

SM Service Manager 

SBM Serena Business Manager 

SCR System Change Request 
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APPENDIX B. FAS eSOA Deployment Request Form & 
Deployment Process 

General Deployment Information 

 

Project / Application  

Deployment Request Date  

Requested Completion Date  

Release # (Optional)  

Target Environment  

Requester Name  

Requester Phone  

Requester Email  

Requester Role  

Backup POC  

Service Consumers  
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APPENDIX C. Virtual Services Deployment 

 

Information Required for Virtual Service Deployment 

List each physical service for the current release 

 

List any new policy specific to the application 

 

Name of the Organization where the Service belongs to 

 

Users / Roles to be added to the Organization for current release 

 

Zip file for whole application 

 

Location of mapping file and name of Export File 

 

Comments 
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Virtual Service Deployment Process 

Task Owner 

Request for Port openings with Savvis FAS eSOA 

Provide source and target URL’s and ports for services to be migrated from dev 

to test 

Dev Team 

GSA Shared TEST Environment  

Configure test SOA Software: Export configuration from DEV and import to 

TEST following the configuration details given. 

FAS eSOA 

Validate Deployment in Test: Perform Health Check as Services moved from 

Non Clustered to Clustered Environment 

Dev Team 

GSA Shared PROD Environment  

Deploy Virtual Service to PROD Environment FAS eSOA 

Perform PROD Deployment  Dev Team 
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APPENDIX D. BPMS 

 

Information Required for BPMS Deployment 

Table 1 – Application Delivery Files 

Application Packager xml File(s) 

 

Application Packager Project Zip File(s) 

 

Application Configuration File(s) 

Provide details of property files of your application. File names and their locations are important to be 
specified. Package all your application specific property files in a separate Savvion app package file. 

Application DB Connection Information 

 

Adaplet Configuration 

Provide details of adaplets that need to be configured in db.properties file. 

Application Database Tables 

Your application specific database instance and schema are created and maintained by you. Your 
application running inside Savvion BPM engine needs to maintain healthy connections to the application 
database. Provide details of your application database connection parameters and verify that the required 
tables are created and required lookup data is loaded. 

Savvion App Package Files Delivery 

To allow easier tracking of updates to an application already running in production, include modified app 
packages only in your delivery. 

1. Host:  
2. Directory ([/abc/xyz]/[AppName]/[TodaysDate]): 

Application Property Files 

All the application specific properties files that go into $SBM_HOME/conf directory. These files don’t 
contain any environment specific properties files 

1. [AppName]_AppConfig.zip: 

Application Common Resource Zip Files 
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List common java class files, etc. 

1. [AppName]_Resource.zip: 

Table 2 – Application Support Files 

Application Resource Jar Files 

 

3
rd

 Party Jar Files 

Provide a list of all third party java libraries your application needs. If any Savvion product library file is 
replaced with a newer version, provide specific details. Package these third party libraries in a separate 
app package zip file called [AppName] - ThirdPartyLibs.zip. 

Database Connection Pools and Data Sources 

Provide details of database connection pools and data sources your application needs to execute. 

JBoss Configuration Files 

List all the required specific settings in JBoss configuration files. 

Savvion Common Files 

1. [AppName]_ThirdPartyLibs.zip: 
(All the third party libraries) 

2. [AppName]_Domain.zip: 
Files that go into Savvion common folders domain (Ex. Custom login.jsp, etc) 

Business Process (BizLogic, BizSolo, Common Sub-Projects) Zip Files 

Main Processes: 

For example: PSC.zip, PlanCreation.zip, MoniExec.Zip 

List Reusable / Common Sub Processes: 

For example: Credit check process 

Version Information 

Include ‘_Vn’ in the process zip file name. For example: PlanCreation_V2.zip 
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Table 3 – Savvion Customizations 

Web.xml modifications 

Provide details of any entries to be added in web.xml file. An example is given below. 

<!—Uploader Servlet  

 <servlet> 

  <servlet-name>DocAttacher</servlet-name>       

  <servlet-class>com.savvion.uploader.servlet.DocumentUploderServlet</servlet-class>    

 </servlet>  

 <servlet-mapping>       

  <servlet-name>DocAttacher</servlet-name>       

  <url-pattern>/bizsite/DocAttacher/*</url-pattern>    

 </servlet-mapping> 

<!—Added for LDAPAuthentication Utility  

 <servlet> 

        <servlet-name>LDAPAuthenticator</servlet-name> 

        <servlet-class>com.savvion.ldap.servlet.LDAPServlet</servlet-class> 

 </servlet>  

     <servlet-mapping> 

  <servlet-name>LDAPAuthenticator</servlet-name> 

  <url-pattern>/bizsite/LDAPAuthenticator/*</url-pattern> 

 </servlet-mapping> 

Savvion Config File Modifications 

Provide a list of properties and their values to be updated in Savvion standard config files.  

See examples below: 

1. Sbm.conf: sbm.docservice.fileservice.documentroot=/savvion/app/projects/pdm/data 
2. bpmportal.conf: bizsolo.doc.process=JavaScript 

Custom Portal JSPs 

Provide list of JSP pages that were updated and package them into a separate application package 
called [AppName]_domain.zip. 

Other Files 

List any other files such as JavaScript (.js), Properties (.properties) files. 
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Table 4 – Reports, Dashboards, Calendars 

Reports 

Provide details of report that needs to be configured: 
1. Report Name: 
(NPI Status) 
2. Report URL: 
(/sbm/bpmportal/psc/reporthandler.jsp):  
3. Parameter Name: 
(ptName Parameter Value = PSC) 
4. Parameter Name: 
(reportName Parameter Value = NPIStatusReport) 

Dashboards 

Provide details of dashboard widgets and dashboard name 

Calendars 

Provide details of specific business calendar your application needs 
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Deployment Process for BPMS 

Delivery Package Creation  

Develop Process Model into executable Process in Savvion Studio Dev Team 

Create Savvion ‘Application Package’ using AppPackager Dev Team 

Zip all deployment deliverables into a single zip file – name includes app name, version and 
date 

Dev Team 

FTP the delivery zip file to BPMS Drop Site and open a ticket to request the deployment 
using SBM 

Dev Team 

GSA Shared TEST Environment  

Deploy Business Process delivery to TEST Environment FASeSOA 

Validate Deployment in Test Dev Team 

GSA Shared PROD Environment  

Deploy Business Process delivery to PROD Environment FASeSOA 

Validate Deployment in PROD Dev Team 
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APPENDIX E. BRMS 

 

Information Required for Business Rules Deployment 

Deployment Drop box 

TEST / PROD environment staging area: fcoh3s-v-soa03.fas.gsa.gov.  

Copy all the Rules packages to the staging area. 

Test Environment 

Test: /opt/sw/staging/test/BRMS/<<application_team_name>>/latest) 

PROD Environment 

Prod: /opt/sw/staging/prod/BRMS/<<application_team_name>>/latest) 
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Deployment Process for BRMS 

Delivery Package Creation  

Create / Modify Rules Assets: Create/Modify Rules and related Rules.  This can be in 
shared eSOA backplane development environment or a development team specific BRMS 
server. 

Dev Team 

Unit Test Rules: Development Teams unit test their rules in the development environment. Dev Team 

Extract Rules Package for Deployment: Once a rules package is ready for deployment to 
test, it is extracted from the development.  The JBoss BRMS WebDav API is used to extract 
a rules package from the Rules Repository. 

Dev Team 

Check Rules Package into Source Code Control: It is the responsibility of the 
Development teams to maintain a version history of the BRMS package deployments.  This 
is accomplished by checking the rules package assets into the development teams Source 
Code Control (SCC) System. 

Dev Team 

Copy Package to TEST Staging:  Copy all packages to be deployed to given staging folder 
and notify the eSOA team that packages need to be deployed to the test environment. 

Dev Team 

Request to deploy in TEST: Open a ticket in SBM to deploy Business Rules in TEST  Dev Team 

GSA Shared TEST Environment  

Deploy Rules Package to TEST: An eSOA team member deploys the package(s) to the 

test server.  This is accomplished using the JBoss BRMS WebDav API.  Ant task are 

provided to perform the task.   The build/deploy script is located in 

/opt/sw/jboss/brms/deploy.   

Two ant tasks are provided: 

- Deploy-package deploys an individual package.   
- Deploy-all deploys all packages located in the staging folder.    

Once deployed, the packages are moved to /opt/sw/jboss/brms/archive under a folder with 
the current date and time.  This provides a history of all package deployments. 

FASeSOA 

Build Rules Package on TEST: Once the package has been deployed to the test server, it 
needs to be built.  An eSOA team member builds the package by logging into the JBoss 
BRMS Console.  Each package is selected and the build package button is chosen.   

FASeSOA 

Validate / Test Rules Package: The development team is responsible for validating and 
testing the rules package. 

Dev Team 

Request to deploy in PROD: Open a ticket in SBM to deploy Business Rules in PROD Dev Team 

GSA Shared PROD Environment  

Copy Package to Production Staging: Once validated the development team copies the 
rules package to the production staging area for deployment to production. The development 

Dev Team 
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team then notifies the eSOA team that packages need to be deployed to the production 
environment. 

Deploy Rules Package to PROD: An eSOA team member deploys the package(s) to the 

test server.  This is accomplished using the JBoss BRMS WebDav API.  Ant task are 

provided to perform the task.   The build/deploy script is located in 

/opt/sw/jboss/brms/deploy.   

Two ant tasks are provided: 

- Deploy-package deploys an individual package.   
- Deploy-all deploys all packages located in the staging folder.    

Once deployed, the packages are moved to /opt/sw/jboss/brms/archive under a folder with 
the current date and time.  This provides a history of all package deployments. 

FASeSOA 

Build Rules Package on Production: Once the package has been deployed to the test 
server, it needs to be built.  An eSOA team member builds the package by logging into the 
JBoss BRMS Console.  Each package is selected and the build package button is chosen. 

FASeSOA 
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The following diagram shows the configuration management process for BRMS rules packages. 

1) Create/Modify

Rules Assets

2) Unit Test 

Rules

5) Copy Package 

to Test Staging

4) Check Rules 

Package into 

Source Code 

Control

8) Validate/Test

Rules Package
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Production
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APPENDIX F. JBoss ESB 

 

Information Required for ESB Project Deployment 

Deployment Drop box 

Server and path to copy all files needed for deployments 

Server: fcoh1s-v-soa06t.fas.gsa.gov 

Path: /opt/sw/staging/test/ESB/<<application_team_name>>/latest 

3
rd

 Party JAR Files 

Provide a list of all third party java libraries your application needs. If any JBoss library file is replaced 

with a newer version, provide specific details. Package these third party libraries in a separate app 

package zip file called [AppName]_ThirdPartyLibs.zip. 

ESB Project 

Package your ESB files into a zip file called [AppName_Release_Date]_ESB.zip 

List all files in package 

Service Changes 

List all changes to services 

Comments / Miscellaneous 

 Any additional comments or information  
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Deployment Process for BRMS 

Delivery Package Creation  

Check or make necessary configuration changes for clustering and proxying service calls 
and upstream and downstream dependencies through Apache 

Dev Team 

Copy all ESB Files to DEV Staging and deploy project.  Validate and Test.  Dev Team 

Open a ticket to deploy ESB Files in TEST Dev Team 

GSA Shared TEST Environment  

Copy the ESB Files to TEST Staging from DEV Staging FASeSOA 

Deploy ESB services into the cluster FASeSOA 

Validate and test the ESB Files in TEST 

If test(s) fail then open a ticket for FASeSOA and include any exceptions received. 
Dev Team 

Open a ticket to deploy ESB Files in PROD Dev Team 

GSA Shared PROD Environment  

Copy the ESB Files to Production Staging FASeSOA 

Deploy ESB services into the cluster FASeSOA 

Validate and test the ESB Files in PROD 

If test(s) fail then open a ticket for FASeSOA and include any exceptions received. 
Dev Team 
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1 Overview 
This document defines the Configuration Management Plan (CMP) for software development 
efforts of the Asset & Transportation Management (ATM) Division under the General Services 
Administration (GSA).  It presents a methodology by which Software Configuration 
Management (SCM) is maintained throughout the software lifecycle for software systems from 
concept definition through production implementation. Benefits provided by the implementation 
of this plan are as follows: 

• Ensures fulfillment of the requirements during design, development, integration, testing, 
and deployment phases of the lifecycle 

• Provides a historical reference for the lifecycle of a project 
• Standardizes methodologies while allowing room for tailoring 

1.1 Purpose 

The purpose of this document is to:    

• Identify and document the current Configuration Management (CM) related items, 
activities, processes and procedures within the ATM Division.   

• Provide an understanding of the roles and responsibilities relating to the CM process 
activities 

• Provide the guidance and references to ensure that configuration management objectives 
are addressed and adhered to throughout the software development lifecycle by assigned 
ATM division staff.   

This CMP is a living document that evolves with the changing requirements and needs of ATM 
division. 

1.2 Scope 

The Configuration Management activities depicted in this documented apply to all Operations 
and Maintenance (O&M) and Development, Modernization and Enhancement (DM&E) projects, 
including any Earned Value Management (EVM) projects, executed within the ATM division.  
This CM plan:  

• is used to manage CIs and their associated configuration information throughout all 
phases of a project life cycle 

• identifies roles and responsibilities, and the activities and processes that are used to 
perform CM  

• describes how CM activities and reporting are accomplished at the program and task 
order levels 

• is written in compliance with the SDLC Guidance Document  
This document addresses the following areas/items: 

• Overall Configuration Management Process  
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• Configuration Items (CI) 
• Naming Conventions, 
• Configuration Management Tools 
• Software Configuration Management (CSM) 
• Configuration Audits   
• Configuration Status Reporting.   

1.3 Program Description 

The Asset and Transportation Management Division (ATM) is responsible for Fleet 
Management, Warehouse Management, Transportation Management and Property Management 
or brokering of assets transactions for internal and external customers.  Additionally the ATM 
division is responsible for ensuring the tracking of information related to acquired assets and 
resources with regard to quantity, quality and locations. 

The ATM division’s infrastructure includes the following business management systems:    

• Property  
• Warehouse  
• Fleet  
• Transportation  
• Support Services 

Each of the business management systems comprises of multiple applications.  These 
applications are hosted on several platforms that include Unisys Mainframe, UNIX and 
Windows-based.  The programming languages used are COBOL, JAVA, Cold Fusions, Visual 
C++, C#.  The application databases include Unisys Enterprise Database Server (DMSII), 
MySQL, Sybase, and SQL Server. 

1.3.1 Properties Management Systems 

The Property Management application suite consists of all of the major and minor systems that 
support the reutilization, donation, and sale of surplus federal property.   

1.3.2 Warehouse Management Systems 

The Warehouse Management applications consist of two Warehouse Management Systems 
(WMS): HighJump and Phoenix. The WMS houses products/materials that are purchased by 
government agencies and prepares them for distribution. 

1.3.3 Fleet Management Systems 

The Fleet Management suite of applications is responsible for the management of around 
209,000 non-tactical motor vehicles leased to more than 70 federal agencies across the 
continental United States and Europe. This includes, but is not limited to, vehicle inventory, 
utilization, maintenance control, preventive maintenance, tracking, lost or stolen vehicles, and 
license plate tracking, billing and financial management. 
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1.3.4 Transportation Management Systems 

The Transportation Management applications consist of two systems, Transportation Audit 
Support System (TASS) and Transportation Management Service Solutions (TMSS). 

TASS supports the transportation audit division’s requirement to audit all government 
transportation bills. 

TMSS supports the transportation cost and streamlines the transportation process for GSA’s 
household goods and freight shipments.  

1.3.5 Support Services 

The Support Service Branch performs the following functions: 

• Provides development and maintenance support for the division’s applications. 
• Performs research and development tasks to support prototyping of new applications. 
• Provides technical support services to the other two branches in the division. 

1.4 Glossary 

See Appendix A for terms and acronyms that appear in this document. 
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2 Configura tion  Management Roles  and  Res pons ib ilitie s   
Configuration management roles and responsibilities are a joint effort between the FAS GSA and 
Contractor Teams.  

As stated earlier, The ATM division is grouped into several business management areas, 
Property, Warehouse, Fleet, Transportation and Support Services.  The Configuration 
Management team consists of representatives (Project Managers and Team Leads) from each of 
business areas.    

The organization charts supporting the business units are depicted below. 

 
______________________________________________________________________________ 

 

2.1 CM Responsibilities  
The following paragraph identifies the roles and responsibilities relating to the Configuration 
Management process. 

2.1.1 FAS GSA Director 

The FAS GSA Director has overall technical responsibility for the development and maintenance of 
ATM Division applications and is responsible for: 

• Ensuring adequate CM resources are made available 
• Approve CM Plans 
• Promote CM policy. 

2.1.2 FAS GSA Branch Chief 

The FSA GSA Branch Chief has the following responsibilities: 

• Work with The Change Control Board, Subject Matter Experts and Stakeholders to 
evaluate proposed changes and enhancements to determine their need and impact on 
design 
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• Open System Change Request(SCR)  tickets  
• Work with Stakeholders and Subject Matter Experts to approve changes  
• Work with the Business Unit Managers and Managers and Leads in the Branch to 

schedule internal reviews to review progress and to identify issues/risks for approved 
changes 

• Review and approve production deployments 
• Participate in the CCB meetings, if requested or required 

2.1.3 FAS GSA Subject Matter Expert (SME) 

The FSA GSA Subject Matter Expert has the following responsibilities: 

• Work with The Change Control Board, FAS GSA Branch Chief, Business Unit Managers 
and Stakeholders to evaluate proposed changes and enhancements to determine their need 
and impact on design 

• Open System Change Control(SCR)  tickets 
• Work with Stakeholders and FSA GSA Branch Chief to approve changes  
• Work with the Business Unit Managers and Application Leads to schedule internal 

reviews to review progress and to identify issues/risks for approved 
• Review and approve production deployments 
• Participate in the CCB meetings, if requested or required 

2.1.4 Change Control Board (CCB) 

The Change Control Board responsibility is to:   

• Evaluate proposed changes and enhancements to determine their need and impact on 
design, cost, schedule, test requirements, and manpower needs.   

• Make binding decisions about which changes and reported defects to approve.   
• Establishing standardized procedures for the consideration, evaluation, and 

implementation of modifications to the various software projects produced and/or 
maintained under ATM Division.   
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3 CM Activities  
The configuration activities support the ATM configuration management processes include but 
not limited to the following activities: 

• Configuration Identification 
• Configuration Documentation 
• Product Structure 
• Product Identification 
• Labeling 
• Naming Conventions 
• Configuration Tools 
• Classification Requirements 

3.1 Configuration Identification 

Configuration identification is the basis on which the CIs are defined and verified; CIs and 
documents are labeled; changes are managed; and accountability is maintained. The sections 
below define the tools that will be used to track and control the configuration baselines. The 
following paragraphs identify the tools, naming conventions and CI associated with the ATM 
division’s configuration process activities. These activities describe the methods for controlling, 
tracking, implementing and reporting changes. 

3.1.1 Configuration Item Identification 

Configuration Item (CI) identification is the foundation of all Configuration Management (CM) 
systems. 

Configuration identification is the selection, creation, and specification of objects to be 
maintained under configuration management.  Typical configuration items include the following: 

• Products that are delivered to the customer (e.g. documentation) 
• Designated internal work products (software code) 
• Tools 
• Other items that are used in creating and describing these work products 

Example criteria for determining when to place configuration items under configuration 
management include: 

• Development CIs are generally placed under version control from the initiation of a project.  
Once the project is ready for baselining, the “good” CIs can be imported into a new project so 
that only the “Prod” ready revisions remain and all of the “bad” revisions are dropped. 

• A “Promotion Model” and “Labels” are used to control the Build process and identify correct 
revisions of a CI 

• Customer requirements 
 

The following are examples of configuration item types to be placed under configuration control.   
• CM Plan 
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• Process descriptions 
• Requirements 
• Design data 
• Drawings 
• Product specifications 
• Code 
• Product data files 
• Product technical publications 
• Design documents 
• Test plans and procedures 
• Interface descriptions 

The Project/Team Lead will identify the individual work products to be controlled, in 
conjunction with CM policies.  

3.1.2 Configuration Documentation  

As part of Configuration Identification, the project team must define the specific technical 
documentation that will be part of each baseline. The baseline definition is provided in this plan. 
The documentation required for each successive baseline may be an independent grouping of 
design information. In some cases, it may be confined to updates to the previous baseline 
document. 

Baseline documentation is maintained and archived in the CM Library (CML). A list of baseline 
documentation will be maintained to ensure requirements traceability to CIs, baseline 
specifications, requirements documentation, and acceptance criteria. Documents will be indexed 
to facilitate retrieval for use, reference, or reproduction. 

The project classification schema identifies the minimum required documentation for each 
project size. A partial list of typical documentation includes: 

• CM Plan 
• Quality Assurance Plan 
• Operations Plan 
• System Security Plan 
• Project Management Plan 
• Test Plan 
• Functional Requirements Document 
• Interface Control Document 
• Security Risk Assessment 
• System Software 
• System Design Document 
• Maintenance Manual 
• Operations Manual or Systems Administration Manual 
• Training Plan 
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• User Manual 
• Test Analysis Report 

3.1.3 Product Structure  

Product structure, also referred to as system architecture, defines what constitutes the CI. It refers 
to the identifiers, internal structure, and relationship of CIs and associated documentation. The 
product structure may be depicted graphically as a tree structure or as an indented list. 

3.1.4 Product Identification  

The following principles apply to the identification of CIs: 
• All CIs are assigned unique identifiers so that one CI can be distinguished from other CIs; 

one version of a CI can be distinguished from another; the source (e.g., software, hardware, 
database, documentation) of a CI can be determined; correct CI information can be retrieved; 
and the owning system can be determined. 

• Individual components (e.g., software files, database files, hardware components) of a CI are 
assigned unique identifiers when there is a need to distinguish one unit of a CI from another 
unit of a CI. These individual components are connected to the owning CI. 

• When a CI is modified, it retains its original CI identifier even though its part identifying 
number is altered to reflect a new configuration. 

• A series of like components of a CI is assigned a unique CI group identifier when it is 
unnecessary or impractical to identify individual units but necessary to correlate units to a 
process, date, event, or test. 
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3.1.5 Configuration Tools 

Table 3-1. Support Tools for CM Activities 

Tool Name Version 
Administrator 

Point of Contact 
Description 

Serena Business 
Manager(SBM) 

11 SBM Administrator Repository for SCRs and defects 

3.5.4 Knowledge Tree 
KnowledgeTree 
Administrator 

Document Management system supporting 
version control of documentation. 

1.6.4.16800 Subversion (SVN) 
Contractor Project 
Managers/Tea Leads  

Manually manages the changes made to 
files and directories and moves 
configuration management items from 
Development to Production  

11 HP ALM 
HP ALM/QTP  
Administrator 

Document and manually execute test cases 

9.5 
HP Quick Test 
Professional  

HP ALM /QTP 
Administrator 

Performs automation of test case 
executions 

52.1 
Data Management 
(DM) Utility 

DBA/Team Leads 
Manages updates to the database 
infrastructures. 

3.1.5.1 Serena Business Manager(SBM) 

 

SBM is a web-based, project management, and bug-tracking tool. This tool provides 
requirements management, change request management, issue and defect tracking and release 
tracking.    

SBM is the entry point for approved and documented changes that impact the ATM division’s 
programs. Once new requirements, changes, and defects are identified and agreed to, SBM is 
used to document them and provide status reporting through production implementation.   

3.1.5.2 KnowledgeTree 

KnowledgeTree is an open source, enterprise, content management provider with a focus on 
document management software. Features of this tool include: 

• Workflow 
• Electronic Signature 
• Version control 
• Check-in/check-out 
• Access control through roles and permissions 

These features assist with management of the division’s document lifecycle. This tool houses 
most of the division’s documentation. 
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3.1.5.3 Subversion 

Subversion is a free/open-source, version control system and repository manager. This tool 
manages files and directories and the changes made to them over time. This feature allows the 
recovery of older versions of data/files. Other features include: 

• Directory versioning 
• True version history 
• Automatic commits 
• Versioned metadata 
• Consistent data handling 

3.1.5.4 HP Application Lifecycle Management  

Application Lifecyle Management (ALM) is a web based Test Management Tool by Hewlett 
Packard (HP). This tool is based on Client Server technology and has four main modules/tabs, 
which are:  

• Requirements 
• Test Plan 
• Test Lab 
• Defects for proper management of testing processes 

Requirements: This module is used for Requirement Management and Requirement 
Traceability of various test cases stored in the QC Repository.  

Test Plan: This tab is used for creating or updating test cases. The test cases are contained in 
different folders which are displayed in a tree like structure.  

Test Lab: This tab is used for execution of the test cases stored in the Test Plan module, which 
can be imported locally to the Test Lab screen and run.  

Defects: All of the defects found during the testing cycle are logged into this tab of QC. These 
defects can be mapped to the corresponding test cases that failed and hence to the Requirements 
tab. A copy of the defect is also attached to the SBM ticket related to the specific testing effort. 

3.1.5.5 Quick Test Professional  

Quick Test Professional (QTP) is an automated, functional, Graphic User Interface (GUI), 
testing tool created by Mercury Interactive (an HP subsidiary) that allows the automation of user 
actions on a web or client based computer application. QTP is primarily used for functional 
regression test automation and uses a scripting language built on top of Visual Basic (VB) Script 
to specify the test procedure and to manipulate the objects and controls of the application being 
tested. 

3.2 Configuration Baseline Management 

A baseline is a set of CIs (products, deliverables) developed during a specific phase of the 
development process that has been formally accepted. Once the baseline is established, changes to the 
CIs can only be done through a formal change process. Baselines may also be established to signify 
the progress of work through passage of time. In this case, a baseline is a visible stake through an 
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endured collective effort, e.g. a developmental baseline. The following is a representative sample of 
various baselines: 

• Functional: The initial specifications established; contract, etc.  

• Allocated: The state of work products once the requirements are approved  

• Developmental: The state of work products amid the development phase  

• Product: The releasable contents of the project  

• Operational: Specific to the proprietary business practices. 

Baselines are created when appropriate CIs have been reviewed, approved and moved to the baseline 
library.  Depending on the baseline, they may be updated through informal or formal change control 
processes.  Products from the software baseline library, for both internal and external use, are built 
only from configuration items in the software baseline library. 

Changes or updates include reviews and regression testing of changes to the baseline to ensure that 
changes have not adversely affected the baseline.  This ensures CI, baseline, and project integrity.   

Check in and check-out include verifying changes are authorized, creating and maintaining a control 
log, maintaining a copy of the change, updating the baseline, and archiving the replaced work 
product. 

 

 

Figure 3-1 Baselines and Mapping to SDLC Phases 

3.2.1 Functional Baseline 

The functional baseline is established by the system specification or equivalent. It describes a 
system or top-level CI’s functional inter-operability and interface characteristics, and the 
verification required to demonstrate the system or CI meets these characteristics.  

The functional baseline is normally established at the end of the system concept development 
phase. This initial baseline will be developed based upon the functional requirements. After 
system requirements’ review, additional information may be added. This baseline is subject to 
CM control. 

The functional baseline is established by the system specification or equivalent. It describes a 
system or top-level CI’s functional inter-operability and interface characteristics, and the 
verification required to demonstrate the system or CI meets these characteristics.  
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The functional baseline is normally established at the end of the system concept development 
phase. This initial baseline will be developed based upon the functional requirements. After 
system requirements’ review, additional information may be added. This baseline is subject to 
CM control. 

3.2.2 Allocated Baseline 

The allocated baseline describes the functional and interface characteristics that are allocated 
from those of the higher level CI and the verification required to demonstrate the CI meets these 
characteristics. The allocated baseline is established when a new development specification is 
authenticated. Authentication should take place before the preliminary design review. The 
allocated baseline is normally established at the end of the validation phase or at the beginning of 
the full-scale development phase. 

3.2.3 Developmental Baseline 

The development configuration is the design and associated technical documentation that defines 
the evolving design solution during development of the CI. The development configuration for a 
CI consists of internally released technical documentation for hardware and software that is 
under configuration control. 

The Developmental Configuration may be subdivided into additional environments, as required, 
including Development, Integration Test, and Quality Assurance Test.  

3.2.4 Production/Operational Baseline 

The production/operational baseline is the approved technical documentation which describes the 
configuration of a CI during the production, fielding/deployment and operational support phases 
of its life cycle. The product baseline for a CI consists of all necessary physical or functional 
characteristics of a CI; selected functional characteristics for production acceptance testing; and 
production acceptance test requirements. 

3.3 Change Control 

Change control is systematic proposal, justification, evaluation, coordination, approval and 
implementation of changes after the formal establishment of a configuration baseline.  The ATM 
personnel follow a standard process to ensure that all changes are authorized, documented and 
coordinated. 

3.3.1 Change Management 

The goal of a change management process is to: 

• Predict and recognize changes. 
• Evaluate and understand the consequences of implementing the proposed changes. 
• Ensure that every proposed change is evaluated, reviewed and [dis]approved at the proper 

authority level.  
• Control the consequences of the approved changes. 
• Prevent unauthorized and unintended deviations from the approved baselines. 
• Ensure that every approved change is documented, tested, verified, and then 

implemented. 
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Table 3-1 shows the CCB roles and corresponding responsibilities. 

 

 

Table 3-2 CCB Roles and Responsibilities 

Role Responsibilities / Tasks 

CCB Chair 
• Schedules the CCB meetings in accordance with organizational 

policy and schedule requirements 

CCB Member – Contractor 

• Document all proposed changes, ensuring sufficient information and 
analysis is available for review and approval 

• Provide technical analysis and review of proposed changes 

CCB Member – Government 
(CIO and Business Line 
Representatives) 

• Attend meetings to review proposed changes 

• Provide advice and approval for documented changes 

• Ensuring that all requested changes are consistent with current 
FAS/GSA guidance and requirements 

• Prioritize approved changes for implementation 

CCB Recorder 

• May be any designated team member, responsible for recording and 
documenting decisions of the CCB meeting 

• May be authorized to update the SCR repository with the approved 
changes 

CM Manager 

• Ensures that SCR data can be provided consistently to the CCB 
membership 

• Verifies that the approved changes are properly recorded 

Contractor Project Manager • Advisory member of the CCB  

Government Project Manager • Voting member of the CCB 

Project Team 

• Advisory members of CCB as needed 

• Should include members from all phases of the SDLC 

• Updates change control records (SCR) as part of the documented 
processes 

3.3.2 Communications 

Software changes are initiated by a ticket approved by the CCB.   

Software CIs are maintained in the ATM Division CM library (project folder). All CIs that are 
developed using file-based source code will be maintained using a configuration control 
application. 

CI changes will be committed through version control tools. The delivery will include a message 
with a list of the components that have been changed, the revision designations of the 
components that were used to make each change, and a list of the approved Tickets/SCRs 
targeted for implementation. This documentation will provide bi-directional traceability of all 
changes. 
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This submission package will be reviewed by a testing team for completeness and conformance 
with project process specifications. Changes that fail this review will be returned to the 
originator with an indication of the corrections required. The Deployment Management staff will 
produce a test release of the CI for system testing as scheduled or requested by the Project Lead. 
If any Software Change Request (SCR) changes fail system testing, the Test Specialist will 
return the Ticket/SCR to the developer who resolved it, indicating how the change failed testing. 
Changes that pass system testing will be incorporated into the release baseline. The development 
area of the development system will then be updated by the CM staff to include the accepted 
changes. 

The associated Ticket/SCR status will be updated as its lifecycle changes during the software 
change process.  

Documentation changes may be associated with a specific release or may be made 
asynchronously from a release (e.g., to correct errors in a document that do not require program 
changes). Documentation changes will be controlled from initiation through production. 

 

3.4 Configuration Status Accounting 

Configuration Status Accounting (CSA) is the process of recording, storing, maintaining, 
coordinating, and reporting information necessary for the CM performance and the status of its 
associated CIs. All software and related documentation are tracked from initial development to 
requests for change, through the approval/disapproval of changes, to the implementation of 
changes. 

The purpose of CSA is to:  

• Enable the retrieval of information concerning change decisions. 
• Support inquiries concerning design changes and investigations of design problems. 
• Provide a source for configuration history and bi-directional traceability of product 

configuration information between CIs and Tickets/SCRs. 
• Provide access to complete configuration information. 

Software, data, and documentation associated with each release will be recorded and tracked. A 
complete software inventory will be maintained, which will include the revision number of each 
component that makes up a release of a CI.  

All of the information required to accomplish the complete CSA function can be captured and 
supplied using commercial configuration management and product data management tools. The 
tools of choice are SBM, Sub-version, and Quality Center. 

Queries would yield such information as: 

• The as-designed, as-built, as-delivered, or as-modified configuration of any release of the 
product as well as any component within the product. 

• The current status of any change, the history of any change, and the schedules for and 
status of verifications and audits, as well as resultant action items. 

Metrics (performance measurements) are maintained on CM activities to help monitor the 
process and develop continuous improvement. 
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3.5 Configuration Auditing 

Configuration audits are comparisons of a product’s actual functional and physical 
characteristics. The characteristics, which are identified in configuration baseline documentation, 
verify that the configuration identification for a configured item is accurate and complete and 
will meet the specified program needs. 

Audits will be performed jointly by the CM team and QA staff. CM and QA will provide 
complementary support to ensure that all deliverables and their component parts are accounted 
for and have passed the required quality checks. 

Each application within the division will follow its own instruction set detailing the steps 
required for the promotion of code through the various stages of the lifecycle. 

All discrepancies and errors should be kept and reported back to the developers and to the CCB. 

A Functional Configuration Audit (FCA) is a joint effort between the Development and Test 
teams. A RTM is created to ensure test coverage of planned changes and to verify that the 
requirement identified at the beginning of the configuration process is satisfied.   

Physical Configuration Audit (PCA) – Will be conducted on the first production representative 
item to compare the physical characteristics. SBM tickets will be updated to reflect the physical 
resources impacted by the change. 

A CM audit checklist will be used to ensure the use of standard criteria when performing an 
audit. The checklist will be made available for review at any time. 
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4 Build  & Releas e  Management  
The majority of the ATM division’s deployments are “Customer Preferred Releases”. This 
means that ATM customers are given preference on when changes are released to Production. 
However, there are planned monthly releases for some of the applications.   

All releases of ATM Division CIs will be created by the ATM Division PMs along with Team 
Leads. The executables and scripts, as well as the data associated with each release, will be under 
version control. The test and production releases will be compiled by the development teams and 
released to the Test Group for system testing. Upon the completion and passing of system 
testing, the components of the release (including documentation) will be delivered/released to the 
designated customer’s point of contact by the PM/Team Lead. 

Delivery of a release, including all associated documentation, will be made in accordance with 
contractual requirements specified in the Statement of Work (SOW). The Application team will 
prepare the deliverables, verify the deliverable contents against contractual requirements, and 
then ship the deliverables, where applicable, to the locations specified by the customer.   

4.1 Build Management 

The Project Lead and the Development Team have responsibility for performing the compilation 
of source code that will be used by the Test Team and Production. Where necessary, this team 
will use scripts that are under configuration control. This team will also be responsible for 
moving the pertinent code to the appropriate staging areas for System Test and Production 

  



ATM Division Configuration Management Plan 

 17     January 2013 

 

5 Re views   
Configuration audits are comparisons of a product’s actual functional and physical 
characteristics. The characteristics, which are identified in configuration baseline documentation, 
verify that the configuration identification for a configured item is accurate and complete and 
will meet the specified program needs. 

Audits will be performed jointly by the CM team and QA staff. CM and QA will provide 
complementary support to ensure that all deliverables and their component parts are accounted 
for and have passed the required quality checks. 

Each application within the division will follow its own instruction set detailing the steps 
required for the promotion of code through the various stages of the lifecycle. 

All discrepancies and errors should be kept and reported back to the developers and to the CCB. 

A Functional Configuration Audit (FCA) is a joint effort between the Development and Test 
teams. A RTM is created to ensure test coverage of planned changes and to verify that the 
requirement identified at the beginning of the configuration process is satisfied.   

Physical Configuration Audit (PCA) – Will be conducted on the first production representative 
item to compare the physical characteristics. SBM tickets will be updated to reflect the physical 
resources impacted by the change. 

A CM audit checklist will be used to ensure the use of standard criteria when performing an 
audit. The checklist will be made available for review at any time. 
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6 Configura tion  Management Meas ures  
The following table depicts a sample monthly measures for the number of release. 

Property and Warehouse Management: 

Application Name  

# of Releases 

Comments  

Early  On  Time  Late  

SASy / MySales / 
GSA Auctions  

0  5  0  
Experian BizID implementation, SASy 
database changes, DEMIL code restrictions, 
ROR and other report enhancements  

GovSales  0  0  0  None. 

GSAXcess  0  1  0  NASA pre-screening.  

Phoenix  0  3  0  
 Locator, Receiving, DD1348, Addups, PSN, 
Air Status and TMS RDD.  

HighJump  0  3  0  Export PO phase 1.  

TOTAL:  0  12  0   
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7 CMP Record  Collec tion  Maintenance  and  Reten tion  

Quality metrics related to the CM process are collected and reported by the ATM Division CM 
staff. These metrics will be used to identify potential areas for improvement in the CM process. 

The principal quality metrics that will be tracked and analyzed will be based on data gleaned 
from SBM tickets. The following items, as a minimum, will be measured monthly: 

• Total number of Problem Reports (PR) and Change Requests (CR) outstanding, in order 
of severity. 

• Average number of days PRs and CRs are open, in order of severity. 
• Number of planned audits. 
• Number of completed audits 
• These measures will serve as status indicators of development activities and will be used 

to identify trends that may need to be addressed by ATM Division Management. 
• The planned vs. actual amounts of effort expended in completed CM activities and 

milestones will be tracked. 

This measure requires two reports: 

• Ticket aging grouped by Ticket type (Problem, Enhancement, and Task)  
• Ticket aging grouped by Ticket priority (Emergency, High, Medium, and Low) 

Aging is calculated from the beginning of the reporting period. The three aging brackets are 
calculated as follows: 

• The first aging bracket is calculated as a count of tickets that are older than 30 days (past 
the beginning of the reporting period) and less than or equal to 90 days old.  

• The second aging bracket is calculated as a count of tickets that are older than 90 days 
(past the beginning of the reporting period) and less than or equal to 180 days old.  

The third aging bracket is calculated as a count of tickets that are older than 180 days (past the 
beginning of the reporting period). 
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Appendix A. Abbre via tions , Acronyms , and  Defin itions  
The following abbreviations, acronyms, and definitions are used throughout this document.  

Abbreviation Definition 

ATM Asset & Transportation Management 

CCB Change Control Board 

CI Configuration Item 

CM Configuration Management 

CMP Configuration Management Plan 

COR Contracting Officer’s Representative 

COTS Commercial Off-the-Shelf 

CSA Configuration Status Accounting 

CSAR Configuration Status Accounting Report 

EA Enterprise Architecture 

EVM Earn Value Management 

FAS Federal Acquisition Service 

FCA Functional Configuration Audit 

GSA General Services Administration 

HW Hardware 

IT Information Technology 

PCA Physical Configuration Audit 

PMP Project Management Plan 

PR Problem Report 

SCM Software Configuration Management 

SCR Software Change Request  

SDLC Systems Development Life Cycle 

VDD Version Description Document 
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Appendix B. Change  Management Proces s  
 

 

 

 

 
 

Project Managers / 
Team Leads 

Record and 
Analyze 

Changes and 
 

Prioritize and 
Classify 

Changes and 
f  

Coordinate 
and Schedule 
the Change 

Monitor and 
Report 
Progress 

Project / Program 

Stakeholders/CCB 

Project Stakeholders 

Key Activities 

• Change/Defect identified 

• TRAC tickets created to support SCR 
(Changes/New Requirements/ Defects) 

• Resources Impacted identified 

• SCRs Prioritized 
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Appendix C. Releas e  Management Proces s  

 

Plan Release 

Deploy 
Release 

Report Release 
Management 

Metrics 

Communicate 
Deployment 

Verify 
Release 

Design and 
Build Release 

Division / Project Manager / Team Lead 

Team Lead / Developer 

Project Manager 

 Team Lead  

Test Team 

Allocate 
Resources to 

Release 

Test 
Release 

Test 
passed? 

Accept  
Approve 
Release 

Yes 

Accepted
? 

Roll back 
Release 

Verified
? 

No 

Project / Program 
Stakeholders/CCB 

Communicate 
Deployment / 

Rollback 

Yes 

No 

No 

Yes 

Key Activities 

• Conduct release planning (FCAs and PCAs) 

• Coordinate design, building and configuring 
of releases  

• Coordinate release acceptance and approval 

• Conduct Implementation planning  

• Coordinate release communications, 
preparations and training activities  

• Coordinate distribution and installation of 
releases  

• Configuration Status Reporting   
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Appendix D. Configura tion  Management Flow Diagram 
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ASSET & TRANSPORTATION MANAGEMENT DIVISION (ATM) 

Fleet Management Systems and Ad Hoc Reporting (FMS) 

The Fleet Management System (FMS) application is responsible for the management of 
approximately 200,000 motor vehicles stateside, plus another 1,800 in Fleet Europe.  This 
includes vehicle maintenance, assignment to other agencies, billing and disposal.    The FMS 
also supports the following fleet management functions:   

• Vehicle inventory 
• Utilization 
• Maintenance control 
• Preventive maintenance tracking, and  
• Cost and financial management 
There are approximately seventy fleet management centers, sub centers and office sites.   
The application is written in Cobol74 using a DMSII database and COMS and SDF screens.  
The online application used by internal GSA staff is a web interface using blade technology 
developed in the ePortal technology except where noted.   Future requirements are to build 
dashboards for the application using JReport.   

Other modules of FMS include: 

• Comprehensive Accident Reporting System(CARS) – an online web-based tool for 
users to report vehicle accidents and resulting damage.  Allows GSA Fleet personnel 
to track vehicle incidents, payments and create reports.   The web interface uses 
HTML and Javascript. 

• Mileage Express – A web based tool for customers to report vehicle mileage. 
• Fleet Drive-Thru – an online web-based tool that allows users to input mileage and 

accounting information.   Simplifies bill reconciliation and payment and has a 
reporting tool for customers.  The web interface uses HTML and Javascript. 

• FedFMS(FFMS) – an online web-based tool for agencies to use to manage thir fleet 
of vehicles.  It provides agencies the ability to track VEHICLE inventory, mileages 
and other fleet data. The system’s vehicle records are taken from FMVRS system 
daily for selected agencies.  The web interface uses HTML and Javascript and Unisys 
Web PCM technology. 

• Short-Term Rental – a web-based tool that allows customers the option of renting 
vehicles to meet short term requirements or to replace vehicles that are out of service 
due to accident or mechanical repairs.  The web interface uses HTML and Javascript 
using Unisys Web PCM technology. 

• Acquisition Management Program (AMP) – a web-based tool that automates the fleet 
vehicle acquisition processes such as ordering guidelines, financial information, 
vehicle requisitions and delivery of orders.  This includes: Creating requisitions for 



government vehicles; tracking current requisition totals against the funding 
distributions; and reviewing requisitions for contract negotiations before they are 
submitted to the Requisitioning, Ordering, and Documentation System (ROADS). 
AMP also has a Pre-Acquisition Module (PAM) where GSA Replacement Vehicles 
are processed. Only eligible and funded vehicles may be used for replacement 
ordering.AMP interfaces with ROADS to place orders for vehicles.  The web 
interface uses HTML and Javascript. 

• Customer Dispatch and Reservation Module – a web-based tool  for 

• Vehicle Fleet Exchange (VFE) – a web-based tool to notify Customers to schedule 
appointments at regional Auction Houses to exchange their government-issued 
vehicle for a new vehicle.  Written in Coldfusion, HTML and Javascript using 
Sybase ASE database in a Windows environment.   This application will be 
converted to Cobol using a DMSII database.  The web interface will use HTML and 
Javascript. 

users to schedule 
vehicle appointments, dispatch out vehicles to drivers, and produce reports.    The 
web interface uses HTML and Javascript. 

 

Access to appropriate screens is governed by the FMS security systems design. The FMS 
application is processed on a Unisys Libra 890 mainframe located in Eagan, Minnesota. 

There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe/Dell server 

Change 
Managemen
t 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

   247 16,150  

Operating  
System 

Unisys MCP/Windows 

Software Category No. of 
Tables 

Lines of Code 

Cobol, Java, ePortal, Coldfusion 309 2.9 million 

 

Federal Motor Vehicle Registration System (FMVRS) 



Federal Motor Vehicle Registration System (FMVRS) creates a vehicle record in an agency's 
FMVRS file whenever a vehicle is purchased through AutoChoice and automatically creates 
a license plate record whenever a U.S. Government vehicle license plate is ordered through 
UNICOR/Amerimac. The agency then matches the license plate record to the vehicle it was 
assigned to.   

The National Law Enforcement Telecommunications System(NLETS) is a part of the 
FMVRS application.  NLETS is an interface that enables the message switch system to 
search for a VIN or license plate in the FMVRS database and return vehicle information to 
law enforcement at the state, local and federal levels. 

The application is written in Cobol74 using a DMSII database and COMS and SDF screens.  
The web interface is written in Javascript and HTML.   

Access to appropriate screens is governed by the FMVRS security systems design. The 
FMVRS application is processed on a Unisys Libra 890 mainframe located in Eagan, 
Minnesota. 

There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe 

Change 
Management 

 Avg. No. 
Releases/
Year 

Annual Man-
hours 

 

  135 5,700  

Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol 28 93,500 

 

Automotive Remarketing Module(Arm) (Fleet Management Sub-System) 

Some of the vehicles that are taken out of service due to age or condition and sold by the 
Federal Acquisition Service (FAS) is done at auction houses across the county.  ARM is a 
standalone Visual C++  application running on a PC using Microsoft access database.  It 



displays data for FAS sales contracting officers at auctions to assist in bid acceptance.  ARM 
prepares data sent to the auctions houses pre-auction, reconciles post-auction invoices and 
data collected during the auction.  The Application then transmits the data to the FMS and 
Sasy application.   

There are plans to develop a web version of ARM in Java. 

Hardware  

Change 
Management 

 Avg. No. 
Releases/
Year 

Annual Man-
hours 

 

  15 1,900  

Operating 
System 

Windows XP/Windows 7 

Software Category No. of 
Tables 

Lines of Code 

Visual C++ 30 192,035 

 

FMS2GO 

FMS2GO was developed with an interface to the AMP and FMS applications. This 
application automates the processes of receiving vehicles, assignments, and termination of 
assignments at remote Fleet Management Centers.  The application is written in C# and using 
SQL server and runs on a handheld device using Windows CE.   The information is 
transmitted to from the handheld device to the FMS application.  A mobile application was 
currently developed on the Android platform using Java that will eventually phase out the 
handheld devices and be replaced with rugged tablets. 

Hardware  

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  31 1,650  



Operating 
System 

Windows CE/Android 

Software Category No. 
Tables 

Lines of Code 

Visual C#, Java  7,000 

 

AutoAuctions 

GSA sells its fleet vehicles that have been retired from service.  Over 30,000 vehicles are sold 
annually.  The AutoAuctions web site provides the public the ability to search for fleet vehicle 
sale locations and models available at the sales.  Users can register for email feeds based on 
options in their profiles.   

The application is written in Java and spring framework  using the Unisys JProcessor and a 
DMSII database.  The web interface uses HTML and Javascript.  The application war files are 
deployed in JBOSS.   The search feature in the application utilizes the Thunderstone 
appliance. 

Access to appropriate screens is governed by the AutoAuctions security systems design.  

The application is processed on a Unisys Libra 890 utilizing the windows side of the 
mainframe located in Eagan , Minnesota. 

Hardware Unisys Libra 890 mainframe ES7000 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  41 300  

Operating 
System 

Windows 

Software Category No. 
Tables 

Lines of Code 

Java  84,048 

 



 

Requisitioning, Ordering and Documentation (ROADS) 

The Requisition, Ordering and Documentation System (ROADS) application is used by all 
government agencies to procure vehicles.  The system has a number of web interfaces to 
support the intended audiences.   

• AutoStandards web interface allows the Original Equipment Manufacturers (OEM) 
to register vehicle standards.   

• Autobid web interface is used by the OEM’s to offer vehicles to federal customers.  
• AutoChoice web interface allows federal customers to order vehicles over the 

internet that are being offered thru AutoBid.  
• Quality Discrepancy Reporting (QDR) web interface allows customers to report 

issues with vehicles.  The engineering department works reported issues with 
manufactures to resolve the discrepancies.  

• Drive Green web interface allows users to input requirements to purchase alternative 
fuel vehicles.  The FAS automotive branch uses the request to see where vehicles are 
available to purchase that meets the agencies requirements.   
 

AutoChoice, AutoStandards and Autobid are written in ColdFusion and will be converted to 
Java.    

The ROADS/QDR/Drive Green application is processed on a Unisys Libra 890 utilizing the 
windows side of the mainframe located in Eagan, Minnesota.  It is written in Java, HTML 
and Javascript using a MYSQL database.  The applications war files are deployed in JBOSS 
and the applications are accessed via url.  The application is developed in JBOSS Seam 2.0 
using Richfaces 3.3.1, EJBB Query, and Persistence Layers (hibernate) and the war files are 
deployed in JBOSS.  Autobid and autostandards web interface is written in ColdFusion 
running on a windows server in Sterling, Virginia and accesses the MYSQL database used in 
ROADS.  There are approximately 100 reports for the application that is developed using 
JReport.   

Access to appropriate screens is governed by the ROADS/Autochoice/QDR/Drive Green 
security systems design.  

There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe ES7000/ Dell servers 

Change  Avg. No. 
Releases/

Annual Man-  



Management Year hours 

  63 7,600  

Operating 
System 

Windows  

Software Category No. of 
Tables 

Lines of Code 

Java, Cold Fusion, JReport, JBoss 213 442,253 

 

Sales Automation System and Ad Hoc Reports (GSA Auction / SASY / Reverse Auctions) 

The Sales Automation System (SASy) application supports Federal Acquisition Service 
property disposal functions nationwide in all GSA regions.  SASy is operational 24/7.  
Property is either sold or returned to originating agency for proper disposal.  The system 
supports live, sealed and internet auctions when the property is made available for sale.  
There is a web interface called GSAAuctions which is used to conduct internet online 
auctions to the public. The system creates financial registers, inventory of items and has a 
module called ePay that interfaces with the Department of Treasury’s Pay.Gov application 
for credit card payments.  There are currently 7 dashboards written using JReport.  There 
will be additional dashboards built in the future using JReport. 

Reverse Auctions is a module of GSAAuctions that will be used by Federal, State and local 
agencies to actively use the reverse auctions process as a procurement tool and by the 
business community at large with vendors contracted by various civilian and military 
agencies.  A user will post a commodity needed on the reverse auctions webpage and 
vendors will bid on the item.  At the end of the auction the lowest priced bid will win the 
auction.   Access to Reverse Auctions screens is governed by the Reverse Auctions and Ebuy 
security systems design.  The application is currently integrated with Ebuy and 
GSAAdvantage.  Future requirements are to integrate the application with the Regional 
Business Applications(RBA)/National Business Applications(NBA), Acquisition Planning 
Module (APM), eApproval and additional integration with eBuy. 

Access to appropriate screens in Sasy/GSAAuctions is governed by the Sasy security 
systems design.  The Sasy/GSAAuctions/Reverse Auctions application is processed on a 
Unisys Libra 890 mainframe located in Eagan, Minnesota.  It is written in Cobol74 using a 
DMSII database, Screen Design Facility (SDF) and COMS. The Sasy online is a web 
interface using blade technology developed in the ePortal technology and utilizes.   The 



GSAAuctions and Reverse Auctions web interface is written using COBOL74, Javascript 
and HTML utilizing Unisys WebPCM.  The search feature in the application utilizes the 
Thunderstone appliance. 

There are two components to the system, an online system and a batch cycle ran at night 

Hardware Unisys Libra 890 mainframe 

Change 
Managemen
t 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  88 19,200  

Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol74, ePortal, JReport 166 1,394,168 

 

Federal Asset Sales Portal (GovSales.gov) 

GovSales.gov allows the public to search listings of surplus and forfeited property for sale 
by the Federal government ranging from luxury items such as furs and jewelry to 
automobiles and homes.  The web site’s single-point access makes it easier for the public to 
find and purchase these goods.  GovSales.gov portal provides convenient online shopping 
options that span across multiple national and regional federal sales centers.  GovSales is a 
Federal Asset Sales Initiative and is one of the E-Government programs managed by GSA.  
The Federal Asset Sales Initiative’s goal is to create a secure, efficient, and effective online 
marketplace for the public to find and buy commercial/residential real estate and other assets 
from the federal government.  Future requirements are to build dashboards for the 
application using JReport. 

The GovSales portal is processed on a Unisys Libra 890 mainframe located in Eagan, 
Minnesota.  It is written in Cobol85 using a Unisys DMSII database, and COMS.  The web 
interface is written using JavaScript and HTML.     

There are two components to the system, an online system and a batch cycle run at night.    



Hardware Unisys Libra 890 mainframe 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours/Release
: 

  

  2 1,900  

Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol74 23 93,709 

 

Federal Disposal System (GSAXcess, CFL, AAMS) 

GSAXcess System is a government-wide excess property disposal and management system.  
Its function is to automate the reporting, screening, transferring, and donation functions.  
GSAXcess is used by all government agencies for the purpose of screening and transferring 
excess property. A module within GSAXcess handles Computers For Learning (CFL).  This 
module is used to transfer excess government computers to grade schools.  There is an 
Agency Asset Management System (AAMS) module that handles the internal agency 
screening of excess government property for that can be selected by a participating agency to 
transfer the asset to them.  The application has a web interface that enables agencies and 
authorized donation organizations to screen, freeze and transfer property.  Future 
requirements are to build dashboards for the application using JReport. 

Access to appropriate screens is governed by the GSAXcess security systems design.  The 
GSAXcess application is processed on a Unisys Libra 890 mainframe located in Eagan, 
Minnesota.  It is written in Cobol74 using a DMSII database and COMS.  The web interface 
uses HTML and Javascript and Unisys Web PCM technology.    The search feature in the 
application utilizes the Thunderstone appliance. 

There are two components to the system, an online system and a batch cycle run at night.   

Hardware Unisys Libra 890 mainframe 

Change 
Managemen

  Avg. No. 
Releases/

Annual Man-   



t Year hours 

  134 9,500  

Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol 

 

133 764,749 

 

Transportation Audit Support System (TASS/TARPS/ASPA) 

The Transportation Accounts Receivable and Payable System (TARPS) performs functions 
associated with the issuance and collection of overcharge claims resulting from the audit of 
transportation vouchers.  In additional, it records the submission of claims against the 
Government by carriers in the transportation industry.  TARPS also collects data for 
managerial direction and control, legal intervention, and litigation, productivity and 
statistical criteria, and payment of audit contractor fees and commissions. 

In conjunction with the TARPS system, the Federal Acquisition Service (FAS) has also 
implemented an Electronic Data Interchange (EDI) Application System for Post payment 
Audit (ASPA) which interfaces with TARPS.  The ASPA portion of the system resulted 
from a joint agreement between FAS and the Department of Defense (DoD).  The system 
accepts, stores, and makes available for audit Government Bills of Lading (GBLs), 
Government Travel Authorizations (GTRs), Government Excess Baggage Authorization 
Tickets (GEBATs), Vouchers, Invoices and Tenders.  Future requirements are to build 
dashboards for the application using JReport. 

All Federal Government agencies must submit its accounts receivable information each 
month. The Accounts Receivable Tracking System (ARTS) module supports the input of 
data and reporting from what the agencies submit.  It provides a list of agencies that have not 
submitted the required data so follow-up correspondence can be generated to the delinquent 
agency. 
 

Access to appropriate screens is governed by the TASS/TARPS/ASPA security systems 
design.  The TASS/TARPS/ASPA application is processed on a Unisys Libra 890 
mainframe located in Eagan, Minnesota.  It is written in Cobol74 using a DMSII database, 



Screen Design Facility (SDF), Unisys ePortal and COMS.  There is a web interface that 
enables trucking companies to receive transportation information that is written using 
Unisys’s blade technology developed in ePortal technology.   

There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  10 5,700  

Operating 
System 

Unisys MCP 

Software Category No. 
Tables 

Lines of Code 

Cobol74, ePortal 196 706,800 

 

Accounts Receivable Tracking System(ARTS) 

All Federal Government agencies must submit its accounts receivable information each 
month. The Accounts Receivable Tracking System (ARTS) module supports the input of 
data and reporting from what the agencies submit.  It provides a list of agencies that have not 
submitted the required data so follow-up correspondence can be generated to the delinquent 
agency. 
 

Access to ARTS is governed by the ARTS security system design.  The application is 
processed on a Unisys Libra 890 utilizing the windows side of the mainframe located in 
Eagan , Minnesota.  It is written in Java and the web interface is written in HTML and 
Javascript screen and uses a MySQL database.  The applications war files are deployed in 
JBOSS and the applications are accessed via url. 

 

Hardware Unisys Libra 890 mainframe ES7000 

Change   Avg. No. Annual Man-   



Management Releases/
Year 

hours 

  4 100  

Operating 
System 

Unisys MCP/Windows 

Software Category No. 
Tables 

Lines of Code 

Java, JBOSS 14 11,833 

 

 

 

Transportation Management Services Solution (TMSS) 

The Transportation Management Services Solution (TMSS) currently provides customers 
and vendors access to transportation cost and pricing information, Bills of Lading, Online 
Rate Filling and Prepayment Audit for Household Goods using a Web based system. TMSS 
also supports the two FAS supply depots located in Sharpe, Ca and Burlington, NJ for their 
transportation logistics.  The long term plan is to move the FAS supply depots to a new total 
transportation management system that is used for the rest of the Federal customers.  Future 
requirements are to build dashboards for the application using JReport. 

Access to appropriate screens is governed by the TMSS security systems design.  The TMSS 
application is processed on a Unisys Libra 890 mainframe located in Eagan, Minnesota.  It is 
written in Cobol74 using a DMSII database.  The web interface is written in HTML and 
Javascript utilizing Unisys’s web atlas. 

There are two components to the system, an online system and a batch cycle ran at night.   

Hardware Unisys Libra 890 mainframe 

Change 
Managem
ent 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  6 1,900  



Operating 
System 

Unisys MCP 

Software Category No. of 
Tables 

Lines of Code 

Cobol74 152 2 million 

 

 

Federal Strategic Sourcing Initiative (FSSI) for Domestic Delivery Service 

The Federal Strategic Sourcing Initiative (FSSI) is a collaborative effort between customer 
agencies across the federal government to reduce the costs of domestic small package 
shipments.  By using the United Parcel Service (UPS) Domestic Delivery Service (DDS2) 
BPA contract, agencies that participate in the program will receive discounts for shipments 
using UPS.  As agencies join in the program and identify their estimated annual spend, 
additional tier discounts are realized by all participating customer agencies.  The FSSI 
application has a portal for users to view graphical dashboard reports for agencies to view 
how much has been spent on shipments.  The portal also shows non DDS2 spend reports for 
non FedEx shipments and UPS international shipments.  The portal is developed in Java and 
the reports are built using JReport.  The database is MySQL and Pentaho ETL is used for 
loading and transforming the data into the data warehouse.  The applications war files are 
deployed in JBOSS and the applications are accessed via url.  The FSSI application is 
processed on a Unisys Libra 890 mainframe located in Eagan, Minnesota.   

Hardware Unisys Libra 890 mainframe ES7000 

Change 
Management 

  Avg. No. 
Releases/
Year 

Annual Man-
hours 

  

  25 1,900  

Operating 
System 

Windows 

Software Category No. of 
Tables 

Lines of Code 



Java, JReport, JBoss 131 29,400 

 

CPWeb Team 

The CPWeb team supports all of the applications in the Asset and Transportation 
Management Division(ATM).  The provide additional development resources for other 
applications when needed, work on special projects, do research on new technologies and 
make recommendations based on findings and provide database administration for MySQL 
databases used in the division.  The team also provides system administration for updating 
COMS, ePortal, file security, ES700 and MCP on the Unisys mainframe.  There is a web 
designer that is utilized for creating the framework for web applications. 

 

The team develops and maintains reports and dashboards using JReport and several JUpload 
programs to allow users to transfer files from their PC’s to the Unisys mainframe.  The 
JUpload feature is embedded into the applications in the ATM Division and is written in Java 
and HTML. 

Provides support and administration for Knowledge Tree, an open source document 
management system used by the division and business line customers to store documents. 

Provides support and administration of JBoss on the Unisys windows partition, Pentaho ETL 
and DMSQL.   

Provides Support and Maintenance of Windows 2003 server. 

Change 
Management 

    Annual Man-
hours 

  

   13,200  

 

  



 

Testing Team 

The testing team provides an independent test of  application changes and releases in the 
Asset and Transportation Management Division applications.  Test cases are created and 
maintained in HP’s ALM and test script automation is created and maintained in HP’s QTP.  
Jaws is used for 508 testing.  There are approximately 1400 test cases currently and 74 test 
scripts to cover multiple test cases.  There is an ongoing effort to create more test scripts for 
all of our applications.   

 

Change 
Management 

    Annual Man-
hours 

Remarks 

   9,500  

Software HP QTP, HP ALM, Jaws     

    

 

 



 

The Asset and Transportation Management (ATM) Division supports business management applications 
for Travel, Transportation, Vehicle Leasing and Acquisition, Personal Property, Warehouse Management 
Systems, Card Services and Reverse Auctions.  ATM utilizes an agile/hybrid development methodology 
for applications enhancements. 

The division uses an open source configuration management tool called trac.  It is being migrated to 
Serena Business Manager in the near future. 

Existing policy challenges include: 

o Security clearances for personnel can take 2 to 6 months 
o Software for PC’s must be loaded by the local IT support staff 
o New software terms of service must be approved by the legal staff before software can be 

purchased 

 

Other challenges include 

o Consolidation of OCIO and FAS OCIO 
o Converting Coldfusion applications to a new platform 
o Implementing Single Sign-on for applications 
o Implementing dashboards reports into applications 
o Changing business priorities 

 



GSA SmartPay Program 
SmartPay is a Business Objects application, using an Enterprise Data Mart, reports, and 
dashboards to report credit card usage by the entire Federal government.  There are three banks 
that transmit level three data files using secure FTP and GPG encryption in.  The SmartPay 
application provides a flexible, interactive reporting tool used by GSA to support its internal and 
program-wide data management and reporting portal with analytical/business intelligence 
capabilities, supported by a data warehouse.  In the future other government agencies will have 
access to the reports. Some of the features provided by SmartPay include: 
• Spend Analysis – identification of spending patterns in order to leverage volume 

buys/negotiate merchant discounts to achieve other procurement savings; 
• Risk Identification – use of data mining capabilities to identify high risk transactions in order 

minimize/detect incidences of misuse, fraud, waste, and abuse; 
• Performance Measurement and Reporting – to improve overall card program management; 
• Refund Management and Compliance Monitoring – use of data management tools to monitor 

banks’ adherence to refund and fee/pricing commitments; 
• Tax Reclamation – analysis of credit card transactions to identify and assist with the recovery 

of State and Local taxes 
 
Currently in production is a spend and purchase data mart, dashboards and reports that are 
accessed thru a portal that is Java using a Sybase ASE database.  The portal web interface is 
developed using HTML and Javascript.  Access to the application is governed by the Smartpay 
security systems design.  The bank data is stored in a Sybase IQ database. 
 
Future data marts, dashboards and reports to be developed are travel, refund, risk, fleet, tax 
reclamation, delinquency and performance.   
 
Dashboard are developed using Xcelsius and reports using Webi which is part of the Business 
Objects suite.  File management consisting of file transfers, file splitting, encryption/decryption 
and archiving uses Unix shell and Perl scripting languages.   Database management consisting of 
schema definitions, table management, user management, ad-hoc queries and updates are 
performed utilizing a combination of SQL and Unix shell scripting.  Pentaho’s PDI code generator 
is used to extract, transform and load the data from the banks.  Unix shell scripting is used for 
bundling the various ETL components for execution in the correct sequence at the scheduled 
times, error handling and post processing tasks. 
 

The Business Objects application is processed on a windows server located in Sterling , Va.  The 
portal resides on a Unisys Mainframe Windows environment and uses a JBoss server located in 
Egan, Mn. 
 
There are two components to the system, an online system and a batch cycle ran at night. 
Hardware Sun Solaris 

Change 
Management 

Avg. No. Changes/Mo Avg. No. 
Releases/Year 

Annual 
Man-hours 

Remarks 

 10  3800 681,974 

Operating Windows, Unix 



System 

Software Category No. of 
Tables 

Lines of Code 

Business Objects, Java, Pentaho ETL 261 682,310 
 
 



Warehouse Management System – Phoenix Subsystem  
FAS currently operates two warehouses to support our Supply Distribution program.  The two 
warehouses are the Eastern Distribution Center (EDC) located in Burlington, NJ and the Western 
Distribution Center (WDC) located in French Camp, CA.  There are two separate WMS in production 
at the EDC & WDC. The WMS applications are: 
• Phoenix WMS. The Phoenix WMS is made up of several modules that manage the warehouse 

including: 
o Facility Configuration  
o Order Processing,  
o Inventory Location,  
o Discrepancy Research,  
o Bin Replenishment,  
o Shipments (both Freight and Non-Freight), 
o Shipment Tracking,  
o Export Shipments,  
o Emergency Orders, and  
o The Receiving Module 

The core WMS system is a client/server application built in PowerBuilder running on a Sun Unix 
server in Sterling, VA and Chicago, IL.  The bar code system integration hardware/software utilizes 
WASP DLL’s. The Locator and Export Shipping Modules are also in production at the WDC.  An 
interface with the HighJump WMS was developed for the Locator, Shipments and Export Shipments 
modules.  
 
There are 3 small applications on a Windows server in Burlington , New Jersey written in Visual 
Studio utilizing VB.net on the front end and SQL server on the backend. 
 

• RFID - This application provides the shipping department the ability to transfer data from the 
manifest documents to an RFID tag which is then used to track the shipment on trucks from 
our facility in Burlington, NJ to anywhere in the world.  It also generates the necessary 
customs documents for all international shipments. 

• Hazmat - This application provides the shipping department the ability to create the required 
hazmat certification documentation for all shipments that contain hazardous materials. 

• Personnel - This application includes the ability to store and report on all employee data, 
vehicle information, warehouse employee license information, employee time worked 
including overtime, shipment information as well as carrier, truck and vessel data. 

 
The security categorization for this system is a low. 

 
Hardware Sun 
Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year Annual Man-hours Remarks 

   11,400 9 
Operating 
System 

Unix/Windows 

Software Category No. Lines of Code 



Tables 
& Files 

Powerbuilder and Other Supporting Software 1248 350,000 
Stored Procedures 984  
Reports and Labels 45  

 Visual Studio/SQL Server  26,457 
   

 
 
Warehouse Management System – HighJump Subsystem 
The HighJump WMS is a COTS package that has been customized to meet the needs of the 
distribution center.  The Warehouse Management System (WMS) allows for management and 
control of storage as well as the process of inbound and outbound of material in the warehouse.  
There are several modules that manage warehouse operations, including configuration, order 
processing, shipment, shipment tracking, export, and receiving. 
 
The HighJump WMS is in production at the WDC.  In the future, Highjump may be implemented 
in the EDC.  An interface was developed for the Locator, Shipments and Export Shipments 
modules in the Phoenix WMS.  The core WMS system is a proprietary software application built in 
System Advantage Architect.  It runs on a Windows server using SQL server and is located in 
Sharpe, Ca.  The bar code system integration hardware/software utilizes WASP DLL’s through 
Loftware Label Manager.  Reports are generated using Crystal Enterprise.   
 
Tompkins Control System(TCS) is used at the Sharpe Depot.  It is a logical architecture based on a 
library of selectable software tools assembled to match the material handling hardware devices at 
the WDC. It provides a single link with the WMS for overall control of the various material 
handling area controllers that operate the conveyor and sorter equipment. A second TCS provides a 
redundant facility controller. 
 
The TCS includes four levels of control: 

1. Level 0 - Tompkins Device Controller (TDC) - resides on the material handling equipment        
(TDC), Motor Control Panel (MCP) or a Tompkins Area Controller (TAC). It is the machine level 
control of hardware component(s) that turns various equipment components ON/OFF 
2. Level 1 - Tompkins Area Controller (TAC) - resides on Tompkins Area Controllers (TAC) 
PCs. Each area controller monitors and controls the area control software for a group of machines 
and coordinates activities of each area or major subsystem.   
3. Level 2 - Tompkins Operational Controller (TOC) - resides on a Tompkins Operational 
Controller (TOC) Server. It coordinates and controls the entire system. It maintains all system data 
and event transaction records for use by recovery and reporting functions. It interfaces to external 
systems (WMS).  
4. Level 3 - Human Machine Interface (HMI) or Graphical User Interface (GUI) - resides on a 
Tompkins Operational Controller (TOC) server and each Tompkins Area Controller (TAC).   Each 
Tompkins Controller has a User interface that presents status of the entire material handling system 
and provides a drill down capability to detect and investigate system state by area and component. 
 



 
 
 
 
The security categorization for this system is a low. 
 
Hardware  
Change 
Management 

Avg. No. 
Changes/Mo 

Avg. No. 
Releases/Year 

Annual Man-
hours Remarks 

   5,700  
Operating 
System 

Windows 2003 

Software Category No. 
Tables 

Lines of Code 

HighJump App and Other Supporting Software  437 415,000 
Stored Procedures 537  
Reports and Labels 148  

 
Burlington Support  
Support Staff at Burlington, New Jersey support the following: 
 

• Manage Phoenix WMS user accounts and logins for Burlington, Kansas City, Auburn, and 
Philadelphia  

• Troubleshoot and resolve daily operational issues with Phoenix WMS. 
• Create and test SCR’s as needed  
• Manually enter shipment confirmation for requisitions within Phoenix WMS where carrier 

does not provide electronic file.  (Fedex international)  Approximately 2000 requisition a 
month   

• Address daily corrections for WDC and CSC orders Approximately 20 order daily need to be 
addressed   

• Retrieve various confirmation files daily from carriers and ensure they are available for 
Phoenix WMS to process records back to FSS19 Supply carriers with address information 
daily for shipments  

• Printing daily of 1348’s, manifests, and military shipping labels for FSS19 cycle work and 
CSC cycle work Process and print an average of  3400 requisitions daily.  Also keep 
inventory and ordering of all supplies to print work i.e. toner, paper, labels, ribbons and office 
supplies 

• Printing of hazardous and marking labels to ship GN4 material 264,135 labels printed so far 
2013 

• Provide service for zebra printers in production room and throughout the warehouse (these 
printers are not covered under GITO contract) 20 printers  

• Process daily point of sales files received from Kalseriautem, Djibouti, and White House  
• Retrieve various files daily from carriers and ensure they are available for Phoenix WMS to 

process records back to FSS19   



• Create and send daily reports such as Advanced due for TCMD, Coop EDC , Coop WDC, 
Asset visibility   

• Provide Burlington users and management with various reports on order tracking and 
operations, using query tools such as Ursa and Crystal Reports.  Create ursa specs when 
requested to aide in research 

Perform as Tiger Team for EDC     Research all inquiries from customer, NCSC Kansas City, NCSC 
Auburn, DLA and vendors on inbound and outbound freight via phone and email  
Track AOG’s (aircraft on ground) orders due in and shipped from Burlington Depot 
  
   Annual Man-hours  
   11,400  

 



Additional FMS Information 

All transactions for FMS subsystems use TCP/IP or HTTP protocols and are routed through a BigIP (F5) 
Load balancer, which is behind the GSA firewall and it routes transactions to the mainframe. 

FMS can be subdivided into different subsystems which use different architectures depending on which 
subsystem is being accessed. They are depicted below: 

SDF-based 

Application 

WebPCM 

based 

Applications 

ePortal Server 

based 

Application 

Windows 

based 

Applications 

FMS 

FMS Drive-thru 

CARS 

AMP 

 

 

 

 

FMSWeb 

FMS2GO 

(Handheld) 

ARM 
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1 Introduction 

1.1 Purpose 

The purpose of this document is to propose a service ownership model for FAS SOA. It is 

intended to stimulate further discussion on the definition of service ownership and how the FSA 

organization can evolve itself towards a business aligned SOA. We welcome feedback and ideas 

towards achieving this objective. 

1.2 Scope 

This document will address the following: 

 Define the FAS Service Owner role in terms of specific responsibilities. 

 Establish specific guidelines and heuristics to determine who the Service Owner is in 

various GSA scenarios that will play out in the FAS SOA environment. 

 Although the definition of the Service Ownership model will have a significant impact on 

SOA Governance and SOA Asset Lifecycle, details on this topic will be covered in other 

documents [Error! Reference source not found.]. 

1.3 Program Description 

FAS is a service operating at the core of the GSA mission, leveraging the buying power of the 

Federal Government to acquire the best value for taxpayers and Federal customers. To support 

GSA and accomplish the mission, FAS uses innovative techniques, acquisition expertise, and 

electronic tools to successfully deliver new and existing services, products, and solutions. FAS 

has a deep understanding of GSA's customers and therefore is able to offer multiple channels for 

customers to acquire needed solutions. The result is an organization that is capable of delivering 

excellent acquisition services efficiently and effectively and providing best value to Federal 

customers and the taxpayer. 

The FAS Office of the Chief Information Officer (CIO) supports the FAS mission by developing 

and managing Information Technology (IT) solutions and delivering IT services. In support of 

these critical services, FAS has developed many major IT application systems. These 

applications must be operated, maintained, developed, modernized, enhanced, and receive 

sustained technical support for FAS to continue serving the taxpayer. FAS pledges to put 

customer service first and strives to provide innovative, best-value solutions. FAS is committed 

to ensuring the proper use of GSA contracting vehicles, tools, and services. 

The GSA FAME Program provides ongoing, steady-state operations and maintenance of FAS 

systems. The scope of this effort encompasses services associated with the Operations and 

Maintenance (O&M) and Development, Modernization, and Enhancements (DM&E) of FAS 

Information Technology (IT) Systems. Additionally, FAS system improvements will be provided 

through the issuance of Emerging Technology Task Orders. 
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1.4 Reference Documents 

1. FAS SOA Vocabulary,  December, 2010. 

2. FAS SOA Primer (to be published). 

3. FAS SOA Governance Model and Processes (to be published). 

4. FAS SOA Reference Architecture (to be published). 

5. FAS Systems Development Life Cycle (SDLC) Guidance Document, version 2.0, June 

2009. 

1.5 Glossary 

The glossary for this document is provided in FASSOA Vocabulary document [1].
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2 Service Ownership Challenges 

The implementation of the FAS SOA initiative is introducing new roles, responsibilities, and 

governance processes. The FAS definition for SOA[Error! Reference source not found.] states 

that “Enterprise SOA is an approach that guides all aspects of building, testing, and managing 

business services throughout their lifecycle beginning with identification and ending with 

retirement (cradle to grave) by giving precedence to enterprise priorities over departmental 

priorities to achieve mission goals and outcomes.”Therefore, building services in this SOA 

environment require a different mindset. One key challenge is the ability to identify who owns a 

reusable service.  Specifically, many questions come to mind regarding the definition of service 

ownership: 

Services go through their own lifecycle stages of identification, planning, specification, 

realization, testing, operational, and retirement.  

1) Does one party own the service across the entire service lifecycle or is the ownership 

joined?  

Services are made up of several components that are generally distributed in nature. It 

may span physical (deployed across several hardware layers) and organizational 

boundaries (different organizations may be involved in the development and deployment 

of the service).  

2) Should these components be owned by the same entity or does it make sense to have 

different entities own different parts of the service? 

Shared Services are built to address enterprise concerns across multiple Business 

Domains and indirectly multiple Lines of Business (LOB).  

3) Who owns the service in this case?  

In some cases, services are built by a non-domain specific team (i.e., EAS) and turned 

over to a designated team for the remaining lifecycle of the service.  

4) What are the heuristics in determining the owner of these services? 

Services can be orchestrated by business process logic at a higher level.  

5) Who owns this orchestration logic? 
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3 Key Concepts 

In order to aid the discussion in the rest of this document, here are some key definitions. Note 

that the official definitions for these terms can be found in the SOA Vocabulary 

Document[Error! Reference source not found.]. They are presented here for convenience. 

3.1 Service, Business Services, and Technical Services 

A service is defined as: 

 A reusable piece of functionality shareable across GSA. 

 Discoverable; location transparent; has multiple operations. 

 Business Service 

o An automated piece of business functionality that is shareable. 

o Typically, a service operation is derived from a step in a business process. 

o Business Process Service, Business Function Service, Business Entity Service. 

o Example: Approve Vendor, Get Contract Data. 

 Technical Service 

o A utility service that is not tied to business functionality. 

o Example: an Email service, a Logging service. 
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VendorEntityService

addVendor

Business Entity (Data) Service

getVendorInfo

updateVendor

Business Function 

Service (Composed)

VendorMgmtService

VendorEntityServiceVendorValidationService

createVendor

Business Process 

Service

VendorAuthorization

Process

submitNewVendor

VendorMgmtService

 

Figure 1:  Types of Business Services 

The figure above illustrates various types of business services. A Business Process Service 

implements an actual business process within a business domain. A Business Function Service 

represents functionality in a business process step or activity. As shown in the figure above, this 

service can call other business function services or business entity services. A business function 

service can be atomic (cannot be further decomposed) or composed (can call another service to 

perform its’ functionality). A Business Entity Service provides access (create, read, update, 

delete) information or data about a business entity. This type of service does not perform any 

business logic. 

3.2 Business Domains and Business Service Domains 

Since services can cross organization boundaries, the range or scope of service sharing has an 

impact on service ownership. Here are some definitions to keep in mind: 

 A businessdomain is a logical grouping of business capabilities that provide related 

business functions and require similar skills and expertise (for example: Finance, 

Acquisition, and Travel). Also known as Lines of Business (LOB). 

 Business processes are decomposed into services. A business service domain (also known 

as service domain) is a cluster of services within a business domain that are closely related 

to each other in some fashion (for example: Task Order, Offer, Pricing, and Inventory). In 
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the remainder of this document the term Business Service Domains will be used 

interchangeable with Service Domain. 

 

 

 

Figure 2: GSA Business Domains and Service Domains 
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4 Service Owner Responsibilities 

Given the context and nature of the FAS SOA, an ideal service owner will be responsible for 

owning the service through its entire service lifecycle (with the exception of certain cases such as 

EAS). The service owner: 

 Owns the service through its service lifecycle 

 Is funded to develop the service 

 Specifies the service 

 Builds the service 

 Tests the service 

 Puts it into Production 

 Monitors the service 

 Is funded to maintain and update/version the service while in operations 

In essence, the service owner is the service provider team in FAS. The service provider team 

responsibilities across the service development cycle and its alignment to the FAS SDLC 

lifecycle stages [5] are illustrated below. 

R : Responsible    A : Accountable    C : Consulted    I : Informed
 

Figure 3: Service Provider Team (Service Owner) Responsibilities 
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5 Service Ownership Scenarios 

This section presents service creation scenarios with ownership implications. Heuristics for 

identifying the service owner in each scenario are provided. Note that these scenarios are for 

illustration purpose only.  The true mapping from business domains to service domains to service owners is 
a work in progress within FAS and therefore the actual service owner designation maybe very different from 

the ones discussed here. The following scenarios will be discussed in this section: 

1) Business Entity Service – Single System of Record 

2) Business Function Service – No Service Domain Exists 

3) Business Function Service – Service Domain Exists 

4) Technical Services – No Team Exists 

5) Business Process Service – General Ownership Heuristic 

5.1 Scenario 1: New Business Entity Service with Single System of 
Record 

 

System of Record 1

VendorEntityService

addVendorgetVendorInfo

updateVendor

 

Figure 4:  Business Entity Service with Single System of Record 

Please refer to the figure above for the discussion on this scenario. 

Example–A service has operations that are built from Advantage functionality. 

Heuristic – The development team aligned to the single operation’s system of record should be the 

owner of the service. This is the authoritative data source. 

Designated Owner–Advantage should be the service provider team of this business entity service. 
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5.2 Scenario 2: New Business Function Service with no Service 
Domain Home 

 

 

Figure 5: No Service Domain Home Exists for new Business Function Service 

Example–A vendor service is being invoked by several services, all in the pricing services 

domain. Assume that the pricing service domain is tied to the Advantage Team (i.e., they provide 

the pricing services). 

Heuristic–Provider who needs the new service to implement its functionality becomes the owner. 

Designated Owner–Because there is no Vendor service domain, the application team who owns the 

Pricing service domain (i.e., Advantage team) will own the VendorMgtServicefor the time being 

until consumers from other domains also need to consume it.  
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5.3 Scenario 3:  A new Business Function Service fits into an 
Existing Service Domain 

 

 

Figure 6: A ServiceDomain Home Exists for a new Business Function Service 

Example–A set of vendor related services (e.g., CCRValidationService) already exist. These 

vendor services are clustered and grouped under the Vendor service domain. The FSSOnline 

team is the current owner of this service domain. The new service, vendorMgtService is now 

being planned. 

Heuristic – Owner by service domain association. 

Designated Owner–VendorMgtService fits nicely into the Vendor service domain. Since this 

service domain is closely tied to the FSSOnline team, the FSSOnline team is the service owner 

for the vendorMgtService. 

5.4 Scenario 4: Business Process Service Ownership 

This scenario illustrates some key points about Business Process Service Ownership: 

 Business Processes are funded by Business Owners from the LOB/business domains 

 Business Process Services tend to operate within the same business domain/LOB but 

invoke (via orchestration) Business Function Services and Business Entity Services 

across one or more service domains 

Example– The submitNewVendor business process is implemented as the submitNewVendor 

operation of the VendorAuthorization Process service (see Figure 1).This business process 

service is funded by Business Owners from the Acquisition LOB/business domain. In this 

scenario, a set of vendor related services (e.g., CCRValidationService) already exist. These 

vendor services are clustered and grouped under the Vendor service domain. The FSSOnline 

team is the current owner of this service domain.  The new service, vendorMgtService, is now 

being planned. 
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Heuristic –Business Process Services will be owned by the Application Team that is closely tied 

to the business domain that the business process is tied to. 

Designated Owner–The VendorAuthorizationProcess service is a business process service that is 

closely tied to the Acquisition business domain. The business process implementation or 

orchestration logic is being implemented in the SWS application. Therefore the SWS application 

team will own this business process service. 

5.5 Scenario 5:  New Technical Service, no technical domain exist 

Example– A new service called email Service is identified. This service is business agnostic. No 

team has been identified to own the service. 

Heuristic –Technical services cannot be mapped to a business service domains. A technical 

domain needs to be created. 

Designated Owner – No current team exist. Therefore, a new technical domain is created and a 

new team is assigned to own the service. 
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6 Transitioning Ownership of EAS Services 

As part of the EAS initiative, the EAS team has created several Business Services for the FAS 

SOA. This was done in behalf of the true service owners in order to accelerate the modernization 

effort. Once these services are built and made operational (see Figure below), the plan is to 

transition them to their true owners. The heuristics for determining the service owners will be 

identical to the ones described in the service ownership scenarios in this document. 

FAS Systems/Application Development Lifecycle Stages

Requirements
(BUSINESS MODELING,

Service IDENTIFICATION
Service PLANNING)

 

Design
(Service 

SPECIFICATION)
 

Dev, Integ, & Test
(Service REALIZATION

 

Implementation(UAT)

(Service  TEST)

 

Operations & 
Maintenance

(Service OPERATIONAL)
 

Disposition
(Service  

RETIREMENT)
 

Initial Concept
(System/

Application 
Initiated)

 

Planned
(System/

Application 
Scoped)

 

FAS Service Lifecycle within FAS Systems Lifecycle

EAS Owns Service Divisional Team Owns Service

Divisional Team Transitional Activities  

Figure 7: Transition Ownership of EAS Services 
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7 Allocating Service Domains to Service Owners 

It is logical to surmise from our service ownership discussion so far that a flexible and evolving 

team environment revolving around service domains needs to be put into place to institute the 

FAS SOA. The first step towards this goal is to attempt a cross mapping between the GSA 

Service Domains to the current Divisional Application teams. The table below shows a potential 

cross mapping for illustration purposes. 

Table 1: Mapping Service Domains to Service Owner Team 

Service Domain Service Owner Candidates? 

(Task) Order CA-eOffer 

Offer CA-eOffer/ORS 

Pricing CA-eOffer 

Contract CA-eOffer,eMod,CSM-FSSOnline 

Solicitation CA-SWS 

Order Fulfillment CSM-FSS19 

Inventory CSM-FSS19 

Requisition CSM-FSS19,CSC 

Transportation ATM-ROADS 

Asset Mgt ATM-SaSy,GSAAuctions,GovSales, GSAXcess 

Property Mgt ATM-SaSy,GSAAuctions,GovSales, GSAXcess 
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8 Conclusion 

In summary, our proposed service ownership model has the following components: 

 In order to meet the business goals of the FAS SOA initiative, the Service Ownership 

model will be driven from an Enterprise perspective rather than a Divisional or 

Departmental perspective. 

 Ownership will be driven from services within Business Domains and Service Domains. 

 The service provider team is ultimately accountable for the service, and is therefore the 

owning team. 

 The service development team manager is accountable while his/or team members are 

responsible for the tasks. 

 The Service development team manager is the ultimate service owner. 

This document was produced to propose a service ownership model for FAS SOA. It is intended 

to stimulate further discussion on the definition of service ownership and how the FSA 

organization can evolve itself towards a business aligned SOA. We welcome feedback and ideas 

towards achieving this objective. 
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9 Acronyms and Abbreviations 

Abbreviations, acronyms, and definitions are listed in the FAS SOA Vocabulary document [1].  
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1 Introduction

Configuration Management (CM) is a uniform practice for managing changes in software,
hardware and documentation throughout the acquisition or development project.

CM is an integral part of acquisition, development, and program management of all elements that
constitutes a system, which are:

 Software
 Documentation

A system’s configuration represents its functional (performance) and physical (form and fit)
characteristics. These characteristics are described in technical documentation, assessed and
approved/verified in technical reviews and configuration audits, and achieved in the delivered
and accepted product.

1.1 Scope

This plan applies to all phases of the development life cycle for Advantage and its sub
applications.

Configuration management will be used on Advantage projects to maintain a repository of
version controlled project documents.

The following are some of the documents that are subject to CM control:

• Project Management Plan (PMP)

• Functional Requirements Document (FRD)

• Requirements Traceability Matrix (RTM)

• Test Plan

• Test Analysis Report

1.2 References

The Advantage CM Plan will relate to the following GSA FAME plans; the latest version of
these plans is available on the FAME Portal, http://fameinsight.fas.gas.gov:

 The FAME Program Management Plan [L-PMO-PL001] to ensure the standards and
methodology are supported.

 The FAME Quality Assurance Plan [L-PMO-PL002] to ensure appropriate quality
inspections are performed.
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 The FAME Master Document ID List [L-PMO-CM00] to ensure consistency in
numbering Advantage work products.

2 Configuration Management Planning

2.1 Project Manager

The project manager ensures the conduct of CM and technical data management and ensures that
the following CM objectives are incorporated in business planning, and program planning,
execution and support:

 Functional and physical characteristics of components designated as configuration items
(CIs) and associated work products throughout the System Development Life Cycle
(SDLC).
These must be identified and documented. The product attributes shall be defined,
product configurations documented and a basis for making configuration changes
established via the usage of configuration baselines. Products are labeled and correlated
with their associated requirements, design and product information.

 Changes to CIs and their related technical documentation should be controlled.
Proposed configuration changes shall be identified and evaluated for impact, prior to
making change decisions. Configuration change activity shall be managed by a formally
chartered Change Control Board (CCB) and a defined process for review and approval or
disapproval. The PM shall be designated as the CCB Chair, responsible for approval or
disapproval of all proposed configuration changes during the acquisition/development
and implementation. CCB chair responsibility and authority may be transferred to another
activity after the acquisition, development and full deployment completion.

 Information needed to manage configuration items effectively, including the status of
proposed configuration changes and implementation status of approved configuration
changes, must be recorded and reported.
The configuration information captured during product definition, configuration change
management, product build, distribution and deployment, operation and sustainment, and
disposal processes shall be organized for retrieval of key information and relationships,
as needed. Configuration information should provide continuous traceability and status of
all proposed configuration changes from initiation to implementation or rejection.

The complex aggregate of configuration items must meet the system specified and operational
requirements. Actual product configuration should be verified against the required attributes and
configuration documentation through functional and physical configuration audits. Incorporation
of configuration changes should be verified and recorded throughout the life cycle.

2.2 Configuration Management Scope

The scope of Advantage configuration management planning includes the baseline code for the
core Advantage application and sub applications, system-level functional requirements
documents (FRDs) and requirements traceability matrixes (RTMs), and individual project
documentation.
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2.3 System Description

GSA Advantage (www.gsaadvantage.gov) is the government's online shopping superstore.
Advantage is a Web-enabled e-commerce shopping mall that enables global users to purchase
products and services with a government Purchase Card or their federal Activity Address Code
(AAC). GSA Advantage provides a mechanism for registered users to search for and make
purchase of products and services available either on a GSA or Department of Veterans Affairs
(VA) schedule or from FAS stock. Vendors may access GSA Advantage to change product
offerings. Customers may place orders in a variety of ways, to include Quick Order, Shopping
Carts, Parked Carts, Federal and Military Standards Requisitioning and Issue Procedures
(FEDSTRIP/MILSTRIP) and e-Buy.

The system allows users to browse or search for products or services in a variety of ways,
including key words, part numbers, NSNs and vendor names. The application enables authorized
customers to compare products, features, prices and delivery options, configure products and add
accessories, order electronically, select payment method, view order history to track status, and
reorder or cancel items.

Advantage is a shopping resource for information technology (IT), office products, tools,
hardware, medical equipment, furniture, services and more. Products and services are available
from numerous acquisition programs that include:

 GSA and VA Federal Supply Schedules - The contractor delivers Schedule products and
services directly to the customer. Delivery times may vary with location. New Federal
Supply Schedule products/services are added daily.

 GSA Stock Program - All GSA items shown as "in stock" on GSA Advantage are
available in the customer's area as of midnight, Eastern Standard Time (EST).

 GSA Special Order Program (SOP) - GSA SOP NSNs are delivered direct from the
contractor and delivery times will vary. When a GSA SOP NSN is added to the Shopping
Cart, the item will be listed as "direct delivery." The estimated delivery time is displayed
with the item. SOP orders provide e-mail status to customers with important information
about their orders. The system provides direct telephone support to customers as well as a
Help Desk and a feature to address customer order problems. Furthermore, customers can
check on their order history, cancel orders, easily reorder products, and obtain quantity
discounts on products ordered from GSA Advantage.

In addition to the basic product search capability, GSA Advantage provides customers with the
ability to search for products that are environmentally friendly, energy efficient, recycled items,
small business items, or items made by the National Industries for the Blind or the Federal Prison
Industries. The system also allows customers to submit electronic Requests for Quotes (RFQ) for
products and services offered by GSA Advantage vendors. The system has an electronic research
capability that allows customers to determine which FAS or VA schedule vendors sell specific
products or services through their schedule contracts.

GSA Advantage was designed to make ordering easier for its customers and has become a
popular and high-visibility Web site within the federal community. This fact could make the
system an attractive target for malicious users.
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All system hardware and software are located between two Savvis Data Centers in Sterling,
Virginia, and Chicago, Illinois. Both data centers are operational.

The following is a list of GSA Advantage components:

 E-Buy
The E-Buy component of GSA Advantage is an online RFQ tool designed to facilitate the
request for submission of quotations for a wide range of commercial supplies and
services that are offered by GSA Schedule and Government Wide Acquisition Contract
(GWAC) contractors. For Federal agencies (buyers), e-Buy maximizes their buying
power by leveraging the power of the Internet to increase Schedule and GWAC
contractor participation to obtain quotations that result in best value purchase decisions.
For Schedule and GWAC contractors (sellers), e-Buy provides greater opportunities to
offer quotations and increase business volume for supplies and services provided under
their Schedule contracts and GWACs.

 E-Library
The Schedules E-Library system is the source for the latest GSA schedules contract
award information. This system provides schedule customers with a centralized source
for researching GSA schedules 24 hours a day. E-Library contains basic ordering
guidelines, complete schedule listings, and a powerful search engine which allows a user
to search by keyword text, schedule number, special item number (SIN), contractor name
and contract number. In addition, e-Library provides for comprehensive terms and
conditions for other specialized contracting vehicles such as GWACs. E-Library is
updated daily to provide the latest award information and links directly to GSA's premier
e-Commerce shopping site, GSA Advantage.

 Contracting Officer Review System (CORS)
CORS was created as a means to provide contracting officer oversight and review of
incoming vendor catalogs. It provides for the review and approval of both FAS and VA
Schedule contracts. CORS is currently accessed via the Web by contracting officers
within both FAS and the VA.

 AAC Password
AAC supports password maintenance on a client-server platform.

 Virtual Stores
Air Force Virtual Store, United States Department of Agriculture (USDA) Virtual Store,
VA Virtual Store, Department of Defense (DoD) Virtual IT Marketplace, U.S. Marine
Corps Servmart (USMC Servmart), U.S. Department of Homeland Security (DHS)
Advantage, and Cloud/Apps.gov. Virtual Stores are a customized version of GSA
Advantage. Customizations include agency-specific graphics, content, product inventory
Blanket Purchase Agreements (BPAs), and business rules.

 Advantage Customer Information System (ACIS) (Behind Firewall - internal
facing)
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ACIS is a Web-based customer support system utilized primarily by the Advantage Help
Desk staff in providing customer service to GSA Advantage customers. It provides
access to real-time and historical revenue data within the GSA Advantage database in a
dynamic and comprehensive manner.

 GSA Advantage Spend Analysis Program (ASAP)
ASAP is a centralized reporting tool designed to give authorized users access to GSA
Advantage sales and statistical data. Reports are designed to return data results based on
user determined report time period (i.e., dates), procurement tools (e.g., schedules or
stock) and additional criteria (e.g., socioeconomic factors).

 Vendor Support Center (VSC) Web Site and Vendor Help Desk
The VSC is a public Web site used to support both GSA and VA vendors. The site posts
pertinent and useful information regarding GSA Advantage, reporting quarterly sales,
contract administration, and various business opportunities. In conjunction with the Web
site, GSA provides a manned Help Desk to help vendors with all of the functions
supported by the Web site.

 VSC 72A System (VSC 72A)
VSC 72A is Web site that allows for GSA schedule contract holders to report their
quarterly sales amounts and any adjustments to the amounts. The system allows for
payment by credit card, or paper check and works with Treasury's pay.gov system.

 VSC Government Wide Acquisition Contract (GWAC)
VSC GWAC is a Web site that allows Federal Supply Service GWAC industry
partners to report contract sales to GSA on a quarterly basis.

 VSC eGov Travel
VSC eGov Travel is a Web site that allows eGov Travel Service vendors to report
their quarterly sales and number of units sold.

 VSC Schedule Sales Query
VSC Schedule Sales Query is a Web-based tool that enables the public to easily
access the sales reported by Federal Supply Schedule (FSS) contractors. The report
generator allows one to quickly select a preformatted report for the information
needed. To facilitate the process, ten formats were developed based on historically
requested data.

 Schedules Input Program (SIP)
SIP is a desktop client software that allows FAS and VA schedule vendors to upload
catalog information, including text files and Terms and Conditions files, for posting
onto GSA Advantage via the GSA secure File Transfer Protocol (FTP) server. SIP
also allows purchase order downloads and provides customer status for orders.

 GSA Electronic Commerce/Electronic Data Interchange (EC/EDI) Gateway
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The EC/EDI Gateway system supports numerous applications, including FSS-19,
GSA Advantage, Requisitioning, Ordering and Documentation System (ROADS),
Finance and TARP/ASPA. The role of the Gateway is one of translating both inbound
and outbound standard business documents into a customized, user-defined format
including American National Standards Institute (ANSI) X12 and Extensible Markup
Language (XML). The documents managed vary widely and include purchase orders,
invoices, catalog data and transportation tenders. These documents are GSA/FAS
mission-critical and time-sensitive.

 VSC Contractor Assessment Initiative
This initiative is designed to give Federal agencies access to recent performance data
on contractors within the Multiple Award Schedule (MAS) program. It helps FAS
acquisition activities make more informed decisions regarding exercising contract
options and awarding additional contracts. MAS contractors benefit by having their
high-quality performance posted for easy customer access.

 Purchase Order (PO) Portal
The GSA PO Portal provides a means for GSA contractors to gain immediate access
to orders placed through Advantage and eBuy systems. Orders generated by GSA
Advantage can be accessed by logging into the PO Portal at www.poportal.gsa.gov.
This Web site allows users to view or print orders in the Portable Document Format
(PDF) format or download orders in Excel (.xls), text (.txt), commercial XML
(cXML), or PDF. XML or EDI. If they choose, contractors may also receive orders
directly (without using the PO Portal) in an XML or EDI format.

 GSA Global Supply (GGS)
GGS is an implementation of the GSA Advantage Virtual Store concept that allows
customers to browse and electronically order items from Global Supply programs. The
Global Supply store offers a substantially different “look and feel” than GSA Advantage.

 Catalog Maintenance Tool (CAT) (Behind firewall - internal facing)
The CAT is an ancillary Web application hosted to assist in the maintenance of United
Nations Standard Products and Services Codes (UNSPSC) or item changes after
implementation of catalog categorization capability.

 Touch Tone Ordering System (TTOS) (Behind firewall; internal-facing)
The TTOS is an order-by-phone system used widely by the U.S. Postal Service.

 GSA Schedules eMaintenance - Web (Behind firewall; internal-facing)
GSA Schedules eMaintenance-Web is a Web-based Intranet application provides general
schedules maintenance-comprising capabilities such as merging schedules and updating
Special Item Number (SIN) data for display within Schedules e-Library.
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 Public Buildings Service (PBS) OneSource
PBS OneSource is a "One-GSA, One-Voice" strategic approach to integrating and
improving the delivery of the product and service offerings of GSA's PBS and FAS. PBS
OneSource provides easily accessible contract vehicles to support the delivery of PBS
products/services. It supports PBS’s goal of consistent service delivery across the nation
by customizing contract vehicles to best serve PBS’s needs. PBS OneSource provides an
easy to navigate, single point of entry to the real estate related solutions sets offered by
FAS. PBS One Source is based on E-Library.

 Agency Address Code (AAC) Inquiry
AAC Inquiry is an Intranet Web application that provides address information for GSA
and DoD assigned Activity Address Codes, including GY, GZ, GX, and GP series AACs
designated for GSA Advantage. In addition, you can find the Transportation Control
Number (TCN) associated with a PO or requisition generated through GSA Advantage.
Access to the Web application is controlled by validating User ID and password.

 E-BuyAdmin
E-BuyAdmin is an Intranet Web application that GSA Advantage Help Desk uses to
assist e-Buy buyer and seller communities with issues related to Request for Quotes
(RFQs) and Responses (Quote) that were created in the e-Buy application. This
application provides search capabilities on RFQ ID, Quote ID, and date range search on
RFQs. E-BuyAdmin also has the ability to assign RFQ password to forward to another e-
Buy user. Access to the Web application is controlled by validating User ID and
password.

 Table Maintenance Tool (TMT)
TMT is used to refine the management of BPAs awarded by GSA to help various federal
agencies make efficient business decisions when acquiring products and services. This
tool also provides capabilities to manage Social Media Apps available on the Cloud store
(apps.gov). This application is a Web application and is available on the Intranet. Access
to the Web application is controlled by validating User ID and password.

The GSA Advantage process flow from system input to system output provides authorized
customers access to millions of commercial products and services at the lowest possible prices.
Anonymous users may browse the site's catalog listings. Registered users may browse and shop
the GSA Advantage Web site. To obtain an account, a user must have user identification,
password, and an e-mail address. During the registered user's session, if the user wishes to place
an order, a Shopping Cart is created and parked (saved). GSA Advantage assigns a cart number
to all parked carts which enable the shopper to return to the cart at a later date using the
“Retrieve Parked Cart” option on the Main Menu.

In addition to browsing and shopping online, GSA Advantage allows vendors to update product
offerings and prices online. Vendors can electronically submit catalogs via Electronic Data
Interchange (EDI) or via GSA's Schedule Input Program (SIP) software. The SIP software is
available at no cost to vendors on the VSC Web site at http://vsc.gsa.gov.
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The following is a list of system user organizations (both internal and external), data categories,
and types of outputs the system provides:

Primary Users - Internal:

FAS employees:

 Office of Acquisition
 Office of the Chief Information Officer
 Office of Distribution Management
 Office of Supply
 Regional Offices

Primary Users - External:

 Vendors
 Federal Civilian Customers
 Federal Military Customers
 State and Local Customers

Data Category

 Customer Information
 Payment Information (AAC or SmartPay Card, a government credit card)
 Purchase Orders
 Customer Sales Information
 RFQs
 Contractor Information
 Order Information
 NSN/Manufacturer Part Numbers Information
 Item Descriptions
 Inventory Information
 Shipping Information
 Order Confirmation
 Requisition Status
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Outputs:

 Customer Service Callback
 Electronic Files
 e-mails/Pages
 EDI and SIP Transactions
 Faxes
 Reports
 RFQ Report
 Statistics
 Warning and Error Messages
 Purchase Orders

2.4 System Environment
GSA Advantage is a large e-commerce-enabled Web site. System developers frequently update
Advantage with new code changes. The inherent risk associated with frequent software code
changes is mitigated by the system's implementation of version control software and its strict
adherence to internal configuration management practices. All core application system hardware
and software are located between two Savvis Data Centers in Sterling, Virginia, and Chicago,
Illinois.

GSA Advantage is developed on a multi-tier e-commerce model:

 Presentation Tier:
 iPlanet Web Server
 Apache Proxy Server
 JBoss AS 4.03 (Enterprise Application Server)

 Business Logic Tier: JBoss AS 4.03 (Enterprise Application Server)

 Data Location Transparency Tier:
 Sybase OpenSwitch
 Verity K2 Broker
 Intelligent Data Operating Layer (IDOL) Distributed Action Handler (DAH)

 Data Tier:
 Sybase ASE Data Servers
 Sybase Data Replication Server
 Verity K2 Search Engine
 IDOL Search Engine

3 Configuration Management Organization
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(Figure 3-1 Deleted)

During the development of the Advantage system, the CM responsibility rests with the
Application Manager. However, the authority for accomplishing many CM related activities is
delegated to other people. The Application Manager establishes a CM organization that is
tailored to the specific project requirements and ensures that all delegated authority is
specifically identified.

All Advantage FAME staff members and support personnel from other activities shall be kept
involved in the Advantage CM activity.

3.1 Configuration Management Responsibilities

Advantage project personnel are assigned to one or more project-related roles. The
responsibilities for these project roles are described in the paragraphs below.

(Roles and Responsibilities Matrix was deleted.)

4 Configuration Management Activities

CM activities include:

 Configuration identification
 Configuration baseline management
 Change control
 Configuration status accounting
 Configuration auditing
 Build and release management

4.1 Configuration Identification

Configuration Identification is the basis on which the CIs are defined and verified, CIs and
documents are labeled, changes are managed, and accountability is maintained.

Configuration Identification includes the software project baselines, correlating them to the
specific life-cycle phases. For each baseline, the following shall be described:

1. Items which form each baseline
2. Review and approval events, and the acceptance criteria associated with establishing each

baseline
3. Users' and developers' participation in establishing baselines.

Examples of configuration items to be placed under configuration control are:

1. Documentation (e.g., requirements, specifications and user manuals)
2. Source code
3. Executable and/or run-time code
4. Database scripts

The Advantage core system and sub applications, all configuration items (CIs), include:
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1. GSA Advantage! System
2. GSA Advantage! Schedules e-library system
3. Contracting Officer’s Review System (CORS)
4. GSA Advantage! E-buy system
5. Schedules Input Program (sip)
6. Electronic Commerce (Ec)/Electronic Data Interchange (EDI) Gateway System
7. GSAAdvantage! Activity Address Code (AAC) Password Application
8. Vsc 72a system & 72a Report of Sales Website
9. GSA Advantage! Customer Information System (ACIS)
10. Vendor Support Center (VSC) Help Desk System & levels 1, 2, and 3 help desk support
11. VSC Schedule Sales Query (SSQ) Report Generator
12. GSA Advantage! Stats
13. GSA Advantage! Virtual stores (Air Force Virtual Store, Usda Virtual Store, Veterans

Affairs Virtual Store, DOD Virtual IT Marketplace)
14. GSA Advantage! Punchout
15. GSA Global Supply (GGS)
16. GSA Advantage! Spend Analysis Program (ASAP)
17. Categorization Maintenance Tool
18. GSA Schedules Emaintenance & Emaintenance - Web
19. E-Buy Admin

The GSA Advantage Project Manager identifies the individual work products to be controlled in
conjunction with CM. The Project Manager and the Task Order Manager are responsible for
these work items.

4.1.1 Test Database Configuration Item Identification

The test database is controlled by an external group, the Database team.

4.1.2 Work Product Identification

Source code and scripts are controlled in the CM tool. Version labels are applied to files, in order
to filter on files included in each release.

Work products are identified with a document identification number. The numbers are controlled
in a database that is available to Advantage Data Management personnel on the FAME Portal.
All numbered work products are stored in the FAME CM tool with this file naming convention:

<<Document ID>> <<Project Name>> <<Document Type>>

An example is L-ADV-CM001-01 Advantage Configuration Management Plan, which is the
name of this document.

The document master ID list (L-PMO-CM002) is available in the Fame Template folder of the
process asset library (PAL) on the FAME Portal, http://fameinsight.fas.gsa.gov.
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4.1.3 Release Naming Conventions

Approved changes to applications have system change request (SCR) numbers assigned and are
packaged into releases. SCRs submitted in the SCR management tool contain the change
description and complete list of current revision numbers of the changed source code. Each
changed source code is labeled with the approved SCR number and version controlled in the CM
tool. The packaged release will be assigned a release number, as specified by CM. A release
identifier in the form 1106.1/-PC will be used, where:

11 - Identifies the Fiscal year

06 - Identifies the Calendar month

.1 - Identifies the Interim Release, when applicable

-PC - Identifies the Project Release; for DME/EVM projects

After a release is moved to production, the CM manager applies a label for that release to each
file of promoted code, so that all new or changed code can be retrieved by filtering on that label.
The structure of the version label is:

yyyy_mm_dd Release mmdd.<<sequencer>>

An example is 2011_06_02 Release 0602.1. If there were a second release on June 2, 2011, the
label would become 2011_06_02 Release 0602.2.

4.2 Configuration Baseline Management

A baseline is a set of configuration items (CI) such as products and deliverables developed
during a specific phase of the development process that has been formally accepted. Once the
baseline is established, changes to the CIs can only be done through a formal change process that
includes government managers. Baselines may also be established to signify the progress of
work through passage of time. In this case, a baseline is a visible stake through an endured
collective effort, for example, a developmental baseline.

Baselines shall be created for each Advantage DME project. The baselines will correspond to
five of the stages of the development lifecycle of the software application. They are the
following:

 Requirements Baseline or Functional Baseline
 Architecture Baseline or Allocated Baseline
 Code Baseline or Developmental Baseline
 Product Baseline
 Operational Baseline

Table 4-1 presents project baselines.
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Table 4-1 Project Baselines Chart

Baseline
Name

Requested
By

Contents

Configuration
Item (CIs)

Approval
Authority

Product SDLC

Stage

CM
Responsibility

QA

Responsibility

Requirements
Baseline
(Functional)

Project
Manager in
PMP

Requirements
specifications,
Project Plan
(PMP)

CCB / Project
Team (After
review and
approval of the
Requirements
document)

Requirements
Traceability
Matrix (RTM)

Initiation /
Planning /
Requirements
Analysis

Baseline audit and
creation of the
baseline.

Verify content
with CM.

Architecture/
(Design)
Baseline
(Allocated)

Project
Manager in
PMP

System Design
Document (SDD),
WBS , Project
Schedule , Risk
Mgmt Plan

Arch Mgr /
Project Team or
CCB – (After
review of the
Application
Design
specification)

System Design Design Baseline audit and
creation of the
baseline.

Verify content
with CM.

Code Baseline
(Development)

Project
Manager in
PMP

Test Cases, Test
Plan, Code
(Source Code,
Compilers,
Database(DB)
Schema, Stored
Procs, Scripts)

Dev Mgr /
Project Team or
SCCB
(After System
Tests)

Developed Code Development /
Integration & Test

Baseline audit and
creation of the
baseline.

Verify content
with CM.

Product Baseline Project
Manager in
PMP

Tested Product,
and all the above
three baselines,
Supporting
Documentation

Test Mgr /
Project Team /
CCB
(After final
Approval of
User
Acceptance

Releasable
contents of
product

Implementation Baseline audit and
creation of the
baseline.

Verify content
with CM.
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Baseline
Name

Requested
By

Contents

Configuration
Item (CIs)

Approval
Authority

Product SDLC

Stage

CM
Responsibility

QA

Responsibility

Test)
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4.3 Change Control

The purpose of change or configuration control is to maintain the integrity of the baseline CIs
and their associated documentation by ensuring that only authorized changes are incorporated.
The goals of Change Management include:

 Responding to the GSA/FAME application business owners changing requirements while
maximizing business value and reducing problems, disruptions and rework.

 Reactively resolving errors.

 Proactively adapting to changing circumstances.

 Responding to business and IT software SCRs in order to best align the GSA FAS service
offerings with business needs.

Change control requires the systematic evaluation, processing, and approval of all proposed
changes. Change control begins when a CI is allocated to a baseline and continues as subsequent
baselines are established. A given version of a CI is considered to be under baseline control once
it has been approved by a configuration control board and is placed under CM control.
The configuration change management process is used to submit, track, review, dispose, and
implement changes to the CIs that are under configuration baseline control. Any stakeholder may
submit change requests against a baseline or its associated documentation.
The program configuration control system satisfies requirements for controlling changes as well
as reporting problems and the associated corrective actions through the use and tracking of SCRs
and their associated corrective actions. When problems occur that affect baseline items, an SCR
is created. The SCR will document configuration item problems and changes/enhancements.
Critical problems that require the customer’s approval of a change in project scope will also be
processed by submission of SCRs and, if necessary, a contract change proposal. When approval
is granted by the appropriate board or authority, the SCR is used to track the changes to the
baseline CIs. A change in documentation, if required, will consist of a new version of the
applicable documentation.

The SCR process meets the requirements for a corrective action process in that it complies with
the following standards:

1. Standardized methods and processes are used to provide efficient and prompt handling of
all changes. The process is closed-loop, ensuring that all detected problems are promptly
reported and entered into a database documenting the corrective action, that the action is
initiated, resolution is achieved, status is tracked and reported, and records of the problems
are maintained for the life of the contract.

2. All changes to configuration items are appropriately approved and recorded in the CML as
documented in updates to SCR data in the change control tool/database

3. Metrics are collected, as defined by the program, and analyzed to detect trends in the
problems reported and provide managers with information about productivity and resource
requirements.

4. Corrective actions are evaluated to (1) verify that problems have been resolved, adverse
trends have been reversed, and changes have been correctly implemented in the
appropriate processes and products; and (2) to determine whether additional problems have
been introduced.

5. Overall business risks are minimized.

4.3.1 Change Management

The goal of a change management process is to:

 Predict and recognize changes.
 Evaluate and understand the consequences of implementing the proposed changes.
 Ensure that every propose change is evaluated, reviewed and approved/disapproved at the

proper authority level.
 Control the consequences of the approved changes.
 Prevent unauthorized and unintended deviations from the approved baselines.
 Ensure every approved change is documented, tested, verified and only then

implemented.
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 Define mechanisms for initiation (usually the proposal) and the processes for controlling
changes to the system baselines and tracking the implementation of those changes.

4.3.2 Internal Configuration Control Board

The Internal Configuration Control Board (ICCB) approves changes to Advantage and its sub
applications through meetings held weekly, or on demand. All changes to the applications and
creation of work products are performed only at the direction of the CCB. CCB membership
consists of representatives from the Federal Supply Service (FSS), the Development Lead,
Architecture Lead, Configuration Manager, Deployment Manager, and Operations Manager.
FSS will designate the CCB chair.

The responsibilities of the CCB include:

1. Controlling the rate and content of program releases
2. Load balancing and scheduling program releases
3. Performing risk analysis on any changes to the scheduled releases
4. Packaging SCRs to be released
5. Finalizing the content of pending releases
6. Evaluating the status of changes scheduled for the next release, and making adjustments

to that release’s content accordingly.

4.3.3 Interface Management

Interface Management (IM) means the systematic control of all communications that support a
process operation with outside. Given the precision demands of such interaction, it is important
that interfaces be managed and carefully coordinated to avoid incidents that can result from
misunderstandings and lack of information.

Project architects and developers are responsible to work closely when designing and building
solutions that change baseline code. Together with the CM manager, these roles determine what
baseline code shall be changed for Advantage to interface smoothly with internal sub
applications or with enterprise applications, such as FSS-19.

4.4 Configuration Status Accounting

Configuration Status Accounting (CSA) is a process of recording, storing, maintaining,
coordinating and reporting the information necessary for the CM performance and the status of
its associated CIs. All software and related documentation are tracked from initial development
to request for change, through the approval/disapproval of changes, to the implementation of
changes.

The advantage CM team uses two tools:

 Version Manager – For source code and release/project artifacts
 Merant Tracker – For recording software change requests and tasks associated with

completing the changes

4.5 Configuration Auditing

Configuration audits are comparisons of a product’s actual functional and physical
characteristics with the characteristics identified in configuration baseline documentation. They
verify that the configuration identification for a configured item is accurate, complete, and will
meet the specified program needs.

There are two types of audits. Both must be satisfactorily completed by project team members
and the contractor as a prerequisite to establishing the product baseline:

 Functional Configuration Audit (FCA)
Conducted on the first prototype item produced to compare the functional characteristics
with the Functional and Allocated baseline information.

 Physical Configuration Audit (PCA)
Conducted on the first production representative item to compare the physical
characteristics with the Product baseline. Discrepancies between the actual configuration
and baseline documentation need to be resolved.

Code is peer reviewed during development; results are recorded in Tracker.
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Functionality is tested by the Advantage test team, who use the Functional Requirements
Document (FRD) to create test cases, recorded in Quality Center; the results of testing
functionality when the code is released is also recorded in Quality Center and documented in the
Test Analysis Report (TAR) that the team produces prior to each deployment.

For DME/EVM projects, the project manager requests audits of project artifacts.

4.6 Build and Release Management

Dedicated to the release of an executable version of a software product, this CM activity
orchestrates the complex assembly, verification and packaging processes that produce the
executable. To achieve this, the correct baseline, composed of baseline versions of CIs, is
compiled (built) into an executable. Since the executable represents the only true record of what
development delivers to customers, build and release management provides the essential link
between development output and what is ultimately deployed into production.

The Advantage release manager notifies the Advantage CM staff which SCRs will be in a
release. The CM staff stages all the source code to the staging server. The Advantage Operations
team compiles and deploys the code to the test environment. When database changes are
involved, the CM staff sends the scripts to the database team for execution and deployment to the
test environment. Upon successful completion of system testing and security scanning, the CM
staff stages the code for the Operations team to deploy to the production environment. The
Operations team sends a change control notice (CCN) to all GSA FAME stakeholders.

A Release Management Plan or Project Management Plan is created for each release package
which contains the initial listing of SCRs for a release package as well as other relevant
information. Release notes, a full listing of all SCRs contained within the release package, are
provided immediately before software delivery. All documentation is housed in VM by release
or project.

Delivery of a release, including all associated documentation, are made in accordance with
contractual requirements specified in the SOW. The Release Manager and CM staff prepare the
deliverables in conjunction with documentation staff and verify the deliverable contents against
contractual requirements.

4.6.1 Libraries

Source code is baselined in Version Manager. Code is organized by sub applications. Changes to
code are versioned by VM. Documentation and other artifacts are organized within a
Documentation folder and then organized by project name or release number.

4.6.2 Automated Tools

Version Manager controls the configuration by creating a new version every time a piece of code
is checked out and then checked back in.

4.6.3 Version Control

There is no policy to limit the number of versions required to maintain the baseline of any piece
of code maintained in Version Manager.

4.6.4 Build Management

The Advantage Operations team prepares and deploys the builds.

4.7 Reviews

All baseline operational components (including the support documentation) are subject to a final
review. Review determines if the work products (code or documentation) conform to the initial
design.

The Advantage Operations team conducts a test readiness review (TRR) and deployment
readiness review (DRR) that includes the CM team, along with development, test teams,
including when appropriate the database teams. These reviews assure that all artifacts needed for
the release and CI baseline modification are complete.
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5 CMP Maintenance

The CM staff will review this plan at the beginning and middle of each task order year, semi-
annually. Review will include peer review by other functional managers on the Advantage task
order. The document history table will reflect the review history; every version will be added to
Version Manager.
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Appendix A. Abbreviations, Acronyms, and Definitions

The following abbreviations, acronyms, and definitions are used throughout GSA.

Abbreviation Definition

CCB Change Control Board

CI Configuration Items

CM Configuration Management

COTR Contracting Officer’s Technical Representative

CSA Configuration Status Accounting

DRR Deployment Readiness Review

FCA Functional Configuration Audit

PCA Physical Configuration Audit

SDLC System Development Life Cycle

TRR Test Readiness Review
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Executive Summary

This system design document (SDD) describes the design specifications to design, develop, and
deliver an implementation plan for creating and maintaining a Master Product (MP) repository
for the GSA Advantage application, and to deliver an implementation plan to roll out both the
master product concept and the consolidated search results view showing the master products.
The MP repository is a concept of a single, master representation of similar products grouped
together with a rich set of product description and associated attributes. It encapsulates a set of
business requirements specified by the Federal Acquisition Service (FAS) Office of the Chief
Information Officer (OCIO) Contract Service Management (CSM) Division, E-Commerce
Requirements Branch.

The MP repository was originally a feature planned to be implemented with Advantage Release
12; however, due to performance issues, the MP feature was pulled from this release. This
project will reinstate the MP feature, in addition addressing performance improvement and
implementing enhancements to MP grouping business rules.

This enhancement to the GSA Advantage web application will improve the federal buyer’s
shopping experience. In order to create a MP repository, similar products offered by different
vendors are identified and grouped, and subsequently, for each such group of products, a single
master product is created to represent the group.

The MP repository will provide the following key benefits:

 Better search results
 Standardized representation of product information
 A rich set of product description and its associated attributes

This SDD will describe the overall technical and design approach to the Advantage Master
Product Process (MPP) project and includes information on key stakeholders, project objectives
and project controls.
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1 Introduction

This system design document (SDD) is the logical successor to the functional requirements
document (FRD) (see reference #1) and describes how to transform the requirements specified
therein into technical system design specifications that will be used for developing a new system
(or modifying an existing one.) Figure 1-1 below gives an overview of the Advantage catalog
processing business process.

Figure 1-1 Advantage Catalog Processing Business Process View

1.1 Scope

This SDD will present the design specification and discuss management decisions regarding
implementation of the functional requirements, non-functional requirements, and use cases
specified in the FRD. It is intended to be used by the members of the project team to direct the
design, development, implementation, and verification of proper system function.

1.2 References

The following documents were used as sources for this document:

1. Advantage Master Product Process (MPP) Functional Requirements Document,
Lockheed Martin No. L-ADV-RQ047-01, October 25, 2011.
(\fcoh1s\pvcs\projects\to2\Advantage\Documentation\Projects\Master Product Process
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(MPP)\3.0 Requirements\3.2 Functional Requirements Document (FRD)\L-ADV-
RQ047-01 MPP FRD.docx)

2. MPP Business Requirements Document (SCR 8481), July 21, 2011.
(\fcoh1s\pvcs\projects\to2\Advantage\Documentation\Projects\Master Product Process
(MPP)\3.0 Requirements\BRD - SCR 8481.docx)

3. MPP Requirements Traceability Matrix, Lockheed Martin No. L-ADV-RQ048-01.
(\fcoh1s\pvcs\projects\to2\Advantage\Documentation\ Projects\Master Product Process
(MPP)\3.0 Requirements\3.2 Requirements Traceability Matrix (RTM)\L-ADV-RQ048
MPP RTM.xls)

4. Minutes for Master Product Process Requirements Meeting, September 23, 2011.
(\fcoh1s\pvcs\projects\to2\Advantage\Documentation\ Projects\Master Product Process
(MPP)\1.0 Project Management\1.2 Meeting Minutes\MPP Requirements Meeting
Minutes 09232011.docx)

5. Minutes for Master Product Process Requirements Meeting, September 26, 2011.
(\fcoh1s\pvcs\projects\to2\Advantage\Documentation\ Projects\Master Product Process
(MPP)\1.0 Project Management\1.2 Meeting Minutes\MPP Requirements Meeting
Minutes 09262011.docx)

6. Minutes for Master Product Process SRR Meeting, October 12, 2011.
(\fcoh1s\pvcs\projects\to2\Advantage\Documentation\ Projects\Master Product Process
(MPP)\1.0 Project Management\1.2 Meeting Minutes\MPP SRR Meeting Minutes
10122011.docx

7. Advantage 12 Functional Requirements Document (Iteration 2 – Master Product
Repository, and Search Framework) Lockheed Martin No. L-ADV-RQ018-03, June 25,
2010. (\fcoh1s\pvcs\projects\to2\Advantage\Unisys Documentation\Project
Documentation\Advantage\Advantage XII\Iteration 2\Advantage 12 IT 2 FRD.doc)

8. Advantage 12 Iteration 2 Requirements Traceability Matrix, Lockheed Martin No. L-
ADV-RQ006-03, April 2, 2010. (\fcoh1s\pvcs\projects\to2\Advantage\Unisys
Documentation\Project Documentation\Advantage\Advantage XII\Iteration 2\Advantage
12 IT 2 RTM.xls)

9. GSA Advantage—Security Requirements
(\fcoh1s\pvcs\projects\to2\Advantage\Documentation\ Projects\ Master Product Process
(MPP)\3.0 Requirements\3.3 Security Requirements\GSA Advantage – Security
Requirements.docx)

10. 2011 Advantage System Security Plan—Controls (Sections 2 – 4)
(\fcoh1s\pvcs\projects\to2\Advantage\Documentation\ Projects\ Master Product Process
(MPP)\3.0 Requirements\3.3 Security Requirements\2011 Advantage System Security
Plan – Controls section 2 to 4.docx)

These documents can be found in the FAME version control system project asset library1 in the
path specified in parentheses below each document.

1 The FAME version control system is implemented using Serena PVCS Version Manager.
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Note: This is a living document and shall be subject to changes until approved by the customer
at the end of the design stage for this project. Subsequent changes, other than clarification
of requirements, require a change control request with architecture, cost, and schedule
analysis impact provided.

1.3 Points of Contact

Error! Reference source not found.Table 1-1 identifies the key points of contact for this
document.

(This table has been removed.)
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2 Architecture

2.1 Hardware

Not applicable.

2.2 Internal Communications

Not applicable.

2.3 Software Architecture (As-Is)

Figure 2-1Software Interactions (As-Is)

Figure 2-1 depicts the existing major processes and software components involved in the
Advantage catalog processing function as it is currently implemented in Release 12. The sections
below describe the functions of each process and their interactions in detail.
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2.3.1 Create Catalog

The purpose of the Create Catalog process is to receive catalogs, validate that their contents
adhere to GSA Advantage formatting rules, and store them within the GSA Advantage back-end
system prior to publication. GSA Advantage processes several different types of catalogs and the
process rules depend on the catalog type. The different types of catalogs are listed below:

 Vendor Item Catalogs – Vendor Items (Schedule Items) are items that customers buy
from vendors, where GSA is the “middleman”. Vendors price, sell and bill for the items
purchased. The majority of catalogs processed are for vendor items.

 BPA Item Catalogs – BPA (Blanket Purchase Agreement) items are items on catalogs
submitted for BPA contracts.

 Stock Item Catalogs – Stock items are items owned and sold by GSA. GSA owns the
inventory and sets the price at which the items are sold on GSA Advantage. This category
also includes COFF (Contract Finder Data for SOP items and Featured product
transactions) items.

 EDD Item Catalogs – Items on catalogs submitted for EDD (Extended Direct Delivery)
contracts. EDD items fall in between stock and vendor items. Although vendors stock
and package the items (sometimes with GSA logo), GSA sets the pricing and performs
the billing for them. This category also includes USMC (United States Marine Corps)
items.

Below are listed the number of items of each major item type listed on GSA Advantage:

 Vendor and BPA Items: 30 million
 EDD Items: 700,000 – 800,000
 Stock Items: 13,500

Vendors can submit their catalogs using one of two methods: Schedule Input Program (SIP) or
Electronic Data Interchange (EDI).

2.3.2 Review Catalog

Certain catalogs require review and approval by a GSA contracting officer (CO) before the
catalogs can be published to the GSA Advantage website. Vendor item catalogs include catalogs
for GSA and Veteran Affairs (VA) schedules. These catalogs are stored in the GSA Advantage
“Hold” database, which holds the catalogs before they are ready for publication.

During the catalog review process, Advantage assigns an item in a catalog to categories
displayed on the GSA Advantage webpage. Also, energy efficiency ratings are added to the
catalog items. This “categorization” processing is independent of whether the CO is in the
process of evaluating the catalog in the CORS application. However, the categorization process
must have been performed in order for a catalog to be published.
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2.3.3 Publish Catalog

The Publish Catalog is the process that makes catalog data available to end users on the GSA
Advantage website. It consists of a set of processes that run as batch or cron jobs starting every
night at 10:30 p.m.:

 Contract Master File – updates the Hold database with the list of valid contracts which
is updated daily. This job runs at 10:30 p.m. If for some reason there is no updated list of
valid contracts for the day, the previous day’s list is used by the other catalog publication
processes.

 Permanent Price Reduction/Temporary Price Reduction Processing (PPR/TPR) –
Vendors submit permanent price reductions when they want to permanently change
prices of products due to market influences and trends. Vendors submit temporary price
reductions when they want to temporarily change prices of products due to promotions or
market influences.

 Sched_run – Sched_run is the main process that updates the Advantage3 (Adv3)
database, which is the data base that holds all the catalog items available for purchase.
Sched_run works by finding a catalog in the Hold database that is ready to be published.
If the catalog is a replacement catalog, it removes all the existing items for the catalog
from the Adv3 database. It then creates a new entry for each catalog item in the Adv3
database and marks the record in the Hold database as “on-line”, so that they can be
deleted from the Hold database when a replacement catalog is submitted. Because this
process is so database intensive, it can only process approximately 300,000 catalog items
overnight. Before Sched_run publishes the next catalog in the Hold database, it checks to
see if the number of items in the catalog will cause the number of items it will process to
exceed 300,000. If so, sched_run is done for the night. If not, it will continue processing
the next catalog. If the Hold database contains any catalogs with more than 300,000
items, the publishing of those catalogs is deferred until the weekend.

 SIPBPA – Add changes to BPA items submitted via SIP to Adv3
 PTA Stock – Update the PTA (PICS-to-Advantage) stock items to Adv3
 PTA EDD – Add changes to the PTA EDD items to Adv3
 Sync – The Adv3 database has a trigger which is activated when records are deleted,

inserted, or updated. These triggers generate output files which are used as input to the
Sync process. Sync uses them to update the BroadVision (BV) database and to generate
XML (Extensible Markup Language) files that are the input to the Search Feed process.

 Search Feed – takes the XML files generated by Sync as input and uses them to update
the indexes managed by the Autonomy IDOL database.
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2.3.4 Retrieve Catalog

Once catalogs have been published to the GSA Advantage database, they are accessible by
internet users on the GSA Advantage website, who can then make selections to access desired
products or services.

If the user makes the selection to search for product(s) and enters search criteria, the search result
page is displayed with a list of products that meet the search criteria. If the user selects a product
from the list of products, a “Product Detail” page is displayed for the product. On this page, the
user may view details of the product (pictures, price, description and other details relevant for the
sale of the product) as well as a list of similar products and their prices.

If the user makes the selection to search for service(s) and enters search criteria, the search result
page is displayed with a list of contractors providing the service. If the user selects a contractor
from the list of contractors, a “Contractor Information” page is displayed for the selected
contractor. From this page, users can access a reference file that contains the services catalog for
the contract.

The Retrieve Catalog process ends at the point where the user views the details of a product or
service (at the Product Detail page or Contractor Information page). If the user decides to
purchase a product or service, the user engages the Purchase Product/Service process in the
Advantage web application.
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2.4 Software Architecture (To-Be)

Advantage 12 – To Be
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Figure 2-2 Software Interactions (To-Be)

Figure 2-2 depicts the proposed enhancements to the Review Catalog and Publish Catalog
components of the Advantage catalog processing function to support the MPP. These changes
include new components, such as the master product tables and stored procedures that perform
the product-to-MP matching business rules, as well as modifications to the existing publish
catalog software components sched_run, SIPBPA, PTA Stock and PTA EDD. In addition, there
are some enhancements to existing processes, such as SYNC, to address identified shortcomings.
The details for each new design or design change are described in detail in the sections below.

2.4.1 Review Catalog

In addition to the existing CORS and Categorization, a new process will be introduced in the
Review Catalog function that will assign the Master Product ID (GSIN) to each product in
vendor’s catalogs. The process will look up the GSIN using the product attributes such as
Manufacturer Name, Manufacturer Part Number, Vendor Part Number, and UPC code from the
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Master Product repository. By moving the assigning GSIN into the Review Catalog part of the
process, we will be able to reduce or remove the backlog caused by this assign GSIN function for
two reasons

1. The assign gsin function in Review Catalog part of the catalog process will happen in the
HOLD3 database. HOLD3 database is the back-end database and on the other hand the
Advantagr3 database is the front-end database that serves the web site. Having this
process running in the HOLD3 database will have less impact to the system than having
it running in Advantage3 database.

2. There are time windows in Review Catalog process that can be used for the assign GSIN
process without introducing additional wait.

2.4.2 Publish Catalog

The following process in PubishCatalog handles the additional requirements for Master Product:

1. Sched_Run, the process that publishes the vendor catalogs, needs to be modified to only
publish the catalogs in which all the product have been assigned GSIN. It also needs to
include the GSIN in product data that it moves from HOLD3 to Advantage3.

2. SIPBPA, the process that publishes the BPA catalogs, needs to be modified to invoke the
assign GSIN logic and store the GSIN for each product in the BPA catalog.

3. PTA-Stock, the process that publishes the GSA Stock catalog, needs to be modified to
invoke the assign GSIN logic and store the GSIN for each product in the BPA catalog.

4. PTA-EDD, the process that publishes Extended Direct Delivery catalogs for GSA Global
Supply and USMC Servmart, needs to be modified to invoke the assign GSIN logic and
store the GSIN for each product in the EDD catalog.

5. External Catalog Process, which downloads and processes catalogs from ICECAT and SP
Richards, will be modified to support UPC.

6. SYNC and Search Feed, the processes that generate the XML files for IDOL search
engine, will be modified to create the XML that includes the data attribute for Master
Product.

The detailed design for the new Master Product Process will be presented the following
sections.
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3 File and Database Design

3.1 Master Product Database Objects

To implement the MP requirements, the following database objects are necessary:

 Database tables that hold the MP attributes
 Stored procedures that look up the GSIN (GSA Standard Identification Number) based on

product attributes and create a new MP (for MAS and stock MPs), if no match is found
Section 3.2 describes the database tables that are to be implemented in this design; the stored
procedures will be discussed in section 4.2.1.

3.2 Database Tables

The MP data will be stored in tables in the Advantage3 database. These tables are:

 mp_product – contains the fields gsin, mp_type, similarity_key, and the identifier to
match products from external catalogs

 mp_product_upc – child table that has a many-to-one relationship with the mp_product
table; it stores multiple UPCs (Universal Product Code) that a MP could have

 mp_event –contains the GSIN of a MP whose product attributes have been updated or
inserted by the external catalog process or the PTA stock process.

Table 3-1, Table 3-2, and Table 3-3 below define the structure for each of these tables.

Table 3-1 Database Table mp_product

Column Name Type Notes

mp_type_id Int 1 (Stock), 2 (External Catalog Master), 3 (MAS)

gsin numeric(14,0)

product_name varchar(255)

desc text text vs. varchar – Yelena to provide input

similarity_key varchar(50)
currently single column for similarity key. In the future, we
could have a separate child table for similarity key

mfr_name varchar(40)

item_number varchar(60)
manu_part_number for mas master products; nsn for stock
master products

Mfr_name_search Vachar(40)
Stores Upper Case Mfr name. Used by existing external
process manufacture process.

Del_day1 Date

Del_day2 Date

uom char(2)
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Column Name Type Notes

upc varchar(255)
The concatenated, comma separated, list of upc’s for display
purposes

photo_grp_id varchar(14) photo grp id for stock master product

photo_url varchar(120) photo url of external catalog product for mas master product

unspsc varchar(30)

source_type_id int

source_product_id int

status int

date_created datetime

last_modified datetime

Table 3-2 Database Table mp_product_upc

Column Name Type Notes:

id Int Identity column

gsin numeric(14,0) Foreign key to gsin in mp_product table

upc varchar(255)

Indexes:

– non cluster unique index on upc,
– non cluster index on gsin (note: this is not a unique index).

Table 3-3 Database Table mp_event

Column Name Type Notes:

gsin numeric(14,0)

Status char(1)

Indexes:

– non cluster unique index on gsin

Notes:

 The addition of the mp_product_upc child table entails more work for external catalog
products.

 It also requires modification of the Java code that processes the external catalog: it needs
to parse the UPC and insert it into the mp_product_upc table in addition to updating the
mp_product table.
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4 Detailed Design

4.1 Hardware

Not applicable.

4.2 Software

4.2.1 Stored Procedures – Assign GSIN

These stored procedures are responsible for looking up the GSIN against the mp_product and
mp_product_upc tables for a given catalog item based on the business rules of product-to-MP
matching. The assign_gsin_mas, assign_gsin_stock, and assign_gsin_edd stored procedures
handle MAS MPs, stock MPs and EDD MPs respectively. They will be used by catalog input
processes, such as SIPBPA, PTA and the new process in the Hold database to look up GSINs for
the products that those processes are handling. assign_gsin_mas and assign_gsin_stock also
create the new MP record if no existing MP is found that matches the given product.

4.2.1.1 assign_gsin_stock

This stored procedure is used by the PTA Stock process, the bulk process (for stock and JWOD
items), and the new Hold database process (for JWOD items).

4.2.1.1.1 Input

The following data is specified as input to this process:

– NSN,
– UOM*,
– Product Name*,
– Description*,
– Photo_Grp_Id*,
– Photo_Code*,
– UNSPSC*,
– Del_day1*,
– Del_day2*,
– JWOD

4.2.1.1.2 Output

The following data is specified as output from this process:

– GSIN

* These fields are not required for JWOD items. They should be passed as null for JWOD items.
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4.2.1.1.3 Process

The following pseudo-code specifies the operation of this process.
If JWOD, use the NSN as the sim_key to search for mp_product table for

mp_type=stock_mp_type

If found

return GSIN.

end of procedure.

if not found,

get next GSIN

insert new MP_PRODUCT (gsin, sim_key=NSN, mp_type= stock_mp_type),

return GSIN

end of procedure.

Else, use the NSN to search for MP_PRODUCT table for MP_TYPE=Stock_mp_type
and SIM_KEY.

If found,

update MP_PRODUCT with product name, description, photo_grp_id,
photo_code, unspec, del_day1, del_day2, uom

insert the gsin into mp_event table, (note: don’t abort on violate
unique index exception, continue to process)

return GSIN

end of the procedure

if not found

get next GSIN

insert new MP_PRODUCT (gsin, sim_key=NSN, mp_type= stock_mp_type,
product name, description, photo_grp_id, photo_code, unspec,
del_day1, del_day2, uom),

insert the gsin into mp_event table, (note: don’t abort on violate
unique index exception, continue to process)

return GSIN

end of procedure.

End

4.2.1.2 assign_gsin_mas

This stored procedure is for assigning a GSIN to the MAS type of product. It is used by the new
Hold database process and the bulk process for MAS items excluding JWOD.

4.2.1.2.1 Input

The following data is specified as input to this process:

– manu_name,
– manu_part_number,
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– vendor_part_number,
– upc

4.2.1.2.2 Output

The following data is specified as output from this process:

– GSIN

4.2.1.2.3 Process

The following pseudo-code specifies the operation of this process.
All query on mp_product, mp_product_upc should limit to records with

mp_type=mas_mp_type

First, look up mp_product_upc using the upc if upc is not null

If found

return GSIN.

end of procedure.

if not found or upc is null, then look up mp_product using the sim_key
generated from manu_name+manu_part_number*,

if found

return GSIN.

end of the procedure.

if not found, then look up mp_product using the sim_key generated from
manu_name+vendor_part_number*,

if found

return GSIN

end of procedure

If still not found, create new mp_product

get next GSIN

insert new mp_product (gsin, mp_type=mas_mp_type, sim_key formed
from manu_name, manu_part_number)

insert new mp_product_upc if upc is not null

return GSIN

End of procedure.

*Rules for generating sim_key:

1. Look up real manu name from external manu lookup table.
2. Strip off special characters, change to upper case.
3. Strip off special characters from the part numbers (either manu part number or vendor

part number depends on which is used.)
4. sim_key = first 3 characters of manu name+”_”+part number
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4.2.1.3 assign_gsin_edd

This stored procedure simply returns a unique GSIN every time it is called because each EDD
item is a MP by itself based on the MP business rules. This procedure will be used by PTA EDD
process and the bulk process.

4.2.1.3.1 Input

There is no data to be specified as input to this process.

4.2.1.3.2 Output

The following data is specified as output from this process:

– GSIN

4.2.1.3.3 Process

The following pseudo-code specifies the operation of this process.
get next GSIN

return GSIN

End of the procedure.

4.2.2 Bulk Load Process

This initial bulk process will generate internal MPs from existing catalog data. After the internal
MP repository is created and loaded by this process, the external catalog process will update the
product name, description, unspec code, photos of the MPs using the catalog information from
two external sources—IceCat and SP Richards—if matches are found.

The MPs that were created using the old MPP process need to be refreshed due to changes in the
business rules on how products are matched (the introduction of matching by UPC, vendor part
number and the use of the manufacture name lookup table provided by the external source SP
Richards). Hence, it is necessary to build a new bulk load process that incorporates all the new
business rules to perform this initial load. To speed up the initial load and to lessen the impact on
the product database, the new bulk load process shall be an offline process, i.e. the product data
will be dumped to a table in another database and the new bulk load process will be run on that
database.

The existing catalog data in the item_xref table will be loaded into a new table, gsin_item_xref
(see Table 4-1). The columns in the new table will be a subset of those in item_xref because not
all columns are required by this new bulk process to perform product matching and the
generation of MPs.

Table 4-1 Table gsin_item_xref

Column Comments

ass_num

item_type
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Column Comments

mfr_name

mfr_part_no

Upc

vendor_part_no

env_msg

Nsn

Gsin

contract_num

4.2.2.1 Logical Model of the gsin_item_xref table

The initial bulk load process will be implemented in a new stored procedure which will loop
through the records in gsin_item_xref table and, for each record, it will call one of the assign
gsin stored procedures (section 4.2.1) to obtain the GSIN for the product and update the GSIN in
the gsin_item_xref table. The table below lists the rules for determining which type of MP an
item belongs to and the stored procedure that the initial bulk process should invoke to obtain the
GSIN.

Table 4-2 Rules for Determination of MP Type

Item Type Logic Stored Procedure to Call
Mp_type in

mp_product table

Stock Item_type=1 assign_gsin_stock 1 (Stock)

JWOD
Item_type=2 and NSN is
not null and env_msg
contains “AJ”

assign_gsin_stock 1 (Stock)

Schedule Items
excluding JWOD

Item_type=2 and (NSN is
null or env_msg does not
contain “AJ”)

assign_gsin_mas 3 (MAS)

BPA Only Item_type=3 assign_gsin_mas 3 (MAS)

EDD Item_type=7 assign_gsin_edd
No mp_product
record is created

Note: Service items (item_type = 5) do not have MPs. Item_type=5 type records should be
ignored in this process.

The migration of the mp_product records to the product database and the update of the assigned
GSIN to item_xref will happen in the deployment phase of the MPP. The deployment plan,
including these steps, will be documented in the deployment plan document.
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At the end of this process, the product name, description type of attributes for the stock master
products in the mp_product table are not populated, but those attributes are required for stock
MPs. A SQL statement will be written to perform the update on those product attributes once the
mp_product data is moved to production.

4.2.3 Changes to Hold3 Database and sched_run Process

The matching of vendor catalog item to MP and assigning the GSIN shall be executed in the
hold3 database. Therefore, the hold3_product table needs to be modified to include the GSIN
column for each record. Also, based on the high catalog rejection rate in CORS (around 30%
according to GSA), the process that assigns GSINs to vendor catalog items should be run after
the catalog has been “approved” in the hold database by CORS. A new stored procedure,
hold_assign_gsin, will be built to assign GSINs to vendor items in hold3. The process will pull
items from “approved” catalogs and calls the assign_gsin stored procedure for each item (section
4.2.1) and update the product record with the GSIN returned by the stored procedure. This
process will also need to set a new flag so that sched_run can determine whether a catalog is
ready to be moved to the advantage3 database.

4.2.3.1 hold3 Database Changes

 A new column, gsin, of type numeric(14,0), will be added to the hold3_product table to
store the GSIN for each vendor item.

 A new column, mp_status, of type char(1), will be added to the hold3_cotnrol table to
store the status of the assign_gsin process for a contract. The values in this column will
be: “P” = pending for new catalog submission; “R” = running for the catalog that is being
processed by the new stored procedure; and “A” = the catalog has successfully assigned a
GSIN and is ready to be moved to advantage3.

4.2.3.2 New Stored Procedure — up_assign_gsin_hold

A new stored procedure will be created in the hold3 database that checks the hold3_control
table for contracts whose catalog submissions have been “approved” by a CO through CORS.
This procedure will invoke the assign_gsin_mas procedure (section 4.2.1.2) for most of the
items and will invoke the assign_gsin_stock procedure (section 4.2.1.1) if the item is a JWOD
item. It will update the hold3_product table with the returned GSIN.

4.2.3.3 Sched_Run Modifications

The sched_run process needs to be modified to only process catalogs that have following flags:
“approved” by CORS, “categories are assigned” by Zycus, and “gsin assigned”
(mp_status=”A”). sched_run also needs to include the GSIN as the additional product attribute
to be moved from the hold3 database to the advantage3 database.
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4.2.4 Modification to SIPBPA, PTA-Stock and PTA-EDD Processes

These processes will be modified so that the GSIN for each item will be assigned through calling
the assign_gsin stored procedures (section 4.2.1). The assigned GSIN, along with other product
attributes, will then be inserted into the item_xref table in the advantage3 database.

The SIPBPA process will be modified to call the assign_gsin_mas stored procedure for each
item before it is inserted into the item_xref table. The returned GSIN from the stored procedure
should also be inserted into the item_xref table.

The PTA-Stock process will be modified to call the assign_gsin_stock stored procedure for each
item before it is inserted into the item_xref table. The assigned GSIN should also be inserted
into the item_xref table.

The PTA-EDD process and the stored procedures will be modified to invoke the
assign_gsin_edd stored procedure for each EDD item that this process inserts into the item_xref
table. However, because each EDD item by itself is a MP and the EDD item product attributes
will be used for the consolidated view search result screen, no separate MP records will be
needed.

Note: The assign_gsin stored procedure calls are only needed for inserting new records to
item_xref; when updating item_xref, the existing GSIN in the item_xref table should be
preserved.

4.2.5 External Catalog and External Catalog Merge Processes

The External Catalog process downloads product catalogs from IceCat and SP Richards. It
inspects the internal master product data for MAS type MPs for matches. If matches are found,
the product information (product name, description, etc) is copied from the external catalog
repository into the mp_product table. Based on the new requirements on UPCs, the UPC codes
for a product in the external catalog are also added to the mp_product_upc table.

This process needs to be modified so that the UPC code is included in the download and saved to
the mp_product_index table.

The stored procedure that is responsible for matching an external catalog with the internal
catalog needs to be modified to include the UPC matching logic. The stored procedure should
first use the UPC in the external catalog and try to match it with the UPC in the
mp_product_upc table; if there is no match by UPC, the stored procedure should then perform
the match by similarity key logic. The actions that are performed after a match is found will not
be changed.

This process also needs to be modified to include a step that adds the UPC from the external
catalog into the mp_product_upc table for those MPs that have external catalog matches.

4.2.6 SYNC and Search Feed Processes

The SYNC process synchronizes the product, vendor data from the advantage3 database to the
BV database and generates the SYNC output file. Currently, SYNC processes product and
vendor records in the capture_xref, capture_vendor and bpa_event tables and generates output
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files. The output file is used by the Verity indexing process to generate the search collection used
by Verity search engine. The output file is also used by the Search Feed process to generate the
XML files for the IDOL indexing process. Since the output file does not include all the attributes
needed by IDOL, Search Feed needs to connect to advantage3 to retrieve additional product
data attributes from various tables therein. Currently, the SYNC output file does not include
product information from MPs.

4.2.6.1 SYNC Process Changes

 The SYNC output file needs to include all the product attributes that are required by
IDOL. These attributes include the individual product attributes as well as the MP
attributes.

 The SYNC output file needs to include all product attributes for stock items. Currently,
Search Feed uses the bv_get_item_stock stored procedure to get the stock item attributes
from the database. The logic in bv_get_item_stock needs to be included in the SYNC
process so that all product attributes for stock items can be included. The MP attributes
for a stock MP should also be included in the SYNC output file.

 SYNC needs to process the GSINs in the mp_event table. The GSINs in mp_event
represent the MPs whose product name, description, etc. have been updated by the
external catalog process or the PTA-Stock process. These MP attributes should be
updated to the search collection. Thus, SYNC needs to:
– get one GSIN from the mp_event table
– loop through all the products in the item_xref table for the given GSIN (The products

in item_xref have a many-to-one relationship with a GSIN).
o for each product, output all product-level attributes for the product, and output the

MP information for the product.
– delete the GSIN from mp_event
– move to the next GSIN

4.2.6.2 Search Feed Changes

Search Feed converts the SYNC output files to XML for IDOL search indexing.

4.2.7 Search Collection and Search Result Interface Changes

4.2.7.1 Search Collection

There will not be a separate MP collection. MP elements will continue to be attached to items in
the search collection.

 "Static" MP data, such as external catalog names, descriptions, and photo info will be
stored in the database, pulled by SYNC and fed into Search Feed at indexing time.

 "Dynamic" MP data, such as item count, from price, and indicator rollups will be stored
only in IDOL. They will be handled as follows:
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– Search Feed, at indexing time, will set the item count to zero and assign other MP
attributes directly from the vendor item. This provides partial functionality and resets
the “Dynamic” attribute for the next process so as not to slow down the search feed.
When an item is marked for deletion, it will also have its item counts set to zero for
those products with the same GSIN so as to trigger the next step.

– A new process will run periodically, querying IDOL for items with item count = 0. It
will then compile the aggregate fields for that GSIN, and update all items in the MP
group with the new values. This can be done with a single DREREPLACE command
to IDOL which only updates fields and does not trigger re-indexing. This process will
not touch the database at all.

4.2.7.2 Front-End Changes

4.2.7.2.1 Search Service Changes

If an item with item count = 0 is encountered (meaning the new process has not updated it yet),
the Search service will call IDOL to fill in the MP attributes for display. Hopefully this would
not be done very often, and when it is done, it will only be for one or two items on the result
page. Search will first check to see if there is any item count=0 in the raw IDOL XML; if none
found, it will simply pass the XML to the JSP (Java server page) for display. If such an
occurrence is detected, it will parse the XML and call a new search utility method (section
4.2.7.2.2 below) to get the item count, “from” price, and indicator rollups in real time for GSINs
that have item count = 0 and plug the results into the XML. The massaged XML is then passed
to the JSP for display.

4.2.7.2.2 New Search Utility Method

This new method will be called by Search to find the item count, “from” price and indicator
rollups for a given GSIN. It will use the IDOL API to query the search engine to get those
aggregated values.



FAS

Advantage Master Product Process – System Design Document

L-ADV-DD015-01 21 October 27, 2011

5 Interfaces

Not applicable.

5.1 Internal

Not applicable.

5.2 External

Not applicable.
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6 Security Controls

Not applicable.
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Appendix A. Acronyms

Term Definition

API Application Programming Interface

BPA Blanket Purchase Agreement

BV BroadVision

CO Contracting Officer

CORS Contracting Officer Review System

CSM Contract Services Management (FAS OCIO Division)

EDD Extended Direct Delivery

EDI Electronic Data Interchange

FAME FAS Applications, Maintenance and Enhancements

FAS Federal Acquisition Service

FRD Functional Requirements Document

GSA General Service Administration

GSIN GSA Standard Identification Number

IT Iteration (used for Advantage releases)

JSP Java Server Page

JWOD Javits Wagner O'Day (Program)

MAS Multiple Award Schedule

MP Master Product

MPP Master Product Process

NSN National Stock Number

OCIO Office of the Chief Information Officer

PICS Product Information and Communication System

PPR Permanent Price Reduction

PTA PICS-to-Advantage

PVCS Polytron Version Control System

RTM Requirements Traceability Matrix

SCR System Change Request

SDD System Design Document

SIP Schedule Input Program

SOP Standard Operating Procedure
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Term Definition

SQL Structured Query Language

SRR System Requirements Review

TPR Temporary Price Reduction

UOM Unit of Measurement

UPC Universal Product Code

USMC United States Marine Corps

XML Extensible Markup Language
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1 Introduction

The purpose of this document is to capture the environment configuration changes required to
migrate the JBoss application server to the latest Federal Acquisition Solution (FAS) Office of
the Chief Information Officer (OCIO) recommended version, 5.1.2. The requirement is to be in
compliance with product support and to ensure that the application server being used to host
Advantage applications and processes is not being impacted by any issues resulting from the
product’s end of life (EOL) constraints.

Upon successful migration, the Advantage application suite will be well positioned to be in
compliance with product upgrade mandates as well as sustain the operations of all Advantage
applications.

2 Scope

This document contains tables that specify the configuration of the JBoss application servers that
will replace the current servers used in the Advantage system. Additionally, the objective of this
document is to properly ensure that all the configuration elements that currently exist on the
JBOSS servers in production today are successfully documented and transferred to the new hosts
and versions of JBOSS. Currently a reference of capturing only the differences exists but it is
essential to ensure the existing baseline is incorporated.

3 Environment Configuration Tables

In this section, a separate table is provided for each of the following JBoss instances:

 advanc

 advbatch

 advcloud

 adveas

 advservices

 advweb

 asap

 soashared

 advmain
In each table, information is provided on the JBoss instances for that application in each of the
following environments:

 dev – development environment
 idev – integration development environment
 test – test environment (tst1_xxx, tst2_xxx)
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 preprod – pre-production environment
 prod – production environment
 coop – COOP environment (backup site in Chicago, IL)
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Table 3-1 ‘advanc’ Configuration

Attribute
(advanc)

Environment

dev idev test preprod prod coop

Instance name dev_advanc idev_advanc
tst1_advanc,
tst2_advanc

advanc advanc advanc

Host name
fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01t.fas.gsa.g
ov

FCOH1S-
advapp01s.fas.gsa.go
v, FCOH1S-
advapp02s.fas.gsa.go
v

FCOH3S-
advapp01p.fas.gsa.go
v, FCOH3S-
advapp02p.fas.gsa.go
v

F05H9S-
advapp01c.fas.gsa.go
v, F05H9S-
advapp02c.fas.gsa.go
v

Web Container Services JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets

EJBs
(2.0)

Local client calls none none none none none none

Remote client calls none none none none none none

Remote client host(s) none none none none none none

EJBs
(3.0)

Local client calls yes yes yes yes yes yes

Remote client calls yes yes yes yes yes yes

Remote client host(s) yes yes yes yes yes yes

JNDI
Services

Remote client host(s) none None none none none none

JMS Remote client host(s) none None none none none none

Web
Services

Remote client host(s) none None none none none none

AJP (with
Apache)

Remote client host(s)
advweb01d,
advweb03d

advweb01d,
advweb03d

advweb01t,
advweb03t

advweb01s,
advweb02s,
advweb03s

advweb01p,
advweb02p,
advweb03p

advweb01c,
advweb02c,
advweb03c

Is Clustering Required no no no no no no
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Attribute
(advanc)

Environment

dev idev test preprod prod coop

Required
Clustered
Services

JNDI Services no no no no no no

Stateless Session Beans no no no no no no

Stateful Session Beans no no no no no no

Entity Beans (EJB 2.0) no no no no no no

Entity Beans (EJB 3.0) no no no no no no

JMS no no no no no no

HTTP session state replication no no no no no no

JVM
Memory

Xms 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Xmx 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Perm Space Size 256 MB 256 MB 256 MB 256 MB 256 MB 256 MB

JBoss HTTPS Listener Required no no no no no no

Certificates to be delivered for installation
in a trust store

yes, ECMS certs for
CORS,

https://ecms-
dev.fas.gsa.gov:9443

yes, ECMS certs for
CORS, https://ecms-
dev.fas.gsa.gov:9443

yes, ECMS certs for
CORS,
https://ecms-
test.fas.gsa.gov:944
3

yes, ECMS certs for
CORS, https://ecms-
test.fas.gsa.gov:9443

yes, ECMS certs for
CORS,
https://ecms.fas.gsa.g
ov:9443

yes, ECMS certs for
CORS,
https://ecms.fas.gsa.g
ov:9443

Custom application policy (JAAS login
module) configuration

none none none none none none

Standard
JVM
Properties

SurvivorRatio 6 6 6 6 6

sun.rmi.dgc.client.gcInterval 3600000 3600000 3600000 3600000 3600000

sun.rmi.dgc.server.gcInterval 3600000 3600000 3600000 3600000 3600000

file.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

sun.jnu.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8
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Attribute
(advanc)

Environment

dev idev test preprod prod coop

Log Dir /logs/jboss/dev_advanc /logs/jboss/idev_advanc

Jconn lib jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar

RC Start Script
/opt/sw/jboss/rc_scripts/
start_jboss_dev_advan
c.sh

/opt/sw/jboss/rc_scripts/
start_jboss_idev_advan
c.sh

/opt/sw/jboss/rc_scri
pts/start_jboss_tst1
_advanc.sh

/opt/sw/jboss/rc_scri
pts/start_jboss_tst2
_advanc.sh

Will be added when
available

Will be added when
available

Will be added when
available

RC Stop Script
/opt/sw/jboss/rc_scripts/
stop_jboss_idev_advan
c.sh

/opt/sw/jboss/rc_scripts/
stop_jboss_idev_advan
c.sh

/opt/sw/jboss/rc_scri
pts/stop_jboss_tst1
_advanc.sh

/opt/sw/jboss/rc_scri
pts/stop_jboss_tst2
_advanc.sh

Will be added when
available

Will be added when
available

Will be added when
available

JBOSS_HOME
/opt/sw/jboss/jboss/jbos
s-eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/jbos
s-eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/j
boss-eap-
5.1.2/jboss-as

Will be added when
available

Will be added when
available

Will be added when
available

JAVA_HOME
/opt/sw/jboss/java/jdk1.
6.0_33

/opt/sw/jboss/java/jdk1.
6.0_33

/opt/sw/jboss/java/jd
k1.6.0_33

Will be added when
available

Will be added when
available

Will be added when
available

GSA_BASE_SERVER
/opt/sw/jboss/jboss/jbos
s-eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/jbos
s-eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/j
boss-eap-
5.1.2/jboss-
as/server/default

Will be added when
available

Will be added when
available

Will be added when
available

GSA_CONFIG_DIR
/opt/sw/jboss/gsaconfig/
instances/dev_advanc

/opt/sw/jboss/gsaconfig/
instances/idev_advanc

/opt/sw/jboss/gsaco
nfig/instances/tst1_a
dvanc

/opt/sw/jboss/gsaco
nfig/instances/tst2_a
dvanc

Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advanc)

Environment

dev idev test preprod prod coop

run.conf File

/opt/sw/jboss/gsaconfig/
instances/dev_advanc/r
unconfig/dev_advanc_r
un.conf

/opt/sw/jboss/gsaconfig/
instances/idev_advanc/
runconfig/dev_advanc_
run.conf

/opt/sw/jboss/gsaco
nfig/instances/tst_ad
vanc1/runconfig/tst_
advanc1_run.conf

/opt/sw/jboss/gsaco
nfig/instances/tst_ad
vanc2/runconfig/tst_
advanc2_run.conf

Will be added when
available

Will be added when
available

Will be added when
available

Property File

/opt/sw/jboss/gsaconfig/
instances/dev_advanc/r
unconfig/dev_advanc_s
erver.props

/opt/sw/jboss/gsaconfig/
instances/idev_advanc/
runconfig/dev_advanc_
server.props

/opt/sw/jboss/gsaco
nfig/instances/tst_ad
vanc1/runconfig/tst_
advanc1_server.pro
ps

/opt/sw/jboss/gsaco
nfig/instances/tst_ad
vanc2/runconfig/tst_
advanc2_server.pro
ps

Will be added when
available

Will be added when
available

Will be added when
available

gsa.base.port 54500 54600 54500, 54600
Will be added when
available

Will be added when
available

Will be added when
available

gsa.http.port 54501 54601 54501, 54601
Will be added when
available

Will be added when
available

Will be added when
available

gsa.ajp.port 54502 54602 54502, 54602
Will be added when
available

Will be added when
available

Will be added when
available

gsa.https.port 54503 54603 54503, 54603
Will be added when
available

Will be added when
available

Will be added when
available

gsa.naming.port 54518 54618 54518, 54618
Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advanc)

Environment

dev idev test preprod prod coop

gsa.jvmroute.node node1 node1 node1
Will be added when
available

Will be added when
available

Will be added when
available

Hosted applications

cors.ear,
aacadmintool.war,
acis.ear,emaint.ear,cca
uth.war,cmt.ear,EDIGat
eway.war,ItemsInfoSer
vice.war,dbprops.sar
,drain.sar ,ebuydoc.war

cors.ear,
aacadmintool.war,
acis.ear,emaint.ear,cca
uth.war,cmt.ear,EDIGat
eway.war,ItemsInfoSer
vice.war,dbprops.sar
,drain.sar ,ebuydoc.war

cors.ear,
aacadmintool.war,
acis.ear,emaint.ear,
ccauth.war,cmt.ear,
EDIGateway.war,Ite
msInfoService.war,d
bprops.sar
,drain.sar
,ebuydoc.war

Will be added when
available

Will be added when
available

Will be added when
available
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Table 3-2 ‘advbatch’ Configuration

Attribute
(advbatch)

Environment

dev idev test preprod prod coop

instance name dev_advbatch idev_advbatch
tst1_advbatch

tst2_advbatch
advbatch advbatch advbatch

Hostname
fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01t.fas.gsa.
gov

FCOH1S-
advapp01s.fas.gsa.go
v, FCOH1S-
advapp02s.fas.gsa.go
v

FCOH3S-
advapp01p.fas.gsa.go
v, FCOH3S-
advapp02p.fas.gsa.go
v

F05H9S-
advapp01c.fas.gsa.go
v, F05H9S-
advapp02c.fas.gsa.go
v

Web Container Services JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets

EJBs (2.0)

Local client calls none none none none none none

Remote client calls none none none none none none

Remote client host(s) none none none none none none

EJBs (3.0)

Local client calls yes yes yes yes yes yes

Remote client calls yes yes yes yes yes yes

Remote client host(s) yes yes yes yes yes yes

JNDI
Services

Remote client host(s) none none none none none none

JMS Remote client host(s) none none none none none none

Web
Services

Remote client host(s) none none none none none none

AJP (with
Apache)

Remote client host(s) advweb01d, advweb01d, advweb01t,
advweb01s,
advweb02s,

advweb01p,
advweb02p,

advweb01c,
advweb02c,

Is Clustering Required no no yes yes yes yes
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Attribute
(advbatch)

Environment

dev idev test preprod prod coop

Required
Clustered
Services

JNDI Services no no yes yes yes yes

Stateless Session
Beans

no no yes yes yes yes

Stateful Session Beans no no yes yes yes yes

Entity Beans (EJB 2.0) no no yes yes yes yes

Entity Beans (EJB 3.0) no no yes yes yes yes

JMS no no yes yes yes yes

HTTP session state
replication

no no yes yes yes yes

JVM
Memory

Xms 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Xmx 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Perm Space Size 256 MB 256 MB 256 MB 256 MB 256 MB 256 MB

JBoss HTTPS Listener Required no no no no no no

Certificates to be delivered for
installation in a trust store

no no no no no no

Custom application policy (JAAS login
module) configuration

none none none none none none

Standard
JVM
Properties

SurvivorRatio 6 6 6 6 6

sun.rmi.dgc.client.gcInte
rval

3600000 3600000 3600000 3600000 3600000

sun.rmi.dgc.server.gcInt
erval

3600000 3600000 3600000 3600000 3600000

file.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

sun.jnu.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8
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Attribute
(advbatch)

Environment

dev idev test preprod prod coop

Log Dir /logs/jboss/dev_advbatch /logs/jboss/idev_advbatch

/logs/jboss/tst_adv
batch

Jconn lib jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar

RC Start Script
/opt/sw/jboss/rc_scripts/st
art_jboss_dev_advbatch.s
h

/opt/sw/jboss/rc_scripts/st
art_jboss_idev_advbatch.
sh

/opt/sw/jboss/rc_sc
ripts/start_jboss_tst
_advbatch.sh

Will be added when
available

Will be added when
available

Will be added when
available

RC Stop Script
/opt/sw/jboss/rc_scripts/st
op_jboss_idev_advbatch.
sh

/opt/sw/jboss/rc_scripts/st
op_jboss_idev_advbatch.
sh

/opt/sw/jboss/rc_sc
ripts/stop_jboss_tst
_advbatch.sh

Will be added when
available

Will be added when
available

Will be added when
available

JBOSS_HOME
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss
/jboss-eap-
5.1.2/jboss-as

Will be added when
available

Will be added when
available

Will be added when
available

JAVA_HOME
/opt/sw/jboss/java/jdk1.6.0
_33

/opt/sw/jboss/java/jdk1.6.0
_33

/opt/sw/jboss/java/j
dk1.6.0_33

Will be added when
available

Will be added when
available

Will be added when
available

GSA_BASE_SERVER
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss
/jboss-eap-
5.1.2/jboss-
as/server/default

Will be added when
available

Will be added when
available

Will be added when
available

GSA_CONFIG_DIR
/opt/sw/jboss/gsaconfig/in
stances/dev_advbatch

/opt/sw/jboss/gsaconfig/in
stances/idev_advbatch

/opt/sw/jboss/gsac
onfig/instances/tst_
advbatch

Will be added when
available

Will be added when
available

Will be added when
available

run.conf File

/opt/sw/jboss/gsaconfig/in
stances/dev_advbatch/run
config/dev_advbatch_run.
conf

/opt/sw/jboss/gsaconfig/in
stances/idev_advbatch/ru
nconfig/dev_advbatch_run
.conf

/opt/sw/jboss/gsac
onfig/instances/tst_
advbatch/runconfig
/tst1_advbatch_run
.conf

Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advbatch)

Environment

dev idev test preprod prod coop

Property File

/opt/sw/jboss/gsaconfig/in
stances/dev_advbatch/run
config/dev_advbatch_serv
er.props

/opt/sw/jboss/gsaconfig/in
stances/idev_advbatch/ru
nconfig/dev_advbatch_ser
ver.props

/opt/sw/jboss/gsac
onfig/instances/tst1
_advbatch/runconfi
g/tst_advbatch_ser
ver.props

Will be added when
available

Will be added when
available

Will be added when
available

gsa.base.port 54300 52400 54300
Will be added when
available

Will be added when
available

Will be added when
available

gsa.http.port 54301 52401 54301
Will be added when
available

Will be added when
available

Will be added when
available

gsa.ajp.port 54302 52402 54302
Will be added when
available

Will be added when
available

Will be added when
available

gsa.https.port 54303 52403 54303
Will be added when
available

Will be added when
available

Will be added when
available

gsa.naming.port 54318 52418 54318
Will be added when
available

Will be added when
available

Will be added when
available

gsa.jvmroute.node node1 node1 node1
Will be added when
available

Will be added when
available

Will be added when
available

Hosted applications Ope, MPP Ope, MPP Ope,MPP Ope,MPP Ope,MPP Ope.MPP
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Table 3-3 ‘advcloud’ Configuration

Attribute
(advcloud)

Environment

dev idev Test preprod prod coop

Instance name dev_advcloud idev_advcloud
tst1_advcloud

tst2_advcloud

advcloud advcloud advcloud

Host name fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01t.fas.gsa.g
ov

FCOH1S-
advapp01s.fas.gsa.g
ov, FCOH1S-
advapp02s.fas.gsa.g
ov

FCOH3S-
advapp01p.fas.gsa.go
v, FCOH3S-
advapp02p.fas.gsa.go
v

F05H9S-
advapp01c.fas.gsa.go
v, F05H9S-
advapp02c.fas.gsa.go
v

Web Container Services JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets

EJBs (2.0)

Local client calls none none None none none none

Remote client calls none none None none none none

Remote client host(s) none none None none none none

EJBs (3.0)

Local client calls yes yes yes yes yes yes

Remote client calls yes yes yes yes yes yes

Remote client host(s) yes yes yes yes yes yes

JNDI
Services

Remote client host(s) none none none none none none

JMS Remote client host(s) none none none none none none

Web
Services

Remote client host(s) none none none none none none

AJP (with
Apache)

Remote client host(s) advweb01d advweb01d advweb01t advweb01s
advweb01p,
advweb02p

advweb01c,
advweb02c

Is Clustering Required no no yes yes yes yes
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Attribute
(advcloud)

Environment

dev idev Test preprod prod coop

Required
Clustered
Services

JNDI Services no no yes yes yes yes

Stateless Session
Beans

no no yes yes yes yes

Stateful Session
Beans

no no yes yes yes yes

Entity Beans (EJB 2.0) no no yes yes yes yes

Entity Beans (EJB 3.0) no no yes yes yes yes

JMS no no yes yes yes yes

HTTP session state
replication

no no yes yes yes yes

JVM Memory

Xms 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Xmx 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Perm Space Size 256 MB 256 MB 256 MB 256 MB 256 MB 256 MB

JBoss HTTPS Listener Required no no no no no no

Certificates to be delivered for
installation in a trust store

no no no no no no

Custom application policy (JAAS login
module) configuration

none none none none none none

Standard
JVM
Properties

SurvivorRatio 6 6 6 6 6

sun.rmi.dgc.client.gcInt
erval

3600000 3600000 3600000 3600000 3600000

sun.rmi.dgc.server.gcI
nterval

3600000 3600000 3600000 3600000 3600000

file.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8
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Attribute
(advcloud)

Environment

dev idev Test preprod prod coop

sun.jnu.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

Log Dir /logs/jboss/dev_advcloud /logs/jboss/idev_advcloud
/logs/jboss/tst_advcl
oud

Jconn lib jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar

RC Start Script
/opt/sw/jboss/rc_scripts/st
art_jboss_dev_advcloud.s
h

/opt/sw/jboss/rc_scripts/st
art_jboss_idev_advcloud.
sh

/opt/sw/jboss/rc_scri
pts/start_jboss_tst1_
advcloud.sh

/opt/sw/jboss/rc_scri
pts/start_jboss_tst2_
advcloud.sh

Will be added when
available

Will be added when
available

Will be added when
available

RC Stop Script
/opt/sw/jboss/rc_scripts/st
op_jboss_idev_advcloud.s
h

/opt/sw/jboss/rc_scripts/st
op_jboss_idev_advcloud.
sh

/opt/sw/jboss/rc_scri
pts/stop_jboss_tst1_
advcloud.sh

/opt/sw/jboss/rc_scri
pts/stop_jboss_tst2_
advcloud.sh

Will be added when
available

Will be added when
available

Will be added when
available

JBOSS_HOME
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/j
boss-eap-
5.1.2/jboss-as

Will be added when
available

Will be added when
available

Will be added when
available

JAVA_HOME
/opt/sw/jboss/java/jdk1.6.0
_33

/opt/sw/jboss/java/jdk1.6.
0_33

/opt/sw/jboss/java/jd
k1.6.0_33

Will be added when
available

Will be added when
available

Will be added when
available

GSA_BASE_SERVER
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/j
boss-eap-
5.1.2/jboss-
as/server/default

Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advcloud)

Environment

dev idev Test preprod prod coop

GSA_CONFIG_DIR
/opt/sw/jboss/gsaconfig/in
stances/dev_advcloud

/opt/sw/jboss/gsaconfig/in
stances/idev_advcloud

/opt/sw/jboss/gsaco
nfig/instances/tst1_a
dvcloud

/opt/sw/jboss/gsaco
nfig/instances/tst2_a
dvcloud

Will be added when
available

Will be added when
available

Will be added when
available

run.conf File

/opt/sw/jboss/gsaconfig/in
stances/dev_advcloud/run
config/dev_advcloud_run.
conf

/opt/sw/jboss/gsaconfig/in
stances/idev_advcloud/ru
nconfig/idev_advcloud_ru
n.conf

/opt/sw/jboss/gsaco
nfig/instances/tst_ad
vcloud/runconfig/tst1
_advcloud_run.conf

/opt/sw/jboss/gsaco
nfig/instances/tst_ad
vcloud/runconfig/tst2
_advcloud_run.conf

Will be added when
available

Will be added when
available

Will be added when
available

Property File

/opt/sw/jboss/gsaconfig/in
stances/dev_advcloud/run
config/dev_advcloud_serv
er.props

/opt/sw/jboss/gsaconfig/in
stances/idev_advcloud/ru
nconfig/idev_advcloud_se
rver.props

/opt/sw/jboss/gsaco
nfig/instances/tst1_a
dvcloud/runconfig/tst
1_advcloud_server.
props

/opt/sw/jboss/gsaco
nfig/instances/tst1_a
dvcloud/runconfig/tst
2_advcloud_server.
props

Will be added when
available

Will be added when
available

Will be added when
available

gsa.base.port 54300 54400 54300, 54400
Will be added when
available

Will be added when
available

Will be added when
available

gsa.http.port 54301 54401 54301, 54401
Will be added when
available

Will be added when
available

Will be added when
available

gsa.ajp.port 54302 54402 54302, 544202
Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advcloud)

Environment

dev idev Test preprod prod coop

gsa.https.port 54303 54403 54303, 54403
Will be added when
available

Will be added when
available

Will be added when
available

gsa.naming.port 54318 54418 54318, 54418
Will be added when
available

Will be added when
available

Will be added when
available

gsa.jvmroute.node node1 node1 node1, node2
Will be added when
available

Will be added when
available

Will be added when
available

Hosted applications cloud.war cloud.war cloud.war cloud.war cloud.war cloud.war
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Table 3-4 ‘adveas’ Configuration

Attribute
(adveas)

Environment

dev idev test preprod prod coop

Instance name dev_adveas idev_adveas
tst1_adveas,tst2_
adveas

adveas adveas adveas

Host name
fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01t.fas.gsa.
gov

FCOH1S-
advapp01s.fas.gsa.g
ov, FCOH1S-
advapp02s.fas.gsa.g
ov

FCOH3S-
advapp01p.fas.gsa.gov
, FCOH3S-
advapp02p.fas.gsa.gov

F05H9S-
advapp01c.fas.gsa.go
v, F05H9S-
advapp02c.fas.gsa.go
v

Web Container Services JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets

EJBs (2.0)

Local client calls none none none none none none

Remote client calls none none none none none none

Remote client host(s) none none none none none none

EJBs (3.0)

Local client calls yes yes yes yes yes yes

Remote client calls yes yes yes yes yes yes

Remote client host(s) yes yes yes yes yes yes

JNDI
Services

Remote client host(s) none none none none none none

JMS Remote client host(s) none none none none none none

Web Services Remote client host(s) none none none none none none

AJP (with
Apache)

Remote client host(s) advweb01d, advweb01d, advweb01t,
advweb01s,
advweb02s,

advweb01p,
advweb02p,

advweb01c,
advweb02c,

Is Clustering Required no no yes yes yes yes
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Attribute
(adveas)

Environment

dev idev test preprod prod coop

Required
Clustered
Services

JNDI Services no no yes yes yes yes

Stateless Session
Beans

no no yes yes yes yes

Stateful Session
Beans

no no yes yes yes yes

Entity Beans (EJB 2.0) no no yes yes yes yes

Entity Beans (EJB 3.0) no no yes yes yes yes

JMS no no yes yes yes yes

HTTP session state
replication

no no yes yes yes yes

JVM Memory

Xms 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Xmx 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Perm Space Size 256 MB 256 MB 256 MB 256 MB 256 MB 256 MB

JBoss HTTPS Listener Required no no no no no no

Certificates to be delivered for
installation in a trust store

no no no no no no

Custom application policy (JAAS login
module) configuration

none none none none none none

Standard
JVM
Properties

SurvivorRatio 6 6 6 6 6

sun.rmi.dgc.client.gcIn
terval

3600000 3600000 3600000 3600000 3600000

sun.rmi.dgc.server.gcI
nterval

3600000 3600000 3600000 3600000 3600000

file.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8
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Attribute
(adveas)

Environment

dev idev test preprod prod coop

sun.jnu.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

Log Dir /logs/jboss/dev_adveas /logs/jboss/idev_adveas
/logs/jboss/tst1_adv
eas,tst2_adveas

Jconn lib jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar

RC Start Script
/opt/sw/jboss/rc_scripts/st
art_jboss_dev_adveas.sh

/opt/sw/jboss/rc_scripts/sta
rt_jboss_idev_adveas.sh

/opt/sw/jboss/rc_scr
ipts/start_jboss_tst
1_adveas,tst2_adv
eas.sh

Will be added when
available

Will be added when
available

Will be added when
available

RC Stop Script
/opt/sw/jboss/rc_scripts/st
op_jboss_idev_adveas.sh

/opt/sw/jboss/rc_scripts/sto
p_jboss_idev_adveas.sh

/opt/sw/jboss/rc_scr
ipts/stop_jboss_tst1
_adveas,tst2_adve
as.sh

Will be added when
available

Will be added when
available

Will be added when
available

JBOSS_HOME
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/
jboss-eap-
5.1.2/jboss-as

Will be added when
available

Will be added when
available

Will be added when
available

JAVA_HOME
/opt/sw/jboss/java/jdk1.6.
0_33

/opt/sw/jboss/java/jdk1.6.0
_33

/opt/sw/jboss/java/j
dk1.6.0_33

Will be added when
available

Will be added when
available

Will be added when
available

GSA_BASE_SERVER
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/
jboss-eap-
5.1.2/jboss-
as/server/default

Will be added when
available

Will be added when
available

Will be added when
available

GSA_CONFIG_DIR
/opt/sw/jboss/gsaconfig/in
stances/dev_adveas

/opt/sw/jboss/gsaconfig/ins
tances/idev_adveas

/opt/sw/jboss/gsaco
nfig/instances/tst1_
adveas,tst2_advea
s

Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(adveas)

Environment

dev idev test preprod prod coop

run.conf File

/opt/sw/jboss/gsaconfig/in
stances/dev_adveas/runc
onfig/dev_adveas_run.co
nf

/opt/sw/jboss/gsaconfig/ins
tances/idev_adveas/runco
nfig/dev_adveas_run.conf

/opt/sw/jboss/gsaco
nfig/instances/tst1_
adveas,tst2_advea
s/runconfig/tst1_ad
veas,tst2_adveas_r
un.conf

Will be added when
available

Will be added when
available

Will be added when
available

Property File

/opt/sw/jboss/gsaconfig/in
stances/dev_adveas/runc
onfig/dev_adveas_server.
props

/opt/sw/jboss/gsaconfig/ins
tances/idev_adveas/runco
nfig/dev_adveas_server.pr
ops

/opt/sw/jboss/gsaco
nfig/instances/tst1_
adveas,tst2_advea
s/runconfig/tst1_ad
veas,tst2_adveas_
server.props

Will be added when
available

Will be added when
available

Will be added when
available

gsa.base.port 54800 52500 54800
Will be added when
available

Will be added when
available

Will be added when
available

gsa.http.port 54801 52501 54801
Will be added when
available

Will be added when
available

Will be added when
available

gsa.ajp.port 54802 52502 54802
Will be added when
available

Will be added when
available

Will be added when
available

gsa.https.port 54803 52503 54803
Will be added when
available

Will be added when
available

Will be added when
available

gsa.naming.port 54818 52518 54818
Will be added when
available

Will be added when
available

Will be added when
available

gsa.jvmroute.node node1 node1 node1
Will be added when
available

Will be added when
available

Will be added when
available

Hosted applications adveas.war adveas.war adveas.war adveas.war adveas.war adveas.war
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Table 3-5 ‘advservices’ Configuration

Attribute
(advservices)

Environment

dev idev test preprod prod coop

Instance name dev_advservices idev_advservices
tst1_advservices,
tst2_advservices

advservices advservices advservices

Host name fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01t.fas.gsa.
gov

FCOH1S-
advapp01s.fas.gsa.g
ov, FCOH1S-
advapp02s.fas.gsa.g
ov

FCOH3S-
advapp01p.fas.gsa.go
v, FCOH3S-
advapp02p.fas.gsa.go
v

F05H9S-
advapp01c.fas.gsa.go
v, F05H9S-
advapp02c.fas.gsa.go
v

Web Container Services JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets

EJBs (2.0)

Local client calls none none none none none none

Remote client calls none none none none none none

Remote client host(s) none none none none none none

EJBs (3.0)

Local client calls yes yes yes yes yes yes

Remote client calls yes yes yes yes yes yes

Remote client host(s) yes yes yes yes yes yes

JNDI
Services

Remote client host(s) none none none none none none

JMS Remote client host(s) none none none none none none

Web
Services

Remote client host(s) Yes yes yes yes yes yes

AJP (with
Apache)

Remote client host(s) none none none none none none

Is Clustering Required no no yes yes yes yes
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Attribute
(advservices)

Environment

dev idev test preprod prod coop

Required
Clustered
Services

JNDI Services no no yes yes yes yes

Stateless Session
Beans

no no yes yes yes yes

Stateful Session
Beans

no no yes yes yes yes

Entity Beans (EJB
2.0)

no no yes yes yes yes

Entity Beans (EJB
3.0)

no no yes yes yes yes

JMS no no yes yes yes yes

HTTP session state
replication

no no yes yes yes yes

JVM Memory

Xms 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Xmx 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Perm Space Size 256 MB 256 MB 256 MB 256 MB 256 MB 256 MB

JBoss HTTPS Listener Required no no no no no no

Certificates to be delivered for
installation in a trust store

Yes,
https://172.18.104.26:8666

https://fcofflinetest1.ssf.arm
y.mil/FCOfflineWS/FundsAv
ailability.asmx

Yes,
https://172.18.104.26:8666

https://fcofflinetest1.ssf.arm
y.mil/FCOfflineWS/FundsAv
ailability.asmx

Yes,
https://172.18.104.
26:8666

https://fcofflinetest
1.ssf.army.mil/FCO
fflineWS/FundsAva
ilability.asmx

Yes,
https://172.18.104.26
:8666

https://fcofflinetest1.s
sf.army.mil/FCOffline
WS/FundsAvailability
.asmx

Yes,
https://172.18.113.6:8
666,
https://172.18.115.3:8
666

https://fcoffline.ssf.ar
my.mil/FCOfflineWS/F
undsAvailability.asmx

Yes,
https://172.18.113.6:8
666,
https://172.18.115.3:8
666

https://fcoffline.ssf.ar
my.mil/FCOfflineWS/F
undsAvailability.asmx

Custom application policy (JAAS login
module) configuration

none none none none none none
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Attribute
(advservices)

Environment

dev idev test preprod prod coop

Standard
JVM
Properties

SurvivorRatio 6 6 6 6 6

sun.rmi.dgc.client.gcIn
terval

3600000 3600000 3600000 3600000 3600000

sun.rmi.dgc.server.gcI
nterval

3600000 3600000 3600000 3600000 3600000

file.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

sun.jnu.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

Log Dir /logs/jboss/dev_advservices
/logs/jboss/idev_advservice
s

/logs/jboss/tst1_ad
vservices,tst2_adv
services

Will be added when
available

Will be added when
available

Will be added when
available

Jconn lib jconn4.jar jconn4.jar jconn4.jar
Will be added when
available

Will be added when
available

Will be added when
available

RC Start Script
/opt/sw/jboss/rc_scripts/star
t_jboss_dev_advservices.sh

/opt/sw/jboss/rc_scripts/star
t_jboss_idev_advservices.s
h

/opt/sw/jboss/rc_sc
ripts/start_jboss_ts
t1_advservices,tst2
_advservices.sh

Will be added when
available

Will be added when
available

Will be added when
available

RC Stop Script
/opt/sw/jboss/rc_scripts/stop
_jboss_dev_advservices.sh

/opt/sw/jboss/rc_scripts/stop
_jboss_idev_advservices.sh

/opt/sw/jboss/rc_sc
ripts/stop_jboss_tst
1_advservices,tst2
_advservices.sh

Will be added when
available

Will be added when
available

Will be added when
available

JBOSS_HOME
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss
/jboss-eap-
5.1.2/jboss-as

Will be added when
available

Will be added when
available

Will be added when
available

JAVA_HOME
/opt/sw/jboss/java/jdk1.6.0_
33

/opt/sw/jboss/java/jdk1.6.0_
33

/opt/sw/jboss/java/j
dk1.6.0_33

Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advservices)

Environment

dev idev test preprod prod coop

GSA_BASE_SERVER
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss
/jboss-eap-
5.1.2/jboss-
as/server/default

Will be added when
available

Will be added when
available

Will be added when
available

GSA_CONFIG_DIR
/opt/sw/jboss/gsaconfig/inst
ances/dev_advservices

/opt/sw/jboss/gsaconfig/inst
ances/idev_advservices

/opt/sw/jboss/gsac
onfig/instances/tst1
_advservices,tst2_
advservices

Will be added when
available

Will be added when
available

Will be added when
available

run.conf File

/opt/sw/jboss/gsaconfig/inst
ances/dev_advservices/run
config/dev_advservices_run
.conf

/opt/sw/jboss/gsaconfig/inst
ances/idev_advservices/run
config/dev_advservices_run
.conf

/opt/sw/jboss/gsac
onfig/instances/tst1
_advservices,tst2_
advservices/runco
nfig/tst1_advservic
es,tst2_advservice
s_run.conf

Will be added when
available

Will be added when
available

Will be added when
available

Property File

/opt/sw/jboss/gsaconfig/inst
ances/dev_advservices/run
config/dev_advservices_ser
ver.props

/opt/sw/jboss/gsaconfig/inst
ances/idev_advservices/run
config/dev_advservices_ser
ver.props

/opt/sw/jboss/gsac
onfig/instances/tst1
_advservices,tst2_
advservices/runco
nfig/tst1_advservic
es,tst2_advservice
s_server.props

Will be added when
available

Will be added when
available

Will be added when
available

gsa.base.port 54100 52600 54100
Will be added when
available

Will be added when
available

Will be added when
available

gsa.http.port 54101 52601 54101
Will be added when
available

Will be added when
available

Will be added when
available

gsa.ajp.port 54102 52602 54102
Will be added when
available

Will be added when
available

Will be added when
available

gsa.https.port 54103 52603 54103
Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advservices)

Environment

dev idev test preprod prod coop

gsa.naming.port 54118 52618 54118
Will be added when
available

Will be added when
available

Will be added when
available

gsa.jvmroute.node node1 node1 node1
Will be added when
available

Will be added when
available

Will be added when
available

Hosted applications advservices.war advservices.war advservices.war advservices.war advservices.war advservices.war
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Table 3-6 ‘advweb’ Configuration

Attribute
(advweb)

Environment

dev idev test preprod prod coop

Instance name dev_advweb idev_advweb
tst1_advweb,tst2_
advweb

advweb advweb advweb

Host name
fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01t.fas.gsa.
gov

FCOH1S-
advapp01s.fas.gsa.
gov, FCOH1S-
advapp02s.fas.gsa.
gov

FCOH3S-
advapp01p.fas.gsa.go
v, FCOH3S-
advapp02p.fas.gsa.go
v

F05H9S-
advapp01c.fas.gsa.go
v, F05H9S-
advapp02c.fas.gsa.go
v

Web Container Services JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets

EJBs (2.0)

Local client calls none none none none none none

Remote client calls none none none none none none

Remote client host(s) none none none none none none

EJBs (3.0)

Local client calls yes yes yes yes yes yes

Remote client calls yes yes yes yes yes yes

Remote client host(s) yes yes yes yes yes yes

JNDI
Services

Remote client host(s) none none none none none none

JMS Remote client host(s) none none none none none none

Web Services Remote client host(s) none none none none none none

AJP (with
Apache)

Remote client host(s) advweb01d advweb01d advweb01t
advweb01s,
advweb02s

advweb01p,
advweb02p

advweb01c,
advweb02c

Is Clustering Required no no yes yes yes yes
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Attribute
(advweb)

Environment

dev idev test preprod prod coop

Required
Clustered
Services

JNDI Services no no yes yes yes yes

Stateless Session
Beans

no no yes yes yes yes

Stateful Session
Beans

no no yes yes yes yes

Entity Beans (EJB
2.0)

no no yes yes yes yes

Entity Beans (EJB
3.0)

no no yes yes yes yes

JMS no no yes yes yes yes

HTTP session state
replication

no no yes yes yes yes

JVM Memory

Xms 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Xmx 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Perm Space Size 256 MB 256 MB 256 MB 256 MB 256 MB 256 MB

JBoss HTTPS Listener Required no no no no no no

Certificates to be delivered for
installation in a trust store

Yes, https://fcoh1s-v-
soa01d.fas.gsa.gov:8083/Q
ueries

https://ecms-
dev.fas.gsa.gov:9443/ecms
/services/DocumentManage
r

https://www.sam.gov/SAMP
ortal/GetORCAData

Yes, https://fcoh1s-v-
soa01d.fas.gsa.gov:8083/Q
ueries

https://ecms-
dev.fas.gsa.gov:9443/ecms
/services/DocumentManage
r

https://www.sam.gov/SAMP
ortal/GetORCAData

Yes, https://fcoh1s-
v-
soa01t.fas.gsa.gov:
8083/Queries

https://ecms-
test.fas.gsa.gov:94
43/ecms/services/D
ocumentManager

https://www.sam.go
v/SAMPortal/GetO
RCAData

Yes, https://fcoh1s-
v-
soa01t.fas.gsa.gov:
8083/Queries

https://ecms-
test.fas.gsa.gov:944
3/ecms/services/Do
cumentManager

https://www.sam.go
v/SAMPortal/GetOR
CAData

Yes, https://fcoh1s-v-
soa01.fas.gsa.gov:808
3/Queries

https://ecms.fas.gsa.g
ov:9443/ecms/service
s/DocumentManager

https://www.sam.gov/
SAMPortal/GetORCA
Data

Yes, https://fcoh1s-v-
soa01.fas.gsa.gov:80
83/Queries

https://ecms.fas.gsa.g
ov:9443/ecms/service
s/DocumentManager

https://www.sam.gov/
SAMPortal/GetORCA
Data
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Attribute
(advweb)

Environment

dev idev test preprod prod coop

Custom application policy (JAAS login
module) configuration

none none none none none none

Standard
JVM
Properties

SurvivorRatio 6 6 6 6 6

sun.rmi.dgc.client.gcI
nterval

3600000 3600000 3600000 3600000 3600000

sun.rmi.dgc.server.gc
Interval

3600000 3600000 3600000 3600000 3600000

file.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

sun.jnu.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

Log Dir /logs/jboss/dev_advweb /logs/jboss/idev_advweb
/logs/jboss/tst1_adv
web,tst2_advweb

Will be added when
available

Will be added when
available

Will be added when
available

Jconn lib jconn4.jar jconn4.jar jconn4.jar
Will be added when
available

Will be added when
available

Will be added when
available

RC Start Script
/opt/sw/jboss/rc_scripts/star
t_jboss_dev_advweb.sh

/opt/sw/jboss/rc_scripts/star
t_jboss_idev_advweb.sh

/opt/sw/jboss/rc_scr
ipts/start_jboss_de
v_advweb.sh

Will be added when
available

Will be added when
available

Will be added when
available

RC Stop Script
/opt/sw/jboss/rc_scripts/sto
p_jboss_idev_advweb.sh

/opt/sw/jboss/rc_scripts/sto
p_jboss_idev_advweb.sh

/opt/sw/jboss/rc_scr
ipts/stop_jboss_ide
v_advweb.sh

Will be added when
available

Will be added when
available

Will be added when
available

JBOSS_HOME
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/
jboss-eap-
5.1.2/jboss-as

Will be added when
available

Will be added when
available

Will be added when
available

JAVA_HOME
/opt/sw/jboss/java/jdk1.6.0_
33

/opt/sw/jboss/java/jdk1.6.0_
33

/opt/sw/jboss/java/j
dk1.6.0_33

Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advweb)

Environment

dev idev test preprod prod coop

GSA_BASE_SERVER
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/
jboss-eap-
5.1.2/jboss-
as/server/default

Will be added when
available

Will be added when
available

Will be added when
available

GSA_CONFIG_DIR
/opt/sw/jboss/gsaconfig/inst
ances/dev_advweb

/opt/sw/jboss/gsaconfig/inst
ances/idev_advweb

/opt/sw/jboss/gsaco
nfig/instances/dev_
advweb

Will be added when
available

Will be added when
available

Will be added when
available

run.conf File
/opt/sw/jboss/gsaconfig/inst
ances/dev_advweb/runconfi
g/dev_advweb_run.conf

/opt/sw/jboss/gsaconfig/inst
ances/idev_advweb/runconf
ig/dev_advweb_run.conf

/opt/sw/jboss/gsaco
nfig/instances/dev_
advweb/runconfig/d
ev_advweb_run.co
nf

Will be added when
available

Will be added when
available

Will be added when
available

Property File

/opt/sw/jboss/gsaconfig/inst
ances/dev_advweb/runconfi
g/dev_advweb_server.prop
s

/opt/sw/jboss/gsaconfig/inst
ances/idev_advweb/runconf
ig/dev_advweb_server.prop
s

/opt/sw/jboss/gsaco
nfig/instances/dev_
advweb/runconfig/d
ev_advweb_server.
props

Will be added when
available

Will be added when
available

Will be added when
available

gsa.base.port 54200 52100 54200
Will be added when
available

Will be added when
available

Will be added when
available

gsa.http.port 54201 52101 54201
Will be added when
available

Will be added when
available

Will be added when
available

gsa.ajp.port 54202 52102 54202
Will be added when
available

Will be added when
available

Will be added when
available

gsa.https.port 54203 52103 54203
Will be added when
available

Will be added when
available

Will be added when
available

gsa.naming.port 54218 52118 54218
Will be added when
available

Will be added when
available

Will be added when
available

gsa.jvmroute.node node1 node1 node1
Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advweb)

Environment

dev idev test preprod prod coop

Hosted applications
elib,pbs,ebuyconnect,popor
tal

elib,pbs,ebuyconnect,popor
tal

elib,pbs,ebuyconne
ct,poportal

elib,pbs,ebuyconnec
t,poportal

elib,pbs,ebuyconnect,
poportal

elib,pbs,ebuyconnect,
poportal
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Table 3-7 ‘asap’ Configuration

Attribute
(asap)

Environment

dev idev test preprod prod coop

Instance name dev_asap idev_asap
tst1_asap,tst2_asa
p

asap asap asap

Host name
fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01t.fas.gsa.
gov

FCOH1S-
advapp01s.fas.gsa.g
ov, FCOH1S-
advapp02s.fas.gsa.g
ov

FCOH3S-
advapp01p.fas.gsa.g
ov, FCOH3S-
advapp02p.fas.gsa.g
ov

F05H9S-
advapp01c.fas.gsa.go
v, F05H9S-
advapp02c.fas.gsa.go
v

Web Container Services JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets

EJBs (2.0)

Local client calls none none none none none none

Remote client calls none none none none none none

Remote client host(s) none none none none none none

EJBs (3.0)

Local client calls yes yes yes yes yes yes

Remote client calls yes yes yes yes yes yes

Remote client host(s) yes yes yes yes yes TBD

JNDI
Services

Remote client host(s) none none none none none none

JMS Remote client host(s) none none none none none none

Web
Services

Remote client host(s) none none none none none none

AJP (with
Apache)

Remote client host(s) advweb01d advweb01d advweb01t
advweb01s,
advweb02s

advweb01p,
advweb02p

advweb01c,
advweb02c

Is Clustering Required no no yes yes yes yes
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Attribute
(asap)

Environment

dev idev test preprod prod coop

Required
Clustered
Services

JNDI Services no no yes yes yes yes

Stateless Session
Beans

no no yes yes yes yes

Stateful Session Beans no no yes yes yes yes

Entity Beans (EJB 2.0) no no yes yes yes yes

Entity Beans (EJB 3.0) no no yes yes yes yes

JMS no no yes yes yes yes

HTTP session state
replication

no no yes yes yes yes

JVM
Memory

Xms 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Xmx 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Perm Space Size 256 MB 256 MB 256 MB 256 MB 256 MB 256 MB

JBoss HTTPS Listener Required no no no no no no

Certificates to be delivered for
installation in a trust store

yes yes yes yes yes yes

Custom application policy (JAAS login
module) configuration

none none none none none none

Standard
JVM
Properties

SurvivorRatio 6 6 6 6 6

sun.rmi.dgc.client.gcInt
erval

3600000 3600000 3600000 3600000 3600000

sun.rmi.dgc.server.gcIn
terval

3600000 3600000 3600000 3600000 3600000

file.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

sun.jnu.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8



FAS

Advantage JBoss Migration – Environment Configuration

N-ADV-DD004-01 33 November 19, 2012

Attribute
(asap)

Environment

dev idev test preprod prod coop

Log Dir /logs/jboss/dev_asap /logs/jboss/idev_asap
/logs/jboss/tst1_asa
p,tst2_asap

Jconn lib jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar jconn4.jar

RC Start Script
/opt/sw/jboss/rc_scripts/star
t_jboss_dev_asap.sh

/opt/sw/jboss/rc_scripts/star
t_jboss_idev_asap.sh

/opt/sw/jboss/rc_scr
ipts/start_jboss_tst
1_asap,tst2_asap.s
h

Will be added when
available

Will be added when
available

Will be added when
available

RC Stop Script
/opt/sw/jboss/rc_scripts/sto
p_jboss_idev_asap.sh

/opt/sw/jboss/rc_scripts/sto
p_jboss_idev_asap.sh

/opt/sw/jboss/rc_scr
ipts/stop_jboss_tst1
_asap,tst2_asap.sh

Will be added when
available

Will be added when
available

Will be added when
available

JBOSS_HOME
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/
jboss-eap-
5.1.2/jboss-as

Will be added when
available

Will be added when
available

Will be added when
available

JAVA_HOME
/opt/sw/jboss/java/jdk1.6.0_
33

/opt/sw/jboss/java/jdk1.6.0_
33

/opt/sw/jboss/java/j
dk1.6.0_33

Will be added when
available

Will be added when
available

Will be added when
available

GSA_BASE_SERVER
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/
jboss-eap-
5.1.2/jboss-
as/server/default

Will be added when
available

Will be added when
available

Will be added when
available

GSA_CONFIG_DIR
/opt/sw/jboss/gsaconfig/inst
ances/dev_asap

/opt/sw/jboss/gsaconfig/inst
ances/idev_asap

/opt/sw/jboss/gsaco
nfig/instances/tst1_
asap,tst2_asap

Will be added when
available

Will be added when
available

Will be added when
available

run.conf File
/opt/sw/jboss/gsaconfig/inst
ances/dev_asap/runconfig/
dev_asap_run.conf

/opt/sw/jboss/gsaconfig/inst
ances/idev_asap/runconfig/
dev_asap_run.conf

/opt/sw/jboss/gsaco
nfig/instances/tst1_
asap,tst2_asap/run
config/tst1_asap,tst
2_asap_run.conf

Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(asap)

Environment

dev idev test preprod prod coop

Property File
/opt/sw/jboss/gsaconfig/inst
ances/dev_asap/runconfig/
dev_asap_server.props

/opt/sw/jboss/gsaconfig/inst
ances/idev_asap/runconfig/
dev_asap_server.props

/opt/sw/jboss/gsaco
nfig/instances/tst1_
asap,tst2_asap/run
config/tst1_asap,tst
2_asap_server.pro
ps

Will be added when
available

Will be added when
available

Will be added when
available

gsa.base.port 54600 52900 54600
Will be added when
available

Will be added when
available

Will be added when
available

gsa.http.port 54601 52901 54601
Will be added when
available

Will be added when
available

Will be added when
available

gsa.ajp.port 54602 52902 54602
Will be added when
available

Will be added when
available

Will be added when
available

gsa.https.port 54603 52903 54603
Will be added when
available

Will be added when
available

Will be added when
available

gsa.naming.port 54618 52918 54618
Will be added when
available

Will be added when
available

Will be added when
available

gsa.jvmroute.node node1 node1 node1
Will be added when
available

Will be added when
available

Will be added when
available

Hosted applications asap.war asap.war asap.war asap.war asap.war asap.war
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Table 3-8 ‘soashared’ Configuration

Attribute
(soashared)

Environment

dev idev Test preprod prod coop

Instance name dev_soashared idev_soashared
tst1_soashared,
tst2_soashared

soashared soashared soashared

Host name
fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01t.fas.gs
a.gov

FCOH1S-
advapp01s.fas.gsa.g
ov, FCOH1S-
advapp02s.fas.gsa.g
ov

FCOH3S-
advapp01p.fas.gsa.g
ov, FCOH3S-
advapp02p.fas.gsa.g
ov

F05H9S-
advapp01c.fas.gsa.go
v, F05H9S-
advapp02c.fas.gsa.go
v

Web Container Services JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets

EJBs (2.0)

Local client calls none none None none none none

Remote client calls none none None none none none

Remote client host(s) none none None none none none

EJBs (3.0)

Local client calls yes yes Yes yes yes yes

Remote client calls yes yes Yes yes yes yes

Remote client host(s) yes yes yes yes yes yes

JNDI
Services

Remote client host(s) none none none none none none

JMS Remote client host(s) none none none none none none

Web
Services

Remote client host(s) yes yes yes yes yes yes

AJP (with
Apache)

Remote client host(s) no
no no no no no

Is Clustering Required no no yes yes yes yes
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Attribute
(soashared)

Environment

dev idev Test preprod prod coop

Required
Clustered
Services

JNDI Services no no yes yes yes yes

Stateless Session
Beans

no no yes yes yes yes

Stateful Session
Beans

no no yes yes yes yes

Entity Beans (EJB
2.0)

no no yes yes yes yes

Entity Beans (EJB
3.0)

no no yes yes yes yes

JMS no no yes yes yes yes

HTTP session state
replication

no no yes yes yes yes

JVM Memory

Xms 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Xmx 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Perm Space Size 256 MB 256 MB 256 MB 256 MB 256 MB 256 MB

JBoss HTTPS Listener Required no no no no no no

Certificates to be delivered for
installation in a trust store

yes yes yes yes yes yes

Custom application policy (JAAS login
module) configuration

none none none none none none

Standard
JVM
Properties

SurvivorRatio 6 6 6 6 6

sun.rmi.dgc.client.gcI
nterval

3600000 3600000 3600000 3600000 3600000

sun.rmi.dgc.server.gc
Interval

3600000 3600000 3600000 3600000 3600000
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Attribute
(soashared)

Environment

dev idev Test preprod prod coop

file.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

sun.jnu.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

Log Dir /logs/jboss/dev_soashared /logs/jboss/idev_soashared
/logs/jboss/tst1_s
oashared,tst2_so
ashared

Will be added when
available

Will be added when
available

Will be added when
available

Jconn lib jconn4.jar jconn4.jar jconn4.jar
Will be added when
available

Will be added when
available

Will be added when
available

RC Start Script
/opt/sw/jboss/rc_scripts/start
_jboss_dev_soashared.sh

/opt/sw/jboss/rc_scripts/start
_jboss_idev_soashared.sh

/opt/sw/jboss/rc_
scripts/start_jbos
s_tst1_soashared
,tst2_soashared.s
h

Will be added when
available

Will be added when
available

Will be added when
available

RC Stop Script
/opt/sw/jboss/rc_scripts/stop
_jboss_dev_soashared.sh

/opt/sw/jboss/rc_scripts/stop
_jboss_idev_soashared.sh

/opt/sw/jboss/rc_
scripts/stop_jbos
s_tst1_soashared
,tst2_soashared.s
h

Will be added when
available

Will be added when
available

Will be added when
available

JBOSS_HOME
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jbos
s/jboss-eap-
5.1.2/jboss-as

Will be added when
available

Will be added when
available

Will be added when
available

JAVA_HOME
/opt/sw/jboss/java/jdk1.6.0_3
3

/opt/sw/jboss/java/jdk1.6.0_3
3

/opt/sw/jboss/java
/jdk1.6.0_33

Will be added when
available

Will be added when
available

Will be added when
available

GSA_BASE_SERVER
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jbos
s/jboss-eap-
5.1.2/jboss-
as/server/default

Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(soashared)

Environment

dev idev Test preprod prod coop

GSA_CONFIG_DIR
/opt/sw/jboss/gsaconfig/insta
nces/dev_soashared

/opt/sw/jboss/gsaconfig/insta
nces/idev_soashared

/opt/sw/jboss/gsa
config/instances/t
st1_soashared,tst
2_soashared

Will be added when
available

Will be added when
available

Will be added when
available

run.conf File
/opt/sw/jboss/gsaconfig/insta
nces/dev_soashared/runconf
ig/dev_soashared_run.conf

/opt/sw/jboss/gsaconfig/insta
nces/idev_soashared/runcon
fig/dev_soashared_run.conf

/opt/sw/jboss/gsa
config/instances/t
st1_soashared,tst
2_soashared/run
config/tst1_soash
ared,tst2_soasha
red_run.conf

Will be added when
available

Will be added when
available

Will be added when
available

Property File

/opt/sw/jboss/gsaconfig/insta
nces/dev_soashared/runconf
ig/dev_soashared_server.pr
ops

/opt/sw/jboss/gsaconfig/insta
nces/idev_soashared/runcon
fig/dev_soashared_server.pr
ops

/opt/sw/jboss/gsa
config/instances/t
st1_soashared,tst
2_soashared/run
config/tst1_soash
ared,tst2_soasha
red_server.props

Will be added when
available

Will be added when
available

Will be added when
available

gsa.base.port 54100 52600 54100
Will be added when
available

Will be added when
available

Will be added when
available

gsa.http.port 54101 52601 54101
Will be added when
available

Will be added when
available

Will be added when
available

gsa.ajp.port 54102 52602 54102
Will be added when
available

Will be added when
available

Will be added when
available

gsa.https.port 54103 52603 54103
Will be added when
available

Will be added when
available

Will be added when
available

gsa.naming.port 54118 52618 54118
Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(soashared)

Environment

dev idev Test preprod prod coop

gsa.jvmroute.node node1 node1 node1
Will be added when
available

Will be added when
available

Will be added when
available

Hosted applications PoPresentation.war
PoPresentation.war PoPresentation.w

ar
PoPresentation.war PoPresentation.war PoPresentation.war
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Table 3-9 ‘advmain’ Configuration

Attribute
(advmain)

Environment

dev idev test preprod prod coop

Instance name dev_advmain idev_advmain

tst1_advmain,tst
2_advmain

advmain advmain advmain

Host name
fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01d.fas.gsa.gov

fcoh1s-
advapp01t.fas.gs
a.gov

FCOH1S-
advapp01s.fas.gsa.g
ov, FCOH1S-
advapp02s.fas.gsa.g
ov

FCOH3S-
advapp01p.fas.gsa.g
ov, FCOH3S-
advapp02p.fas.gsa.g
ov

F05H9S-
advapp01c.fas.gsa.go
v, F05H9S-
advapp02c.fas.gsa.go
v

Web Container Services JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets JSP, Servlets

EJBs (2.0)

Local client calls none none none none none none

Remote client calls none none none none none none

Remote client host(s) none none none none none none

EJBs (3.0)

Local client calls yes yes yes yes yes yes

Remote client calls yes yes yes yes yes yes

Remote client host(s) yes yes yes yes yes yes

JNDI
Services

Remote client host(s) none none none none none none

JMS Remote client host(s) none none none none none none

Web
Services

Remote client host(s) none none none none none none

AJP (with
Apache)

Remote client host(s) advweb01d advweb01d advweb01t
advweb01s,
advweb02s

advweb01p,
advweb02p

advweb01c,
advweb02c

Is Clustering Required no no yes yes yes yes
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Attribute
(advmain)

Environment

dev idev test preprod prod coop

Required
Clustered
Services

JNDI Services no no yes yes yes yes

Stateless Session
Beans

no no yes yes yes yes

Stateful Session
Beans

no no yes yes yes yes

Entity Beans (EJB
2.0)

no no yes yes yes yes

Entity Beans (EJB
3.0)

no no yes yes yes yes

JMS no no yes yes yes yes

HTTP session state
replication

no no yes yes yes yes

JVM Memory

Xms 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Xmx 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB 4096 MB

Perm Space Size 256 MB 256 MB 256 MB 256 MB 256 MB 256 MB

JBoss HTTPS Listener Required no no no no no no

Certificates to be delivered for
installation in a trust store

yes yes yes yes yes yes

Custom application policy (JAAS login
module) configuration

none none none none none none

Standard
JVM
Properties

SurvivorRatio 6 6 6 6 6

sun.rmi.dgc.client.gcI
nterval

3600000 3600000 3600000 3600000 3600000

sun.rmi.dgc.server.gc
Interval

3600000 3600000 3600000 3600000 3600000
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Attribute
(advmain)

Environment

dev idev test preprod prod coop

file.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

sun.jnu.encoding UTF-8 UTF-8 UTF-8 UTF-8 UTF-8 UTF-8

Log Dir /logs/jboss/dev_advmain /logs/jboss/idev_advmain

/logs/jboss/tst1_a
dvmain,tst2_adv
main

/logs/jboss/tst1_a
dvmain,tst2_adv
main1

Will be added when
available

Will be added when
available

Will be added when
available

Jconn lib jconn4.jar jconn4.jar jconn4.jar
Will be added when
available

Will be added when
available

Will be added when
available

RC Start Script
/opt/sw/jboss/rc_scripts/start
_jboss_dev_advmain.sh

/opt/sw/jboss/rc_scripts/start
_jboss_idev_advmain.sh

/opt/sw/jboss/rc_
scripts/start_jbos
s_tst1_advmain,t
st2_advmain.sh

Will be added when
available

Will be added when
available

Will be added when
available

RC Stop Script
/opt/sw/jboss/rc_scripts/stop
_jboss_dev_advmain.sh

/opt/sw/jboss/rc_scripts/stop
_jboss_idev_advmain.sh

/opt/sw/jboss/rc_
scripts/stop_jbos
s_tst1_advmain,t
st2_advmain.sh

Will be added when
available

Will be added when
available

Will be added when
available

JBOSS_HOME
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-as

/opt/sw/jboss/jbos
s/jboss-eap-
5.1.2/jboss-as

Will be added when
available

Will be added when
available

Will be added when
available

JAVA_HOME
/opt/sw/jboss/java/jdk1.6.0_3
3

/opt/sw/jboss/java/jdk1.6.0_3
3

/opt/sw/jboss/java
/jdk1.6.0_33

Will be added when
available

Will be added when
available

Will be added when
available

GSA_BASE_SERVER
/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jboss/jboss-
eap-5.1.2/jboss-
as/server/default

/opt/sw/jboss/jbos
s/jboss-eap-
5.1.2/jboss-
as/server/default

Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advmain)

Environment

dev idev test preprod prod coop

GSA_CONFIG_DIR
/opt/sw/jboss/gsaconfig/insta
nces/dev_advmain

/opt/sw/jboss/gsaconfig/insta
nces/idev_advmain

/opt/sw/jboss/gsa
config/instances/t
st1_advmain,tst2
_advmain

Will be added when
available

Will be added when
available

Will be added when
available

run.conf File
/opt/sw/jboss/gsaconfig/insta
nces/dev_advmain/runconfig
/dev_advmain_run.conf

/opt/sw/jboss/gsaconfig/insta
nces/idev_advmain/runconfi
g/dev_advmain_run.conf

/opt/sw/jboss/gsa
config/instances/t
st1_advmain,tst2
_advmain/runcon
fig/tst1_advmain,t
st2_advmain_run
.conf

Will be added when
available

Will be added when
available

Will be added when
available

Property File
/opt/sw/jboss/gsaconfig/insta
nces/dev_advmain/runconfig
/dev_advmain_server.props

/opt/sw/jboss/gsaconfig/insta
nces/idev_advmain/runconfi
g/dev_advmain_server.prop
s

/opt/sw/jboss/gsa
config/instances/t
st1_advmain,tst2
_advmain/runcon
fig/tst1_advmain,t
st2_advmain_ser
ver.props

Will be added when
available

Will be added when
available

Will be added when
available

gsa.base.port 53500 53000 53500, 53600
Will be added when
available

Will be added when
available

Will be added when
available

gsa.http.port 53501 53001 53501, 53601
Will be added when
available

Will be added when
available

Will be added when
available

gsa.ajp.port 53502 53002 53502, 53602
Will be added when
available

Will be added when
available

Will be added when
available

gsa.https.port 53503 53003 53503, 53603
Will be added when
available

Will be added when
available

Will be added when
available

gsa.naming.port 53518 53018 53518, 53618
Will be added when
available

Will be added when
available

Will be added when
available
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Attribute
(advmain)

Environment

dev idev test preprod prod coop

gsa.jvmroute.node node1 node1 node1, node2
Will be added when
available

Will be added when
available

Will be added when
available

Hosted applications advantage.war advantage.war advantage.war advantage.war advantage.war advantage.war



Users Software Vendor/Provider Desired Version

all users MS Word, Powerpoint, Excel; Acrobat Reader; 
Firefox; Winzip; SnagIt; Nuance PDF Converter

architect/team leads/project 
leads/managers/BA

MS Visio Microsoft 2007

team leads/project 
leads/managers

MS Project Microsoft 2007

developers/Ops Eclipse The Eclipse 
Foundation

 4.0 (Eclipse IDE for 
Java EE 
Developers)

developers/Ops MyEclipse Genuitec 9.0 Professional

* developers/Ops ANT Apache 1.7

* developers/Ops JBoss Application Server Redhat/JBoss 5.01

developers/Ops Tomcat Application Server Apache 5.5

developers/Ops TextPad EMC 4.0 or later
* developers/Ops Notepad++ EMC 5.8.6

developers/Ops Documentum Process Builder EMC 6.6
developers/Ops Documentum Forms  Builder EMC 6.6
developers/Ops Documentum Process Reporting Services EMC 6.6

developers/Ops Documentum Composer EMC 6.6
developers/Ops Oracle SQL Developer Oracle 2.1.1.64 (or later)

developers/Ops Toad DELL 12

* developers/Ops Sun JDK 1.5/1.6 SUN/Oracle 1.6.0.26
* developers/Ops Tortoise SVN 1.6 Apache 1.6

developers/Ops ImageNow Client Perceptive Software 6.0 or later

developers/Ops Kofax (Capture, KTM) Kofax 5.0 or later



developers/Ops/BA InputAccel ( Scanplus, Rescanplus, Indexplus) EMC 6.5 SP1

developers/Ops/BA 7Zip or 7z command line 7Zip.org 9.2

developers/Ops/testers SOAP UI SoapUI open source 3.6.1
Ops WinSCP 4.3.1 WinSCP 4.3

Ops
p p

installations on UNIX servers Pexus LLC 4.7.0
OPS LDAP browser Softerra 4.5
Ops PuTTY PuTTY open source 0.6 (or later)
Ops Repoint EMC 2.5
BA UltraEdit IDM 8.0 or later

BA Microsoft Document Imaging Microsoft 2007

BA RoboCopy Microsoft 2003

BA HTTPWatch (Basic) Simtec Limited 7.0 or later

BA UltraCompare IDM 8

BA Firebug for Firefox getfirebug.com 1.11

tester HP Virtual User Generator HP 11

tester  HP Performance Center Analysis Tool HP 11

tester HP Application Lifecycle Maanagement HP 11

tester HP Quick Test Professional HP 11

tester JAWS Freedom Scientific 14
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1 Introduction 

1.1 Purpose 

The purpose of this document is to define a common vocabulary for the GSA FAS SOA 

initiative. 

1.2 Scope 

This document describes all FAS SOA definitions and terms that may otherwise be ambiguous 

due to context or perspectives brought by readers from different background or experiences. This 

is the authoritative source for these terms. 

1.3 Audience 

This document addresses all parties who are participants of the FASeSOA initiative. The 

audience includes: 

 Program Managers 

 Project Managers 

 Business Modelers 

 Business Architects 

 Business Owners 

 Solution Architects 

 Service Architects 

 Application Developers 

 Service Developers 

 Testers 

 Applied Engineering 

1.4 Program Description 

FAS is a service operating at the core of the GSA mission, leveraging the buying power of the 

Federal Government to acquire the best value for taxpayers and Federal customers. To support 

GSA and accomplish this mission, FAS uses innovative techniques, acquisition expertise, and 

electronic tools to successfully deliver new and existing services, products, and solutions. FAS 

has a deep understanding of GSA's customers to offer multiple channels for customers to acquire 

needed solutions. The result is an organization that is capable of delivering excellent acquisition 

services efficiently and effectively and providing the best value to Federal customers and the 

taxpayer. 

The FAS Office of the Chief Information Officer (CIO) supports the FAS mission by developing 

and managing Information Technology (IT) solutions and delivering IT services. In support of 
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these critical services, FAS has developed many major IT application systems. These 

applications must be operated, maintained, developed, modernized, enhanced, and receive 

continuing technical support for FAS to continue serving the taxpayer. FAS pledges to put 

customer service first and promises to provide innovative, best-value solutions. FAS is 

committed to ensuring the proper use of GSA contracting vehicles, tools, and services. 

The GSA FAME Program provides ongoing, steady-state operations and maintenance of FAS 

systems. The scope of this effort includes services associated with the Operations and 

Maintenance (O&M) and Development, Modernization, and Enhancements (DM&E) of FAS 

Information Technology (IT) Systems. Additionally, FAS system improvements will be provided 

through the issuance of Emerging Technology Task Orders. 

1.5 Reference Documents 

1. FAS SOA Governance Model & Procedures, L-SOA-CM006-01, Version 1.0, March 

2011. 

2. FAS Business Process Modeling Standards, Guidelines, and Best Practices, L-SOA-

UM004-01, Version 1.0, December, 2010. 

3. FAS Progress Savvion Business Process Modeling Guide, L-SOA-UM005-01, Version 

1.0, December, 2010. 

4. FAS Reference Architecture Document, L-SOA-DD004-01, Version 1.0, March 2011. 

5. Service Ownership Model and Heuristics, L-SOA-CM003-01, Version 1.0, December 

2010. 
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2 SOA Vocabulary 

Term Definition 

Access Point The location of a business service, an access point, is defined by 
the specification pointers (i.e., binding templates) for each 
business service. The access point description is contained within 
the bindingTemplate construct and is indicated by a tag that 
contains the URLType element that defines the single attribute 
(i.e., listener type) used to access the web service, and the 
business service URL address. 

[SOA Software] paraphrase 

Acquire 

 

The process a service consumer uses to request the use of a 
service. 

Acquisition  The process requires that the would-be consumer “acquires” 
access to the service to ensure that all details for this new 
consumption are addressed, e.g., Is there adequate bandwidth? 
Are security credentials worked out? What is the SLA the service 
is to adhere to? 

[CONCEPT-RA] 

Awareness  A service consumer must have information that makes it aware of 
the existence of a service. The possession of this information is 
called awareness. Awareness is supplied via Service Models 
(Service Descriptions). Being aware of the service is key to reuse. 

[REFERENCE-ARCHITECTURE].  

Build Time In a development cycle, the period during which activities 
associated with creation of a new capability are performed. 
Typically this includes requirements gathering, design, coding, 
and deployment.  

Build Time Governance The application of rules, standards, and policies (governance) 
over build-time activities. In the context of enterprise SOA, build-
time governance focuses on ensuring that services are reused 
rather than reinvented. When they are created, governance 
ensures they are constructed in such a way that they can be 
reused and that “cross-cutting concerns” can be factored our as 
reusable policies. 

See related concepts Build Time, Service Design Principles, 
Policies. 
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Term Definition 

Business Process Model A structured description of the activities or steps that have to be 

done to fulfill a certain business need. The activities might be 
manual steps (human interaction) or automated steps (IT steps). 
The automated activities can be directly mapped to service 
operations as part of service identification. 

See related concepts Service, Service Identification. 

Business Process Modeling A set of practices or tasks that need to be performed to visually 
depict or describe all the aspects of a business process, including 
its flow, control and decision points, triggers and conditions for 
activity execution, the context in which an activity runs, and 
associated resources. 

[BUSINESS-PROCESS-MODELING-STANDARDS] 

Business Domain A large business area or a logical grouping of business 
capabilities that provide related business functions and require 
similar skills and expertise (for example: acquisition management, 
asset and transportation, travel). 

Business Domain Decomposition The act of identification and analysis of business architecture 
elements such as business functions, processes, and business 
rules into specific areas of interest. 

BPMN BPMN stands for Business Process Modeling Notation. BPMN is 
a standard language with notation and semantics to construct 
business process models. BPMN is a vendor-independent 
standard controlled by the Object Management Group (OMG). 

Capability  A business function that can provide a real world effect for the 
service consumer. In the Service Lifecycle, the term Capability 
represents a digital business asset that has NOT been exposed 
as a service. 

[REFERENCE-ARCHITECTURE] 
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Term Definition 

Centralized Policy Enforcement Centralized Policy Enforcement (a.k.a. Policy Governance) 
provides a central location from with policies are defined and 
managed, associated with various assets, and validated and 
reported on to ensure compliance.  

It manages a wide range of different policy types from metadata 

compliance policies applied in Planning and Development of 
Governance processes through security, reliability, and service-
level policies applied through an Operational Governance 
solution. 

It is critical that the Policy Governance solution ensures 
consistent policy definition, implementation, enforcement, 
validation, and audit through all stages of the lifecycle, and across 
all distributed and mainframe platforms. 

[SOA software paraphrased] 

Centralized Policy Enforcement provides a solution to the fact 
that policies can apply to multiple services which introduces 
redundancy and inconsistency within service logic and contracts. 

Collaboration  Collaboration is the coordination of multiple business services 
exposed as a single service or composite application by an 
intermediary such as an enterprise service bus or EAI product. 

Compliance Policy Compliance Policy provides ability to verify that service interfaces 
adhere to the organization’s standards (e.g., WS-I compliance).  

A set of rules, with individual rules capable of processing a static 
service context in the repository, or dynamically captured 
message data from Service Manager. Compliance Policy allow 
organizations to create standards that control the quality of the 
data in the repository and design-time governance policies for 
services and other assets registered in the Workbench. 

  

Consumer System The information system that seeks and consumes capabilities 
exposed as services from provider systems.  

[REFERENCE-ARCHITECTURE] 

Container (SOA Software Specific) See Network Director. 

[SOA Software] 

Contract (SOA General) At GSA a contract is known as a Service Description. Please see 
Service Description for the definition of a contract.  
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Term Definition 

Contract (SOA Software Specific) In SOA Service Manager a contract enables the consumption 
(i.e., use) of a service by a “Provider” or “Consumer” 
Organization. It is used to monitor service performance levels and 
access to a service. A contract is composed of the following 
elements: 

 Details (name, duration, and access level) 

 Consumer Identities 

 Contract Scope (service and service operations covered 
by the contract) 

 Service level agreement (SLA) 

 Metadata  

[SOA Software] 

Domain Vocabulary Domain Vocabularies are artifacts to standardize the meaning 
and structure of information for a domain. ebXML can be 
considered a domain vocabulary.  

Domain vocabularies can improve interoperability by providing a 
standard method for exchanging business messages 
communicating data in common terms.  

Artifacts that help standardize the meaning of data include data 
models, data dictionaries, and mark-up languages. Domain 
vocabularies can be extended to include the needs to the 
business partners exchanging information such as defining 
information exchange packages which would be common 
information exchanged between participants.  

Information exchange packages would typically be defined in the 
form of XML schemas.  

[REFERENCE-ARCHITECTURE]. ebXML.org 

Enterprise SOA(eSOA) Enterprise SOA is an approach that guides all aspects of building, 
testing, and managing business services throughout their lifecycle 
(from identification to retirement) by giving precedence to 
enterprise priorities over departmental priorities to achieve 
mission goals and outcomes.  
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Term Definition 

eSOA Team A Team of SOA Engineers responsible for:  

 Creating the SOA COE to transform FAS into a business 
aligned IT organization. 

 Providing Project SOA Lifecycle Consulting and 
Technology Transfer. 

 Standing up and leading the operations of the SOA 
Governance Board. 

 Standing up and operating the SOA High Availability 
Backplane. 

[FASeSOA Charter] 

Federal Acquisition Service 
Reference Architecture (FASRA) 

FASRA is an architectural framework for understanding the 
significant components and the relationships between these 
components within a Service-Oriented Architecture. It lays out 
common concepts and definitions as the foundation for the 
development and sustainment of consistent SOA 
implementations within the GSA FAS and its participant 
community.  

[REFERENCE-ARCHITECTURE] 

Identities  There are 5 different types of users/identities that can be defined 
in SOA Software Service Manager/Policy Manager:  

 Consumer Identities (i.e., Organization Applications) – 
used to model any application that is consuming a web 
service(s), but it itself is not a web service. These are 
used as part of a contract. 

 End Users – End Users are consumers of the consumer 
applications. For example, if a portal application is a 
consumer application, users of the portal application 
become End Users in the Service Manager. 

 Console/Workbench users – Workbench users are users 
that are using the SOA infrastructure.  

 Service Identities – Service Identity is used to associate 
the PKI keys to the Service. The username for the 
service identity is derived from service key.  

 Container Identities – Every container has one identity by 
default. The Container identity is used to associate the 
container seed and PKI keys to the Container. 

[SOA Software] 
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Term Definition 

Interaction  Describes how service consumers access features of a service. 
Service interaction generally involves the exchange of information 
between the consumer and the service. Interaction can only occur 
if a service is visible to the consumer and the consumer 
understands how to interact using the service description.  

[REFERENCE-ARCHITECTURE] 

Interceptor (Service-specific) - A component of an Intermediary that can be 
used to modify the behavior of a service.  

[REFERENCE-ARCHITECTURE] 

More generally, in the field of software development, an 
interceptor pattern is a software design pattern that is used when 
software systems or frameworks want to offer a way to change, or 
augment, their usual processing cycle. The “interceptor” modifies 
the incoming request or outgoing response to manipulate the 
outcome of the computing operation. 

Intermediary  Software that supports loosely coupled connectivity between 
service interaction participants. Ideally, an intermediary mediates 
the differences between service consumers and services 
replacing direct contact to the capability or service. It can act as 
the backbone for SOA providing infrastructure services including 
security and logging. 

[REFERENCE-ARCHITECTURE] 

Management Point See Network Director (SOA Software Specific). 

Management Policy The policy management process involves designing and 
configuring policy templates that reflect your business 
requirements for security, access control, and usage monitoring 
of web services. 

The policy applies to service operations and affects the message 
directly.  

[SOA Software] 

Message  (Web Service Specific) The entire package of information sent 
between the service consumer and the service provider in a 
service interaction.  

[REFERENCE-ARCHITECTURE] 

Message Definition Mechanism Establishes a standard way of defining the structure and contents 
of a message such as using ebXML conformant schema sets.  

[REFERENCE-ARCHITECTURE] 

Message Exchange Pattern (MEP) Identify common sequences of message transmission between 
service consumers and services. Fire-and-forget and request-
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Term Definition 

reply are two primitive patterns that when combined make up 
other patterns such as publish-subscribe. 

[REFERENCE-ARCHITECTURE] 

Message Validator A component or an Intermediary that is used to examine 
messages to ensure that the contents adhere to established 
business rules.  

[REFERENCE-ARCHITECTURE] 

Network Director (SOA Software 
Specific) 
 

The Network Director is a stand-alone smart service router that 
deploys into the network supporting a wide range of intermediary 
patterns for routing, service virtualization, high-availability/load-
balancing and others. It is fully stateless, offering exceptional 
performance and scalability combined with unique capabilities for 
mediation, routing, and policy enforcement. 

It uses the proxy pattern to front-end services, hosting an entry 
point for Virtual Services. 

[SOA Software] 

See related concept Virtual Service and Physical Service. 

Orchestration  Orchestration refers to an automated execution of a workflow. A 
workflow is defined using an execution language such as BPMN 
and/or BPEL. Workflow steps can be manual or automated. 

Physical Service Service based on the physical location that provides a formal 
definition of the endpoint interface so that programs wishing to 
communicate with the service know exactly how to structure the 
required request messages. It is distinguished from other 
interfaces that might operate as a facade for the service. 

See related concept Virtual Service. 

Policy Metadata about a service that extends the description of its 
capabilities and requirements, typically in the areas of security, 
reliability, and transaction processing. It is expressed as an 
unordered collection of Policy Alternatives. 

[Policy Web] 

A Policy secures a web service and executes security-focused 
Request and Response processes.  

[SOA Software Glossary, CATEGORY: Policies]  

Policy Component A function that a policy template can apply such as compression, 
decompression, WS-security, Security (non WS) such as token 
validation, load balancing, content filtering, routing (e.g., content 
based routing) and schema validation. Policy components can be 
combined and ordered. Custom Components can be developed. 

[Internal – based on SOA Software Policy Developer’s Guide] 
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Policy Manager (SOA Software 
Specific) 

Policy Manager™ (formerly Workbench) is a comprehensive SOA 
Policy Governance Automation solution offering unique 
governance process and collaboration capabilities to instill 
consistency and accountability and encourage desired behavior. 

It allows for the definition and monitoring of policies (Management 
and Service Level). 

[SOA Software]  

Policy Template (SOA Software 
Specific) 

A policy, made up of policy components, which can be applied to 
a service as policy.  

[Related to SOA Software] 

Port Type A WSDL port type is an element of a WSDL file that describes the 
operations supported by one or more endpoints. 

A port is a collection of operations. Many programming languages 
refer to this as a library, a module, or a class. In the messaging 
context, the connection points are called ports, and an abstract 
definition of a port is called a port type.  

[WSDL 1.1 Specification] 

Provider Information Systems  New or existing information systems that have capabilities that 
are exposed as service.  

[REFERENCE-ARCHITECTURE] 

Reachability  The path between the consumer and the service that enables 
them to interact. A service and a consumer may have awareness 
but if there is no communication path between the consumer and 
provider then the service is not visible to the consumer. 

[REFERENCE-ARCHITECTURE]   
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Registry A database of configuration information and metadata related to 
services and how to use them. The Registry is often the “third” 
component in addition to consumer and provider when web 
services are discussed. It is the “service broker” in the following 
diagram: 

 

[diagram: Systinet] 

See related concept Universal Discovery and Description 
Interface. 

Repository  (General SOA) All SOA-related reusable artifacts in the 
enterprise-wide SOA implementation become enterprise-wide 
assets and require a centralized asset repository that stores all 
services related artifacts include policies, service descriptions, 
agreements and contracts. The repository should also provide the 
ability to search, modify, etc. for all SOA stakeholders. Such a 
service repository can integrate all of the sources of services-
related information, including design artifacts, service interaction 
profiles and so on. It provides a unified representation of all of this 
information allowing all of the SOA stakeholders to centrally 
access it, based on their job functions.  

[REFERENCE-ARCHITECTURE} 
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Repository Manager (SOA Software 
Specific) 

Repository Manager automates both development-time service 
production and consumption governance processes via its highly 
flexible imbedded event engine. Using the Eclipse-based 
graphical Configuration Designer, Repository Manager 
administrators can use drag-and-drop techniques to create 
governance processes that can vary by organization group, 
governance stage, asset type, and/or any asset metadata. These 
processes can incorporate automated parsing, validation and 
compliance policy assessment activities alongside role-based 
approval signoffs and downstream synchronizations with 
operational registries including SOA Software’s Policy Manager. 

[SOA Software]  

Router A component of intermediaries, a router’s primary responsibility is 
to redirect messages based on rules. This could be 
static/deterministic routing, content-based routing, rules-based 
routing, and policy-based routing.  

[REFERENCE-ARCHITECTURE} 

Run Time Governance The application of rules, standards, and policies (governance) 
over run-time activities. In the context of enterprise SOA, run-time 
governance focuses on ensuring that services comply with 
policies (e.g., security and Service Level Agreements). Integration 
and compliance with existing infrastructure (e.g., application of 
data or protocol transformations) may be included. Managing the 
appropriate versioning during upgrades, retirements, and load 
balancing is also part of Run Time Governance. 

See related concepts Policies, Service Level Agreement, Service 
Level Policy. 

Schema Validation Component The Schema Validation Component is a Policy Component that 
enforces the schema rules that a Request or Response Message 
[or exception] must adhere to. This ensures data integrity (e.g.,, 
string length validations, etc.), and guards against potential 
tampering. Schema validation is performed using both Default 
and User Provided Schemas. 

[SOA Software Glossary, Category: Policies] 

Security Reference Architecture A fundamental part of Policy Management is creating a strategy 
for handling the threats and challenges posed by having a SOE. 
As part of requirements for the SOA Backplane, a security 
reference architecture must be created.  

This architecture is used to describe what threats need to be 
addressed and provides architectural patterns and guidance on 
how and where to address the threats. 

Service  Business activities are exposed as operations (“VERB”) and 
associated with a service (“NOUN”) to allow consumers to obtain 
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a real world effect. Although the description below refers to 
services, in a strict sense, we are really talking about service 
operations. 

The commonly agreed aspects of the definition of a service in 
SOA are:  

 Services are discoverable by all FAS SOA participants. 

 Services are defined by explicit, implementation-
independent interfaces.  

 Services are loosely bound and invoked through 
communication protocols that stress location 
transparency and interoperability.  

 Services implement a reusable business function or 
activity.  

 Services may be classified into different categories of 
varying levels of granularity and scope. 

Business Service category includes: 

 Business Process Service  

 Business Task  Service 

 Business Entity Service 

Utility/Technical Services include reusable technical functions 
such as email, search, event notification and others. 

Services can be orchestrated (long running, stateful, and 
asynchronous), composed (short running and stateless, where 
one service calls another), or atomic (short running and stateless, 
where the service does not call another service). 

Services can be invoked within a service domain (local scope), 
across service domains (enterprise scope), or  outside of FAS 
(external scope). 

From our Service Lifecycle perspective a service is a business 
activity/function that has been/is being deployed on the 
FASeSOA backplane. This service provides functionality that has 
been determined to be reusable for FAS and has agreed to 
adhere to the standards and governance required by the 
FASeSOA environment. 

[REFERENCE-ARCHITECTURE] 

Service Authentication The ability of a service to provide a consumer with information 
that demonstrates the service’s identity to the consumer’s 
satisfaction. 

Service Autonomy Services have control over the logic and data they encapsulate. 

See also Service Design Principles. 
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Service Composability 

 

 

Services should be constructed to optimize the ability to 
assemble them to provide more granular capabilities because 
collections of services will be coordinated and assembled to form 
composite services. 

See also Service Design Principles. 

Service Consumer  An entity that seeks a real world effect through the use of 
capabilities exposed as a service.  

[REFERENCE-ARCHITECTURE] 

Service Contract A service contract is an agreement between the parties involved 
regarding the conditions of use of a service.  

[REFERENCE-ARCHITECTURE] 

Service Description   Service Descriptions provide all the information (metadata) a 
potential service consumer needs in order to determine if the 
service meets requirements and can be used.  

Service Descriptions describe the actions a service provides, the 
information exchanged between a service consumer and a 
service, all non-functional requirements and much more. This is 
also known as the Service Contract in some SOA milieus.  

[REFERENCE-ARCHITECTURE 

Service Description Template Document the guidelines for describing services that are available 
to be consumed by service consumers.  

Service Design Principles 

 

 

The following principles for design and service definition focus on 
specific themes that influence interoperability and service reuse.  

Service Encapsulation, Service Loose Coupling, Service 
Description, Service Reusability, Service Composability, Service 
Autonomy, Service Discoverability. 

[REFERENCE-ARCHITECTURE] 

See definition for each of the seven terms. 

Service Discoverability Services are designed to be outwardly descriptive so that they will 
be found and accessed via available discovery mechanisms. 

See also Service Design Principles. 

Service Domain Can be used to track usage of services for ROI calculations. A 
Service Domain can be viewed as a cluster of services within a 
business domain that are related to each other in some fashion. A 
Service Domain is also a more manageable governable unit than 
a business domain.  

See related concept Business Domain. 
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Service Domain Lead  Member of the SOA Governance Board (SGB). 

 Assists the SGB in service portfolio management within 
service domains. 

 Works with the process owners from the lines of business 
and the service owners within FAS CIO to clarify 
business goals and prioritize requirements. 

 Assist in tracking reuse of services for ROI calculations 

See related concept SOA Governance Board. 

Service Encapsulation Beyond what is described in the service description, services hide 
logic from the outside world. Encapsulating the details of service 
implementation (the algorithms and resources used) is to 
increase the decoupling between service consumer and provider 
and hence enable future flexibility. 

See also Service Design Principles. 

Service Interaction Profile (SIP) Interoperability is increased when services provide interfaces that 
conform to a Service Interaction Profile (SIP). A Service 
Interaction Profile is a document that embodies the four 
architectural elements needed to guide the design and 
description of service interfaces. SIPs define the family of industry 
standards or other technologies or techniques that together 
demonstrate implementation or satisfaction of: 
Service interaction requirements.  

 Interface description requirements.  

 Message exchange patterns.  

 Message definition mechanisms. 

Service interaction profiles promote interoperability without 
forcing all FASRA participants to agree on a single way of 
enabling service interaction. For instance there might SIPs for 
web services, REST, and/or other protocols. 

[REFERENCE-ARCHITECTURE] paraphrase 

Service Interaction Requirements  Define common rules of service interaction. Typically, these 
requirements are not directly related to the capability used by the 
service consumer, nor are they related to the real world effect 
resulting from use of that capability. Rather, the requirements 
enforce (or support the enforcement of) policies or contracts or 
otherwise protect the interests of particular business partners or 
the organization overall. Common service interaction 
requirements address areas such as service consumer 
authentication and authorization, reliability, service metadata 
availability, and error processing.  

[REFERENCE-ARCHITECTURE] 
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Service Interface  The specific protocols, commands, and information exchange by 
which actions on the service are initiated. A service interface 
dictates how a consumer interacts with a service.  

[REFERENCE-ARCHITECTURE] 

Service Level Agreement Our solution provides the ability to create contracts between 
service consumers and providers. A fundamental part of the 
contract is the Service Level Agreements (SLA) that are 
associated to the contract. These SLAs specify the expected 
availability, performance and currency of data offered by a 
service. During runtime the SLAs are monitored to ensure that the 
Service Provider is holding up to their side of the contract. 

Service Level Policy  Service Level Policies are policies that define conditions for 
measuring and reporting performance of a specific Contract. 
Each policy is composed of a "Rule" and "Access Interval. 

Policy that supports “service level agreements” and can be 
applied to an entire service or policy. 

[SOA Software] 

Service Lifecycle 

 

The service lifecycle begins at identification and ends at service 
end-of-life (de-commissioning or retirement). FAS service 
lifecycle methodology is designed to fit within the current FAS 
Systems Lifecycle Methodology. 

 Service Identification– A service is identified via a 
combination of top-down (from business process steps), 
bottom-up (from current code), and business goal based 
(from Key Performance Indicators). 

 Service Specification– Specify service interface and 
contract. 

 Service Realization– Development, Unit Test, and 
Integration. 

 Service Test/Implementation– Deployment and UAT of 
service. 

 Service Operational– Service running in production. 

 Service Retirement– Remove Service from production. 

Service Loose Coupling Services maintain a relationship that minimizes dependencies 
and only requires that they maintain an awareness of each other.  

See also Service Design Principles. 

Service Ownership Every service must have an owner who is actively managing the 
service through its service lifecycle. 

Since a service is an organization asset it needs to be managed 
very much like a product. The service has a product plan, release 
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schedule, enhancement request process, acquisition process, 
QoS attributes, and guidance for how to use the service. 
Developing and maintaining these are the responsibility of the 
service owner. In FAS a service owner will typically be the service 
(project) manager for the service provider team. He/she is the 
main point of contact for the service. 

[SERVICE-OWNERSHIP] 

Service Policy A policy is an assertion by either a consumer or service provider 
of that participant’s requirements for willingness to interact. It 
could be a statement of obligations, constraints, or other 
conditions of use, or deployment as defined by any participant.  

[REFERENCE-ARCHITECTURE] 

Service Portfolio Management Service Portfolio Management processes help you coherently 
manage your business services portfolio over the long term. The 
portfolio plan is based off of a strong understanding of your 
agency’s business strategies and objectives, providing an 
ongoing inventory of business services that are in place now as 
well as services needed in the future. The plan connects future 
service plans to specific business initiatives that drive creation of 
new services and enhance existing services.  

[GOVERNANCE-MODEL] 

Service Provider  An assigned information system team that offers capabilities by 
means of a service. A service provider can include the service 
manager, a business process analyst, a service architect, a 
service developer, a service tester, and a service monitor. 

[GOVERNANCE-MODEL] 

See related term Service Owner. 

SOA SOA is an architectural paradigm for dealing with processes 

distributed over a heterogeneous landscape of existing and new 

systems that are under the control of different owners. 

See related term Enterprise SOA. 

SOA Asset A reusable set of artifacts that can be used across various teams 
in SOA. These assets must be protected and governed via the 
FAS SOA Governance Process. Current FAS SOA Assets types 
being planned for governance are: 

 Business Process Model (BPrM) 

 Business Process Model Implementation (BPrMI) 

 Business Rules 

 Enterprise Information Model (Schema) 
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 Services 

 [GOVERNANCE-MODEL] 

SOA Backplane  The software infrastructure (and possibly some dedicated 
hardware appliances) providing the connecting technologies of 
the service-oriented architecture. The SOA backplane may 
include ESBs, messaging providers, middleware and other 
applications that enable the flow of messages and data through 
the SOA. The ultimate goal of the SOA backplane is to connect 
service consumers and providers in an efficient and effective way.  

SOA COE See eSOA Team. 

SOA Intermediary 
Software that supports loosely coupled connectivity between 

service interaction participants. Ideally, an intermediary mediates 

the differences between service consumers and services 

replacing direct contact to the capability or service. It can act as 

the backbone for SOA by providing infrastructure services 

including security and logging.  

SOA Governance An extension of IT governance focused on assuring that reusable 
SOA Assets are properly built, executed, and reused across 
multiple owners to ensure business value. 

[GOVERNANCE-MODEL] 

See related concepts SOA Assets, Service Ownership. 

 

 

 

SOA Governance Board (SGB) A multi-functional team who protects the FAS SOA reusable 
Assets by governing the lifecycle of these assets based on 
policies, standards, roles, and GSA business goals.  

See related concept SOA Assets. 

Standalone Management Point   See Network Director. 

[SOA Software] 

Transformers  Intermediary component that receives a message, transforms it to 
another format, and possibly enhances it before transmitting onto 
another destination or subsequent system component. 

[REFERENCE-ARCHITECTURE] 

Universal  Description and 
Discovery Integration (UDDI) 

 

The Registry Standard for SOA. UDDI includes APIs for 
publishing and searching for business services and service 
descriptions, and subscribing to changes to these, A data model 
with built-in metadata extensibility to characterize business 
services according to enterprise needs, and Nodes, registries, 
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affiliated registries. 

[OASIS UDDI Technical Committee Presentation Summary] 

Virtual Service  A virtual service is a proxy for a physical service. Service 
consumers interact with the virtual service which then delegates 
the invocation of business logic to the physical service. The 
virtual service provides the endpoint known to consumers of the 
service. Policies, including security, service level, and availability, 
are applied to the virtual service, not to the physical service. 
Techniques like load balancing and clustering can be applied to 
physical services without affecting consumers. Changes to the 
physical service are hidden from consumers because consumers 
only know about the virtual service. A virtual service is usually 
hosted by a SOA intermediary.  

[SERVICE VIRTUALIZATION] 

See related concept Physical Service. 

Visibility  Includes the information and mechanisms needed to provide 
service consumers awareness of one or more services and to be 
able to interact with each other.  

[REFERENCE-ARCHITECTURE] 

Web Service A software system designed to support interoperable machine-to-
machine interaction over a network. It has an interface described 
in a machine-processable format (specifically Web Services 
Description Language WSDL). Other systems interact with the 
web service in a manner prescribed by its description using 
SOAP messages, typically conveyed using HTTP with an XML 
serialization in conjunction with other web-related standards. 

[W3C] 

Web Service Definition Language 
(WSDL) 

The Web Services Description Language (WSDL, pronounced 
'wiz-dəl' or spelled out, 'W-S-D-L') is an XML-based language that 
provides a model for describing Web services. The meaning of 
the acronym has changed from version 1.1 where the D stood for 
Definition. 

[wikipedia] 

Web Services Interoperability 
Organization (WS-I) 

An industry consortium chartered to promote interoperability 
amongst the stack of web services specifications. WS-I does not 
define standards for web services; rather, it creates guidelines 
and tests for interoperability. 

… 

The organization's deliverables include profiles, sample 
applications that demonstrate the profiles' use, and test tools to 
help determine profile conformance 
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[wikipedia]  

Willingness  Are the participating entities willing to interact based on policy? 
Those policies can be documented in the service description or 
service model.  

[REFERENCE-ARCHITECTURE] 

 

 

 

 

 

3 References 
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1 Introduction 

This Operations Manual (OM) contains detailed information on the control requirements 
and operating procedures necessary to successfully maintain the Enterprise Content 
Management Solution (ECMS). It is written for the operations staff and others who need 
to understand the ECMS operating environment, security, and control requirements. 

1.1 System Overview 

The FAS ECMS mission is to implement an enterprise-wide content digitization and 
content management solution throughout the General Services Administration (GSA) 
Federal Acquisition Service (FAS). ECMS is built upon the commercial-off-the-shelf 
(COTS) EMC Documentum product.  The version currently in use is Version 6.6 (D6.6). 

1.2 Scope 

This document addresses infrastructure, startup/shutdown procedures, and discusses 
reporting and troubleshooting.  

1.3 Coordination with ECMS User Community 

There are several application teams and groups that need to be notified in the event of 
ECMS downtime in the development, test, or production environments.  They comprise 
the ECMS user community; the Operations team is responsible for notifying the 
appropriate user community in the event of an outage, whether planned or unplanned, 
in an environment. 

 SWS 
 eOffer 
 ORS 
 FSSOnline 
 MassMods 
 OCMS 
 Advantage/CORS 
 Fleet – Auctions, CARS/MARS, STR 
 ECMS Administrators 
 CA Managers 
 Test team – only for the test environment 
 Dev team leads – for dev/test/prod environments 
 PBS 
 Regional scanning centers;  
 APM 
 eLibrary 
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Table 1-1 lists organizations that require coordination and interaction in specific 
operation support functions such as installation, upgrade/update, security hardening, 
etc., for ECMS components. 

Table 1-1 Coordinated Events – ECMS Components 

Scheduled Event Organization Support Function POC 

Installation, 
upgrade/update, 
configuration 

FAS/OCIO  

Installation, Operating 
System (OS) Patching 

FAS Management - 
FISMGT Configuration 

Security Hardening 

Installations, 
upgrades, updates, 
patching for: 

O/S, security 

Applied Engineering (AE) 
Installation, 
configuration,OS 
patching 

FAS Management - 
FISMGT 

Installations, 
upgrades, updates, 
patching for: Oracle 

Applied Engineering (AE) 
Oracle upgrades and 
maintenance 

FAS Management – 
FISMGT, FAS Oracle 
support team 

Installation, 
upgrade/update 

eSOA 
Installation and 
configuration 
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2 System Operations Overview 

2.1 Operations 

ECMS runs in a virtualized environment.  There are four Linux Virtual Machines (VMs) 
and five Windows VMs.  The ECMS applications are spread across the nine VMs.   

2.2 Software 

Table 2-1 lists the breakdown of applications and components that are installed on the 
VMs.  It is also the order of application installation, by row. 

Table 2-1 Breakdown of application and components installed on the VMs 

ecm21 ecm22 ecm23 ecm04 ecm05 ecm06 ecm08 ecmcs01 

RHEL5.8 RHEL5.8 RHEL 5.8 Windows Windows Windows Windows RHEL 5.8 

 Oracle   IIS6 IIS6  Centerstage 

JDK JDK   MSOffice ASP.net  QuickLibrary 

    Perl    

JBoss        

DFC CS/TCS   JDK    

WDK        

DA    ASP.net    

   SCS(t)   BOCS  

 ADTS 
docapps 

 Brava 
Server 

ADTS  Captiva 
InputAccel 

 

Brava Webtop RM 
docapps 

 JDK     

BPS  xPlore 
Server 

     

EADS     MFPS   

ECF     DoD   

ECMS     NCSC   

ArchiveViewer     Migration 

scripts 

  

FASWebtop        

ECMS_PBS        

ECF_PBS        

CTAG        
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ecm21 ecm22 ecm23 ecm04 ecm05 ecm06 ecm08 ecmcs01 

KFC        

2.3 Environments 

There are five environments: infrastructure development (inf-dev, a.k.a. sandbox), 
development, test, production, and COOP.   

Sandbox/Infrastructure Development: 

Table 2-2 lists the sandbox environment VMs.  There are four docbases: ecms_global, 
ecms_sb, and ecms_xcp.  The sandbox is used for ECMS internal testing, prior to 
deployment to development, since development is used by the client application teams 
for their own testing. 

Table 2-2 Sandbox/Infrastructure Development VMs 

Machine Name 

ecmslab1 

ecmslab2 

 
Development: 

Table 2-3 lists the development environment VMs.  There are six docbases in the D6.6 
development environment: ecma_aas, ecms_global, ecmsdev, ecms_xcp, ecms_cs, 
and ecms_team. 

 

Table 2-3 Development VMs 

Host Name 

ecm11d 

ecm12d 

ecm13d 

ecm05d 

ecm08d 

ecmcs01d 

 
Test: 

Table 2-4 lists the test environment VMs.  There are four docbases in the test 
environment: ecms_global, ecmstest, ecms_cs_test, and ecms_xcp. 

Table 2-4 Test VMs 
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Host Name 

ecm11t 

ecm12t 

ecm13t 

ecm05t 

ecm08t 

ecmcs01t 

ecm21t 

ecm22t 

ecm23t 

ecm25t 

ecmcs21t 

 
Production: 

Table 2-5 lists the production environment VMs.  There are three docbases in the 
Production environment: ecms_global, ecms_cs_prod, and ecms_prod. 

Table 2-5 Production VMs 

Host Name 

ecm21 

ecm22 

ecm23 

ecm04 

ecm05 

ecm06 

ecm08 

ecmcs01 

ecmaas02 

 
COOP: 

Table 2-6 lists the COOP environment VMs.  The same docbases exist in the COOP 
environment as in production. 
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Table 2-6 COOP VMs 

Host Name 

ecm21 

ecm22 

ecm23 

ecm04 

ecm05 

ecm06 

ecm08 

ecmcs01 

 

2.4 Web Services 

The web service methods are written in Java, and are a layer above the Documentum 
Foundation Classes(DFC) Application Programming Interface (API).  There are 
methods for most of the operations that are available in the DFC for document 
operations.  Eclipse is the Interactive Development Environment (IDE) used by the 
team; Ant is used to build the war files that are deployed to the application servers.  All 
the source code, build scripts, etc. are in Serena/PVCS/Version Manager.  Service 
method users are validated against GSA’s Active Directory (AD). 

 

There are two websites that are maintained by ECMS operations: one for the 
developers of the client application teams (sdk), and one for the potential users of the 
ECMS system (edms).  

The Javadocs for these methods and the convenience libraries are available on the 
developer website.  They are generated via the Ant build script.  They should be 
recopied to the developer site with each deployment. 

2.4.1 Deployment 

The web services are deployed to a JBoss on the App Server VMs.  The deployment 
process is the following: 

For development: 

 Copy the .war file to ecm11d 
 Sudo to jboss 
 Copy the war file to the deploy directory 
 Restart the ECMS JBoss 
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2.4.2 New Users 

The web service methods automatically add new users to the docbase and to the 
ecms_world group in the docbase, if they are in AD. 

2.5 Databases 

There are eight Oracle databases in the 5 environments.  The ECMS administrators do 
not have direct access to the database servers.  The AE Database team handles the 
databases.  Generally, we contact a member of the FAS Oracle support team for Oracle 
issues, and open a ServiceNow ticket with the Oracle Support Team.   

If desired or warranted, sqlplus or SQL Administrator/Developer can be used to access 
the Documentum tables on the database servers. 

2.5.1 Oracle Change 

If there is a change to the Oracle database, the following should be done before and 
after the maintenance. 

Prior to shutdown of the COTS JBoss, run three docbase jobs: 
 StateOfDocbase 
 ConsistencyChecker 
 FileReport 

Shutdown ECMS applications: see Section 3 for shutdown and startup instructions. 

Run the reports again after starting the COTS JBoss, prior to starting the ECFv and web 
services JBosss. 

Compare the StateOfDocbase reports.  The custom doctype totals should match.  If 
they do not, investigate the issue.  It is acceptable that the Documentum totals do not 
match. 

Compare the ConsistencyChecker reports.  The report totals should agree. 

2.5.2 Oracle Password Change 

The Oracle password must be changed on a routine basis as prescribed by security.  To 
perform this change preform following steps:  

1. Stop all InputAccel services 
2. Shut down all Jboss instances 
3. Shutdown Content Server and its associated processes 
4. Change the database password using sqlplus 
5. Go to /config/<repository name>/ 
6. Create a copy of the file with name dbpasswd.txt in the DB change the password of 

Repository Owner 
7. Edit the dbpasswd.txt and replace the new password as plain text 
8. Save dbpasswd.txt 
9. Run the script 
10. Change password. Build and deploy the ctag.war 
11. Change password. Build and deploy the archive_viewer.war 
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12. Log to IA Window server. 
13. Update one BADI IPP process with new OSI DB password (each IPP process contains 7 

ODBC Export modules). 
14. Copy updated IPP configuration to all other BADI IPPs. 
15. Update owner_name of Documentum Export module for all BADI IPPs (each IPP 

process contains 4 Documentum Export modules). 
16. Copy updated IPP configuration for each BU and update to all current non-exported IA 

batches with the same IPP process. 
17. Start Content Server and associated processes. 
18. Start all Jboss instances 

2.6 Electronic Contract File Viewer Application (ECFv) 

ECFv is an application maintained by the ECMS team.  It is used to access content in 
the ECMS repositories.  Client application development teams use it to view their 
documents in the development environment; the test team uses it to help validate their 
test results, in addition to running test on its functionality.  Logins are authenticated via 
Active Directory.  It is currently used in production.  

2.6.1 Deployment 

ECFv is deployed to JBoss using standard CM and middleware procedures. 

For development: 

 Copy the war file to /tmp on ecm11d 
 Sudo to jboss 
 Copy the .war file to the deploy directory 
 Restart the ECF JBoss 

 

2.6.2 New Users 

Users in AD are able to login to ECFv.  Once a user accesses the docbase via web 
services, they are added as a new user by the web services. 

2.7 ArchiveViewer 

This application is currently used by Asset Management personnel to view their 
documents that have been imported into ECMS via web services.  Logins are 
authenticated via Active Directory.  A new war file is uploaded to arlu5 for the 
middleware team to deploy.  It is currently in production. 

2.7.1 Deployment 

Standard CM and middleware procedures are used to deploy this application .war to the 
App Server VM. 
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2.7.2 New User 

Users in AD that are approved by the Asset Management administrator can login to this 
application.  Once web services are used, the user is treated as a new user by the web 
services. 

2.7.3 New Users 

New users are added with approval from the InfoSec group 

2.8  Captiva InputAccel 

Please see the Captiva SOP document. 

3 Shutdown/Startup 

3.1 Applications 

First thing to note: order matters for startup and shutdown.  All Linux scripts should be 
run as the ECMS Admin. 

Note that the ECMS team can also start and stop the JBoss instances in test and 
production. 

 
3.1.1 Startup 

Order matters for startup: first start the content server, then the index server, then ADTS 
services, then the application servers, then any InputAccel services (e.g., InputAccel 
EMC Documentum Server Export), then any Kofax services, and finally CenterStage. 

Content Server 

The startup order matters for the components of the Content Server: 

 Start Docbroker on Content Server 
 Start Repositories on Content Server 
 Start Method Server on Content Server (run in background; append a &) 

The content server should be completely up and running before any additional steps are 
taken.  Tail the log to make sure it comes up completely.  The last few lines of the log 
file should look something like: 
 

Tue Sep  1 20:24:19 2009 531237 [DM_WORKFLOW_I_AGENT_START]info:  "Workflow agent master (pid : 19481, session 
010029a580000007) is started sucessfully." 

Tue Sep  1 20:24:20 2009 548275 [DM_WORKFLOW_I_AGENT_START]info:  "Workflow agent worker (pid : 19492, session 
010029a58000000a) is started sucessfully." 

Tue Sep  1 20:24:21 2009 560694 [DM_WORKFLOW_I_AGENT_START]info:  "Workflow agent worker (pid : 19502, session 
010029a58000000b) is started sucessfully." 

Tue Sep  1 20:24:22 2009 576803 [DM_WORKFLOW_I_AGENT_START]info:  "Workflow agent worker (pid : 19512, session 
010029a58000000c) is started sucessfully." 

Tue Sep 01 20:25:23 2009 [INFORMATION] [AGENTEXEC 19541] Detected during program initialization: Agent Exec connected to 
server ecmsdev:  [DM_SESSION_I_SESSION_START]info:  "Session 010029a580035102 started for user." 
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Index Server 

The startup order matters for the components of the Index Server: 
 Start Index Server in the background 
 Start Index Agent(s) in the background  

Advanced Document Transformation Services (ADTS) 

 Start Documentum CTS Admin Agent 
 Start Documentum Content Transformation Monitor Services (This will automatic start 

Documentum Content Transformation Services) 

Application Server 

There are three JBoss instances: one for the web services, one for ECFv, and one for 
the COTS web applications, which include Documentum Administrator (DA).  The web 
services should be started first; the other two can be in any order. 

 Jboss – ECMS Web Service on App Server 
 JBoss – COTS on App Server 
 JBoss – ECF on App Server 

There are seven JBoss instances: one for the ECMS web services, one for the EADS 
web services, one for ECFv, one for the CTAG web service, one for OSI, and one each 
for ECMS and ECFv for Public Building Services (PBS).  The ECMS and EADS web 
services should be started first; the others can be in any order. 
 

InputAccel Services 

Start any stopped InputAccel services on ecm08 and the IWAC and regional client 
hosts.  In general, the only one that needs to be stopped if the Content Server is 
stopped is the “InputAccel EMC Documentum Server Export” service. 

Kofax Services 

Start the Kofax services in the following order: 

 Kofax Search and Matching Server 
 Kofax Transformation Module – Server Scheduler Service 
 Kofax Capture Export 

Enable the scheduled tasks if they are disabled. 

3.1.2 Shutdown 

Order matters for shutdown: first CenterStage, then any Kofax services, then any 
InputAccel services (e.g., InputAccel EMC Documentum Server Export), then the 
application servers, then the ADTS services, then the index server, then the content 
server. 

Kofax Services 

Shutdown the Kofax services  
 Kofax Capture Export 
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 Kofax Transformation Module – Server Scheduler Service  
 Kofax Search and Matching Server 

Disable the scheduled tasks if the database is down when the tasks are supposed to 
run. 

InputAccel Services 

Stop InputAccel service(s) on the IA server and the IWAC and regional client hosts.  If 
the Content Server is being shutdown, stop the “InputAccel EMC Documentum Server 
Export” service.  If the IA Server VM is being stopped, stop all the InputAccel services. 

Application Server 

There are three JBoss instances: one for the web services, one for ECFv, and one for 
the COTS web applications, which include DA.  The web services should be stopped 
last; the other two can be in any order. 

 JBoss – ECFv on App Server 
 JBoss – COTS on App Server 
 JBoss – ECMS Web Services on App Server  

Advanced Document Transformation Services (ADTS) 

 Stop Documentum Content Transformation Monitor Services  
 Stop Documentum Content Transformation Services 
 Stop Documentum CTS Admin. Agent 

 

Index Server 

The shutdown order matters for the components of the Index Server: 
 Stop Index Agent(s) on Index Server 
 Shutdown Index server on Index Server 

Content Server 

The shutdown order matters for the components of the Content Server:  
 Stop Method Server on Content Server 
 Shutdown Repositories on Content Server 
 Stop Docbroker on Content Server. 

 
Note: use the sudo scripts in the test, prod, and coop environments.  Only sudo to jboss 
in the sandbox and development environments. 

Login ADTS server, go to Windows Services: 
Stop Documentum Content Transformation Monitor Services  
Stop Documentum Content Transformation Services 
Stop Documentum CTS Admin. Agent 

Login to Index Server, and stop the Index Server 
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Login to Content Server, and stop the Content Server.  Look in the directory for the 
shutdown script; this example is for development.  In general, you should make sure the 
scripts complete successfully before running subsequent scripts. 
 

4 Requests/Issues 

This section provides a detailed description of ECMS system operational procedures 
and includes restart/recovery procedures and input and output management. 

ECMS is deployed on the Appian cloud environment. If there is any problem with the 
application, open a trouble ticket with the Appian support team.  

4.1 Break-Fix 

These are the requests that are generated when ECMS users need an immediate fix in 
ECMS to perform their tasks.   These are high priority requests. They are tracked in 
ServiceNow, and corrective action begins as soon as possible after they are reported to 
the ECMS team.  Requests should be reported through the ECMS Administrators email 
group, or by calling the ECMS on-call number. 

4.2 Production Support Requests 

All support requests should be sent to the ECMS Administrator email group.  They will 
be tracked as Serena Business Manager (SBM) or as ServiceNow tickets.  If the 
request includes new functionality, a System Change Request (SCR) is enter in SBM 
which requires approval from ECMS GSA project manager.  A few examples of support 
requests are listed below: 

ECMS web services 

 Addition/Modification of userids, groups, and ACLs 
 Deletion of files created by errors on ECMS client applications or users 

ECFv 

 Addition/Modification of userids, groups, and ACLs 

4.3 ECMS Environment Support 

Issues with the sandbox, development and test environments should be reported by 
sending email to the ECMS administrators group.  Development and test environments 
are supported between 9:00 AM and 5:00 PM Monday-Friday.  Support requests 
outside of this window should be coordinated at least 2 days in advance. 

 

Issues with the ECMS production environment should be reported by sending email to 
the ECMS Administration group or by calling the ECMS On-Call number. The 
production environment is supported 24x7. 
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5 Maintenance Activities 

All maintenance activity on the ECMS production system, whether resulting in downtime 
or not, goes through the FIS CCB. CCB requests must be submitted by 4pm on 
Monday.  Once approved, and depending upon of the type of maintenance, ECMS 
services may not be available during that maintenance window. 

CSC and Middleware are the two teams that we contact for operating systems and 
infrastructure issues. 

A few examples of maintenance are: 
 Operating System patches 
 Firewall updates 
 Oracle database upgrades 
 ECMS upgrades 

All such activities which require ECMS downtime are pre-coordinated with the ECMS 
users, client applications, and the middleware team.  Email (CCN) is sent after CCB 
approval, before the maintenance window, and then again when ECMS is back up and 
running. 

There is no planned maintenance window for ECMS during which ECMS services go 
down.  Usually, such maintenance is done on Sunday morning if possible.  This is the 
slowest time for the ECMS web services. 

Unplanned maintenance can occur if there is a significant issue with any of the 
component applications or any of the servers.  An example would be unexpected 
downtime for the Oracle database.  This would require a restart of the Content Server, 
which means ECMS would require a restart. 

5.1 Oracle Maintenance 

In the case of an Oracle upgrade or similar maintenance activity, an additional step 
should be performed prior to shutdown and after startup.  The following jobs should be 
run: 
 
State of Docbase 
Consistency Checker 
File Report 

Compare the results of the first two jobs; if there is an unresolvable issue, the File 
Report may be of use. 
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6 Content Locations / Filestores 

In normal operations, there are three active filestores in the repository: 
 Documentum-specific documents and objects 
 Encrypted custom type documents 
 Unencrypted custom type documents 

Each custom type stores its objects in a specific filestore.  When a filestore fills up, the 
default_storage attribute must be changed to the next available filestore.  An additional 
filesystem should be requested when the last filestore reaches 60%. 

6.1 Changing the Default Filestore 

Using DA, update the default filestore for all the custom types.  Once this is done, 
shutdown ECMS, clear the application and content server caches, and restart ECMS. 

7 Replication 

Replication is accomplished via EMC RecoverPoint Appliance (RPA). 

8 Backup/Recovery 

ECMS does not allow users or applications to delete documents.  “Deleted” documents 
are made inaccessible by client applications via ACL changes. 

9 Disaster Recovery 

Please refer to the ECMS Checklist for COOP Failover. 

10  Testing 

10.1 Web Services 

There is an ECMS test client that is used primarily to test new deployments of web 
services.  There are several methods in this test client: 

 Import 
 Export 
 Checkout 
 Checkin 
 GetAcl 
 SetAcl 
 SetIndividualAclEntry 
 GetMetadata 
 SetMetadata 
 Update 
 Query 
 Delete 
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 GetGroup 
 SetGroup 
 GetGroupMemberships 
 Publish 
 Promote 
 Demote 
 Copy 

Each method returns xml that contains success/failure, metadata, and content, if 
applicable. 

These can also be used to test changes in the underlying infrastructure 

10.1.1 New or Updated Document Type 

The following methods should be called to test the new document type: 
 Import a document of this type 
 Export this document 
 GetMetadata for this document 
 SetMetadata for this document 
 GetAcl for this document 
 SetAcl for this document 
 Update this document 
 Query for this document; use both basic and type-specific query methods, 

specifying the new attribute(s), if any. 
 Delete this document 

Finally, login to DA and delete all versions of this document 

10.1.2 New Client Application 

Set the test client to use the new client application certificate, and run the following 
tests: 

 SetGroup 
 GetGroup 
 Import a document 
 Get this document 

Finally, login to DA and delete this document. 

10.1.3 Active Directory Change 

Each web service method call accesses Active Directory.   The simplest method to call 
is SetGroup.  Tail the web services JBoss log; it will be immediately obvious if the AD 
credentials do not work. 

10.1.4 Updated Web Service Method 

Run a test of this new method using two or more client certificates. 
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10.2  ECFv 

For an Oracle SID change in production, update for the following file: 

hibernate.cfg.xml 

For example, change ECMSMSTR to ECMSRPA. 

Then redeploy ECFv. 

10.3  ArchiveViewer 

For a service account change, modify the web.xml file. 

10.4  InputAccel 

For an Oracle SID change in production, update for the following servers: 

Table 10-1 Input Accel servers 

Name Location 

ecm08 Production 

iawc02 IWAC 

iawc01 R10 

iawc01 R6 

iawc01 R2 

 

11 Ops Report 

The ECMS Ops report is generated on a daily basis and uploaded on the FAS Google 
site. 

The Notes, Issues, Applications, and Uploads by Application sections are also emailed 
to the ECMS team members and Government leads. 

11.1 Issues and Notes Sections 

These two sections contain any current issues and notes.  Examples are Problem Alerts 
(PAs) and their current status, upcoming CCNs for maintenance, etc. 

11.2  Applications Section 

For the Ops report, whoever is on-call MUST login to every production application that 
ECMS has.  For web services, tailing the log and seeing current activity/no errors are 
sufficient. 
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Check email for any Pas or CCNs that affect ECMS applications.   Check ServiceNow 
for any alerts that affect ECMS applications. 

Web Apps  

 ECMS - running  
 EADS - running; no errors  
 ECF - running  
 ArchiveViewer - running  
 ECMS_PBS - running  
 ECF_PBS – running 
 CenterStage – running 
 QuickLibrary – running 
 KFC - running 

InputAccel  

 Services are running.  

11.3  Usage Section 

1.) Run a df –h command to get the filesystem usage. 

 
2.) Run Linux command to find the number of processes and connections to database. 
3.) Get the number of docbase sessions and add it to this section.  DA can be used to 
get the number of sessions. 
 
Note that there are cronjobs for this information.  Email is sent to the ops team every morning 
with the information. 
 

11.4  Repository Section 

Verify the status of the content server jobs listed. Make sure all jobs ran successfully, 
check the reports as needed, and update the Ops report accordingly.  Download the 
StateOfDocbase report and upload it to Google Drive. 

Content Server Jobs  

 State of Docbase - ran successfully  
 DB Warning - under threshold  
 Content Warning - under threshold  
 Consistency Checker - ran successfully  
 Log Purge (15 days) - ran successfully  
 File Report - ran successfully  
 Queue Management - ran successfully  
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Run a SQL query to obtain the daily totals, and add the results to the monthly 
breakdown. 

Run a SQL query to obtain the upload breakdown by application. 
 

Note that there are cronjobs to generate the daily, weekly, and by application 
information.  The information is sent in emails to the ops team. 
 
Add the daily totals to the yearly spreadsheet and put the daily, monthly, and yearly 
information on the report.  
 
Take the total objects and total content from the StateOfDocbase report and add them 
to the report. 
 

12  Metrics – Information for the Monthly Status Report (MSR) 

Under Development 

13  Installing VeriSign Certificates 

The new certificate goes in the keystore for the JBoss instance. 

Check the properties file for each JBoss instance that uses a VeriSign certificate.  The 
properties file has the location of the keystore and truststore.  At this point, only the ECF 
instance uses a VeriSign certificate. 

You will have to re-import the additional certificates into the keystore. 

 

14  Notifications, Monitoring, and Reporting 

14.1  Notifications 

ECMS/Documentum sends email to the system administrators for a variety of reasons.  
These come from several content server jobs that run at night.  eRoom also sends 
reports nightly at midnight. 

The system administrators check email first thing in the morning, and throughout the 
day. 

The Content Server is set up to send the system administrators email in the following 
circumstances: 

 A job fails.   
 A filestore is reaching capacity. 
 Database tablespace is reaching capacity. 
 A workflow changes. 
 A new user is added to the docbase. 



 

ECMS Operations Manual 

 6 August 13, 2013 

 

 A user is added to a docbase. 
 An error occurs connecting to AD. 
 A duplicate keyfile is uploaded by an application. 

SiteScope and Nagios are configured to send email alerts to the ECMS administrators 
group and to send messages to the on-call phone in the event that a monitored service 
(Windows) or process (Linux) stops. 

Nagios and SiteScope both send alerts to the ECMS administrators group and to the 
on-call phone for a wide variety of issues.  These PAs can be for disk usage, CPU 
usage, high swap, application processes not running, etc. 

Nagios is also configured to send email alerts to the ECMS administrators group and to 
send messages to the on-call phone in the event that any of the set of messages listed 
below appears in the Documentum Method Server log.   

AE teams also send Problem Alerts (PAs) to the ECMS Administrators and/or other 
email groups. 

 
 error during session construction  
 DFC_SESSION_DOCBASE_UNREACHABLE  
 java.net.SocketException: Too many open files  
 DFC_DOCBROKER_REQUEST_FAILED  
 java.net.SocketException: Broken pipe  
 DM_OBJ_MGR_E_VERSION_MISMATCH 
 Non-null value for configuration parameter -docbase which is required for this method to run, was 

not defined in ARGUMENTS 
 

14.2 Monitoring 

The following monitoring activities are done on a continual basis by the ECMS 
operations team: 

 Monitoring production logs for ECMS web applications: ECMS and EADS web 
services, and ECFv. 

 Checking email for any warnings or advisories as described in Notifications, 
including failed jobs.   

 Monitoring the number of connections to the database server. 
 Checking Documentum jobs: results and job reports. 
 Monitoring the health of the Content Server using DA or RePoint, in particular for 

the number of sessions. 
 Monitoring the docbase log(s). 
 Run queries for the EADS application. 
 The following jobs run continuously: 

o The replication job runs at one hour intervals 
o gwmTaskAlert runs every 55 minutes – sends email if task duration 

exceeds limit 

The following monitoring activities are done on a daily basis: 
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 Checking application server filesystem space, and, if needed, performing cleanup 
of unnecessary files (e.g., older logs), or possibly requesting additional space.  
This is usually done either early morning or late evening; no downtime is 
required.  There are now crontab entries for JBoss to automatically delete 
temporary files on a regular basis.   

 Purging the logs directory on Content Server.  Mostly this will be dfctrace*.log 
files.  This is temporary while CYA is being tested on development. 

 Checking that InputAccel scanning services are running.  SiteScope alerts are 
configured to send email to ECMS Administrators and a text message to the on-
call phone. 

 Logging into EDMS and ECMS eRooms. 
 Logging in to ArchiveViewer and ECFv. 
 Checking daily Documentum jobs: results and job reports. 
 The following Content Server jobs run nightly 

o ConsistencyChecker – checks the consistency and integrity of docbase 
objects 

o ContentWarning – checks filestore usage 
o DBWarning – checks database tablespace usage 
o gwmClean – checks for orphaned decision objects 
o LogPurge – remove server, session, job, and method log files older than x 

days; x = 15 
o SCSLogPurge – remove SCS log files older than x days; x = 15 
o StateOfDocbase – creates report containing docbase metrics and 

configuration settings 
o FileReport – create report showing filesystem paths for docbase objects 

 Checking the content server filesystem space (data files) and if the content file 
space is reaching the end of available space, then pointing the custom document 
types to next available filestore. 

The following monitoring activities are done on a weekly basis: 
 DataDictionaryPublisher – publishes changes to doctypes 

The following monitoring activities are done on a monthly basis: 
 The following Content Server jobs run monthly 

o DMClean – check for orphaned objects 

The following monitoring activities are done on a semi-monthly basis: 
 Archiving old logs. 

In addition, please refer to Appendix C for detailed monitoring information 

14.3  Reporting 

In the case of unplanned maintenance or an incident, the ECMS Administrators group is 
notified as soon as the information is available via email.  In the event of a critical 
situation, the ECMS on-call phone is used.  The ECMS user community is notified of 
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unplanned maintenance as soon as possible after that.  The current notification list is 
kept in the FAS ECMS eRoom. 

Database tablespace warnings are reported to the ECMS Administrators group and 
forwarded to the Oracle DBAs for action, if required. 

Job failures are investigated and reported to the ECMS Administrators group.  The 
failed job is rerun; if it fails a second time, it is rerun with an increased trace level.  The 
option to deactivate on failure may be turned on so the trace report can be examined. 

Filesystem warnings are investigated and fixed.  An email response is sent to the 
originator, usually CSC personnel, using reply-all. 

Network errors between the Content Server and its database generally require an 
ECMS/ECFv restart. 

At this time, reports are disseminated twice a day on the health of the EADS application 
and its processes and jobs. 

15  ECMS Certificate Authority (CA) and Certificates 

ECMS ops maintains a CA for the sandbox, development, and test environments, and 
one for the production/coop environments. 

15.1  Renewing ECMS CA Public Key 

Steps: 
1. Create the new public key using openssl 
2. Save the old keystore/truststore 
3. Import the new key 
4. Lock out the application users 
5. Shutdown ECMS and EADS web services 
6. Clear caches 
7. Restart ECMS and EADS web services 
8. Run tests 
9. Unlock the application users 
10. Refer to the shutdown and startup sections for those instructions.  An example session 

for the key renewal follows: 
11. openssl req -new -key  
12. openssl req  -x509 -nodes  
13. openssl req  -x509 -nodes -days NNNN -key  

 
 

Some client applications may require a new certificate.  This was not the case in the 
development/test renewal. 

 

16  Switch LDAP Server 

All applications that use LDAP need to be updated and redeployed to the app servers. 
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 Properties files updated for ECF, ECF_PBS, ArchiveViewer 
 Docbase LDAP config objects 
 Docbase AD credentials file 

 

17  Partitioning Documentum tables at the Oracle level 

Simple checklist: 

1) Shutdown ECMS applications 
2) Shutdown database 
3) Create new duplicate table with PARTITION BY RANGE (TIME_STAMP) 
4) Copy last 6 months of data from existing table into newly created table 
5) Rename old table 
6) Rename newly created table  
7) Archive the old table 
8) Restart database 
9) Restart ECMS applications 

18  Department of Defense application – Transfer files to GSA 
FTP server 

This application resides on ecm06.  Open a dos prompt to run the script manually. 

The logs will be in d drive 

Capture the output of the run in an appropriately-named file, e.g., dod_run_<date>.txt. 

 

19  Producing the Quarantine Report 

To produce the Quarantine Report perform the following steps: 
1. Open  Weekly ITS Contract Report from email (that is automatically generated via a script) 

a. Click view entire message so the entire list appears 

b. Copy and Paste to Note file  

c. Save the file (saving as .txt) 

2. Open Excel and open the .TXT file 

a. Delete the rows that have just dotted lines and/or dashes 

3. Select Column E (or status column) 

a. Using find and replace do the following: 

i. Find Scanning Replace with 2. Scanning Finished 

ii. Find Approved Replace with 4. Approved 

iii. Find QA Finis and Replace with 3. QA Finished 

iv. Find Quaranti and Replace with 1. Quarantine 
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4. Delete Column F 

5. Sort on columns E (Status) and A (Quarantine ID) 

6. Open Weekly ITS Contract Keys Report from email (that is automatically generated via a script) 

this has the PCO and PCS 

a. Click view entire message so the entire list appears 

b. Copy and Paste to Note file  

c. Save the file (saving as .txt) 

7. Create a new sheet in the Excel file that you’re working on 

8. Copy contract #column from the Weekly ITS Contract Report  

a. Paste in column A  

9. Open the text file that you just created 

a. Delete the “junk rows”( that have just dotted lines and/or dashes ) 

b. Delete the row at the bottom that has [Messaged clipped] 

c. Delete columns D & E 

10. Copy and Paste into column D on blank sheet 

a. Sort by Contract# (A to Z) 

b. Sort by Creation Date (newest to oldest) 

11. In cell I2 create this formula: =IF(D2=D1, 1, 0) 

a. Use paste special and copy and paste VALUES in cell J2 

b. Sort by column J 

c. Delete 1’s that appear in the (J)column 

12. In column C2 use this formula1: =IF(ISERROR(MATCH(D2,A:A,0)),"",D2) 

a. Delete column J 

b. Sort by column C (Z to A) 

c. Select all rows in D:F that go down to column C 

d. Put PCS role before PCO 

e. Delete sheet 2 

13. Copy D:F to H:J on report 

a. Select columns A:F 

i. Sort on contract # (A to Z) 

b. Select columns H:J 

i. Sort  on contract # (this way you’ll  be able to compare the two columns) 

c. In column G use this formula: =IF(D2=H2, 0,1) 

i. Match the duplicates 

1. Look for the first “1” 

2. Insert copy cells and shift down (repeat this until you get to bottom) 

ii. Delete G:H columns 

iii. Sort by Status (A to Z) 

                                                 
1 This is to check whether the value in D2 is present in anything in the A column. If so, display the D2 value. 
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iv. Sort by Quarantine ID (smallest to largest) 

v. Make sure that you’ve deleted sheet2 

vi. Save and email report 
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Appendix A.  Acronyms 

Acronym Definition 

AD Active Directory 

AE Applied Engineering (FAS OCIO Division) 

APSA Acquisition Planning Segment Architecture 

APW Acquisition Planning Wizard 

BPM Business Process Management 

CTAG Contract Tab Advisory Guide 

CTO Chief Technology Officer 

DB Database 

DEV Development (System Environment) 

DM&E Development, Maintenance, and Enhancement 

DNS Domain Network Service 

ECMS Enterprise Content Management Solution 

EDMS Enterprise Document Management System (precursor to ECMS) 

ENT GSA Enterprise Network 

eSOA Enterprise Service Oriented Architecture 

FAS Federal Acquisition Service 

GSA General Services Administration 

IP Internet Protocol 

LDAP Lightweight Directory Access Protocol 

O&M Operations and Maintenance 

OCIO Office of the Chief Information Officer 

OM Operations Manual 

OS Operating System 

PA Problem Alert 

PDF Portable Document Format 

POC Point of Contact 

PROD Production (System Environment) 

SDD System Design Document 

SOA Service Oriented Architecture 

SOP Standard Operating Procedure 

SSO Single Sign-On 
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Acronym Definition 

TEST Test (System Environment) 

WAR Web Archive 
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Appendix B.  Scenarios 

 
Incident Recovery Strategy Backup Elements Used Pre-requisite Backup Process What would be lost? 

User accidentally 
deletes file/files 

 

Application bug deletes 
file/files 

Review loss report from 
user/client application 

 
Recover the files from our 
wastebasket 

Wastebasket We don’t allow deletes; we simply 
hide  

the file in our docbase by setting a  

super-user-only ACL 

Nothing 

Malicious Object 
Deletion (Replicated) 

Perform Analysis to decide 
between “restore to 
recovery point” and 
“Create Clone from 
Backup and Selectively 
Recover Objects” 

NMD SA Backup 

NMD All Backup 

NMD SA Backup 

NMD All Backup 

Either files/updates since 
recovery point or 
files/updates that were 
created and deleted since 
recovery point 

File/files is/are 
deleted/corrupted at the 
operating system level 

Confirm missing content 
via Documentum job/report 

 

Locate missing file on 
COOP 

 

If successful, copy file(s) 

 

If not successful use 
NMD’s File Reports to 
identify the most recent 
backup of the files SA 

 

Use NMD to restore the 
file/files 

COOP Site 

 

NMD File Report 

NMD SA Backup 

COOP Replication 

 

NMD SA Backups with File Reports 
on  

and File Reports being maintained  

as long as tapes 

If found on COOP you could 
potentially lose updates since 
last replication 

 

If found on NMD SA Backup 
then you could lose updates 
since NMD SA Backup date 

Database Corrupted Recover database to latest 
backup point 

 

Identify and archive off 
‘orphaned’ files 

 

Work with 
users/applications to 
attempt to rebuild meta-
data for ‘orphaned’ files 

Database Backups 

(Potentially database 
Replication) 

 

Documentum job to identify 
‘orphaned’ files 

Database Backups 

Database Replication 

Documents imported since 
last backup/replication would 
be ‘orphaned’ 
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Incident Recovery Strategy Backup Elements Used Pre-requisite Backup Process What would be lost? 

Total Loss Failover 

Determine if COOP is 
more current then last 
backup image 

If COOP is more current, 
rebuild production and 
replicate back 

If backup is more current 
then rebuild production, 
restore to production then 
reconcile new content to 
production 

Failback 

COOP Site 

 

NMD All Backup 

COOP Replication 

 

NMD All Backups 

Any file/update not caught by 
replication or backup 
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1 Introduction  

This document provides the FASeSOA Governance Model and Procedures to leverage all 

Enterprise SOA assets. Defining a SOA Governance Model is a challenging undertaking since it 

cuts across business and technical organizational boundaries. Since this effort is iterative based 

on feedback and lessons learned from the appropriate stakeholders, this document will be a 

living document, meaning it will go through many revisions in the future. 

1.1 Purpose  

The biggest benefit provided to the business by the FASeSOA environment is agility: the ability 

to implement new requirements in a very short time by reusing IT assets such as business process 

models, rules, model implementations, services, and schema (data). In order to achieve this 

agility, it is critical for FAS to expose and protect these assets in a systematic way. The roles, 

responsibilities, and processes needed to accomplish this can be instituted via a governance 

model. This document provides this governance model and illustrates the application of this 

model via a set of governance procedures. 

1.2 Scope 

This document addresses the governing checkpoints and processes to assure the proper execution 

of the lifecycle methodology of each enterprise wide FASeSOA asset. Specifically, the SOA 

Asset Governance Model defines: 

 What has to be done?  

 How is it done? 

 Who has the authority to do it?  

 How is it measured?   

The lifecycle methodology for each asset is out of scope and is addressed in the FASEeSOA 

Lifecycle Methodology: An extension to the FAS SDLC document [1.5]. 

Note: This document is limited to applying policies in build time. Run time governance is 

achieved by application of technical and infrastructure policies and is described in the FASeSOA 

Reference Architecture [1.5] document. 

1.3 Audience 

The audience for this document includes all FASeSOA participants, namely: the SOA 

Governance Board, the FASeSOA Service Providers, the FASeSOA, and Service Consumers.  

1.4 Program Description 

FAS is a service operating at the core of the GSA mission, leveraging the buying power of the 

Federal Government to acquire the best value for taxpayers and Federal customers. To support 

GSA and accomplish the mission, FAS uses innovative techniques, acquisition expertise, and 

electronic tools to successfully deliver new and existing services, products, and solutions. FAS 
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has a deep understanding of GSA's customers to offer multiple channels for 

customers to acquire needed solutions. The result is an organization that is capable of delivering 

excellent acquisition services efficiently and effectively and providing best value to Federal 

customers and the taxpayer. 

The FAS Office of the Chief Information Officer (CIO) supports the FAS mission by developing 

and managing Information Technology (IT) solutions and delivering IT services. In support of 

these critical services, FAS has developed many major IT application systems. These 

applications must be operated, maintained, developed, modernized, enhanced, and receive 

continuing technical support for FAS to continue serving the taxpayer. FAS pledges to put 

customer service first and promises to provide innovative, best-value solutions. FAS is 

committed to ensuring the proper use of GSA contracting vehicles, tools, and services. 

The GSA FAME Program provides ongoing, steady-state operations and maintenance of FAS 

systems. The scope of this effort encompasses services associated with the Operations and 

Maintenance (O&M) and Development, Modernization, and Enhancements (DM&E) of FAS 

Information Technology (IT) Systems. Additionally, FAS system improvements will be provided 

through the issuance of Emerging Technology Task Orders. 

1.5 Reference Documents 

1. FASeSOA Charter (to be published). 

2. FAS SOA Vocabulary, Version 1.0, L-SOA-DD002-02, March 2011. 

3. FAS SOA Reference Architecture, Version 1.0, L-SOA-DD004-01, March 2011. 

4. FAS SOA Lifecycle Methodology, Version 1.0, L-SOA-LC001-01, March 2011. 

5. FAS Business Process Modeling Standards and Guidelines, Version 1.0, L-SOA-UM004-

01, December, 2010. 

6. FAS Service Owner Model and Heuristics, L-SOA-CM003-01, Version 1.0, December 

10, 2010. 

7. FASeSOA Roadmap (to be published).  

8. FASeSOA SOAP Security Handbook, L-SOA-UM001-01, Version 1.0, September, 2010. 

1.6 Glossary 

The glossary for this document is provided in [APPENDIX A]. 
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2 FASeSOA Governance Scope and Context 

The Gartner group predicted that “through 2010, the biggest barriers to SOA adoption will be 

non-technical issues related to inadequate governance, lack of clear value metrics, poorly 

defined requirements and scope, and insufficient business involvement in project prioritization 

and service identification.”[2]. 

They were correct in their prediction. It is now more important than ever to institute an effective 

Governance Model within FASeSOA. 

2.1 Corporate Governance 

Corporate, or enterprise governance, establishes the rules and the manner in which an enterprise 

conducts business, based upon its strategy, marketplace, and principles of doing business. It 

defines for employees and for business associates the processes that are used to conduct 

operations and the manner in which people interact. Beginning with the board of directors and 

extending throughout the organization, there are many aspects and levels of corporate 

governance. All aspects of the business are touched in some manner. Governance is applied to 

major functional areas of an organization. Organizations govern their financial assets, human 

resources, customer relations, intellectual property portfolio, and their Information Technology 

[3]. 

2.2 FAS IT Governance 

FAS IT Governance refers specifically to the aspects of governance that pertain to an 

organization’s information technology processes and the way that those processes support the 

goals of the business. For more information about FAS IT governance, please see the FAS IT 

governance document [4]. 

2.3 Relationship between FASeSOA Governance and IT Governance 

SOA governance identifies the changes to IT governance to ensure that the concepts and 

principles for service orientation and its distributed architecture are managed appropriately and 

that services are able to deliver on the business goals.  

SOA governance addresses how an organization’s IT governance decision rights, policies, 

processes, and measures need to be modified and augmented for the successful adoption of SOA, 

thus forming an effective SOA governance model. SOA governance provides an essential 

framework for achieving functional and nonfunctional (security, reliability, and performance)  

interoperability of services across line of business (LOB) boundaries.  

2.4 FASeSOA Maturity Model and Target State 

The ultimate goal of SOA is transform the enterprise to a business aligned IT environment where 

new business requirements can be implemented rapidly via recomposing or rearranging reusable 

services (that encapsulate steps in a business process). This goal can be achieved by diligently 

advancing and maturing the current FAS environment through the following phases or levels of 

the FASeSOA maturity model: 
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1. Point-to-point services – at this level, most applications are invoking 

services via a point to point mechanism driven from divisional teams. 

2. Architected services – at this level, a conceptual and concrete FASeSOA Reference 

Architecture (FASRA) is created consisting of SOA infrastructure components and 

capabilities [3].  The FASRA components (e.g., Service Management, Enterprise Service 

Bus) provide a mediation layer between the service consumer and service providers to 

enables enterprise level visibility. In addition, an enterprise repository is populated with 

the reusable enterprise services for discovery. 

3. Business Process driven services – at this level, business processes are defined using 

enterprise wide best practices [5]. 

4. Measured – at this level, business process activities are measured and monitored to 

ensure that Key Process Indicators (KPI) are being met. 

5. Optimized – at this level, business processes are optimized and in some cases 

reengineered based on feedback from operations. 

 

The current state of the FAS application portfolio is somewhere between levels 1 and 2.  

Transition to level 3 is a must for FAS while level 5 is a desirable (“good to have”) state. For 

details on the transition strategy and mechanics, please see the FASeSOA Roadmap document 

[7]. 

2.5 Key Areas Addressed by the FASeSOA Governance Model 

The FASeSOA Governance Model shall answer the following questions: 

 What common business services are needed?  

 What potential applications (service consumers) will reuse these service(s)?  

 Which policies are common, which are unique?  

 Can the differences be isolated to maximize consistency?  

 What services already exist and are candidates for reuse? 

 Who decides which existing LOB/Business Domain service has the best customer data 

for the new shared process to be used by all LOBs?  

 Who owns the shared service(s)?  

 Who should fund it?  

 Who is responsible for upgrades?  

 How to motivate each LOB to reuse the service (rather than their own unique version 

because they feel they have unique needs)?  

 Who decides who can use the service and how often? 

 How to organize the shared services/assets so they can be effectively reused at a later 

date?  



 

FASeSOA Governance Model and Procedures 

 5 March 30, 2011 
 
 

 Who is allowed to change a service reused by others?  

 Who is using a service and what will be impacted by changes to that service?  

 Who needs to approve any changes?  

 Who will be responsible for funding upgrades to meet a specific user's requirements? 

The Governance Model will provide control points for each of the following FASeSOA aspects: 

 Service registration  

 Service versioning  

 Service deprecation 

 Service ownership  

 Service funding  

 Service monitoring  

 Service auditing  

 Service diagnostics  

 Service identification  

 Service modeling  

 Service publishing  

 Service discovery  

 Service development  

 Service consumption  

 Service provisioning  

 Service access 

 Service and composite app deployment 

 Service security 

2.6 Governed Components 

FASeSOA Governance Model will address the following governed components or reusable 

assets: 

6. Business Process Models (BPrM) 

7. Business Process Model Implementation (BPrMI) 

8. Business Rules (BR) 

9. Schemas representing the Canonical Data Model (CDM) 

10. Services (Business and Utility/Technical) 
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11. Capabilities (functionality that is candidate for transforming into a service) 

2.7 Means of FASeSOA Governance 

The FASeSOA governance scenarios to govern each FASeSOA asset shall be guided by policies 

and standards. The governing scenarios shall be managed by responsible parties (namely the 

SOA Governance Board). The scenarios shall be documented and implemented by procedures 

automated via the FASeSOA governance tools. The adoption of the procedures will be measured 

via metrics and accelerated via training. The figure below illustrates the means via which the 

FASeSOA reusable assets will be governed.  
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Figure 2.1: Means of SOA Governance 

Note that as FASeSOA evolves, the governance procedures will also need to evolve in order to 

stay relevant. This is what constitutes governance vitality.  

To ensure governance vitality, the SOA COE team will set up metrics to measure the 

effectiveness of the SOA Governance procedures. Periodic reviews of these metrics will be 

conducted to provide lessons learned and act as a feedback loop into the governance procedures. 

The SOA COE will also stay current on industry practices in SOA to help keep the SOA   

Governance procedures current and refreshed as necessary to maintain vitality. 

Policies are central to governance. Though the policies can be applied at various levels such as 

business, architecture, service, and technology, we will emphasize our discussion in this 

document to the business areas. Please refer to the FASeSOA Reference Architecture [1.5] for 

policy management in non-business areas. 

Some of the key policy decisions that need to be made are in the following areas:  

 Reuse - How to ensure that business services are being developed for optimal reuse and 

interoperability.  

 Adoption - How to ensure that business services have proper visibility, and there is a 

smooth and productive collaboration among LOBs.  

 Sustenance - How to ensure SOA sustains in the long run.  

2.8 Keys to Success 

Here are the criteria for an effective FASeSOA Governance Model: 

1. It must ensure the alignment between FAS Business Owners and Technology folks. 

Therefore it must include folks from business and technology groups. 

2. It must be lightweight yet comprehensive enough to accelerate FASeSOA adoption in 

GSA. 

3. It must balance between rigor and flexibility. 

3 Phased Approach to FASeSOA Governance 

SOA Governance is a broad area requiring the integration of technical and organizational 

aspects. Getting agreement between all the parties to create an ideal governance model calls for 

an iterative process rather than an “all or nothing” approach. In FAS, we have the following 

phased approach to governance: 

Phase 1 (current state): The key SOA assets such as services, schemas, and capabilities are 

discoverable as part of the asset portfolio with limited workflow support. Traversing through the 

asset lifecycle (e.g., development, test, operational) is done manually by the FASeSOA 

participant who creates the asset. The governance board mainly consists of a “reuse architect” 

and a system administrator for the enterprise repository. Each entry of an asset will require 

approval via the reuse architect. 
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Phase 2 (target state):  Other key assets (e.g., business process models, business 

process rules, and business process model implementations) will be populated into the repository 

manager asset portfolios. The “reuse architect” role will be expanded to include other members 

(e.g., Service Portfolio Architect, Governance Lead, Business Owner) to fully govern the asset.  

The lifecycle of each asset will be fully governed by the enterprise repository workflow engine. 

The rest of this document will discuss the governance model with the target state (Phase 2) in 

mind. 

4 SOA Governance Board (SGB) Structure and Procedures 

This section describes the FASeSOA Governance Board structure and procedures. Please refer to 

the figure below as a reference for the discussion in this section. 

Executive Sponsor/CIO

Enterprise Architect
Business Owners

Governance Lead (eSOA)

Data Architect/s

 Service Portfolio Architect/s (eSOA)

ESB Architect/s (eSOA)

BRMS Architect/s (eSOA)

BPMS Architect/s (eSOA)

Repository Toolsmith/s (eSOA)

SOA Security Architect/s (eSOA)

SERVICE PROVIDER 
TEAMS

Service Manager/

Owner

Business Analyst/s

Service Architect/s

Service Developer/s

Service Tester/s

Service Monitor/s

OPERATIONS TEAM
Operations Manager 

(eSOA)

Operations Architect/s 

(eSOA)

Applied Engineering 

Staff

 
SERVICE CONSUMER TEAMS

Service Manager/Consumer

Business Analyst/s

Solutions Architect

Service Architect/s

Service Tester/s

Service Developer/s

 
 SOA 

Performers

SOA 

Governance 

Board (SGB)

 

 

Figure 4.1 FASeSOA Governance Board 

The FASeSOA Governance Board (SGB) consists of the following roles (note that one person 

can fill multiple roles if necessary): 
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1. Executive Sponsor/CIO - the executive sponsor (in our cased, the CIO) 

ensures that the FASeSOA effort is well funded and acts as an organizational champion 

to transform from a divisional based IT to an enterprise SOA target state.  The executive 

sponsor does not necessarily participate in day to day governance procedures. 

2. Business Owners – business owners have intimate knowledge of the FAS business 

requirements. In the FASeSOA environment, their main role will be to ensure that 

business processes and its downstream assets (i.e. services, schemas, business process 

implementation, and business rules) are all aligned and are in harmony to meet the FAS 

business goals. 

3. Enterprise Architect – the enterprise architect ensures that FAS is aligned to overall GSA 

Enterprise Architecture and its respective architects (driven from OMB).  He/she works 

closely with the business owners and the service portfolio architects to ensure that 

FASeSOA is aligned to the business. The enterprise architect does not necessarily 

participate in day to day governance procedures. 

4. Governance Lead – as new requests from FASeSOA participants come to the SGB, the 

governance lead manages and coordinates the overall activities required to complete each 

request. 

5. Service Portfolio Architect/s – the service portfolio architect ensures that any service 

lifecycle action is in harmony with the overall GSA service portfolio. The service 

portfolio has intimate knowledge of the criteria for a reusable service and its implications 

(e.g., service ownership) on the enterprise. This role can be filled by multiple people. 

6. ESB Architect – the ESB architect ensures that the physical ESB is leveraged correctly in 

the FASeSOA environment. 

7. BPMS Architect – the BPMS architect ensures that the FAS business process engine is 

leveraged correctly (as per FASeSOA best practices) in the FASeSOA environment to 

enable business driven SOA. 

8. BRMS Architect – the BRMS architect ensures that the FAS business rule management 

product is leveraged correctly (as per FASeSOA best practices) in the FASeSOA 

environment. 

9. SOA Security Architect – the SOA Security Architect ensures that FASeSOA assets are 

implemented as per FAS security policies while complying with FASeSOA security best 

practices                                                  

10. Data Architect/s – Data Architect/s in the FASeSOA context ensure that the business 

entities represented by data is governed appropriated in relations to the assets that 

consume the entities. This role can be filled by multiple people. 

4.1 SOA Performers 

This group consists of all performers of the FASeSOA environment ranging from Service 

Consumers, Service Providers and Operations/Infrastructure. 



 

FASeSOA Governance Model and Procedures 

 11 March 30, 2011 
 
 

4.1.1 Service Consumer Team 

The Service Consumers consist of participants who invoke and consume services in the 

FASeSOA environment.  

4.1.2 Service Provider Teams 

The Service Providers consist of participants who are responsible building the services to be 

consumed in the FASeSOA environment. 

4.1.3 Operations Team 

The Operations Team consists of staff from the eSOA and the Applied Engineering team. 

4.2 SOA Governance Board 

The SOA Governance Board is sponsored by Business Owners and the CIO and contains Subject 

Matter experts from different aspects of SOA. This section will be completed in a future version 

of this document. 

4.3 SOA Repository 

As shown in the figure below, the SOA SoftwareRepository Manager is the main tool for SOA 

Governance.  It housed asset metadata, asset lifecycle standard and guidelines, and includes an 

asset lifecycle governance workflow engine. When necessary it integrates with other FAS 

repositories to access artifacts that support governance. 
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Figure 4.2: FASeSOA Governance Tooling 

This section addresses the asset lifecycle governance procedures for each of the following 

reusable FASeSOA assets. 

4.4 Business Process Model Governance Processes 

4.4.1 Propose a new Business Process Model 

To be completed in a future version of this document. 

4.4.2 Version an existing Business Process Model 

To be completed in a future version of this document. 

4.4.3 Deprecate an older version of a Business Process Model 

To be completed in a future version of this document. 

4.5 Business Rule Governance Processes 

To be completed in a future version of this document. 

4.5.1 Propose a new Business Rule Package 

To be completed in a future version of this document. 

4.5.2 Version an existing Business Rule Package 

To be completed in a future version of this document. 

4.5.3 Deprecate an older version of a Business Rule Package 

To be completed in a future version of this document. 

4.6 Business Process Model Implementation Processes 

 To be completed in a future version of this document. 

4.7 Schema (Canonical Data Model) Governance Scenarios 

4.7.1 Propose a new Schema 

To be completed in a future version of this document. 

4.7.2 Version an existing schema 

To be completed in a future version of this document. 
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4.7.3 Deprecate an older version of schema 

To be completed in a future version of this document. 

4.8 Service Governance Scenarios 

This section describes the service lifecycle governance procedures. 

4.8.1 Service Lifecycle Stages  

The Service Governance procedures essentially govern the service asset at various checkpoints 

of the FASeSOA Lifecycle methodology [4]. 

Error! Reference source not found. illustrates how the FASeSOA service lifecycle stages are 

overlaid within the current FAS SDLC. A release or a feature set of functionality traverses from 

Initial Concept to the Disposition stage as part of the FAS SDLC. The feature set is governed as 

a project across each of the FAS SDLC stages. Since services must be aligned with the business 

and be derived from a business task in a business process, service identification cannot begin 

until the Business Modeling stage is completed (during the Requirements stage of the FAS 

SDLC). From this point onwards, the service lifecycle stages closely track the FAS SDLC stages 

until the service is retired. Note, however, that new services (via service decomposition) can 

be identified at a later stage than FAS SDLC requirements. In this instance, the service 

lifecycle will still go through its full stages.  

FASeSOA Feature Set/Release Lifecycle Stages

Requirements
(Business Modeling,

Solutions Management,
Service Identification)

 

Design
(Service Specification)

 

Dev&Integration
(Service Realization)

 

Implementation
(Service  TEST)

 

Operations & 
Maintenance

(Service Operational)
 

Disposition
(Service  

Retirement)
 

Initial Concept
(Feature Set/

Project
 Initiated)

 

Planned
(Feature Set/

Project Scoped)
 

FASeSOA Service Lifecycle Stages

SOA Backplane Dev & Integ SOA Backplane Test SOA BackPlane Production

FASeSOA SDLC is a combination of FAS 

SDLC and FAS Service Lifecycle

FASeSOA Governance Board (SGB)

 

Figure 4.3 FASeSOA Service Lifecycle Stages 
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4.8.2 Service Lifecycle States and Governance 

Procedures/Checkpoints 

The figure below describes the service lifecycle state transitions based on the triggers from the 

governance procedures. 
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Figure 4.4: Service Lifecycle States and Governance Checkpoints 
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Figure 4.5: Service Lifecycle Stages and Service Lifecycle Governance Checkpoints 

The figure above provides the tasks performed by the FASeSOA Participants at a high level in 

each Service Lifecycle Stage. For further details please consult the FASeSOA Lifecycle 

Methodology [4] document. 
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4.8.3 Discover a Service 

To discover a service any FASeSOA participant can access the FASeSOA repository and search 

for the service with the following default qualifiers: 

1. Service name and version 

2. Service type 

3. Business domain 

4. Service domain 

5. Service Lifecycle State 

Additional keywords can be also used based on what was configured by the service provider. 

4.8.4 Propose a New Service 

The figure below specifies the governance procedure required to process a proposal for a new 

service. 
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Figure 4.6: Propose a New Service 

4.8.5 Withdraw Service 

In this governance procedure, an authorized FASeSOA participant can issue a deletion/withdraw 

of the current Service. In order for the withdraw request to be honored, the service must exist in 

the FASeSOA repository. 

4.8.6 Request for Service HLD Review 

The figure below specifies the governance procedure required to conduct a Service HLD 

Review.  
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Figure 4.7: Request for Service HLD Review 
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4.8.7 Acquire a Service 

This section specifies the governance procedure required for a service consumer to acquire a 

service.  
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Figure 4.8: Acquire a Service 

4.8.8 System Test Complete Notification 

This section specifies the governance procedure required to process a service provider team’s 

notifications that System Test is complete. 
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4.8.9 Request UAT Readiness Review 

This section specifies the governance procedure required to process a service provider team’s 

request for a service UAT readiness review. 

4.8.10 UAT Complete Notification 

This section specifies the governance process required to process a test team’s request for a UAT 

completion request. 

4.8.11 Certify Service 

This section specifies the governance procedure required to certify a service for production and 

make it operational.  

4.8.12 Version Service 

This section specifies the governance procedure required to version a service that is currently 

operational (exists in production). A version service request is essentially identical to the Propose 

Service request with a new version number with the additional functionality of notifying the 

service consumers of the existing service of the new version. 

4.8.13 Deprecate Service 

This section specifies the governance procedure required to deprecate a service that has been 

versioned and the new version is operational (exists in production).  
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APPENDIX A. Abbreviations, Acronyms, and 
Definitions 

Abbreviations, acronyms, and definitions used in this document can be found in the FAS SOA 

Vocabulary, Version 1.0, L-SOA-DD002-01, December 10, 2010. 
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Document Capture System  SOP Manual 
 

1.  General Information 

1.1.  System Overview 
The document capture system mission is to implement an enterprise-wide content 
capture solution throughout the General Services Administrations (GSA) Federal 
Acquisition Service (FAS). Document capture System is built upon the commercial-off-
the-shelf (COTS) InputAccel product.  The version currently in use is Version 6.5, 
Service Pack 1.  This is a product based client –server architecture. Server part is 
referred to as InputAccelServer and the client part is referred to as InputAccel client 
modules. Some of the InputAccel client modules have a user interface and some of 
them run as unattended services. This software stack runs only in Windows operating 
System environment. 

2.  Systems Operation Overview 

Currently document capture system runs in a virtualized environment as well as a non 
virtualized environment. 
1.) Virtualized variation 
 In the virtualized variation the system is on a Windows VM slice in existing ECMS 
virtualized environment. InputAccelServer software along with 6 unattended InputAccel 
client modules [named Multi, Image Enhancement, ODBC Export, Image Export, PDF 
Export and Documentum Export Module] runs on VM slice named ecm08. For the 
purpose of classification, this is central office InputAccel setup. As noted further in 
document, the only purposed of this setup eventually will be serving as a failover 
mechanism for the different regional setups [a.k.a. distributed IA architecture] 
2.) Non Virtualized variation  
In this variation we have 2 physical machines, one of which hosts the InputAccelServer 
and the other of which hosts InputAccel unattended client modules [named Multi, Image 
Enhancement, ODBC Export, Image Export, PDF Export and Documentum Export 
Module]. These machines are hosted at regional centers. There are currently 13 
business clients for this setup. 
Both the machines are Windows operating system environments. 

 InputAccel Server 
 InputAccel unattended client modules 

Both of them have the same configuration: 
 Intel Xeon processor 2.50GHz 
 16GB RAM 
 Windows 2003 Server Service Pack2  

2.1.  Environments 
There are currently ten environments.  The environments are for development, test, 
production, and COOP: 
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1. 10 Regional hosts 
2. 1 development host 
3. 1 Test host 
4. 3 Production host 
5. 1 COOP host 

 

2.2.  IPP 
IPP[InputAccel Process] is the artifact that gets deployed to different regional centers. 
This contains the program code written in Visual Basic language [ using Process 
Developer as Integrated Development Environment ] . The program source code exists 
in GSA version management tool called Subversion.  
As this point there are 8 IPP’s that exist in the system and 18 NONQC variations as 
well. 

2.3.  Databases 
There are five Oracle databases, one for each environment.  The ECMS administrators 
do not have direct access to the database servers.  If necessary, sqlplus can be used to 
access the InputAccel tables on the database servers. 
The tables used by Capture System are in a schema named OSI. 
The oracle drivers are installed on the unattended client modules for OBDC export 
modules to work properly. The zip file for the oracle drivers along with the instructions 
for installation is located on a shared drive.  

3.  Shutdown/Startup 

3.1.  InputAcccel Server  
  
InputAccelServer is a windows service and is configured to start automatically. A 
SiteScope alert is set to send a notification in the event of service failure. 

3.1.1.  InputAccel Unattended Client Modules 
  There are 6 InputAccel unattended client modules namely : 

 ImageEnhancement  
 Multi  
 ODBC Export 
 EMC Documentum Server Export 
 Image Export 
 PDF Export   

Except for PDF Export, all of these modules run as Windows service. These services 
are used for different kinds of background processing on scanned.   
PDF Export is run using Scheduled Tasks: 

Start->All Programs->Accessories->System Tools->Scheduled Tasks 
A SiteScope alert is set to send a notification in the event of service failure. 
Note: “InputAccel EMC Documentum Server Export” services need to be stopped 
before a shutdown of the ECMS docbase. The “InputAccel EMC Documentum Server 
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Export” service should be set for  manual” restart instead of “automatic” and be brought 
back up only after Content server is back up. 
Note: If the Content Server had an unscheduled stoppage, then “InputAccel EMC 
Documentum Server Export” should be stopped and restarted. The windows event 
viewer should be monitored for some time [say 20 minutes or so] for any error 
messages from “InputAccel EMC Documentum Server Export” service. If event viewer 
reports error, then the InputAccel server may need to be cycled. If that fails too, try 
cycling the machine itself.  

3.1.2.  Shutdown 

InputAccel Server/ Unattended client module Services 
Stop InputAccel unattended client modules windows service(s) before stopping 
InputAccel Server.  If the Content Server is being shutdown, stop the “InputAccel EMC 
Documentum Server Export” service. If the ecm08 VM is being stopped, stop all the 
InputAccel services. 

4.  Requests/Issues 

If any of the SCRs result in requiring a change to be made to the setup mode of 
different client modules, then perform the request after hours. Stop the input client 
module services first in case of automated clients. Update the maintenance SCR with 
the changes performed.  

4.1.  Break-Fix 
These are the requests that are generated when Capture System consumers need an 
immediate fix in system to perform their tasks.   These are high priority requests. They 
are tracked in SBM, and corrective action begins as soon as possible after they are 
reported to the ECMS team.  Requests should be reported through the ECMS 
Administrators email group, or by calling the ECMS on-call number. 

4.2.  Production Support Requests 
All support requests should be sent to GSA Enterprise Service Desk.  They will be 
tracked in the appropriate Assignment Group.  

4.3.  ECMS Environment Support 
Issues with the Capture System production environment should be reported by sending 
email to the ECMS Administration group or by calling the ECMS On-Call number. The 
production environment is supported 24x7. 

5.  Maintenance Activities 

All maintenance activity on the ECMS production system, whether resulting in downtime 
or not, goes through the FIS CCB. CCB requests must be submitted by 4:30pm on 
Tuesday.  Once approved, and depending upon of the type of maintenance, ECMS 
services may not be available for that window. 
A few examples of maintenance are: 

 Operating System patches 
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 Firewall updates 
 Oracle database upgrades 
 ECMS upgrades 

All such activities which require ECMS downtime are pre-coordinated with the ECMS 
consumers, client applications, and the middleware team.  Email (CCN) is sent after 
CCB approval, and again before the maintenance window, and then again when ECMS 
is back up and running. 
There is no planned maintenance window for ECMS during which ECMS services go 
down.  Usually, such maintenance is done on Sunday morning if possible.  This is the 
slowest time for the ECMS web services. 
Unplanned maintenance can occur if there is a significant issue with any of the 
component applications or any of the servers.  An example would be unexpected 
downtime for the Oracle database.  This would require a restart of the Content Server, 
which means ECMS would require a restart. 

6.  License Reallocation 

If you ever need to reallocate the licenses between different InputAccel servers, follow 
the procedure mentioned below. This may change in future depending upon how 
captive changes licensing and activation. 

1) Provide Captiva with "As is” and "Desired" license state for respective servers. 
2) Captiva sends the amended .lic and .caf files 
3) From the Admin module apply the new license file. 
4) From the admin file apply the new .caf file  
5) Submit the profile id generated from previous step to the website: 
activation.captivasoftware.com 
6) Receive an activation code from captive 
7) From the admin module apply the new code 

Also consult the Administrator guide which tells in detail how to apply license and .caf 
files 

7.  Content Locations / Filestores 

All the image files [a.k.a., stage files] that are processed by the Capture System reside 
on the machine that hosts the InputAccel Servers 

8.  Backup/Recovery 

The backup is performed by the Middleware and Infrastructure team teams. The 
production systems have a full backup performed weekly and an incremental daily 
backup. Full backups are retained for 1 year. If batches need to be recovered from 
backup then simply copy the .iab file for the batch name and its corresponding batch 
folder. All the batch settings should be in appropriate state automatically.  

9.  Failover 

This section applies only to the production and COOP environments. 
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Test Scenario: Regional InputAccel Server is down and the regional clients use 
Production InputAccel System to create new batches. The existing batches still reside 
on the Regional InputAccel server and are not available when the clients start using 
Production InputAccel after fail over. 
Prerequisites: Regional InputAccel Server is down. 
   Production InputAccel Server is up. 

The Input Accel unattended client modules which are configured to run as             
windows services are running.  

   The InputAccel clients in Regional Set up use DNS alias name to connect   
  to InputAccel Server. 
Dependencies: Coordination with Savvis 
Execution: 

1.) Bring the Regional IAServer down by logging into the server machine 
using  local machine account name and password and stop the windows 
service named “InputAccelServer”. 

Performer: ECMS Team 
Expected behaviour :  The windows service named “InputAccel 

Server” appears inactive in the services window. 
2.) Log onto a client scanning station and start the InputAccel Scan 
module. 

Performer: ECMS Team 
 Expected behaviour: The Scan module interface should fail to 
start citing the unavailability of the server. 
3.) Savvis will change the dns alias so that it now points to Production 
InputAccel Server residing on machine named “ecm08” 

Performer: Savvis .  
 Expected behaviour: Ping command should point to the IP 
address for “ecm08” 
4.) Repeat step 2. 

Performer: ECMS Team 
Expected behaviour: The scan module should start successfully 
and be ready for new batches for be scanned. 

  5.) Scan in an InputAccel batch [comprising of 1 logical document] using 
“NON_QC_HGSPurchaseOrder” process and name the batch as “failover_test_xxxx” 
where xxxx is the current date and time string. 

Performer: ECMS Team 
   Expected behaviour: The directory on production machine[ 
ecm08] should have a folder named “failover_test_xxxx”.   
  6.) Run the InputAccel Indexing module. Select “Open Batch” option and 
choose 
“failover_test_xxxx”. 

Performer: ECMS Team 
   Expected behavior: 1 task become available for processing.  
  7.) Hit “Accept Task”button after providing values for  2 input fields  First 
field is called “PO Number” and second field is called “PO Req Number”. Provide the 
values as follows: 
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 PO Number  “testfailoverpo” 
 PO Req Number  “testfailoverreq”   

Performer: ECMS Team 
   Expected behaviour: The client module does not provide any 
additional tasks. 
  8.) After 2 minutes, log into “ECF”  web application  using credentials of 
any ecms team member. All of the ecms team members are part of the Access control 
List that gets applied to purchase orders that get created by virtue of choosing 
“NON_QC_HGSPurchaseOrder”. Click on “Purchase Order” tab and provide 
““testfailoverpo” as search term.  

Performer: ECMS Team 
  Expected Behaviour: The resulting screen should show a link to the 
document that was scanned in step 5. Clicking the link should show a tiff image of the 
scanned document. 
  This completes the failover test. 

10.  Failback 

 Read this section in conjunction with section for Failover. 
 The failback is performed by changing the dns entry to point to the regional 
inputaccel server. The dns change is made by blast team. All the batches that were 
created during failover in production server should be processed completely before 
performing the failover.  

11.  Monitoring/Reporting 

11.1.  Monitoring 
The following monitoring activities are done on a daily/continual basis: 

 Checking InputAccel servers] filesystem space, and, if needed, performing 
cleanup of unnecessary files or possibly requesting additional space.   

 Checking email from sitescope alerts for down services. 
 Checking that InputAccelServer are running and automated client module 

windows services are running daily. 
 Check for windows event log for any errors relating to InputAccel. 

11.2.  Reporting 
In the case of unplanned maintenance or an incident, the ECMS Administrators group is 
notified as soon as the information is available.  The ECMS/ECF/Captiva user 
community is notified of unplanned maintenance as soon as possible after that. 

12.  Incident Handling 

Database tablespace warnings are investigated and forwarded to the Oracle DBAs for 
action. 
Database tablespace errors are reported to the ECMS Administrators group and 
forwarded to the Oracle DBAs for action. 
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Filesystem warnings are investigated and fixed.  An email response is sent to the 
originator. 
See Appendix A for a listing of additional scenarios. 
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13.  Appendix A – Scenarios 

 
Incident  Recovery Strategy  Backup 

Elements 
Used 

Pre‐
requisite 
Backup 
Process 

What would be lost? 

User accidentally 
deletes batch 
 
 

Review loss report from 
user. 
If the deleted batch was 
created the same day prior 
to daily incremental 
backup, it is unrecoverable. 
Otherwise it should be 
recoverable from 
daily/weekly backup. 
Contact middleware for 
recovery and perform the 
action as defined in 
recovery section. 

Daily/Weekly 
Backup 

  Possibly the batch if created 
and deleted the same day. 

File/files is/are 
deleted/corrupted 
at the operating 
system level 

Try to copy the files for 
backup. 

Daily/Weekly 
Backup 

  If found on Backup then you 
could lose updates since 
backup date 

Database 
Corrupted 

Recover database to latest 
backup point 
 
Identify and archive off 
‘orphaned’ files 
 
Work with 
users/applications to 
attempt to rebuild meta‐
data for ‘orphaned’ files 

Database 
Backups 
(Potentially 
database 
Replication) 
 
Documentum 
job to 
identify 
‘orphaned’ 
files 

Database 
Backups 
Database 
Replication 

Documents imported since 
last backup/replication would 
be ‘orphaned’ 

Total Loss  Failover 
Failback 

Production 
Site 
 
Backup 

 
 

Any file/update not caught by  
backup 
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Executive Summary 
The Keyfile Creation Tool (KFC) is web-based application allows users to create contract shells 
in the GSA Enterprise Content Management Solution (ECMS) repository, either interactively or 
using bulk load, and also to edit the PCO/PCS roles in existing shells. These contract shells allow 
users to import scanned and drag-and-dropped documents into ECMS and associate them with 
the solicitations, offers, contracts, and contract modifications associated with the shell. 

Release 2.3 (No updates were added for Release 2.1 and 2.2) 

The KFC bulk loader module will be enhanced to provide improved data validation and error 
messaging.  It will also be enabled with processing logic to accept bulk loads from the Federal 
Acquisition Service (FAS). 

 

Release 2.0  
The Office of Assisted Acquisition Services (AAS) assists Federal agencies with procurements 
and integration projects. AAS intends to store their acquisition documents in the Enterprise 
Content Management Solution (ECMS). The ECMS 1209 AAS Release project will complete 
the following tasks: 

1. Migrate existing AAS documents and metadata to ECMS 
2. Enhance the Keyfile Creator application with the following: 

a. Creation of a multi-business interface to enable content access by multiple 
General Services Administration (GSA) user groups 

b. Creation of a bulk load utility to upload keyfiles 
c. Enhanced search capability for document keyfiles 
d. Capability to edit selected metadata within the keyfile record  

3. Support the AAS Business Systems interface to ECMS via ECMS web services and 
access to the Electronic Contract File Viewer (ECFv) 

This document presents the system design for the Keyfile Creator enhancement segment of the 
ECMS 1209 AAS release.  This System Design Document (SDD) describes the technical system 
design and architecture of the Keyfile Creator enhancement to integrate the FAS ECMS with the 
AAS Regional Business Application (RBA) and AAS National Business Application (NBA) 
systems.  The RBA and the NBA have a need to store acquisition-related documents in the 
ECMS repository to allow for secure management of official contract records. 

The ECMS impacted applications described in this SDD are the Keyfile Creator (KFC) and its 
interfaces with FAS ECMS Web Services, and the ECMS docbase. 
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1 Introduction 

The Electronic Content Management Solution (ECMS) is a content repository for non-structured 
data needs for the Federal Acquisition Service (FAS) and Public Buildings Service (PBS) under 
the General Services Administration (GSA). The initial Keyfile Creator (KFC) rollout was for 
PBS Solicitation, Offer, and Contract keyfiles, which has now evolved to handle the FAS 
business line. 

Release 2.3 (No updates were added for Release 2.1 and 2.2) 

The KFC bulk loader module will be enhanced to provide improved data validation and error 
messaging.  It will also be enabled with processing logic to accept bulk loads from the Federal 
Acquisition Service (FAS). 

 

Release 2.0 

The ECMS 1209 Assisted Acquisition Services (AAS) Release project will complete the 
following tasks: 

1. Migrate existing AAS documents and metadata to the ECMS 
2. Enhance the Keyfile Creator application with the following: 

a. Creation of a multi-business interface to enable content access by GSA user 
groups 

b. Upload of keyfiles via a bulk load utility 
c. Enhanced Search capability for documents 
d. Capability to edit Procuring Contract Officer (PCO) and Procuring Contract 

Specialist (PCS) data 
3. Support the AAS Business Systems interface to ECMS via ECMS web services and 

access to the Electronic Contract File Viewer (ECFv) 

This document provides the details for the design and architecture of the KFC and the 
enhancements that will be made to the KFC as part of the ECMS 1209 AAS Release.  The Office 
of Assisted Acquisition Services (AAS) assists Federal agencies with procurements and 
integration projects. AAS intends to store their acquisition documents in the ECMS. 

This document presents the current ECMS architecture, hardware, and software planned for the 
support of the ECMS 1209 AAS KFC enhancement.  It also describes the application 
enhancements and their connection to other elements of the ECMS. It describes the approach for 
designing each of the enhancements for the KFC application and  how these new functions 
enable the GSA AAS user group to access content, upload keyfiles via a bulk load utility, and 
manage keyfile records. 

Figure 1-1 shows each of the ECMS functional domains and the relationships between them. 
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Figure 1-1: ECMS Functional Domains 

1.1 Scope 

Release 2.3 (No updates were added for Release 2.1 and 2.2) 

A version number will be added to the KFC home page. 

The KFC bulk loader module will be enhanced to provide improved data validation and error 
messaging.  It will also be enabled with processing logic to accept bulk loads from the Federal 
Acquisition Service (FAS).   

Code will be added to ensure that exception KFC user sessions are closed. 

 

Release 2.0 

This System Design Document (SDD) translates the recorded system requirements and 
objectives for the KFC enhancements within the ECMS 1209 AAS Release into technical system 
design specifications for the purpose of communicating the design specifications to the AAS 
stakeholders and to the ECMS developers. 
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2 Architecture 

A description of the ECMS system architecture is presented in this section. The overall physical 
architecture of ECMS is shown in Figure 2-1. Scanning workstations are situated at the central 
office site in Crystal City, Virginia, at the Region 6 location, at the Region 10 location, and at the 
Region 7 location. These workstations support document scanning, indexing, and Quality 
Control (QC) activities. InputAccel (IA) automated clients and Regional servers are also 
provided at all the listed sites.  

The application resides at the FAS datacenter in Sterling, VA. This datacenter houses the 
primary application server, other servers dedicated to Documentum and IA, and the Oracle 
database that holds the ECMS metadata. A second datacenter in Chicago serves as a Disaster 
Recovery (DR) site, providing physical redundancy for ECMS operations, and supporting full 
Continuity of Operations (COOP) capabilities. The Chicago datacenter is synchronized with the 
Sterling datacenter using the Documentum Replication Service. 

 

 

Figure 2-1: ECMS Physical Architecture 

Figure 2-2 shows the ECMS Logical Architecture currently in place.  KFC is shown as part of 
the Application layer.  Figure 2-3 depicts the ECMS Physical Production Architecture, showing 
the KFC user interface residing in an Application Server. 
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Figure 2-2: ECMS Logical Architecture 
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Figure 2-3: ECMS Detail Physical Production Architecture 

For a comprehensive description of the ECMS architecture, refer to the ECMS Technical 
Architecture Document. 

2.1 Hardware 

KFC will use the existing ECMS hardware consisting of Intel-based Servers with 16GB of 
memory (Quad-Core AMD Opteron™ Processor 8356).  

2.2 Software 

This section describes the software components for the KFC enhancement. Commercial off the 
shelf (COTS) products and custom-developed software are all identified. 

2.2.1 Commercial Off-The-Shelf Products  

 JBoss Application Server 
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Produced by Red Hat, Java EE certified platform is used for developing and 
deploying enterprise Java applications, Web applications, and Portals.  Jboss 
Application Server provides the full range of Java EE 5 features as well as extended 
enterprise services including clustering, caching, and persistence.  

 Java Runtime Environment (JRE) version 1.5 
The version of JRE used as of July 2012 is 1.5. 

 Documentum Content Server  
As of July 2012, ECMS uses Documentum Content Server 6.6. 

 Oracle 11g  

 Hibernate 
A persistence layer recommended for use within the current GSA Enterprise. This 
widely used open source framework provides for object-relational mapping (ORM) 
between the Java-based object-oriented model and the ECMS Oracle Relational 
Database Management System (RDBMS), as well as transaction management 
capabilities. 

 Document Foundation Classes 6.6 
As of July 2012, KFC uses Documentum Content Server 6.6, with Oracle Database 
Server software version 11g. 

 EMC Captiva InputAccel 6.5 
Captiva InputAccel was upgraded to version 6.5 in August 2012 for ECMS. 

Refer to Figure 2-1 for details on connectivity between the hardware components. 

2.3 Internal Communications 

The design for this release will introduce no new communications channels or protocols to the 
ECMS architecture. For a comprehensive description of the internal communications supporting 
the ECMS architecture, refer to the ECMS Technical Architecture Document.  
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3 Application Overview 

3.1 Components 

Table 4-1 describes the KFC enhancement components as planned for the ECMS 1209 AAS 
release. 

Table 3-1: KFC Enhancement Components Overview 

Component Description 

Creation of a multi-business 
interface to enable content 
access by General Services 
Administration (GSA) user 
groups 

The current Keyfile Creator supports the Public Buildings Service 
(PBS); the KFC enhancement will add the Assisted Acquisition Service 
business line. 

Upload of keyfiles via a bulk 
load utility 

The current keyfile bulk loader application will be integrated to the 
existing KFC application and provide the bulk loader capabilities. 

Enhanced Search capability for 
documents 

KFC will be modified to provide a user interface to perform a search to 
retrieve any keyfile record previously entered via KFC. 

Capability to edit Procuring 
Contract Officer (PCO) and 
Procuring Contract Specialist 
(PCS) data 

The KFC application will be modified to add a search interface to get 
keyfile information and retrieve the correct keyfile and provide editable  
columns to modify the PCO/PCS information. 

 

KFC 2.3 Release 

The KFC 2.3 Release covers three areas of change to the application: 

 Adding a version number to the initial user access screens 

 Applying updates to the bulk loader module 

 Adding code to ensure that any exception sessions are closed 

3.2 Flow Diagram 

Figure 4-1 below provides the flow diagram for the current KFC application. 
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Figure 3-1: KFC Flow Diagram 
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4 User Interface Design Details 

4.1 KFC Interface Application Updates 

The KFC application will use Apache Struts 2 MVC framework. This framework provides the 
necessary components out-of-the-box to allow the development team to implement a user 
interface. It also provides an xml validation framework which will save developers time from 
writing complex field level validation.  External cascading style sheets will be used for the major 
KFC Java Server Pages (JSPs) to ensure the look and feel of the application is the same.  

5 Security Controls 

In general, security approaches will follow the FAS Service Oriented Architecture (SOA) 
guidelines and existing security strategies in place for GSA FAS applications. Controls specific 
to the access control list (ACL) module are discussed in the following subsection. 

5.1 ACL Module  

The ACL module will follow the overall security protocol set for ECMS. The user must be 
authenticated and have access privileges validated prior to accessing the ACL module. Login 
will be required for users with an administrator role to administer the ACL database. This will be 
performed through a web-based interface to be developed in a later ECMS release. 
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Appendix A. Abbreviations, Acronyms, and Definitions 

The following abbreviations, acronyms, and definitions are used within this document and 
throughout GSA.  

Abbreviation Definition 

ACL Access Control List 

AVF Autonomous Validation Function 

BLSF Bulk Load Status Function 

BPM Business Process Manager, a Documentum component 

COTS Commercial Off-the-Shelf 

CRUD Create, Read, Update, Delete 

CSV Comma Separated Values 

DBMS Database Management System 

DnD Drag and Drop, a function of ECFv 

ECFv Electronic Contract File Viewer 

ECMS Enterprise Content Management Solution 

ETL Extract, Transform, and Load 

FAS Federal Acquisition Service 

FBL FAS Bulk Loader 

ER Entity Relationship diagram 

GUI Graphical User Interface 

IA InputAccel, the COTS product used for ECMS document scanning 

JRE Java Runtime Environment 

JSP Java Server Page 

KFC Keyfile Creation Tool 

PBS Public Buildings Service 

PCO Procuring Contract Officer 
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Abbreviation Definition 

PCS Procuring Contract Specialist 

POJO Plain Old Java Object 

RDBMS Relational Database Management System 

RTM Requirements Traceability Matrix 

SDD System Design Document 

SSO Single Sign-On 

UI User Interface 

URL Uniform Resource Locator 

 



Seq.no Date and Time Task Performer Status
1 Schedule fail-over checklist internal meeting

2 Update Google site

3 Modify checklist after review comments in internal meeting

4 Make sure Taskspace and Centerstage are setup on COOP site and 
required ports are open.

5 Make sure ADTS is set up on COOP site

6 Verify all required ports are open on  IA servers (10 reginal hosts, 3 
prodcution, and 1 COOP)

7 Verify ports of all remaining applications on COOP site, including 
Kofax app

8 Verify nrpe on ecm21/22/23 in production; open ticket for AE for 
prod/coop nrpe changes

9 Schedule fail-over checklist meeting with AE

10 Run through Google Site and checklist with AE

11 Create CCB item for failover maintenance; send notificattion to ecms 
user community

12 Modify checklist after review comments in failover meeting

13 Open tickets for CSC SA support: filesystems, RPA, and nagios 
changes

14 Open ticket for DBA support: verify Oracle filesystem under RPA, db 
shutdown/startup, etc.

15 Open ticket for SAN and RPA support

Checklist for ECMS COOP Failover



16 Open ticket for DNS changes

17 Open ticket for Middleware support for JBoss deployments

18 Run rsync for selected filesystems/directories. script directories on 
content and app server;

19 Verify ECMS, EADS web service ports are open from System of record 
applications like Advantage, CARS, Fleet Sale, eOffer, OCMS, ORS, 
SWS, FSS Online.

19 Verify memory, cpu, db upgrades in COOP.  Open tickets if they are 
not done.

20 Create ticket for CSC to check Apache's in Chicago.  Note: update 
existing Apache's on Saturday to redirect apps to Chicago if the 
Apache's don't exist in Chicago.

21 Modify .war files and check in application properties in SVN to point to 
correct DNS.

22 Create ticket for CSC to mount non-RPA filesystems in Chicago

23 Copy/rsync .war files to COOP host.  Verify centerstage.war.  Verify in 
COOP

24 Stage .war to COOP host. Stage centerstage.war to COOP host.

25 Deploy taskspace  to COOP host

26 Send CCN reminder to ECMS users

27 Deploy ecms to Tomcat at COOP (Chicago)

Pre-failover



28 Verify and update the database SID.

29 Send CCN reminder to ECMS users

30 Final runthrough with AE

31 Open ticket with CSC to remove non-current filesystems from RPA

32 Create a ticket to have Oracle DBA verify how ECMS db instance  is 
replicated.

33 Verify memory, cpu upgrades in COOP

34 Prepare queries and data for pre and post failover validations

35 Verify that Documentum and ODBC Export Config for COOP IA client 
servers point to the replicated ECMS docbase

36 Run dm_DMClean

Failover Day 1
37 Send CCN email to ECMS users

38 update checklist throughout the failover process

39 Disable nagios alerts for production Linux hosts

40 Open ECMS bridge

41 Disable sitescope alerts for Production Windows apps and hosts

42 Disable regional sitescope alerts for IA and Kofax hosts for the 
duration of the failover process

43 Deactivate eads and kfc bulk jobs



44 Lock out the application users: remove them from the applications 
group in the docbase at Production(Sterling) site.

45 Stop all InputAccel, Kofax, and ADTS services

46 Shut down all Tomcat instances except DA at Production(Sterling) site

47 Run rsync's again for content filesystems.

48 Shut down all JBoss instances at Production(Sterling) site

49 Run Documentum reports at Production(Sterling) site
50 Select the documents for audit. Documents will be selected by filestore 

and document type

51 Send status email - dctm jobs taking longer than expected

52 Shut down the DA tomcat instance at Production(Sterling) site

53 Shutdown Content Server and its associated processes at 
Production(Sterling) site: xPlore, methodserver, etc.

54 Shutdown ECMS instance ecmsprod on eagu50.

55 Send status email

57 Perform following tasks:
1. Make sure RPA is caught up.
2. Break the active replication.
3. Reboot ecm22c
4. Mount the filesystems to COOP
5. Mount the filesystem /u05 (Oracle instance for ECMS) on rosu50.

58 Verify all ECMS filesystems are mounted on COOP (Chicago) content 
server and xPlore/index servers

59 Verify all necessary Oracle files have been replicated from Sterling via 
RPA

60 start the instances, change the memory config setting on prod and 
shutdown again

Shutdown 
Production

RPA Switch 
over from 

Production 
to COOP 
(Chicago)



61 Verify the database configuration on COOP (Chicago) content servers 
to point to Oracle instance on rosu50.  Updated tnsnames.ora to use 

62 Status Update Meeting - Bridge

63 Send status email

64 Start ECMS Oracle instances, ecmsprod, mfddprod, on rosu50

65 Switchover to rosu50 for mfddprod

66 Verify that apps that use mfddprod are now using mfddst

67 Start Content Server and associated processes at COOP (Chicago) 
site. Ensure that the docbases are accessible.

68 Start Tomcat instance to bring DA online at COOP (Chicago) site.

69 Make sure systems of record are locked out at COOP (Chicago) site. If 
not, lock the them out.  This should already be the case, assuming that 

70 Update JBoss database object to point to ecmsdb instead of rosu50. 
Instance is osi434. This is required for archiveviewer application

Sync system time on ecm22c

71 Check if folder security is turned off

72 Run Documentum reports at COOP (Chicago) site. Compare with the 
reports generated during pre failover Production(Sterling) site.

73 Retrieve the metadata for the same set of documents, ACLs, and 
groups and compare with pre failover set.

74 Start Tomcat instances to bring the applications online at COOP 
(Chicago) site.

75 Start JBoss instances at COOP (Chicago) site

76 Start all InputAccel, Kofax, and ADTS services

Start COOP 
(Chicago)



77 Status Update Meeting - Bridge

78 Send status email

KFC testing

79 ECFs testing at COOP (Chicago)

80 ECMS and ECMS PBS Web services test at COOP (Chicago)

81 EADS Webservice testing at COOP (Chicago)

82 ArchiveViewer test at COOP (Chicago)

83 CenterStage test at COOP (Chicago)

84 QuickLibrary test at COOP (Chicago)

85 FASWebtop test at COOP (Chicago)

86 CTAG testing at COOP (Chicago)

87 SWS, FSSOnline,eOffer, Advantage, CARS, Fleet Sales, ORS, OCMS 
application testing with ECMS webservices

88 Change LDAP server to old and repackage ecf.war, ecf_pbs.war, 
kfc.war, archive.war and deploy

89 Test .war files after deployment

Go Decision - Stay in Chicago

88 Send status email

ECMS 
Testing



89 Perform the following tasks:
1. Unmount the ECMS file systems on Production
2. Set the reverse replication from COOPs

90 Perform the following tasks:
1. Disable nagios alerts for Production
2. Setup nagios alerts for COOP
3. Setup nagios alerts for COOP

91 Flip sql server dbs for eRoom

92 (re)start eRoom services

93 Enable SiteScope alerts for Chicago Windows VMs

94 Activate eads and kfc bulk jobs

95 Unlock the application users: add the application users to the 
applications group in the docbase

96 Restart client application JBosses

97 Reenable regional SiteScope alerts

98 Send status email

99 Send completion CCN

No Go Decision - roll back to 
Sterling

100 Send status email

GO



101 Shutdown the Tomcat instances at COOP (Chicago) site.

102 Shutdown the JBoss instances at COOP (Chicago) site.

103 Stop all InputAccel services, Kofax services, ADTS

104 Shutdown Content Server Documentum applications at COOP 
(Chicago) site.

105 Stop the ECMS Oracle instances on rosu50

106 Modify the DNS entries to point to the Production site. 

107 Start the ECMS Oracle instances, ecms_prod and mfdd_prod at 
eagu50

108 Verify all ECMS filesystems are mounted on Production content 
server, and Oracle instances on eagu50 are up and running

109 Start Content Server Documentum applications at Production 
(Sterling) site. Ensure that the docbases are accessible.

110 Start Tomcat instances at Production (Sterling) site to bring DA 
application online; run sanity checks.

111 Run Documentum reports; do not run ConsistencyChecker unless the 
other two fail comparison. Compare with the reports generated during 

112 Start remaining Tomcat instances at Production (Sterling) site

113 Start JBoss instances at Production (Sterling) site.

114 Start all InputAccel services, Kofax services, ADTS

115 Smoke test ECMS applications 
ECF, ECMS and EADS web services, ArchiveViewer, FASWebtop, 

No GO



116 Unlock the application users: add the application users to the 
applications group in the docbase.

117 Perform following tasks:
1. Unmount the ECMS file systems on COOP
2. Set the replication from Production to COOP

118 Perform the following tasks:
1. Disable nagios alerts for COOP
2. Enable nagios alerts for production hosts

119 Enable SiteScope alerts for Sterling Windows VMs

120 Reenable regional SiteScope alerts

121 Send status email

122 Send completion CCN

Failover Day 2
1 Change LDAP server to old and repackage ecf.war, ecf_pbs.war, 

kf hi d d lChange LDAP server to old and repackage ecf.war, ecf_pbs.war, 
kf hi d d lModify LDAP config objects in all repositories to point to old LDAP 
ser er2 Test ecf.war, ecf_pbs.war, kfc.war, archive.war after deployment

3 Create new IndexAgent for Chicago CenterStage doctype









Note: what about
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BLOCK 14 CONTINUED:  

1. The purpose of this modification is to: 
 

• Update ceiling and funding amounts due to CPAF to CPFF conversion 
• De-Obligate Funding 
• Make Administrative Corrections/Updates 
• Make Administrative Changes due to CPAF to CPFF conversion 

 
2. This modification converts the following CLINs from Cost Plus Award Fee to Cost Plus 

Fixed Fee: 
 

• CLINs 4003 and 5003 
• CLINs 4004 and 5004 
• CLINs 4005 and 5005 
• CLINs 4006 and 5006 
• CLINs 4007 and 5007 
• CLINs 4008 and 5008 

 
A. Task Order Ceiling Changes due to CPAF to CPFF Conversion: 

Due to the CPAF to CPFF conversion, the following chart shows the ceiling changes for all 
impacted CLINs: 
 

Current Ceiling through Mod 59 

CLIN Description Ceiling Cost 
Ceiling 

Base/Fixed Fee 
Ceiling Award/Fixed 

Fee Total Ceiling 
4003 LABOR                          
4004 LABOR                          
4005 LABOR                          
4006 LABOR                          
4007 LABOR                          
4008 LABOR                          
5003 LABOR                          
5004 LABOR                          
5005 LABOR                          
5006 LABOR                          
5007 LABOR                          
5008 LABOR                          

Mod 60 New Ceiling  

CLIN Description New Ceiling Cost 
New Ceiling 

Base/Fixed Fee 
New Ceiling 

Award/Fixed Fee Total New Ceiling 
4003 LABOR                          
4004 LABOR                          
4005 LABOR                          
4006 LABOR                          

(b) (4)

(b) (4) (b) (4) (b) (4)

(b) (4)(b) (4) (b) (4)
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4007 LABOR                          
4008 LABOR                          
5003 LABOR                          
5004 LABOR                          
5005 LABOR                          
5006 LABOR                          
5007 LABOR                          
5008 LABOR                          

Mod 60 Ceiling Change Amounts  

CLIN Description Ceiling Cost Change 

Ceiling 
Base/Fixed Fee 

Change 
Ceiling Award/Fixed 

Fee Change Total Ceiling Changes 
4003 LABOR                          $                              -    
4004 LABOR                          $                              -    
4005 LABOR                          $                              -    
4006 LABOR                          $                              -    
4007 LABOR                          $                              -    
4008 LABOR                          $                              -    
5003 LABOR                         
5004 LABOR                         
5005 LABOR                         
5006 LABOR                         
5007 LABOR                         
5008 LABOR                         

 
B. Task Order Funding Changes due to CPAF to CPFF Conversion: 
Due to the CPAF to CPFF conversion, the following chart shows the funding changes for all 
impacted CLINs: 

 
Current Funding Through Mod 59 

CLIN Description Funded Cost 

Funded 
Base/Fixed 

Fee 
Funded Award/Base 

Fee Total Funding 
4003 LABOR                      $           
4004 LABOR                      $             
4007 LABOR                      $             
4008 LABOR                      $             

Mod 60 New Funding Breakout  

CLIN Description New Funded Cost 

New Funded 
Base/Fixed 

Fee 
New Funded 

Award/Fixed Fee New Total Funding 
4003 LABOR                      $           
4004 LABOR                      $             
4007 LABOR                      $             
4008 LABOR                      $             

(b) (4)

(b) (4)

(b) (4)
(b) (4)
(b) (4)
(b) (4)

(b) (4)
(b) (4)
(b) (4)
(b) (4)

(b) (4) (b) (4) (b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)(b) (4)

(b) (4)(b) (4)
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Mod 60 Funding Breakout Changes  

CLIN Description Funded Cost Change 

Funded 
Base/Fixed 
Fee Change 

Funded Award/Fixed 
Fee Change Total Funding Change 

4003 LABOR                      $              
4004 LABOR                      $               
4007 LABOR                      $               
4008 LABOR                      $               

 
3. As a result of this modification: 

 
• Section B.13.1 Incremental Funding Limitation of Government’s Obligation, is revised to 

reflect deobligation of funding under CLINs 4003, 4004, 4007, and 4008:   
   

o Under CLIN 4003, Funded Cost is decreased by  from  
to . 

o Under CLIN 4003, Funded Award Fee is decreased by  from 
 to . 

o Under CLIN 4003, Total Funded is decreased by  from 
 to  

 
o Under CLIN 4004, Funded Cost is decreased by  from  to 

 
o Under CLIN 4004, Funded Award Fee is decreased by  from 

 to  
o Under CLIN 4004, Total Funded is decreased by  from  

to . 
 

o Under CLIN 4007, Funded Cost is decreased by  from  to 
. 

o Under CLIN 4007, Funded Awarded Fee is decreased by  from 
 to . 

o Under CLIN 4007, Total Funded is decreased by  from  
to . 
 

o Under CLIN 4008, Funded Cost is decreased by  from  
. 

o Under CLIN 4008, Funded Award Fee is decreased by  from 
 to  

o Under CLIN 4008, Total Funded is decreased by  from  
to . 
 

Total Task Order funding is decreased by  from  to 
$376,352,786.35 

 

(b) (4)

(b) (4) (b) (4)
(b) (4)

(b) (4)
(b) (4) (b) (4)

(b) (4)
(b) (4) (b) (4)

(b) (4) (b) (4)
(b) (4)

(b) (4)
(b) (4) (b) (4)

(b) (4) (b) (4)
(b) (4)

(b) (4) (b) (4)
(b) (4)

(b) (4)
(b) (4) (b) (4)

(b) (4) (b) (4)
(b) (4)

(b) (4) (b) (4)
(b) (4)

(b) (4)
(b) (4) (b) (4)

(b) (4) (b) (4)
(b) (4)

(b) (4) (b) (4)

(b) (4)
(b) (4)
(b) (4)
(b) (4)

(b) (4)(b) (4)
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o Please note that during Mod 58, there was an administrative error in which the 
Government put  too much in funded cost for CLIN 4003.  This 
modification will correct that action.  These funds will be deobligated off contract 
and will remain in “undistributed” until the client provides direction in regards to 
the use of these funds. 

o In addition, please note that the  is the 
excess Award Fee from the delta in support of the conversion from CPAF  

 to CPFF .  These funds will be deobligated and will 
remain in “undistributed” until the client provides direction in regards to the use 
of these funds. 

 
• The following Administrative corrections/updates are made: 

 
o In Sections B.7.1.1 through B.7.1.6 and Section F.3, the TO is updated to reflect 

the period of performance dates for the base and option periods.   
o In Section B.7.1.5 – Fixed administrative typo to change total FFP from 

$4,864,543.67 to $4,864,542.67. 
o In Section B.7.1.6 – Fixed administrative typo to change total FFP for CLIN 5001 

from  to . 
o In Section B.7.1.6 – Fixed administrative typo to change total Task Order Ceiling 

from  to $553,523,263.00. 
o In Section B.13.1 – Fixed administrative typo to change the maximum funding 

over the performance of the Task Order from  to 
$553,523,263.00 

o In Sections H.24 and H.25 – During Mod 55, the new Tools and ODCs and 
Commercial Supplier Agreement language was incorporated into the Task Order, 
but was not referenced in the SF30 or Continuation pages.  During this Mod 60, 
the Government wishes to formally recognize these changes to the Task Order.  
Please also note that in Sections H.24 and H.25 Commercial Supplier 
Agreements, that these changes  do not apply to the existing Supplier 
Agreements, which would include renewals or the purchase of additional items 
under the existing agreements.   

o In Section I.3 – GSAM Clauses 552.232-39 and 552.232-78 are now in full text 
as required per GSA policy.   
 

• The following sections of the Task Order were changed due to the CPAF to CPFF 
conversion: 
 

o In Section B.6 – Please see changes in the conformed Task Order. 
o In Section B.7 – Please see changes in the conformed Task Order. 
o In Section B.7.1.5 – Please see changes in the conformed Task Order. 
o In Section B.7.1.6 – Please see changes in the conformed Task Order. 
o In Section B.12.1.3 – Please see changes in the conformed Task Order. 
o In Section B.12.1.4 – Please see changes in the conformed Task Order. 
o In Section B.12.1.5 – Please see changes in the conformed Task Order. 

(b) (4)

(b) (4)
(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4) (b) (4)
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o In Section B.12.1.6 – Please see changes in the conformed Task Order. 
o In Section B.14 – Please see changes in the conformed Task Order. 
o In Section E.7 – Please see changes (deletion) in the conformed Task Order. 
o In Section G.9.6.1.1 – This is a new section.  Please see changes in the conformed 

Task Order. 
o Sections G.9.6.1.2, G.9.6.1.3, and G.9.6.1.4 – Due to the addition of the new 

section G.9.6.1.1, these section numbers were changed accordingly to be in 
sequence. 

o In Section G.9.6.1.5 –This section regarding the Task Order Closeout is updated 
per negotiations previously conducted and agreed upon by the Government and 
IP. 

o In Section H.27 – Please see changes (deletion) in the conformed Task Order.  
Also, any applicable sections in this section are now updated numerically to 
reflect this deletion.   

o Attachment II (Quality Assurance Surveillance Plan) – This is a new attachment 
that was added to section J. 

 
4. All other terms and conditions remain unchanged.  

 
 
END OF MODIFICATION 
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NOTE:  The Section numbers in this Task Order (TO) correspond to the Section numbers in the Alliant 

Contract. 
 

B.1 GENERAL 

The work shall be performed in accordance with all Sections of this TO and the contractor’s Basic 

Contract, under which the resulting TO will be placed. 
 

B.5 CONTRACT ACCESS FEE 

The General Services Administration’s (GSA) operating costs associated with the management and 

administration of this contract are recovered through a Contract Access Fee (CAF). The amount of the 

CAF is ¾ % (i.e., (.0075)) of the total price/cost of contractor performance.  This TO shall have a separate 

Contract Line Item Number (CLIN) to cover this access fee, and this CAF shall be obligated at TO award. 

The CAF is capped at $100,000.00 per year. 
 

B.6 ORDER TYPES 

The contractor shall perform the effort required by this TO on a: 

 Firm-Fixed-Price (FFP) basis for: 

 CLINs 0001, 1001, 2001, 3001, 4001, and 5001 

 CLIN 0002 

 

 Cost-Plus-Award-Fee (CPAF) basis for: 

 CLINs 0003, 1003, 2003, and 3003 

 CLINs 0004, 1004, 2004, and 3004 

 CLINs 0005, 1005, 2005, and 3005 

 CLINs 0006, 1006, 2006, and 3006 

 CLINs 0007, 1007, 2007, and 3007 

 CLINs 0008, 1008, 2008, and 3008 

 

 Cost-Plus-Fixed-Fee (CPFF) basis for: 

 CLINs 4003 and 5003 

 CLINs 4004 and 5004 

 CLINs 4005 and 5005 

 CLINs 4006 and 5006 

 CLINs 4007 and 5007 

 CLINs 4008 and 5008 

 Not-to-Exceed (NTE) basis for: 

 CLINs 0009, 1009, 2009, 3009, 4009, and 5009 

 CLINs 0010, 1010, 2010, 3010, 4010, and 5010 

 CLINs 0011, 1011, 2011, 3011, 4011, and 5011 

 CLINs 0012, 1012, 2012, 3012, 4012, and 5012 
 

B.7 ORDER PRICING (ALL ORDER TYPES) 

Long-distance travel is defined as travel over 50 miles from Washington, D.C.  Local travel will not be 
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reimbursed. 

The following abbreviations are used in this price schedule:  
 

CLIN Contract Line Item Number 

CPAF Cost-Plus-Award-Fee 

CPFF Cost-Plus-Fixed-Fee 

FFP Firm-Fixed-Price 

NTE Not-to-Exceed 

ODC Other Direct Cost 
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B.7.1.1 BASE PERIOD: May 15,  2014 –  May 14,  2015  

MANDATORY FFP LABOR CLINs 

 

 

 

 

Only award fee can be proposed; base fee shall not be proposed. 

MANDATORY CPAF LABOR CLINs 

 

 

 

 

 

 

 

 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

 

Total NTE Ceiling Price 

 
0005 

 
Labor (Task 11) 

 
 

  

 

OPTIONAL CPAF LABOR CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

Total NTE 

Ceiling Price 

0006 Labor (Task 3)  

0007 Labor (Task 7)  

0008 Labor (Task 8)  
 

MANDATORY CPFF TOOLS, ODCs 

 

CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

 

Total Ceiling Price 

 
 

0009 

Tools Including 

Indirect Handling Rate 

 

 
 

 

 
 

 
 

 
 

0010 

ODCs 
Including Indirect 

Handling Rate  

 
 

 

 
 

 
 

CLIN Description QTY Unit Total FFP 

0001 Labor (Tasks 1 and 4) 12 Month 

0002 Labor (Task 2, Execute Transition-In) 3 Month 

 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

Total Estimated Cost Plus 

Award Fee 

 
0003 

Labor (Tasks 5, 9, 

10, 12, 13) 

 
 

 
 

 

 
 

0004 Labor (Task 6)  

 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)(b) (4)
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MANDATORY COST REIMBURSABLE TRAVEL CLIN 

CLIN Description 
 

Total Ceiling Price 

 

0011 
Long Distance Travel Including Indirect Handling 

Rate  

 

NTE 
 

 

MANDATORY CONTRACT ACCESS FEE 

CLIN Description  Total Ceiling Price 

0012 Contract Access Fee NTE 
 

 

TOTAL MANDATORY BASE PERIOD CLINs (0001 – 0005, 0009 – 0012): 

TOTAL OPTIONAL BASE PERIOD CLINs (0006 – 0008): 

TOTAL BASE PERIOD CEILING: 

(b) (4)
(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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B.7.1.2 FIRST OPTION PERIOD: :  May 15,  2015  –  May 14,  2016  

MANDATORY FFP LABOR CLINs 

 

 

 

 
MANDATORY CPAF LABOR CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

Total Estimated Cost 

Plus Award Fee 
 

1003 
Labor (Tasks 5, 9, 

10, 12, 13) 

  
 

 

1004 Labor (Task 6)  

 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

Total NTE Ceiling 

Price 

 
1005 

 
Labor (Task 11) 

 
 

  

 

OPTIONAL CPAF LABOR CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

 

Total NTE Ceiling Price 

1006 Labor (Task 3)  $ 0 

1007 Labor (Task 7)  

1008 Labor (Task 8)  
 

MANDATORY CPFF TOOLS, ODCs 
 

 

CLIN 
 

Description 
Estimated 

Cost 

Fixed Fee 

 

 

Total Ceiling Price 

 
 

1009 

Tools Including 

Indirect Handling Rate 

 

 
 

 

 
 

 
 

 
 

1010 

ODCs Including 

Indirect Handling Rate 

 

 
 

 

 
 

 
 

 

MANDATORY COST REIMBURSABLE TRAVEL CLIN 

CLIN Description 
 

Total Ceiling Price 

 

1011 
Long Distance Travel Including Indirect Handling 

Rate  

 

NTE 
 

CLIN Description QTY Unit Total FFP 

1001 Labor (Tasks 1 and 4) 12 Month 

 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)(b) (4)

(b) (4)(b) (4)

(b) (4)

(b) (4)(b) (4)

(b) (4) (b) (4)

(b) (4)

(b) (4)
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MANDATORY CONTRACT ACCESS FEE 

CLIN Description  Total Ceiling Price 

1012 Contract Access Fee NTE 
 

 

TOTAL MANDATORY FIRST OPTION PERIOD CLINs 

(1001 – 1005, 1009 – 1012): 

TOTAL OPTIONAL FIRST OPTION PERIOD CLINs (1006 -1008): 

TOTAL FIRST OPTION PERIOD CEILING: (b) (4)

(b) (4)

(b) (4)

(b) (4)
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B.7.1.3 SECOND OPTION PERIOD: :  May 15,  2016  –  September 30,  2016  

MANDATORY FFP LABOR CLINs 

 

 

 

 

 

 
Only award fee can be proposed; base fee shall not be proposed. 

MANDATORY CPAF LABOR CLINs 

 

 

 

 

 

 

 

 

 

 

CLIN 

 

Description 

 

Estimated Cost 
Award Fee 

 

 

Total NTE Ceiling Price 

 
 

2005 

 
 

Labor (Task 11) 

 

 
  

 

OPTIONAL CPAF LABOR CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

 

Total NTE Ceiling Price 

2006 Labor (Task 3)  $0 

 
2007 

 
Labor (Task 7) 

 

 
 

 
 

2008 Labor (Task 8) 
 

 
 

 
 

 

MANDATORY CPFF TOOLS and ODC CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

Total Ceiling 

Price 

 

 
 

2009 

 
 

Tools Including Indirect 

Handling Rate  

 
 

  

CLIN Description QTY Unit Total FFP 

 
 

2001 

 
 

Labor (Tasks 1 and 4) 

 
 

4.5 

 
 

Month 

 
 

 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

Total Estimated Cost Plus 

Award Fee 
 

2003 
Labor (Tasks 5, 9, 

10, 12, 13) 

  

 
 

 
2004 

 
Labor (Task 6) 

 

 
 

 
 

 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
(b) (4) (b) (4)

(b) (4)

(b) (4)

(b) (4)(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

Total Ceiling 

Price 

 

2010 
ODCs Including Indirect 

Handling Rate  
 

 

 

MANDATORY COST REIMBURSEMENT CLINs 

CLIN Description 
 

Total Ceiling Price 

 
 

2011 

 

Long Distance Travel Including 

Indirect Handling Rate  

 
 

NTE 

 
 

 

MANDATORY CONTRACT ACCESS FEE 

CLIN Description  Total Ceiling Price 

 
2012 

 
Contract Access Fee 

 
 

NTE 

 

 

 

TOTAL MANDATORY SECOND OPTION PERIOD CLINs 

(2001 – 2005, 2009 – 2012): 

 

TOTAL OPTIONAL SECOND OPTION PERIOD CLINs 

(2006 -2008): 

 

TOTAL SECOND OPTION PERIOD CEILING: 

(b) (4)

(b) (4)
(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)(b) (4)
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B.7.1.4 THIRD OPTION PERIOD: October 1 , 2016 –  September 30, 2017  

MANDATORY FFP LABOR CLINs 

CLIN Description QTY Unit Total FFP 

 
3001 

 
Labor (Tasks 1 and 4) 

 
12 

 
Month 

 

 

MANDATORY CPAF LABOR CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

Total Estimated Cost Plus 

Award Fee 
 

3003 
Labor (Tasks 5, 9, 

10, 12, 13) 

  
 

 

 
3004 

 
Labor (Task 6) 

  

 
 

 

 

CLIN 

 

Description 

 

Estimated Cost 
Award Fee 

 

 

Total NTE Ceiling Price 

 
3005 

 
Labor (Task 11) 

 
 

  

 

OPTIONAL CPAF LABOR CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Award Fee 

 

 

Total NTE Ceiling Price 

3006 Labor (Task 3)  $0 

3007 Labor (Task 7)   

3008 Labor (Task 8)  
 

MANDATORY CPFF TOOLS and ODCs CLINs 

 

CLIN 
 

Description 
Estimated 

Cost 

Fixed Fee   

Total Ceiling Price 

 

 

3009 
Tools Including 

Indirect Handling 

 

 
   

 

3010 
ODCs Including 

Indirect Handling 

 

 
  

 

MANDATORY COST REIMBURSEMENT TRAVEL CLIN 

 

3011 
Long Distance Travel Including 

Indirect Handling Rate  

 

NTE 
 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
(b) (4)

(b) (4)

(b) (4)(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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MANDATORY CONTRACT ACCESS FEE 

CLIN Description  Total Ceiling Price 

3012 Contract Access Fee NTE 
 

 

TOTAL MANDATORY THIRD OPTION PERIOD CLINs 

(3001 – 3005, 3009 – 3012):  

 
TOTAL OPTIONAL THIRD OPTION PERIOD CLINs (3006 -3008): 

 

TOTAL THIRD OPTION PERIOD CEILING: 
 

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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B.7.1.5 FOURTH OPTION PERIOD:  O ctober  1 ,  2 017  –  Septemb er  3 0 ,  2018  

MANDATORY FFP LABOR CLINs 

 

 

 

 
Only award fee can be proposed; base fee shall not be proposed. MANDATORY 

CPFF LABOR CLINs 

 

 

 

 

 

 

 

 

 
 

 

CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

 

Total NTE Ceiling Price 

 
4005 

 
Labor (Task 11) 

 

 

  

 

OPTIONAL CPFF LABOR CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

 

Total NTE Ceiling Price 

4006 Labor (Task 3)  

4007 Labor (Task 7)  

4008 Labor (Task 8)  

 

 

 

 

 

CLIN Description QTY Unit Total FFP 

 
4001 

 
Labor (Tasks 1 and 4) 

 
12 

 
Month 

 

 

 

 

CLIN 

 

Description 

 

Estimated Cost 
Fixed Fee 

 

Total Estimated Cost Plus 

Fixed Fee 

 
4003 

Labor (Tasks 5, 9, 

10, 12, 13) 

  

 

 

 
4004 

 
Labor (Task 6) 

  

 

 

 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4) (b) (4)

(b) (4)

(b) (4)(b) (4)

(b) (4)

(b) (4)

(b) (4) (b) (4)

(b) (4)

(b) (4)

(b) (4)
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MANDATORY COST REIMBURSEMENT TOOLS, ODCs, and TRAVEL CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

Total Ceiling 

Price 

 

 
 

4009 

 

Tools Including Indirect Handling 

Rate  

 
 

     

 
 

 

  

 
 

4010 

 

ODCs Including Indirect Handling 

Rate  

  

 

 

 

MANDATORY COST REIMBURSEABLE TRAVEL CLIN 

 
 

4011 

 

Long Distance Travel Including 

Indirect Handling Rate  

 
 

NTE 

 
 

 

MANDATORY CONTRACT ACCESS FEE 

CLIN Description  Total Ceiling Price 

4012 Contract Access Fee NTE 
 

 

TOTAL MANDATORY FOURTH OPTION PERIOD 

CLINs (4001 – 4005, 4009 – 4012): 

 

 
TOTAL OPTIONAL FOURTH OPTION PERIOD 

CLINs (4006 – 4008): 

 
 

TOTAL FOURTH OPTION PERIOD CEILING: 
 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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B.7.1.6 FIFTH OPTION PERIOD:  October  1 ,  20 18  –  May  14 ,  20 19  

MANDATORY FFP LABOR CLINs 

 

 

 
Only award fee can be proposed; base fee shall not be proposed. 

MANDATORY CPFF LABOR CLINs 

 

 

 

 

 

 

 

 

 
 

 

CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

Total NTE Ceiling 

Price 

 

 
5005 

 

 
Labor (Task 11) 

   

 

 

OPTIONAL CPFF LABOR CLINs 
 

 

CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

 

Total NTE Ceiling Price 

5006 Labor (Task 3)    

 
5007 

 
Labor (Task 7) 

  
 

 
5008 

 
Labor (Task 8) 

  
 

 

MANDATORY COST REIMBURSEMENT TOOLS, ODCs, and TRAVEL CLINs 

 

CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

Total Ceiling 

Price 

 

 

 
 

5009 

 

 
 

Tools Including Indirect Handling 

Rate  

 

 
 

 

 
 

 

 
 

 

CLIN Description QTY Unit Total FFP 

5001 Labor (Tasks 1 and 4) 7.5 Month 
 

 

 

 

CLIN 

 

Description 

 

Estimated Cost 
Fixed Fee 

 

Total Estimated Cost 

Plus Fixed Fee 

 
5003 

Labor (Tasks 5, 9, 

10, 12, 13) 

  

 

 
5004 

 
Labor (Task 6) 

   

 

 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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CLIN 
 

Description 
 

Estimated Cost 
Fixed Fee 

 

Total Ceiling 

Price 

 

 
 

5010 

 
 

ODCs Including Indirect Handling 

Rate  

 
 

  
 

 

 

MANDATORY COST REIMBURSEABLE TRAVEL CLIN 

 
 

5011 

 

Long Distance Travel Including 

Indirect Handling Rate  

 
 

NTE 

 

 

 

MANDATORY CONTRACT ACCESS FEE 

CLIN Description  Total Ceiling Price 

 
5012 

 
Contract Access Fee 

NTE 
 

 

 

 

TOTAL MANDATORY FIFTH OPTION PERIOD 

CLINs (5001 – 5005, 5009 – 5012): 

 
 

TOTAL OPTIONAL FIFTH OPTION PERIOD 

CLINs (5006 – 5008): 

 
 

TOTAL FIFTH OPTION PERIOD CEILING:  

TOTAL ALL PERIODS ALL CLINs: $553,523,263 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)



SECTION B – SUPPLIES OR SERVICES AND PRICES/COSTS 

Task Order GSQ0014AJ0024_ Mod PS60 

PAGE B-15 

 

  

 

 

B.12 SECTION B TABLES 
 

B.12.1 CLIN DESCRIPTIONS 
 

Note: X represents the first digit of the CLIN number which reflects the base or option period number 

(for example, X001 represents 0001, 1001, 2001, 3001, 4001, and 5001). 
 

B.12.1.1 CLIN X001 
 

The subject CLIN is to provide support for Task 1, Provide Task Order Program Management and 

Task 4, Provide Portfolio Program Management (for each Division) on this TO. The contractor will 

be reimbursed for all labor under this CLIN on a FFP basis. 
 

B.12.1.2 CLIN X002 
 

The subject CLIN is to provide support for Task 2, Execute Transition-In on this TO. All transition-in 

activities shall be completed within 90 calendar days (Section C.6.2). The contractor shall be 

reimbursed for all labor under this CLIN on a FFP basis. 
 

B.12.1.3 CLIN X003 AND X004 
 

The subject CLINs are to provide support for Task 5, Applications Operations and Maintenance 

(O&M); Task 6, Application Enhancement and Modernization Support; Task 9, Support Security 

Services; Task 10, Service/Help Desk Support; Task 12, Scanning Center Support; and, Task 13, 

Burlington Support on this TO. The contractor will be reimbursed for all labor under this CLIN on a 

CPAF basis for the Base Period and Option Period’s 1 through 3. The contractor will be reimbursed 

for all labor under this CLIN on a CPFF basis for Option Period’s 4 and 5.  Please note, contractors 

shall NOT propose a base fee. 
 

B.12.1.4 CLIN X005 
 

The subject CLIN is to provide support for Task 11, Strategic Analysis of Application Groups on this 

TO. The total NTE ceiling of this CLIN is a Government-provided plug number for each of the five 

years of performance.  The contractor shall propose an Award Fee Percentage for this CLIN in Section 

B in accordance with Section H.27 of the Task Order Request (TOR). An estimated cost and award 

fee pool will be established by the Government at Task Order Award using the contractor’s awarded 

Award Fee Percentage.  The estimated cost and award fee pool, together, shall not exceed the total 

NTE ceiling reflected in Section B above.  The contractor will be reimbursed for all labor under this 

CLIN on a CPAF basis for the Base Period and Option Period’s 1 through 3. The contractor will be 

reimbursed for all labor under this CLIN on a CPFF basis for Option Period’s 4 and 5.  Please note, 

contractors shall NOT propose a base fee. 
 

B.12.1.5 CLIN X006 
 

The subject CLIN is an OPTIONAL CLIN and is to provide support for Task 3, Execute Transition-

Out on this TO. The total NTE ceiling of this CLIN is a Government-provided plug number for 

Option Period 

4.  CLIN X006 has a total NTE ceiling of $0.00 in the Base Period, Option Periods 1 through 3, and 
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Option Period 5. The contractor shall utilize their company’s agreed upon Fixed Fee Percentage for 

this CLIN in Section B of the Task Order Request (TOR). The estimated cost and fixed fee, together, 

shall not exceed the total NTE ceiling reflected in Section B above.  The contractor will be reimbursed 

for all labor under this CLIN on a CPFF basis.  Please note, contractors shall NOT propose a base 

fee. 
 

B.12.1.6 CLIN X007 AND X008 
 

The subject CLINs are OPTIONAL CLINs and are to provide support for Task 7, Additional 

Application Support for Existing Applications and Task 8, New Application Development Support on 

this TO. The total NTE ceiling of these CLINs are a Government-provided plug number for each of 

the five years of performance.  The contractor shall propose an Award Fee Percentage for these 

CLINs in Section B in accordance with Section H.27 of the TOR. An estimated cost and award fee 

pool will be established by the Government at Task Order Award, for each CLIN, using the 

contractor’s awarded Award Fee Percentage.  The estimated costs and award fee pools, together, shall 

not exceed the total NTE ceilings reflected in Section B above.  The contractor will be reimbursed for 

all labor under this CLIN on a CPAF basis for the Base Period and Option Period’s 1 through 3. The 

contractor will be reimbursed for all labor under this CLIN on a CPFF basis for Option Period’s 4 and 

5.  Please note, contractors shall NOT propose a base fee. 
 

B.12.1.7 CLIN X009 AND X010 
 

The subject CLINs supports contractor reimbursement for Government-approved purchases (based 

on a Government-approved Request to Initiate process, Section H.24) of tools and ODCs in 

support of the TOR requirements. 
 

B.12.1.8 CLIN X011 
 

The contractor’s long-distance travel will be reimbursed in accordance with Section G.9.6.1.4 and 

Section 
H.23 of the TOR. 

 

B.12.1.9   CLIN X012 
 

The contractor will be reimbursed for the Contract Access Fee in accordance with the Alliant Contract 

Access Fee memo dated June 1, 2009 and Section B.5 of the TOR. 
 

B.12.2 INDIRECT/MATERIAL HANDLING RATE 
 

Travel and ancillary products and services costs incurred may be burdened with the contractor’s 

indirect/material handling rate commensurate with forward pricing rate agreements and in accordance 

with the contractor’s disclosed practices.  If no indirect/material handling rate is allowable in 

accordance with the contractor’s disclosed practices, then no indirect/material handling rate shall be 

applied to or reimbursed on such costs. 
 

All indirect rates proposed and billed under this task order shall be commensurate with the current 

Defense Contract Audit Agency (DCAA)-approved forward pricing rate agreement.  Indirect rates 

include, but may not be limited to, indirect material handling rates, overhead rates, and general and 

administrative rates. 
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B.12.3 DIRECT LABOR RATES 

All labor categories proposed shall be mapped to existing Alliant labor categories. 

 

B.13  INCREMENTAL FUNDING 
 

B.13.1   INCREMENTAL FUNDING LIMITATION OF GOVERNMENT’S OBLIGATION 

Incremental funding for CLINs 0001 through 4012 are currently allotted and available for payment 

by the Government. Only CPFF and CR CLINs will be incrementally funded.  Additional 

incremental funding for these CLINs will be allotted and available for payment by the Government 

as the funds become available. The estimated period of performance covered by the allotments for 

the mandatory CLINs is from award through September 30, 2018, unless otherwise noted in Section 

B.7.  The TO will be modified to add funds incrementally up to the maximum of $553,523,263 over 

the performance period of this TO. These allotments constitute the estimated cost for the purpose of 

Federal Acquisition Regulation (FAR) Clause 52.232-22, Limitation of Funds, which applies to this 

TO on a CLIN-by-CLIN basis. 

Incremental Funding Table For FPP 
 

See Attachment DD 
 

Incremental Funding Table for CPFF 
 

See Attachment CC 
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B.14   AWARD FEE CALCULATION TABLE 
 
 

Award Fee  

Year Period Months Covered 
Available Award Fee 

Pool 
Earned Fee Unearned Fee  

Base Year 1 1 
May 30, 2014 – 
August 31, 2014 

    

Base Year 2 2 
September 1, 2014 – 
November 30, 2014 

    

Base Year 3 3 
December 1, 2014 – 
February 28, 2015 

    

Base Year 4 4 
March 1, 2015 – May 

14, 2015 
  

 

 
 

Option Year 1 5 
May 15, 2015 – 
August 14, 2015 

    

Option Year 1 6 
August 15, 2015 – 

November 16, 2015 
    

Option Year 1 7 
November 17, 2015 – 

February 16, 2016 
  

 

 
 

Option Year 1 8 
February 17 , 2016 – 

May 14, 2016 
    

Option Year 2 9 
May 15, 2016 – 

September 30, 2016 
    

Option Year 3 10 
October 1, 2016– 
March 31, 2017 

    

Option Year 3 11 
April 1, 2017– 

September 30, 2017 
  

 

 

 

 

 

*Please note that Option Period’s 4 and 5 are CPFF so the above Award Fee Calculation Table is not 

applicable to those periods.  

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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C.1.   PURPOSE 

The purpose of this Task Order (TO) is to support the General Services Administration (GSA) 

Office of the Chief Information Officer (OCIO) by providing services that support the operation, 

maintenance, enhancement, and development of GSA software applications in coordination with 

the Chief Information Officer (CIO) Application, Maintenance, Enhancement, and Operations 

(CAMEO) Small Business (SB) contractor. GSA requires support to operate its portfolio of 

applications while modernizing, reducing the portfolio, and eliminating the interconnectedness 

and dependencies when possible, of the systems and environments. This primarily supports the 

Federal Acquisition Service (FAS), but also includes some support of Administration 

Headquarters, the Office of Governmentwide Policy (OGP), and the Public Building Service 

(PBS). 
 

C.2 BACKGROUND 

The Office of Acquisition IT Services is organized as follows: 

a. Asset and Transportation Management Division (ATM) 

b. Business Intelligence & Enterprise-Wide Information Management Division (BI) 

c. Contract Administration Division (CA) 

d. Contract Service Management Division (CSM) 

e. eCommerce Division 

f. Planning and Architecture Division (PA) 

g. Information Security Systems Operations Division (ISSO) 

h. Applied Engineering (AE) 
 

The Office of Acquisition IT Services provides information technology (IT) support for FAS and 

other parts of GSA.  The applications developed and maintained by Acquisition IT Services are 

used by business portfolios within GSA, customer agencies, the vendor community and the 

general public. For each and every business line, the applications supported by CAMEO are 

essential to daily operations, future growth, and meeting organizational goals. 
 

FAS leverages the buying power of the Federal Government to acquire the best value for both 

the taxpayers and Federal customers. FAS is comprised of the Office of the Commissioner, four 

business portfolios (business-generating components): Office of Integrated Technology Services, 

the Office of Assisted Acquisition Services, the Office of General Supplies and Services, and the 

Office of Travel, Motor Vehicle and Card Services, and three integrator offices: the Office of 

Customer Accounts and Research, the Office of Strategy Management, and the Office of 

Acquisition Management. These offices are the primary users and program offices for the 

application portfolios that require support under this TO. 
 

PBS is the landlord for the Federal Government. PBS Office functions include: the Office of 

Client Solutions, the Office of Leasing, the Office of Budget and Financial Management, the 

Office of Facilities Management and Services, the Office of Design and Construction, the Office 

of Organizational Resources, and the Office of Portfolio Management. The current portfolio of 

applications that require support includes a limited number of PBS applications, however as the 

Office of Acquisition IT Services supports more applications, it will be called upon to support 

additional applications. 
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C.2.1 AGENCY MISSION 
 

GSA’s mission is to deliver the best value in real estate, acquisition, and technology services to 

the Federal Government and the American people. The role of the GSA OCIO is to provide the 

organization with a focused portfolio of applications that enable GSA to meet growth objectives 

in an agile, efficient timeline, without unintended consequences.  The OCIO for Acquisition IT 

Services provides GSA with strategic and tactical IT business solutions to enable GSA to 

effectively serve its customers. The IT solutions must align with the business portfolio’s needs 

and mission to be effective and flexible enough to support the changing business environment. 
 

C.2.2 VISION 

The GSA OCIO Office of Acquisition IT Services’ vision is to enter into a working relationship 

with industry to accelerate the pace at which it develops and deploys critical application 

functionality. GSA is looking for innovative approaches to manage the current application 

environment, employ effective software development management processes, and support the 

effort to develop and enhance existing applications to be cloud ready in accordance with Cloud 

First policy. 

 

Cloud ready is defined as the following for the purposes of this TO: developing solutions that 

lend themselves to immediate or eventual porting to cloud-based infrastructure and/or platforms 

as a service with minimum rework in architecture or design required.  In accomplishing this, 

several factors should be taken into consideration including: 

 

a. Performance - remove performance bottlenecks/inefficiencies to allow for scalability. 

b. Elasticity - ability to scale up and/or down. 

c. Resilience - incorporation of capability for "self-healing." 

d. Security - security built into application. Less reliance on perimeter defenses such as 

firewalls and intrusion detection. 

GSA intends to move towards a Common Acquisition Platform (CAP) that seeks to provide 

Government-wide transactional data and reduce the costs of operating redundant acquisition 

systems. When the vision of CAP is developed more fully, the Government may require support 

under this TO to transition the existing application portfolio to this new platform and provide for 

modernization overall to ensure that GSA is able to meet customers’ needs. 
 

C.3 SCOPE 

The contractor shall provide, predominantly from its own location, application development, 

enhancement, maintenance and management services, and program management for the current 

and future application portfolio. The contractor shall also provide support for modernizing the 

application environment, improving the efficiency of the environment, and working to align the 

application portfolio with the business needs of the organization. This is not a personal services 

TO. 
 

C.4 CURRENT INFORMATION TECHNOLOGY (IT)/NETWORK ENVIRONMENT 

Applications that are supported and maintained by the GSA OCIO are hosted in a Web 

Environment, Network Environment, ClearPath Environment, Database, and Storage Area 
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Network (SAN). Further information on each can be found in Section J, Attachment B.  The 

GSA OCIO uses Serena Business Manager (SBM) to create a consistent Systems Change 

Request (SCR) process and HP's Application Lifecycle Management suite to manage delivery of 

applications. 

GSA has historically used a Waterfall (Definitive) methodology for its application portfolio. 

Recently, the Government has experimented with Agile and Kanban development methodologies 

for certain application development projects. Due to the structure of the Government, and the 

interconnectedness of GSA applications, the Government’s ability to adopt these methodologies 

on a broad scale has been limited. For future application development, the contractor shall assist 

the Government in determining the most optimal method for development for each project, with 

a strong preference on modern methodologies. 

Historically, the OCIO used a tailor-to-fit approach to select the right-sized System Development 

Life Cycle (SDLC) and the right-sized methodology for each type of work performed.  The 

OCIO selects the level and amount of monitoring and control based on the size, complexity, and 

risk of the project. 

SDLC reporting, which is used for the Waterfall development method, uses an approach that 

ensures the lowest overhead costs are incurred commensurate with the risk and management 

desired visibility into the project. 

Waterfall (also known as Definitive): This approach is a sequential elaboration of the project is 

used when requirements are well defined early in the project, and the size, complexity, and cost 

risk are significant. This approach is also used when the project involves several applications 

across organizational boundaries and all applications must be deployed together to operate 

correctly. Release cycles vary by application and customer need; however, the majority of the 

OCIO’s work is built into scheduled quarterly releases in which system change requests are 

prioritized with input from the end users, the scope is locked down, and all requirements are 

gathered. This approach works exceptionally well due to the inter-dependencies of many of the 

applications across the organization and the defined requirements. An exception exists for FSS 

19. Changes or individual projects for FSS 19 are done as required and, if needed, could be done 

as frequently as daily. 

Agile: A group of software development methods based on iterative and incremental 

development where requirements and solutions evolve through collaboration between self- 

organizing, cross-functional teams. Iterative development with incremental delivery is the most 

cost-effective way to develop new user interface applications and major enhancements to 

existing applications. It promotes adaptive planning, evolutionary development and delivery, a 

time-boxed iterative approach, and encourages rapid and flexible response to change. It is a 

conceptual framework that promotes foreseen interactions throughout the development cycle. 

This approach is not generally used for highly complex applications or changes involving several 

applications across organizational boundaries. 

Kanban: The Kanban approach, a lean variant of the Agile Scrum approach, is used to most 

efficiently manage the development and deployment of a backlog of change requests to an 

application. Rather than following a prescriptive, gated-review driven methodology, change 

requests enter a pipeline of continuous work.  This approach significantly shortens the cycle-time 

from when a requirement is identified through production. This flow-oriented strategy is not 

appropriate for large or highly complex projects. There are several applications where Kanban 
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can be applied. These applications have numerous system change requests in queue and have 

users with needs requiring shorter turn-around times. The applications and the changes requests 

chosen for this development approach are ones that only impact said application and do not cut 

across multiple applications. As this approach matures further reviews will be conducted to 

assess its effectiveness and applicability to other applications. 

Scrum: An iterative and incremental Agile software development framework for managing 

software projects and product or application development. Its focus is on "a flexible, holistic 

product development strategy where a development team works as a unit to reach a common 

goal" as opposed to a "traditional, sequential approach." Scrum enables the creation of self- 

organizing teams by encouraging co-location of all team members, and verbal communication 

between all team members and disciplines in the project. 

A key principle of Scrum is its recognition that during a project the customers can change their 

minds about what they want and need (often called requirements churn), and that unpredicted 

challenges cannot be easily addressed in a traditional predictive or planned manner. As such, 

Scrum adopts an empirical approach—accepting that the problem cannot be fully understood or 

defined, and focusing instead on maximizing the team's ability to deliver quickly and respond to 

emerging requirements. 

Extreme Programming (XP): A software development methodology which is intended to 

improve software quality and responsiveness to changing customer requirements. As a type of 

Agile software development, it advocates frequent "releases" in short development cycles, which 

is intended to improve productivity and introduce checkpoints where new customer requirements 

can be adopted. 

Other elements of Extreme Programming include: programming in pairs or doing extensive code 

review, unit testing of all code, avoiding programming of features until they are actually needed, 

a flat management structure, simplicity and clarity in code, expecting changes in the customer's 

requirements as time passes and the problem is better understood, and frequent communication 

with the customer and among programmers. The methodology takes its name from the idea that 

the beneficial elements of traditional software engineering practices are taken to "extreme" 

levels. 
 

C.4.1 CURRENT APPLICATION PORTFOLIO 

The current portfolio of all GSA OCIO applications, grouped into application sets, includes the 

following.  Further information with specific descriptions of each application can be found in 

Section J, Attachment C: 

 

● Application Set 1: Acquisition Systems (Groups 1-4) 

 Group 1: eCommerce 

 GSA Advantage! 

 AAC Inquiry 

 Advantage Customer Information System (ACIS) 

 Advantage Spend Analysis Program (ASAP) 

 Master Product Manager (MPM) 

 Contracting Officer Review System (CORS) 

 Governmentwide Acquisition Contracts (GWAC) Pricing Tool 
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 Credit Card Order Authorization Service 

 eSOA Integration 

 GSA Advantage! Schedules e-Library System 

 GSA e-Buy 

 e-Buy Connect 

 e-Buy Mobile Services 

 eBuy Admin 

 GSA Global Supply & USMC Web Application 

 Password Approval and Assignment Application 

 PO Portal 

 Schedule Input Program (SIP) Tool 

 Table Maintenance Tool (TMT) 

 Vendor Support Center (VSC) 

 Virtual Stores (Air Force, USDA, VA, DHS, PBS OneSource) 

 Web Version – GSA Schedules eMaintenance 

 

 Group 2: Multiple Award Schedules (MAS) 

 eOffer/eMod 

 Solicitation Writing System (SWS) 

 Offer Registration System (ORS) 

 eCAT – Electronic Centralized Acquisition Tool 

 

 Group 3: Contract Management 

 Acquisition Planning Module 

 eApproval 

 Enterprise Acquisition System Integrated (EASi) 

 

 Group 4: City Pairs 

 

● Application Set 2: Supply Chain, Motor Vehicle Management and Transportation 

Systems (Groups 5-7) 

 Group 5: Supply Chain 

 FSS-19 

 DLMS MOD 

 CSM Web Services 

 Vendor Access Network System (VANS) 

 National Cataloging Action Log (NCAL) 

 Demand Forecast 

 Warehouse Management System 

 Warehouse Management System – Phoenix Subsystem 

 Warehouse Management System – HighJump Subsystem 

 Burlington Support 

 FSS Online 

 FSS Online Data Entry 

 FSS Online Security 
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 eFSS Online 

 URSA 

 High Priority Order Air Clearance (HPOA) 

 Pegasys Connect 

 Customer Supply Center (CSC) 

 Product Information Catalog System (PICS) 

 Sales Automation System and Ad Hoc Reports (GSA Auction / SASY / 

Reverse Auctions) 

 Federal Asset Sales Portal (GovSales.gov) 

 Federal Disposal System (GSAXcess, CFL, AAMS) 

 GSA SmartPay Program 

 Online Contract Management System (OCMS) 

 MASS Contract Modification Web Site 

 EC/EDI Gateway 
 

 Group 6: Motor Vehicle Management 

 Fleet Management Systems and Ad Hoc Reporting (FMS) 

 Federal Motor Vehicle Registration System (FMVRS) 

 Automotive Remarketing Module(Arm) (Fleet Management Sub-System) 

 FMS2GO 

 AutoAuctions 

 Requisitioning, Ordering and Documentation (ROADS) 

 

 Group 7: Transportation 

 Transportation Audit Support System (TASS/TARPS/ASPA) 

 Accounts Receivable Tracking System(ARTS) 

 Transportation Management Services Solution (TMSS) 

 Federal Strategic Sourcing Initiative (FSSI) for Domestic Delivery Service 

 

● Application Set 3: Platform and Data Management (Groups 8-15) 

 Group 8: Enterprise Data Marts/ Business Objects 

 CART Marketing Information system 

 Prices Paid data management and reporting 

 FSSI Dashboard 

 

o Group 9:  Enterprise Data Warehouse 
 

o Group 10:  Enterprise Data Management Services 
 Financial Planning Application 

 Telecom Invoice Management 
 Multiple Award Schedules Modifications Dashboard 

 FAS Financial Dashboard 

 Reports Server 

 

o Group 11:  Cold Fusion/Web application 
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 USAccess 

 USAccess Forums 

 USAccess Agency Lead Portal 

 FEDIDcard.gov 

 Strategic Sourcing (Drupal) 

 Spot Light on Success 

 Cross Training 

 FEDSpecs 

 Ride Along Program (RAP) 

 eResolve/eWire 

 

o Group 12: Enterprise Content Management System (Documentum) 
 

o Group 13: SalesForce Platform 

 Sales Cloud (CRM) 

 Business Area specific Applications 

 VISSION – SalesForce Call center application solution 

 Enterprise like Applications 

 Centralized Mail List Service (CMLS) 

 

o Group 14: Service Oriented Architecture 
 

o Group 15: Application Management Tools 
 HP Application Lifecycle Management Suite (ALM) 

 Serena Business Manager (SBM) 
 

These are the full set of applications currently within the scope of this TO.  Section J, 

Attachment A is a Draft Application Assignment Letter which includes the applications initially 

expected to be supported under this TO at the time of TO Award. Support for some or all of 

these applications could be moved to the CAMEO SB TO. They could be moved for a variety of 

reasons, and is completely at the Government’s discretion. 
 

C.5 OBJECTIVES 

The objective of this performance-based TO is to consolidate, modernize, transform, and operate 

the application portfolio. This includes: 

 Improving the FAS business lines’ experience meeting business requirements. 

 Reducing the direct interconnectedness of applications. 

 Reducing the portfolio of applications. 

 Reducing the Operations and Maintenance (O&M) costs of remaining applications. 

 Providing a tight coordination of service delivery with the CAMEO (SB) contractor. 
 

C.6 TASKS 
 

The following tasks are in support of this TO and are detailed below: 

 Task 1 – Provide Task Order Program Management 
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 Task 2 – Execute Transition-In 

 Task 3 – Execute Transition-Out 

 Task 4 – Provide Portfolio Project Management (For each Division) 

 Task 5 – Applications Operations and Maintenance (O&M) 

 Task 6 – Application Enhancement and Modernization Support 

 Task 7 – Additional Application Support for Existing Applications (Optional Task) 

 Task 8 – New Application Development Support (Optional Task) 

 Task 9 – Support Security Services 

 Task 10 – Service/Help Desk Support 

 Task 11 – Strategic Analysis of Application Groups 

 Task 12 – Scanning Center Support 

 Task 13 – Burlington Support 
 

C.6.1 ASK 1 – PROVIDE TASK ORDER PROGRAM MANAGEMENT 

The contractor shall provide program management support under this TO.  This includes the 

management and oversight of all activities performed by contractor personnel, including 

subcontractors, to satisfy the requirements identified in this Statement of Work (SOW). The 

contractor shall identify a Program Manager (PM) by name that shall provide executive 

management, direction, administration, quality control, and leadership of the execution of this 

TO.  The contractor shall schedule meetings and provide deliverables in accordance with Section 

F. 
 

C.6.1.1 SUBTASK 1 – COORDINATE A PROGRAM KICK-OFF MEETING 

The contractor shall schedule and coordinate a Program Kick-Off Meeting (see Section F.5, 

Deliverable 2) at the location approved by the Government. The meeting will provide an 

introduction between the contractor personnel and Government personnel who will be involved 

with the TO. The meeting will provide the opportunity to discuss technical, management, and 

security issues, and travel authorization and reporting procedures. At a minimum, the attendees 

shall include Key contractor personnel, representatives from the GSA OCIO, other relevant 

Government personnel, and the Federal Systems Integration and Management Center (FEDSIM) 

Contracting Officer’s Representative (COR).  At the Kick-Off Meeting, the contractor shall 

provide a Program Kick-off Agenda (see Section F, Deliverable 1) that includes, at a minimum, 

the following topics/deliverables: 

a. Points of contact (POCs) for all parties 

b. Staffing Plan and status 

c. Security discussion 

d. Invoicing considerations 

e. Transition discussion 

The contractor shall provide the following at the Kick-Off Meeting: 

a.   All deliverables required to be provided to the Government at the Kick-Off Meeting are 

listed in Section F.5. 



SECTION C – PERFORMANCE-BASED STATEMENT OF WORK 

Task Order GSQ0014AJ0024_Mod PS60 

 

 

 

 

C.6.1.2 SUBTASK 2 – PREPARE AND UPDATE A PROGRAM MANAGEMENT PLAN 

(PMP) 

The contractor shall document all support requirements in a PMP. The PMP shall: 

a. Describe the proposed management approach. 

b. Contain detailed Standard Operating Procedures (SOPs) for all tasks. 

c. Include milestones, tasks, and subtasks required in this TO. 

d. Provide for an overall Work Breakdown Structure (WBS) and associated responsibilities 

and partnerships between or among Government organizations. 

e. Integrated with the contractor’s Quality Control Plan (QCP) and Earned Value 

Management (EVM) Plan. 

The contractor shall provide the Government with a draft PMP (see Section F.5, Deliverable 5), 

on which the Government will make comments. The final PMP (see Section F.5, Deliverable 6) 

shall incorporate the Government’s comments.  The PMP will be updated as changes in the 

program occur (see Section F.5, Deliverable 7). The document will be reviewed and updated as 

needed on an annual basis, at a minimum. The contractor shall conform to the latest Government 

approved version of the PMP. 

 

C.6.1.3 SUBTASK 3 – PREPARE A MONTHLY STATUS REPORT (MSR) 

The contractor PM shall develop and provide an MSR (see Section F.5, Deliverable 8) using 

Microsoft (MS) Office Suite applications, by the tenth of each month via electronic mail to the 

Technical Point of Contact (TPOC) and the COR. The MSR shall include: 

a. Activities during reporting period, by application, which shall include any on-going 

activities, newly started activities, activities completed and activities planned (30/60 day 

outlook); progress to date on all above mentioned activities; and cost and schedule 

performance for any activities requiring the use of EVM analysis. 

b. Summarize the impacts of any new software released, and the business value of the 

releases to GSA and/or the Government as a whole. 

c. Problems and corrective actions taken.  Also include issues or concerns and proposed 

resolutions to address them. 

d. Personnel gains, losses, vacancies (including durations of open billets), and status 

(security clearance, etc.). 

e. Training provided to current staff. 

f. Government actions required. 

g. Summary of trips taken, conferences attended, etc. (attach Trip Reports to the MSR for 

the reporting period). 

h. Accumulated invoiced cost for each CLIN through the previous month, reported by 

Application. 

i. Projected costs of each CLIN for the current month, reported by Application 

j. Estimated costs at completion of the current period of performance reported by 

Application (Base or Option Period). 

k. Performance of EVM projects. 

l. Significant High and Critical Program Risks Summary. 

m. Summary of Security Vulnerabilities and Trends by Application. 
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The contractor shall convene a Monthly Status Meeting with the TPOC, COR, and other vital 

Government stakeholders (see Section F.5, Deliverable 13).  The purpose of this meeting will 

be to present the MSR in order to ensure all stakeholders are informed of the monthly activities 

and provide opportunities to identify other activities and establish priorities, manage costs, and 

coordinate resolution of identified problems or opportunities. 

The contractor PM shall provide minutes of these meetings, including attendance, issues 

discussed, decisions made, and action items assigned, to the TPOC and COR within five 

workdays following the meeting (see Section F.5, Deliverable 14). 
 

C.6.1.4 SUBTASK 4 - CONVENE CRITICAL PROJECT REVIEW MEETINGS 

The contractor shall convene weekly critical project review meetings with the GSA Associate 

CIO for Acquisition IT Services to assess the status of projects that the Government has deemed 

critical (see Section F.5, Deliverable 15). This review includes: 

a. Schedule updates 

b. Project dependencies 

c. Risks and issues 
 

C.6.1.5 SUBTASK 5 – DEVELOP EARNED VALUE MANAGEMENT (EVM) PLAN 

The contractor shall use contractor-developed EVM templates in accordance with the American 

National Standards Institute (ANSI)-748/A, the contractor’s proposal, and the contractor’s EVM 

systems and standards, see Section H.19 for further information. The contractor shall coordinate 

with the Government to determine which of the controls in the ANSI Standard are applied to 

each project in order to ensure an optimal solution.  Performance of EVM program control is 

executed in Task 4 and is only applicable to projects estimated at $250,000 or more or as 

otherwise specified in the Project Classification Schema (Section J, Attachment D).  EVM 

controls being applied will vary from project to project as needed. 
 

C.6.1.6 SUBTASK 6 –QUALITY ASSURANCE AND CONTINUOUS IMPROVEMENT 

The contractor shall provide a draft Quality Control Plan (QCP) as required in Section F.5, 

Deliverable 10. The final QCP shall incorporate the Government’s comments (see Section F.5, 

Deliverable 11). The contractor shall periodically update the QCP, as required in Section F.5, 

Deliverable 12, as changes in program processes occur. At minimum, the QCP shall be 

reviewed and updated once a year. 

Within the QCP, the offeror shall identify its approach for providing quality control in meeting 

the requirements of the TO. The offeror’s QCP shall describe its quality control methodology 

for accomplishing TO performance expectations and objectives. The offeror shall fully discuss 

its validated processes and procedures that provide high quality performance for each Task Area. 

The QCP shall describe how the processes integrate with the Government’s requirements and not 

just state that they are certified in a particular quality standard approach. 

The contractor shall also develop and implement a Continuous Improvement Program.  This 

includes, but is not limited to: 

 

a. Ensuring contractor staff develops highly structured and secure code. 

b. Coordinating efforts with other contractors. 
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c. Coordinating requirements and best practices with GSA OCIO customers. 

d. Conducting end user and business line customer satisfaction surveys. 

e. Identifying effective and efficient code for re-use. 

f. Leveraging existing code and services in meeting business requirements. 

g. Providing recommendations to the OCIO for retiring applications without sacrificing 

business requirements. 

 

C.6.1.7 SUBTASK 7 – PREPARE TRIP REPORTS 

The Government will identify the need for a Trip Report when the request for travel is submitted. 

The contractor shall keep a summary of all long-distance travel including, but not limited to, the 

name of the employee, location of travel, reason, activities planned, activities completed, 

outcomes, milestone progress, duration of trip, and POC at travel location. The contractor shall 

provide a Trip Report (see Section F, Deliverable 16) as requested by the Government. 
 

C.6.1.8 SUBTASK 8 – PROVIDE ENTERPRISE ARCHITECTURE SUPPORT 

The supported systems architecture is a shared responsibility between the team supporting this 

TO and other organizational groups within the OCIO and GSA. For the software, Operating 

System and/or hardware items that fall under management through this TO, the contractor shall 

maintain and update the systems architecture in accordance with the appropriate strategic and 

implementation planning guidance. 

The contractor shall ensure any recommended architecture changes are sufficiently sized and 

robust enough to support the timely execution of workload. When implementing upgrades, the 

contractor shall ensure integration and compatibility with the most current architectural 

directives. 

The contractor shall ensure all design changes are interoperable with the most current and 

planned infrastructure. Design concepts shall include provisions for continuous technological 

improvement that will maximize opportunities for product improvement available from emerging 

technological advances in the commercial marketplace. 

The contractor shall provide technical consulting services to enhance and maintain existing web 

services and applications, existing database servers, and software required for operating and 

maintaining the application environment in the development, test, production, and COOP 

environments. 

 

The contractor shall review SCRs for impacts to the technical architecture, review preliminary 

and final designs of system changes for compliance with technical architecture principles, and 

provide training and coaching to O&M staff on tools, techniques, and technologies upon which 

the technical architecture depends. 

 

The contractor shall provide problem resolution support, identify and resolve problems, fix 

defects in the technical system architecture and configuration, coordinate with system users to 

determine symptoms and ensure accurate problem definition and resolution. 

 

The contractor shall provide systems and architecture documentation across the application 

development, test and production environments including the as-is state as well as changes. The 
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contractor shall provide user support and documentation, including web development for user 

support documentation. 

 

The contractor shall author white papers for topics of importance, such as the Appian vs. 

Salesforce comparative analysis for the technologies that GSA has listed, Salesforce 

Administration Team Sizing Strategy, etc. 

 Support the OCIO in discussions around new technology, solutions, or any other topics of 

importance. 

 Author white papers and recommendation documents based on Government request. 

 Develop Application and Enterprise Strategies for representations of the fundamental 

organization of the systems, embodied in their components, (i.e. business strategies and 

processes, application processes and data structures, and hardware and software 

infrastructures, and their relationships to each other and the environment). 

The contractor shall ensure all design changes are interoperable with the most current and 

planned infrastructure. Design concepts shall include provisions for continuous technological 

improvement that will maximize opportunities for product improvement available from emerging 

technological advances in the commercial marketplace. 

 
C.6.1.10 SUBTASK 10 – CHANGE MANAGEMENT 

The contractor shall provide extensive change management services throughout the entire 

application lifecycle (cradle to grave).  This includes, but is not limited to: 

a. Impact analysis. 

b. Reviewing, developing, and updating documentation. 

c. Developing training materials for Tier 1 Help Desk providers. 

d. Train the trainer events. 

e. Product demonstrations. 

f. End user forums. 

g. Coordinating with the appropriate business portfolio. 

h. Developing and implementing a training plan. 

i. Other communication and background documentation. 

 

The contractor shall develop and maintain a master schedule of development and releases 

planned across the application portfolio supported by this TOR within the PMP.  This schedule 

shall be maintained current and compared with actual results to ensure best available data is 

developed and captured. The contractor shall also coordinate the master schedule developed 

under this Task with the master schedule developed by the CAMEO (SB) contractor. 
 

C.6.1.11 SUBTASK 11 - ESTABLISH AND MAINTAIN GOOGLE SITE 

The contractor shall establish and maintain a Google web portal using GSA’s Google platform 

which both approved contractor and Government personnel can access that contains critical 

project information (see Section F.5, Deliverable 19).  The contractor shall have the web portal 

operational within 30 workdays of Project Start (PS). The web portal shall, at a minimum, 

contain the following project information: 
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a. Current Project Management Reviews (PMRs) 

b. All previous PMRs since Task Order Award 

c. Current Transition Plan 

d. Current Quality Control Plan 

e. Current EVM Plan 

f. Current and past EVM statistics 

g. Current PMP 

h. All Monthly Status Reports (including appended Trip Reports) 

i. Asset Management Inventory 

j. Status deliverables provided or pending 

k. Current and past period cost data by CLIN 

l. Detailed results of Quality Assurance (QA) audits 

 

As practical, the Government’s preference is for the CAMEO SB contractor and CAMEO Large 

Business (LB) contractor to leverage a similar site structure in order to foster collaboration 

between the two parties and to provide a repository for Task Order documents. 

 
C.6.1.12 SUBTASK 12 – COORDINATE WITH CAMEO SB AND OTHER 

CONTRACTORS 

The Government has also identified that many applications in the scope of this TO are integrated 

with other applications that may be managed through the CAMEO SB contractor. Additionally, 

all applications in the scope of this TO rely on support from other GSA IT shared services (e.g., 

infrastructure, security, enterprise architecture, etc.) managed by other GSA contractors. As 

such, the contractor shall ensure these interdependencies are understood, and closely coordinate 

changes to CAMEO applications to ensure unintended impacts to applications do not occur. 
 

C.6.1.13 SUBTASK 13 – DEVELOP TRANSITION-OUT PLAN 

The contractor shall provide a draft Transition-Out Plan within six months of award (see Section 

F.5, Deliverable 21).  The Government will work with the contractor to finalize the Plan in 

accordance with Section E (see Section F.5, Deliverable 22). This Plan shall be reviewed and 

updated on an annual basis at a minimum (see Section F.5, Deliverable 23). Additionally, it 

will be reviewed and updated quarterly during Option Period 4.  The Transition-Out Plan shall 

include all the topics included in the Transition-In Plan. The contractor shall ensure the 

transition to the next contractor is effectively facilitated and executed. 
 

C.6.2 TASK 2 – EXECUTE TRANSITION-IN 

The contractor shall execute its Transition-In Plan no later than (NLT) five workdays after PS. 

During the transition-in, the contractor shall ensure that there will be minimum service disruption 

to GSA application availability, no service interruptions to vital Government business, and, no 

service degradation during and after transition. All transition activities shall be completed 90 

calendar days after PS; individual systems and applications may be transitioned using a staged 

approach. The contractor shall perform an Operational Readiness Review (ORR) that outlines 

the contractor’s preparedness to assume operation of contract duties for each application. The 

contractor shall assume full application operations, on an individual application basis, only upon 

written Government approval. The contractor shall provide an Updated Transition-In Plan (see 
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Section F.5, Deliverable 9) based on the contractor’s draft Plan submitted with the proposal 

which will be approved by the Government. 

The contractor shall provide a weekly Transition Status Report (see Section F.5, Deliverable 3). 

On an application level, this report shall detail: 

a. The application transition phase, as identified in the contractor’s Transition Plan. 

b. Performance against the contractor’s application transition schedule. 

c. Status of any in-flight or in-progress projects. 

d. The contractor’s staffing status, to include security processing. 

e. The contractor’s applications acceptance plan, checklist, schedule, and process. 

f. Transition risk management and mitigation. 

g. Coordination and activities with the previous application management contractor. 
 

C.6.3 ASK 3 – EXECUTE TRANSITION-OUT 

The Transition-Out Plan shall facilitate the accomplishment of a seamless transition from the 

incumbent to a new service provider at end of TO performance. The contractor shall execute the 

approved Transition-Out Plan within the time specified in the Transition-Out Plan. The 

contractor shall identify how it will coordinate with the new service provider to transfer 

knowledge regarding the following: 

a. Project management processes. 

b. Points of contact. 

c. Location of technical and project management documentation. 

d. Status of ongoing technical initiatives. 

e. Appropriate contractor–to-contractor coordination to ensure a seamless transition. 

f. Transition of Key Personnel. 

g. Transition of Government-Furnished Property (GFP) to the new contractor. 

h. Schedules and milestones. 

i. Actions required of the Government. 

The contractor shall also establish and maintain effective communication with the incoming 

contractor/Government personnel for the period of the transition via weekly status meetings, or 

other interchanges identified by the COR. 
 

C.6.4 TASK 4 – PROVIDE PORTFOLIO PROJECT MANAGEMENT (FOR EACH 

DIVISION) 

The contractor shall provide portfolio project management support for each Division listed 

below: 

 Asset and Transportation Management Division (ATM) 

 Business Intelligence Division (BI) 

 Contract Service Management Division (CSM) 

 eCommerce 

The contractor shall be responsible for assigning Tasks to its staff. This includes the 

management and oversight of all activities performed by contractor personnel, including 

subcontractors, to satisfy the requirements identified in this SOW.  The contractor shall identify a 

Portfolio Project Manager (PPM) by name for each of the four Divisions who shall provide 
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management, direction, administration, quality control, and leadership of the execution of all 

tasks within the Division. 
 

C.6.4.1 SUBTASK 1 –BI-WEEKLY STATUS REPORTING (BSR) 

The contractor PPM shall provide a Division-level BSR for each Application set (see Section 

F.5, Deliverable 24) for each Application Group, on Friday of every other week via electronic 

mail to the TPOC, the COR, and the Division Director.  The BSR shall include: 

a. A summary of continuing activities and action items carried over from the prior report, 

updated to include the current period’s performance. 

b. Problems and corrective actions taken.  Also include issues or concerns and proposed 

resolutions to address them. 

c. Government actions required. 

d. Project performance. 

e. Any significant risks. 

f. Root Cause Analysis Reports. 

 

C.6.4.2 SUBTASK 2 – CONVENE TECHNICAL STATUS MEETINGS 

The contractor PPM shall convene a Technical Status Meeting as needed with the Division 

Director(s), TPOC, COR, and other vital Government stakeholders (see Section F.5, Deliverable 

25). The purpose of this meeting is to ensure that the Government has all the required 

information to make decisions, manage stakeholders, and coordinate activities.  The contractor 

shall provide minutes of these meetings, including attendance, issues discussed, decisions made, 

and action items assigned, to the TPOC and the COR within five workdays following the meeting 

(see Section F.5, Deliverable 26). 
 

C.6.4.3 SUBTASK 3 – CHANGE MANAGEMENT 

The contractor shall provide change management services throughout the entire application 

lifecycle (cradle to grave).  This includes, but is not limited to: 

a. Impact analysis. 

b. Reviewing and updating documentation. 

c. Developing training materials for Tier 1 Help Desk providers. 

d. Train the trainer events. 

e. Product demonstrations. 

f. End user forums. 

g. Coordinating with the appropriate business portfolio. 

h. Developing and implementing a training plan. 

i. Other communication and background documentation. 

 

The contractor shall develop and maintain a master schedule of development and releases 

planned across each Application Set. This schedule shall be maintained current and compared 

with actual results to ensure best available data is developed and captured. 
 

C.6.4.4 SUBTASK 4 – SYSTEM DOCUMENTATION 
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The contractor shall ensure that proper system documentation is developed and/or updated in 

accordance with current GSA OCIO policies. This includes compliance with GSA’s SDLC 

Guidance Table (see Section J, Attachment F), GSA FAS Project Classification Schema (see 

Section J, Attachment D), the contractor’s Project Management Plan, and the contractor’s 

QCP.  This includes, but is not limited to, all design, engineering, coding, testing, release, and 

user documentation requirements.  The GSA SDLC Guidance includes a table which defines the 

various artifacts and whether an artifact is required based upon the project class. 
 

C.6.4.5 SUBTASK 5 – UPDATE MANAGEMENT DASHBOARD 

The contractor shall support the GSA Dashboard and provide real-time or near real-time 

information for each project as needed.  This information update shall include: 

a. Project description 

b. Government PM and contractor PPM 

c. Customer/Business owner 

d. Milestones and dates (planned and actual) 

e. Planned and actual costs 

f. Risks and planned mitigation strategies 
 

C.6.5 ASK 5 –APPLICATION OPERATIONS AND MAINTENANCE (O&M) 

For the purpose of this TO, O&M is defined as follows: activities and functions carried out to 

ensure existing applications perform as intended. 

The contractor shall provide application lifecycle management for supported applications during 

the TO period of performance. The contractor shall follow all applicable standards and 

guidelines for software development, systems management and service delivery using the GSA 

SDLC (Section J, Attachment F), as well as ITIL® v3 and CoBIT® as industry best-practice 

guides when appropriate.  The Government shall provide/host the development environment for 

the Unisys Mainframe environment. Upon award, the Government shall also provide/host the 

development environment for all open systems. Upon contractor request, hosting of the 

development environment for specified applications may be moved, post award with 

Government approval, to the contractor’s or subcontractor’s development environment. 

The contractor shall bring all critical system failures to the attention of the Government 

immediately. 
 

C.6.5.1 SUBTASK 1 – REQUIREMENTS DEVELOPMENT (As Needed) 

Upon Government request, the contractor shall review, accept, develop, or enhance a 

Requirements Document. This document will identify the requirements to meet user business 

needs, identify the functional and nonfunctional requirements, and any technical constraints or 

requirements. 
 

C.6.5.2 SUBTASK 2 – TECHNICAL DESIGN DEVELOPMENT (As Needed) 

The contractor shall review the requirements and design documents and develop a Detailed 

Technical Design Document, identifying any tools required, as well as the level of effort and 

duration of the development required.  This shall include: 

a. The platform and technologies to be used. 
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b. The use of existing Service Oriented Architecture (SOA) services. 

c. The re-use of existing code. 

d. A systems interface impact assessment. 

e. The design structure of modules. 

f. A Requirements Traceability Matrix (RTM). 

g. An estimate for the level of effort and cost for the project. 

h. A WBS and project schedule. 

i. A preliminary release schedule. 

j. Leveraging the use of Application Prototyping. 
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C.6.5.3 SUBTASK 3 – PROGRAMMING/CODING (As Needed) 

Upon Government approval, the contractor shall commence with the development of the project. 

All programming shall be contained in a Non-Production Environment and in accordance with 

the Technical Design Document. 

The contractor shall report the progress of development as part of the BSR (Section C.6.1.9). 
 

C.6.5.4 SUBTASK 4 – TESTING (As Needed) 

The contractor shall test all development and perform all testing required by the GSA SDLC 

(Section J, Attachment F), Testing Handbook (Section J, Attachment E), or other 

Government-approved process/methodology.  Testing shall include, but is not limited to: 

a. Functional testing to ensure all requirements are satisfied. 

b. Validation that any required user documentation is accurately portrayed. 

c. Compatibility testing with all interconnected systems. 

d. Compliance testing with Section 508 of the Americans with Disabilities Act. 

e. Performance testing. 

f. Regression testing. 

g. User Acceptance Testing (UAT) (when required). 

The contractor shall develop reusable test cases for each requirement and trace it back to the 

individual requirements or use case. Upon completion of testing, the contractor shall provide a 

Test Analysis Report (TAR) (see Section J, Attachment CC) to the specified Government 

personnel. Upon receipt of Government approval of the TAR, all materials and code are 

transitioned to Subtask 5 (Section C.6.5.5) for final review, configuration management, and 

release management. 

The contractor shall prepare for and implement a scheduled release of the 

application/enhancement. The contractor shall notify and coordinate with Service/Help Desk 

staff to ensure that its staff is prepared to support the application/enhancement. 
 

C.6.5.5 SUBTASK 5 – CONFIGURATION, BASELINE, AND RELEASE 

MANAGEMENT 

C.6.5.5.1 CONFIGURATION AND BASELINE MANAGEMENT 

The contractor shall operate and manage all production applications in a consistent manner 

across the TO.  This includes all required services, with the exception of managing the 

infrastructure and security services. Note: The Government will ensure that all networks, 

connections, and servers are maintained and patched at the Operating System level. The 

contractor shall actively monitor and manage all applications and support the necessary 

infrastructure activities related to system upgrades, patching, system migrations, consolidations, 

and updates to software supporting application systems planned by the infrastructure support 

team(s), which may occur during non-business hours. 

This includes, but is not limited to: 

a. Preparing and updating the Configuration Management Plan. 

b. Providing Configuration Management Reports. 

c. Providing Status Accounting Reports. 
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d. Maintaining, and ensuring adequate archival copies of configuration management tools, 

systems, and data. 

e. Ensuring compliance with the SDLC artifacts required for each application and placing 

SDLC artifacts in its appropriate management location. 

f. Ensuring there are clear relationships between source code versions and baselines. 

g. Performing configuration audits; a formal examination of the configuration records and 

system documentation to verify that a system is accurately documented and approved 

changes to the baseline(s) have been incorporated, documented, tested, and are traceable 

to functional requirements, in accordance with the FAS SDLC Guidelines. 

h. Ensuring that vendor-developed patches to underlying systems, technologies, or tools are 

identified promptly in accordance with GSA’s security requirements. 

i. Testing patches to underlying technology. 

j. Implementing approved patches. 

k. Ensuring Application stability and availability. 

l. Tracking Application Uptime (Note: To be considered available, all aspects of an 

application must be fully available). 

m. Implementing and managing version control, to include code control, recovery, or other 

procedures to keep to all environments synchronized (development, test, and production). 

n. Ensuring effective baseline management. 

o. Deploying releases. 

p. Administering Issue Management, including maintaining relationships between issues 

and versions/baselines/releases. 

q. Troubleshooting and remediating application failures and/or poor performance. 

r. Regressing prior releases when issues are identified with new releases. 

s. Coordinating with all GSA Help Desks and/or contractors. 

t. Maintaining and administering SBM and ALM. 

u. Developing migration plans as required. 

v. Developing lessons learned documents as required. 

w. Developing communications plans as required. 

x. Developing and maintaining system inventory as required. 

y. Developing UAT Plans as required. 

 

The contractor shall ensure that all security issues identified by vulnerability scanning shall be 

resolved in accordance with the GSA IT Security Policy (CIO P 2100.1H (09/24/2012), see 

Section J, Attachment L, or updated version as provided by the GSA. 

The contractor shall support all Security Assessment, Payment Card Industry (PCI) Data 

Security Standards (DSS), and other audit activities in accordance with the IT Security 

Procedural Guide Managing Enterprise Risk (CIO-IT Security-06-30 revision 7 (05/31/2011); 

see Section J, Attachment J or updated version as provided by the GSA. 
 

C.6.5.5.2 RELEASE MANAGEMENT 

The contractor shall participate in release planning and execution in coordination with other 

GSA stakeholders and contractors to ensure releases do not impact operations. 
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The contractor shall maintain a Release Management Portal to track the Release process steps 

and status including GSA approvals for each application. The CAMEO (SB) and CAMEO (LB) 

contractors shall leverage the same site structure. 

The contractor shall develop and update a Release Management Plan, which describes the plan 

for the distribution of software to ensure that a new release will function as intended when 

introduced into the existing infrastructure. GSA has three types of releases: 

a. Major Software Release - This contains significant new functionality, some of which may 

make intervening fixes to problems redundant. A major upgrade or release usually 

includes all preceding minor upgrades, releases, and emergency fixes. 

b. Minor Software Release - This contains small enhancements and fixes, some of which 

may have already been issued as emergency fixes. A minor upgrade or release usually 

includes all preceding emergency fixes. 

c. Emergency Release - This contains corrections to a small number of known problems on 

an expedited timeline.  If an emergency release is necessary to restore operations this 

must be approved by the Government. 

The contractor shall review configuration and development documentation for all applications. 

The contractor shall identify potential risks and documentation deficiency and coordinate with 

other development teams to resolve issues prior to application deployment. The contractor shall 

prepare for and implement a scheduled release of the application/enhancement. The contractor 

shall notify and coordinate with Service/Help Desk staff to ensure that its staff is prepared to 

support the application/enhancement. 

 

The contractor shall: 

a. Conduct deployment plan review for accuracy. 

b. Review documentation for any issues based on current functionality. 

c. Conduct smoke testing in production. 

d. Conduct regression and end-end testing. 

e. Notify users of upcoming releases. 

f. Update system change requests to reflect updates through the release process. 

g. Coordinate release management with configuration management. 

h. Baseline application performance in production, working with the Infrastructure group, 

using the provided tools, for applications where it is applicable. 

i. Maintain release notes and version description documentation. 

j. Provide training to Help Desk staff as needed. 

k. Develop user materials and provide training when necessary for updated/new 

functionality. 

l. Prepare and Issue Release Notices as needed. 

The contractor shall release software upon approval by the Government. 
 

C.6.5.6 SUBTASK 6 – DATA AND DATABASE MANAGEMENT 

The contractor shall provide data management support under this TO. The contractor shall 

develop, execute, and maintain a data management plan that addresses how the contractor will 

manage program software artifacts and documentation. 
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In collaboration with the GSA Infrastructure organization, the contractor shall monitor supported 

system database environments for performance issues, correct any issues, and, if required, 

coordinate interactions with hosting or other development activities. The contractor shall 

monitor and sustain databases, and incorporate changes or updates, to the supported data models, 

schemas, and related support software.  The contractor shall provide continuous improvement in 

the integration of information within the database to facilitate data sharing across information 

systems. 

The contractor shall perform routine database administration for mainframe activities, including: 

a. Making instance and database configuration changes. 

b. Performing Software upgrades/patches. 

c. Managing file system mounts. 

d. Indexing and Re-indexing the databases. 

e. Redesigning the database. 

f. Creating table spaces, containers, etc. 

g. Building and copying databases. 

h. Developing and maintaining Shell, Structured Query Language (SQL) scripts. 

i. Processing database requests, including grant privilege requests, new development 

schema requests, SQL tuning requests, database backups and/or restores, troubleshooting 

(finding/resolving deadlocks), and production data extracts. 

j. Processing change requests to implement data repairs. 

k. Building, creating, refreshing, and maintaining the replication databases. 

l. Monitoring all databases and the status of active jobs, resolving any errors with jobs 

failing to run. 

m. Consulting with analysts and developers on data features, table features, and SQL 

strategy, including documentation and classes. 

n. Maintaining or creating new data dictionaries. 

o. Validating data extract performance. 

p. Designing, implementing, and supporting perspectives and data marts. 

q. Reviewing and recommending improvements to SQL code for performance. 

r. Analyzing, recommending, and implementing approved changes affecting database 

design. 

s. Designing new database structures. 

t. Designing, implementing, and supporting the Object Data Model. 

u. Maintaining the automated model transition tool. 

v. Developing and maintaining Extract, Transform, and Load (ETL) procedures. 

w. Analyzing proposed Change Requests for database impacts. 

x. Participating in Joint Analysis and Design (JAD) sessions for Change Requests requiring 

database changes. 
 

C.6.5.7 SUBTASK 7 - PROBLEM MANAGEMENT AND DEFECT RESOLUTION 

The contractor shall perform problem management and implement software and system solutions 

(i.e., fixes) as identified by the Government. As appropriate, the contractor shall coordinate any 

interactions with entities interfacing with the supported systems. Contractor maintenance 

activities shall follow GSA OCIO SDLC guidelines or other Government-approved approach. 
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Some software related incidents opened by the technical support staff may be converted to 

Problem Reports (PR) and, subsequently, Change Requests (CR). The Government categorizes 

the PRs and CRs as high, medium, or low depending on impact to the system. Under this Task, 

the contractor shall be responsible for identifying, triaging, developing, and deploying bug fixes 

and Government-agreed-upon, minor enhancements to the supported systems. 
 

C.6.5.8 SUBTASK 8 - USER TRAINING (As Needed) 

The contractor shall develop and conduct user training for applications as training requests are 

received. This training, which can be delivered in a variety of formats, focuses on the 

functionality of applications. 

C.6.5.9 SUBTASK 9 – APPLICATION DECOMMISSIONING (As Needed) 

The contractor shall, when approved by the Government, prepare for and execute the 

decommissioning of applications.  Upon approval, the contractor shall: 

 

a. Prepare an application decommission plan that adheres to GSA policies.  This plan will 

identify any integrations, extensions, or usage from/to all other GSA applications. 

b. Execute the application decommission plan. 

c. Prepare required user communications to prepare them for the changes resulting from the 

decommissioning of the application. 

d. Provide support for archiving data kept on the application. 

e. Ensure all needed user functionality is provided through other applications when 

required. 

f. Create archival copies of all source code, baselines, releases, documentation, and all other 

artifacts required to re-deploy the decommissioned application. 

g. Execute the decommissioning of the application. 
 

C.6.6 TASK 6 – APPLICATION ENHANCEMENT AND MODERNIZATION SUPPORT 

For the purpose of this TO, application enhancement and modernization is defined as follows: all 

activities and functions within the SDLC required to deploy new functionality for an existing 

application, or to otherwise modernize the ‘back end’ or ‘front end’ of an application. This 

support also includes application migration from current technical architecture to existing GSA 

platforms (i.e. Salesforce) when appropriate. 

The contractor shall enhance and modernize applications as needed to meet GSA business needs. 

The contractor shall conform to the GSA SDLC (Section J, Attachment F) or ensure 

compliance with other Government-approved methodology. 

When a project has been approved by the Government, the contractor shall follow the existing 

development methodology and provide the artifacts listed for that methodology and project 

classification level. The contractor shall make additional recommendations to develop the 

project in the most effective manner possible and all deliverables shall provide business value to 

GSA. 
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C.6.6.1 SUBTASK 1 – REQUIREMENTS DEVELOPMENT 

Upon receipt of Change Control Board (CCB) approval, the contractor shall review, accept, 

develop, or enhance a requirements document. This document will identify the requirements to 

meet user business needs and any technical constraints or requirements. The contractor shall 

clearly identify all existing functionality distinct from the requested/desired enhancements. 

C.6.6.2 SUBTASK 2 – TECHNICAL ARCHITECTURE DEVELOPMENT 

The contractor shall review the existing design and architecture documents, and identify a 

strategy to meet the new functional requirements that maximizes GSA’s standards and platforms, 

code re-use, efficiency, and GSA’s Service Oriented Architecture. The results of this shall be 

captured in a Technical Architecture Document. 

The Technical Architecture Document shall be comprehensive, include all existing and to-be 

architectural requirements, and shall meet all functional requirements. Additionally, the 

contractor shall: 

a. Follow the architecture guidelines for each platform or technology used for the 

development of the project. 

b. Follow industry code conventions (i.e., Java code conventions) or other standard coding 

practices in development. 

c. Incorporate all GSA security guidelines throughout the development process, leveraging 

the static code analysis tools such as Fortify to produce secure code. 
 

C.6.6.3 SUBTASK 3 – TECHNICAL DESIGN DEVELOPMENT 

The contractor shall review the requirements and design documents and develop a detailed 

Technical Design Document identifying any tools required and the level of effort and duration of 

the development required.  This shall include: 

a. The platform and technologies to be used. 

b. The use of existing SOA services. 

c. The re-use of existing code. 

d. The design structure of modules. 

e. An RTM. 

f. An estimate of the level of effort and cost for the project. 

g. A WBS and project schedule. 

h. A preliminary release schedule. 

i. Leveraging the use of Application Prototyping. 
 

C.6.6.4 SUBTASK 4 – PROGRAMMING/CODING 

Upon Government approval, the contractor shall commence with the development of the project. 

All programming shall be contained in a Non-Production Environment and in accordance with 

the Technical Design Document. Where applicable, coders will include Fortify scanning and 

Fortify scanning results. 

The contractor shall report the progress of development as part of the BSR in Section C.6.4.10. 

C.6.6.5 SUBTASK 5 – TESTING 
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The contractor shall test all development and perform all testing required by the GSA SDLC 

(Section J, Attachment F) or Testing Handbook (Section J, Attachment E). The testing shall 

include, but is not limited to: 

a. Analyzing the resource requirements and skill sets for testing. 

b. Creating test plans, scenarios, scripts, and data based on the business requirements which 

are suitable for the application design. 

c. Performing and coordinating test readiness reviews. 

d. Scheduling and executing tests. 

e. Conducting functional testing to ensure all requirements are satisfied. 

f. Conducting integration testing to ensure all compatibility is maintained to/from all 

external applications. 

g. Conducting load testing to ensure that platform requirements are identified and 

maintained. 

h. Security testing to ensure compliance with all GSA and Federal security policies. 

i. Testing for compliance with Section 508 of the American with Disabilities Act. 

j. Documenting and maintaining test results in the approved Configuration Management 

System. 

k. Validating that any required user documentation is accurately portrayed. 

l. Conducting compatibility testing with all interconnected systems. 

m. Conducting performance testing. 

n. Conducting regression testing. 

o. Maximizing the use of robust automated testing tools to support the comprehensive 

testing requirements suitable to the complexity of the application. 

The contractor shall adhere to the GSA FAS Standard Operating Procedures for Static Code 

Scanning (12/17/2012), see Section J, Attachment H, or updated version as provided by the 

GSA.  The contractor shall ensure that all security issues identified by vulnerability scanning 

shall be resolved in accordance with the GSA Information Technology (IT) Security Policy (CIO 

P 2100.1H (09/24/2012), see Section J, Attachment L, or updated version as provided by the 

GSA. 
 

The contractor shall develop reusable test cases for each requirement and trace it back to the 

individual requirements or use case. Upon completion of testing, the contractor shall provide a 

Test Analysis Report (TAR), see Section J, Attachment CC, to the specified Government 

personnel. Upon receipt of Government approval of the TAR, all materials and code are 

transitioned to Task 5, Subtask 5 (Section C.6.5.5) for final review, Configuration Management, 

and Release Management. 
 

C.6.7 TASK 7 – ADDITIONAL APPLICATION SUPPORT FOR EXISTING 

APPLICATIONS (OPTIONAL) 

During performance of this TO, the Government may transition additional existing applications 

to the portfolio to meet business requirements; these applications will be within the general scope 

of all of the application sets listed in Section J, Attachment C. 

Upon receipt of information regarding the additional application that requires support, the 

contractor shall provide an estimated level of effort and estimated cost for the application. Upon 

Government acceptance of the estimated level of effort and cost, the contractor shall provide the 
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same services contained in Task 5 (Applications Operations and Maintenance (O&M)) and Task 

6 (Application Enhancement and Modernization Support), and they shall be included in Tasks 1- 

4, 9 (Support Security Services), and 10 (Service/Help Desk Support). 

Depending on the origin of the transitioned system, a configuration audit may be required. This 

will be a formal examination of the configuration records and system documentation to verify the 

system is accurately documented and approved changes to the baseline(s) are incorporated, 

documented, tested, and traceable to functional requirements, in accordance with GSA 

guidelines. 
 

C.6.8 ASK 8 – NEW APPLICATION DEVELOPMENT SUPPORT (OPTIONAL) 
 

During performance of this TO, the Government may require additional applications to be 

developed to meet business requirements. The contractor shall provide the same services 

contained in Task 6 (Application Enhancement and Modernization Support) for these 

applications, and they shall be included in Tasks 1 (Task Order Program Management), 3 

(Execute Transition-Out), and 4 (Portfolio Project Management). 
 

C.6.9 ASK 9 – SUPPORT SECURITY SERVICES 
 

C.6.9.1 TASK 1 – INFORMATION ASSURANCE 

The contractor shall provide dedicated Information System Security Officer (ISSO) support for 

OCIO applications which, when combined, are approximately eight Federal Information 

Processing Standards (FIPS) 199 moderate impact Federal Information Security Management 

Act (FISMA) systems. The contractor shall: 

a. Validate system hardware and software inventories. 

b. Interpret operating system, database, and web application vulnerability scan reports. 

c. Write and update security documentation (System Security Plans, Contingency Plans, 

Business Impact Analysis, Privacy Impact Assessments, etc.). 

d. Track and manage existing and future vulnerabilities through the system Plan of Action 

and Milestones (POA&M). 

e. Review and track firewall change requests and steward requests through the change 

request process. 

f. Support Security Assessment, PCI DSS, and other audit activities. 

g. Support Contingency Plan Testing. 

h. Support Annual FISMA Self Assessments. 

i. Ensure compliance with the GSA Information Technology (IT) Security Policy (CIO P 

2100.1H (09/24/2012) or updated version as provided by the GSA. 

j. Respond to security incidents per GSA security policy. 

k. Ensure compliance with the IT Security Procedural Guide Managing Enterprise Risk 

(CIO-IT Security-06-30 revision 7 (05/31/2011) or updated version as provided by the 

GSA. 

l. Ensure compliance with IT Procedural Guide Security Language for IT Acquisition 

Efforts (CIO-IT Security-09-48 revision 1 (12/06/2009) or updated version as provided 

by the GSA. 
 

C.6.9.2 SUBTASK 2 – SUPPORT ASSESSMENT AND ACCREDITATION (A&A) 
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The contractor shall provide support to all required A&A documentation and services required to 

support the A&A process for all applications included in this TO. The contractor is not the 

responsible party for the A&A process; however, the contractor shall support this process. This 

includes, but is not limited to: 

a. Continuous monitoring support. 

b. Maintaining and monitoring controls within the System Security Plan. 

c. Supporting the A&A process. 

d. Performing Privacy Impact Assessments (PIA). 

e. Maintaining PCI DSS as appropriate. 

f. Providing evidence. 

g. Responding to inquiries/questions. 

h. Remediating issues identified in PoAMs as specified by Security Policy. 
 

C.6.10 ASK 10 – SERVICE/HELP DESK SUPPORT 

The contractor shall manage, maintain, and conduct the day-to-day Tier 2 and Tier 3 Help Desk 

functions and operations. For the Tier 2 Help Desk, the functions and operations are primarily 

for the FSS Online application.  The contractor shall respond to all inquiries received from the 

current Tier 1 Help Desk operator through the current GSA Service Desk ticketing system.  The 

contractor shall leverage the Government-provided Service Now application as a part of its 

comprehensive Tier 2 and Tier 3 solution. The contractor shall resolve all incidents, within its 

control/immediate control, that impact existing functionality for all applications governed by this 

TO.  For incidents requiring other resolver groups, the contractor shall coordinate with and 

support that resolver group. 

 

The contractor shall operate the Tier 2 and Tier 3 Help Desk during core business hours (see 

Section J, Attachment D for core hours for each application) on Monday through Friday, 

excluding Federal holidays. 

 

For purposes of this TO, the following are representative tasks performed at each support level: 

 

a. Tier 1 Support – Provides basic applications and technical analysis, procurement system 

workflow assistance, and routine data administration and manipulation. This “front line” 

support request may arrive via telephone, email, or on-line incident submission, and all 

requests for assistance shall be logged in and be ready for analysis through the 

Government-provided incident tracking (feedback) system. (NOT within scope of this 

TO.) 

b. Tier 2 Support – Provides users more complex support and subject matter expertise on 

supported software applications to include hardware and software technical assistance 

and service requests from the Tier 1 level. 

c. Tier 3 Support – Provides more advanced technical support on highly complex inquiries 

and support on critical calls that may have an immediate negative impact on operations. 

Engineers and certified applications personnel may respond to technical issues escalated 

from Tier 2 or as directed from the Government 
 

C.6.11 ASK 11 – STRATEGIC ANALYSIS OF APPLICATION GROUPS 
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The contractor shall provide an analysis of the application portfolio and identify technologies to 

enhance GSA’s application portfolio, reduce the interconnectedness in the environment, and 

capitalize on advancements in software development, automated testing, release methodologies, 

managing external interfaces, software security, mobile computing, data storage, and hosting 

environment. For each analysis, the contractor shall utilize the following criteria: business 

need, availability, maintainability, scalability, reliability, and conformance to Federal functional, 

security, and budgetary requirements. 

 

The contractor shall identify the resources required to implement each recommendation. As 

required by the Government, the contractor shall deliver a system analysis. Approved 

recommendations shall follow the appropriate actions as outlined in Task 5 – Application 

Operations and Maintenance and/or Task 8 – New Application Development Support. 
 

C.6.12 TASK 12 - SCANNING CENTER SUPPORT 

The contractor shall support and manage Enterprise Content Management System (ECMS) 

scanning centers; this includes regional locations.  Actual scanning of documents is NOT within 

the scope of this TO. Scanning centers are in the following locations: 

 Chantilly, Virginia (Captiva) 

 Sterling, Virginia (Captiva) 

 Region 2: New York, New York (Captiva) 

 Region 3: Philadelphia, Pennsylvania; set-up but not currently in use (Captiva) 

 Region 6: Kansas City, Missouri (Captiva) 

 Region 7: Fort Worth, Texas (Captiva) 

 Region 9: San Francisco, California; planned for FY14 

 Region 10: Auburn, Washington (Captiva) 

 Eastern Distribution Center (EDC) (Kofax) 

 Western Distribution Center (WDC) (Kofax) 

In order to provide support and manage ECMS scanning centers, the contractor shall: 

 
a. Participate in building and installing InputAccel Server, InputAccel Modules, and Kofax 

Server software. 
b. Track and report out on the number of pages scanned each quarter at each scanning 

center to ensure output stays within the designated license from EMC for that scanning 

center. Report out on the number of pages scanned, daily and weekly, to the ECMS team. 

c. Provide schedule and cost estimates for scanning progress. 

d. Troubleshoot and resolve issues with scanning centers. 

 

C.6.13 TASK 13 – BURLINGTON SUPPORT 
 

The contractor shall support the EDC on-site in Burlington, New Jersey; the contractor shall: 

a. Manage Phoenix Warehouse Management System (WMS) user accounts and logins for 

Burlington, Kansas City, Auburn, and Philadelphia. 

b. Troubleshoot and resolve daily operational issues with Phoenix WMS. 

c. Create and test SCRs as needed. 
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d. Manually enter shipment confirmation for requisitions (approximately 2,000/month) 

within Phoenix WMS where the carrier (FedEx International) does not provide electronic 

files. 

e. Address daily corrections for WDC and Consolidated Supply Center (CSC) orders 

(approximately 20 orders/day need to be addressed). 

f. Retrieve various confirmation files daily from carriers and ensure they are available for 

Phoenix WMS to process records back to FSS19 supply carriers with address information 

for shipments. 

g. Daily printing of 1348s, manifests, and military shipping labels for FSS19 cycle work 

and CSC cycle work (process and print an average of 3,400 requisitions/day). 

h. Print hazardous and marking labels required for shipping hazardous material 

(approximately 264,135 labels were printed in 2013). 

i. Provide service for 20 zebra printers located in the production room and throughout the 

warehouse as service for these printers is not covered under another TO. 

j. Process daily point of sales files received from Kalseriautem, Djibouti, and the White 

House. 

k. Retrieve files daily from transportation carriers and ensure they are available for Phoenix 

WMS to process records back to FSS19. 

l. Create and send daily reports as required. 

m. Provide Burlington users and management with various reports on order tracking and 

operations, using query tools such as URSA and Crystal Reports. 

n. Create URSA specifications when requested. 
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NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant 

Contract. 

D.1  PRESERVATION, PACKAGING, PACKING, AND MARKING 

 

All deliverables submitted to the Government shall indicate the contract number, TO number, 

contractor’s name, description of items contain therein and the consignee’s name and address for 

which the information is being submitted. The contractor shall follow the marking requirements 

specified by the Government. 
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NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant 

Contract. 
 

E.1 FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
 

This TO incorporates the following clauses by reference with the same force and effect as if they 

were given in full text. Upon request, the CO will make their full text available. Also, the full 

text of a provision may be accessed electronically at: 
 

FAR website:  https://www.acquisition.gov/far/ 

 
 

CLAUSE # 
 

CLAUSE TITLE 
 

DATE 

 

52.246-3 
 

Inspection of Supplies – Cost Reimbursement 
 

(May 2001) 

 

52.246-5 
 

Inspection of Services – Cost Reimbursement 
 

(Apr 1984) 

 

E.2 PLACE OF INSPECTION AND ACCEPTANCE 

Inspection and acceptance of all work performance, reports, and other deliverables under this TO 

shall be performed by the FEDSIM COR. 
 

E.3 SCOPE OF INSPECTION 

All deliverables will be inspected for content, completeness, accuracy, and conformance to TO 

requirements by the FEDSIM COR.  Inspection may include validation of information or 

software through the use of automated tools, testing, or inspections of the deliverables, as 

specified in the TO.  The scope and nature of this inspection will be sufficiently comprehensive 

to ensure the completeness, quality, and adequacy of all deliverables. 

The Government requires a period NTE 15 workdays after receipt of final deliverable items for 

inspection and acceptance or rejection. 
 

E.4 BASIS OF ACCEPTANCE 

The basis for acceptance shall be compliance with the requirements set forth in the TO, the 

contractor’s proposal, and relevant terms and conditions of the contract. Deliverable items 

rejected shall be corrected in accordance with the applicable clauses. 

The following acceptance criteria also apply to this TO. 

a. Reports, documents, and narrative-type deliverables will be accepted when all 

discrepancies, errors, or other deficiencies identified in writing by the Government have 

been corrected. 

b. If the draft deliverable is adequate, the Government may accept the draft and provide 

comments for incorporation into the final version. 

c. All of the Government's comments on deliverables must either be incorporated in the 

succeeding version of the deliverable, or the contractor must demonstrate to the 

Government's satisfaction why such comments should not be incorporated. 
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d. If the Government finds that a draft or final deliverable contains spelling errors, 

grammatical errors, or improper format, or otherwise does not conform to the 

requirements stated within this TO, the document may be immediately rejected without 

further review and returned to the contractor for correction and resubmission.  If the 

contractor requires additional Government guidance to produce an acceptable draft, the 

contractor shall arrange a meeting with the FEDSIM COR. 

e. For all development efforts, the final acceptance will occur when all discrepancies, 

errors, or other deficiencies identified in writing by the Government have been resolved 

through documentation updates, program correction, or other mutually agreeable 

methods. 
 

E.5 DRAFT DELIVERABLES 

The Government will provide written acceptance, comments, and/or change requests, if any, 

within 15 workdays (unless specified otherwise in Section F) from Government receipt of the 

draft deliverable.  Upon receipt of the Government’s comments, the contractor shall have ten 

workdays to incorporate the Government's comments and/or change requests and to resubmit the 

deliverable in its final form. 
 

E.6 WRITTEN ACCEPTANCE/REJECTION BY THE GOVERNMENT 

The Government shall provide written notification of acceptance or rejection of all final 

deliverables within 15 workdays (unless specified otherwise in Section F).  All notifications of 

rejection will be accompanied with an explanation of the specific deficiencies causing the 

rejection. 
 

E.7 NON-CONFORMING PRODUCTS OR SERVICES 

Non-conforming products or services will be rejected. Deficiencies shall be corrected, by the 

contractor, within ten workdays of the rejection notice.  If the deficiencies cannot be corrected 

within ten workdays, the contractor shall immediately notify the FEDSIM COR of the reason for 

the delay and provide a proposed corrective action plan within ten workdays. 
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NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant 

Contract. 
 

F.1   FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
 

This TO incorporates the following clauses by reference with the same force and effect as if they 

were given in full text. Upon request the CO will make their full text available. Also, the full 

text of a provision may be accessed electronically at: 
 

FAR website:  https://www.acquisition.gov/far/ 
 

 

CLAUSE # 
 

CLAUSE TITLE 
 

DATE 

 

52.242-15 
 

Stop-work Order 
 

(Aug 1989) 

 

52.242-15 
 

Stop-work Order (Alternate I) 
 

(Apr 1984) 

 

F.3 TASK ORDER PERIOD OF PERFORMANCE 
 

The period of performance for this TO is a one-year base period followed by a one-year First, 

Third, and Fourth Option Period, a four and a half-month Second Option Period, and a seven and 

a half-month Fifth Option Period.  

 

Base Period: May 15, 2014 through May 14, 2015 

Option Period 1: May 15, 2015 through May 14, 2016 

Option Period 2: May 15, 2016 through September 30, 2016 

Option Period 3: October 1, 2016 through September 30, 2017 

Option Period 4: October 1, 2017 through September 30, 2018 

Option Period 5: October 1, 2018 through May 14, 2019 

 

F.4 PLACE OF PERFORMANCE 
 

Place of Performance is primarily at the contractor’s location(s) for Tasks 1 through 12. The 

contractor’s Key Personnel and the Key Personnel’s direct reports shall be located within a 50 

mile radius of the GSA Headquarters (HQ) office at 1800 F Street NW, Washington, D.C. 20405 

so that they may attend meetings at GSA HQ as needed. Contractor personnel may be required 

to attend meetings at other locations within the metropolitan Washington DC area. 

 
There are no proximity requirements for contractor personnel beyond the Key Personnel 

and the Key Personnel’s direct reports other than to be located in the contiguous United 

States. 

Additionally, the place of performance for Task 13, Burlington Support is: 

Burlington Operations Support 
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Eastern Distribution Center 
1900 River Road 
Burlington, NJ 08016-2100 

 

If GSA requires travel outside of the metropolitan Washington, D.C. area, then the Government 

will authorize and pay for travel in accordance with Federal Travel Regulations and Section 

H.23. 
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F.5 DELIVERABLES 

 
The following schedule of milestones will be used by the FEDSIM COR to monitor timely 

progress under this TO. 

The following acronyms apply to this section: 

IAW In Accordance With 

NLT Not Later Than 

OP Option Period 

PMP Project Management Plan 

PS Project Start 

TOA Task Order Award 

WD Workdays 

 

All days are workdays unless otherwise stated.  Deliverables are due the next Government 

workday if the due date falls on a holiday or weekend. Other deliverables not listed in the 

table below, but referenced in Section C above and governed by the SDLC process, may be 

required as directed by the Government during TO performance. The contractor shall 

submit the deliverables listed in the following table: 

 

NO MILESTONE/DELIVERABLE TOR 

REFERENCE 

PLANNED COMPLETION 

DATE 

 Project Start (PS)  11 calendar days from TOA 

1 Program Kick-Off Agenda C.6.1.1 NLT 5 WD after PS 

2 Program Kick-Off Meeting C.6.1.1 NLT 5 WD after PS 

3 Transition-In Status Reports C.6.2 Weekly during Transition-In 

4 
Copy of TO (initial award and all 

modifications) 
F.5.1 NLT 20 WD after PS 

5 Draft PMP C.6.1.2 NLT 5 WD after PS 

6 Final PMP C.6.1.2 IAW Section E 

7 PMP Updates C.6.1.2 
As needed, no less frequently than 

annually 
8 Monthly Status Report C.6.1.3 15

th 
day of the subsequent month 

9 Updated Transition-In Plan C.6.2 PS + 2 weeks 

10 Draft Quality Control Plan (QCP) C.6.1.6 NLT 5 WD after PS 

11 Final QCP C.6.1.6 IAW Section E 

12 QCP Updates C.6.1.6 IAW PMP 

13 Monthly Status Meeting C.6.1.3 IAW PMP 

14 Monthly Status Meeting Minutes C.6.13 
NLT 5 WD after Monthly Status 

Meeting 

15 Critical Project Review Meetings C.6.1.4 IAW PMP 

16 Trip Reports C.6.1.7 NLT 5 WD after trip completion 

17 GSA Dashboard Support C.6.4.5 IAW PMP 

18 Google Site C.6.1.11 PS + 30 days 
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NO MILESTONE/DELIVERABLE TOR 

REFERENCE 

PLANNED COMPLETION 

DATE 

19 Google Site Updates C.6.1.11 IAW PMP 

20 Draft Transition-Out Plan C.6.1.13 PS + 6 months 

21 Final Transition-Out Plan C.6.1.13 IAW Section E 

22 Transition-Out Plan Updates C.6.1.13 IAW PMP and Section C.6.1.15 

23 Division Level BSR C.6.4.1 Bi-weekly on Fridays 

24 Technical Status Meeting C.6.4.2 IAW PMP 

25 Technical Status Meeting Minutes C.6.4.2 
NLT 5 WD after Technical Status 

Meeting 

26 IT Security Plan F.5.2 
NLT 30 calendar days after PS and 

annual verification or update. 

27 IT Security Authorization F.5.2 PS + 6 months 

28 Strategic Assessment of Applications C.6.11 
As required by the Government, 

IAW with the PMP 

 

 
29 

Documentation prepared or updated in 

accordance with Section C, the SDLC, 

the Project Classification Schema, 

Section J, Attachment D as a part of 

enhancement or activity that results in 

a change to an application 

 

 
J.1, Attachment D 

 
 

To be defined by the COR on an 

application basis 

 

F.5.1 PUBLIC-RELEASE OF CONTRACT DOCUMENTS REQUIREMENT 

The contractor agrees to submit, within ten workdays from the date of the Contracting Officer’s 

(CO) execution of the initial TO, or any modification to the TO (exclusive of Saturdays, 

Sundays, and Federal holidays), a portable document format (PDF) file of the fully executed 

document with all proposed necessary redactions, including redactions of any trade secrets or 

any commercial or financial information that it believes to be privileged or confidential business 

information, for the purpose of public disclosure at the sole discretion of GSA. The contractor 

agrees to provide a detailed written statement specifying the basis for each of its proposed 

redactions, including the applicable exemption under the Freedom of Information Act (FOIA), 5 

U.S.C. § 552, and, in the case of FOIA Exemption 4, 5 U.S.C. § 552(b)(4), shall demonstrate 

why the information is considered to be a trade secret or commercial or financial information 

that is privileged or confidential.  Information provided by the contractor in response to the 

contract requirement may itself be subject to disclosure under the FOIA. Submission of the 

proposed redactions constitutes concurrence of release under FOIA. 

GSA will carefully consider all of the contractor’s proposed redactions and associated grounds 

for nondisclosure prior to making a final determination as to what information in such executed 

documents may be properly withheld. 
 

F.5.2 GSA IT SECURITY REQUIRMENTS 

The contractor shall deliver an IT Security Plan within 30 calendar days of PS that describes the 

processes and procedures that will be followed to ensure appropriate security of IT resources that 

are developed, processed, or used under this TO. The IT Security Plan shall comply with 
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applicable Federal laws including, but are not limited to, 40 U.S.C. 11331, the FISMA of 2002, 

and the E-Government Act of 2002. The IT Security Plan shall meet IT security requirements in 

accordance with Federal and GSA policies and procedures, including GSAR clause 552.239-71. 

The contractor shall submit written proof of IT security authorization six months after PS, and 

verify that the IT Security Plan remains valid annually. 
 

F.5.3 DELIVERABLES MEDIA 

The contractor shall deliver all electronic versions by email and removable electronic media, as 

well as placing in the GSA OCIO and FEDSIM designated repositories. The following are the 

required electronic formats, whose versions must be compatible with the latest, commonly 

available version on the market. 
 

 Text MS Word 

 Spreadsheets MS Excel 

 Briefings MS PowerPoint 

 Drawings MS Visio 

 Schedules MS Project 
 

F.6 PLACE(S) OF DELIVERY  

Unclassified deliverables and correspondence shall be delivered to the GSA COR at the 

following address: 

Courtney Loy 

GSA FAS AAS FEDSIM 

1800 F Street, NW 

Suite 3100 (QF0B) 

Washington, D.C. 20405 

Telephone: (571) 305-0411 

Email: Courtney.loy@gsa.gov  

 
Copies of all deliverables shall also be delivered to the GSA OCIO TPOC at the following 

address: 

Kari Namiot 

GSA Acquisition IT Services 

1800 F Street, NW 

Suite 4100 

Washington, D.C. 20405 

Telephone: (703) 605-2850 

Email:  kari.namiot@gsa.gov 
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F.7 NOTICE REGARDING LATE DELIVERY/PROBLEM NOTIFICATION REPORT 

(PNR) 
 

The contractor shall notify the FEDSIM COR via a Problem Notification Report (PNR) (Section 

J, Attachment KK) as soon as it becomes apparent to the contractor that a scheduled delivery 

will be late. The contractor shall include in the PNR the rationale for late delivery, the expected 

date for the delivery, and the project impact of the late delivery. The FEDSIM COR will review 

the new schedule and provide guidance to the contractor. Such notification in no way limits any 

Government contractual rights or remedies including, but not limited to, termination. 
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NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant 

Contract. 
 

G.3.5   CONTRACTING OFFICER’S REPRESENTATIVE 

The CO will appoint a COR in writing for each TO through a COR Appointment Letter that 

will  be provided to the contractor upon award (Section J, Attachment JJ). The COR will 

receive,  for the Government, all work called for by the TO and will represent the CO in the 

technical  phases of the work.  The COR will provide no supervisory or instructional assistance 

to  contractor personnel. 

The COR is not authorized to change any of the terms and conditions, scope, schedule, and 

price  of the Contract or the TO.  Changes in the scope of work will be made only by the CO by 

properly executed modifications to the Contract or the TO. 
 

G.3.5.1   CONTRACT ADMINISTRATION 

Contracting Officer: 

Joseph M. Flanigan 

GSA FAS AAS FEDSIM 

1800 F Street, NW 

Suite 3100 (QF0B) 

Washington, D.C. 20405 

Telephone: (703) 216-7058  

Email: joseph.flanigan@gsa.gov  

Contracting Officer’s Representative:  

Courtney Loy 

GSA FAS AAS FEDSIM 

1800 F Street, NW 

Suite 3100 (QF0B) 

Washington, D.C. 20405 

Telephone: (571) 305-0411 

Email: courtney.loy@gsa.gov  

Alternate Contracting Officer’s Representative:  

Sandy Greenwell 

GSA FAS AAS FEDSIM 
1800 F Street, NW 

Suite 3100 (QF0B) 

Washington, D.C. 20405 

Telephone: (703) 589-2564  

Email:  sandy.greenwell@gsa.gov  
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Technical Point of Contact:  

Kari Namiot 

GSA Acquisition IT Services 

1800 F Street, NW 

Suite 4100 

Washington, D.C. 20405 

Telephone: (703) 605-2850 

Email:  kari.namiot@gsa.gov 

Additional TPOC:  

April Kestyn 

GSA Acquisition IT Services 
1800 F Street, NW 

Suite 4100 

Washington, D.C. 20405 

Email:  april.kestyn@gsa.gov 

 

Additional TPOCS: 

 

Sagar Samant, GSA IT: sagar.samant@gsa.gov 

Keith Machen, GSA IT: keith.machen@gsa.gov  

Matthew McGuire, GSA IT: matthew.mcguire@gsa.gov 

Mark Zenon, GSA IT: mark.zenon@gsa.gov 

Christopher Mendoza, GSA IT: christopher.mendoza@gsa.gov 

Narendra Rao Namana, GSA IT: narendra.rao@gsa.gov 

Dave Griffin, GSA IT: david.griffin@gsa.gov 

 

G.9.6 INVOICE SUBMISSION 

The contractor shall submit Requests for Payments in accordance with the format contained in 

General Services Administration Acquisition Manual (GSAM) 552.232-25, PROMPT 

PAYMENT (NOV 2009), to be considered proper for payment.  In addition, the following data 

elements shall be included on each invoice. 

Task Order Number: GSQ0014AJ0024 

Paying Number:  (ACT/DAC NO.) (From GSA Form 300, Block 4) 

FEDSIM Project Number: 13044GSM 

Project Title: GSA CAMEO Large Business 

The contractor shall certify with a signed and dated statement that the invoice is correct and 

proper for payment. 

The contractor shall provide invoice backup data in accordance with the contract type, 

including detail such as labor categories, rates, and quantities of labor hours per labor 

category. 

The contractor shall submit invoices as follows: 

The contractor shall utilize FEDSIM’s electronic Assisted Services Shared Information 

SysTem (ASSIST) to submit invoices. The contractor shall manually enter CLIN charges into 
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TOS in the ASSIST Portal. Summary charges on invoices shall match the charges listed in 

TOS for all CLINs. The contractor shall submit invoices electronically by logging onto the 

following link (requires Internet Explorer to access the link): 

https://portal.fas.gsa.gov 
 

Log in using your assigned ID and password, navigate to the order against which you want to 

invoice, click the Invoices and Acceptance Reports link in the left navigator, and then click 

the Create New Invoice button. The AASBS Help Desk should be contacted for support at 

877-472-4877 (toll free) or by email at AASBS.helpdesk@gsa.gov. By utilizing this method, 

no paper copy of the invoice shall be submitted to GSA FEDSIM or the GSA Finance Center. 

However, the FEDSIM COR may require the contractor to submit a written “hardcopy” 

invoice with the client’s certification prior to invoice payment. A paper copy of the invoice is 

required for a credit. 
 

G.9.6.1 INVOICE REQUIREMENTS 
The contractor shall submit a draft invoice in addition to program financial reports as invoice 

backup in Excel (values only) to the FEDSIM COR and GSA TPOC for review prior to its 

final submission to GSA in ASSIST. The process for the inspection and acceptance of the 

draft invoice deliverable is included in the PMP and such draft invoice deliverables shall not 

be construed as a proper invoice in accordance with FAR 32.9 and GSAM 532.9.  

 

If the TO has different contract types, each should be addressed separately in the invoice 

submission. The final invoice for the FFP CLINs is desired to be submitted within six months 

of project completion. The final invoice for the cost-type CLINs is desired to be submitted 

within six months of receipt of final rates from DCAA or other cognizant  government 

organization. 

 

Regardless of contract type, the contractor shall report the following metadata: 

a. GWAC Contract Number (if applicable)  

b. Task Order Award Number (NOT the Solicitation Number)  

c. Contractor Invoice Number  

d. Contractor Name 

e. Point of Contact Information 

f. Current period of performance. 

g. Amount of invoice that was subcontracted.  

 

The amount of invoice that was subcontracted to a small business shall be made available 

upon request. 
 

 G.9.6.1.1   COST-PLUS-FIXED-FEE (CPFF) CLINs (for LABOR) 

The contractor may invoice monthly on the basis of cost incurred for the CPFF CLINs. The 

invoice shall include the period of performance covered by the invoice (all current charges 

shall be within the active period of performance) and the CLIN number and title. All hours and 

costs shall be reported by CLIN element (as shown in Section B), by Line of Accounting 

(LOA), by contractor employee, and shall be provided for the current billing month and in total 

from project inception to date. The contractor shall provide the invoice backup data in 
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spreadsheet form with the following detailed information. The listing shall include separate 

columns and totals for the current invoice period and the project to date. 

a. Employee name (current and past employees) 

b. Employee company 

c. Employee Alliant labor category 

d. Exempt or non-exempt designation 

e. Current monthly and total cumulative hours worked and costs 

f. Direct Labor Rate 

g. Effective hourly rate (e.g., cumulative costs/cumulative hours)  

h. Current approved billing rate percentages in support of costs billed 

i. Itemization of costs centers applied to each individual invoiced 

j. Itemized breakout of indirect costs (e.g., Fringe, Overhead (OH), General and 

Administrative (G&A) burdened costs for each individual invoiced (rollups are 

unacceptable)) 

k. Fixed Fee Amount 

l. Any cost incurred not billed by CLIN (e.g., lagging costs) 

m. Labor adjustments from any previous months (e.g., timesheet corrections) 

n. Provide comments for deviations outside of 20% 

o. Line of Accounting (funding allocation) 

 

All cost presentations provided by the contractor in MS Excel shall show indirect charges 

itemized s by individual with associated cost center information.  The invoice detail shall be 

organized by CLIN and LOA. 

 

G.9.6.1.2 FIRM-FIXED-PRICE (FFP) CLINs 

The contractor may invoice monthly as stated in Section B for the FFP CLINs. The invoice 

shall  include the period of performance covered by the invoice (all current charges shall be 

within the active period of performance) and the CLIN number and title. All  prices shall be 

reported by CLIN element (as shown in Section B) and shall be provided for the  current 

invoice and in total from project inception to date.  The contractor shall provide the invoice 

data in spreadsheet form with the following detailed information.  The listing shall include 

separate columns and totals for the current invoice period and the project to date. 

 

a. FFP amount, including the period of performance – as stated in Section B 

b. Total Amount Invoiced (cumulative) by CLIN 
 

G.9.6.1.3 TOOLS and ODCs 

The contractor may invoice monthly on the basis of cost incurred for the Tools and ODCs 

CLINs.  The invoice shall include the period of performance covered by the invoice and the 

CLIN number and title.  In addition, the contractor shall provide the following detailed 

information for each invoice submitted, as applicable. Spreadsheet submissions are required. 
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c. Tools and/or ODCs purchased 

d. Request to Initiate Purchase number or identifier 

e. Date accepted by the Government 

f. Associated CLIN 

g. Project-to-date totals by CLIN 

h. Cost incurred not billed 

i. Remaining balance of the CLIN 

All cost presentations provided by the contractor shall also include Overhead charges, General 

and Administrative charges, and Fee, in accordance with the contractor’s Defense Contract 

Audit Agency (DCAA) cost disclosure statement. 
 

G.9.6.1.4 TRAVEL 

Contractor costs for travel will be reimbursed at the limits set in the following regulations (see 

FAR 31.205-46): 

a. Federal Travel Regulation (FTR) - prescribed by the GSA, for travel in the contiguous 

United States (U.S.).  

b. Joint Travel Regulations (JTR) Volume 2, Department of Defense (DoD) Civilian 

Personnel, Appendix A - prescribed by the DoD, for travel in Alaska, Hawaii, and 

outlying areas of the U.S. 

c. Department of State Standardized Regulations (DSSR) (Government Civilians, Foreign 

Areas), Section 925, “Maximum Travel Per Diem Allowances for Foreign Areas” - 

prescribed by the Department of State, for travel in areas not covered in the FTR or JTR. 

The contractor may invoice monthly on the basis of cost incurred for cost of travel comparable 

with the JTR/FTR.  The invoice shall include the period of performance covered by the invoice, 

the CLIN number and title. Separate worksheets, in MS Excel format, shall be submitted for 

travel. 

CLIN Total Travel: This invoice information shall identify all cumulative travel costs billed by 

CLIN. The current invoice period’s travel details shall include separate columns and totals and 

include the following: 

a. Travel Authorization Request number or identifier, approver name, and approval date 

b. Current invoice period 

c. Names of persons traveling 

d. Number of travel days 

e. Dates of travel 

f. Number of days per diem charged 

g. Per diem rate used 

h. Total per diem charged 

i. Transportation costs 

j. Total charges 

k. Explanation of variances exceeding 10% of the approved versus actual costs 

l. Indirect Handling Rate 

All cost presentations provided by the contractor shall also include Overhead charges and 

General and Administrative charges in accordance with the contractor’s DCAA cost 

disclosure statement. 
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G.9.6.1.5 TASK ORDER CLOSEOUT 

The Government and contractor shall use their best efforts to close out the TO no later than six 

years after the end of the TO period of performance   
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NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant 

Contract. 
 

H.1 INCORPORATION BY REFERENCE 
 

The CO reserves the right to incorporate by reference some, all or none of the offeror’s proposal. 

In such instances, the material to be incorporated by reference shall be clearly annotated on the 

award form, and shall become part of the resultant TO. 
 

H.2 KEY PERSONNEL 

The following are the minimum personnel who shall be designated as “Key.” The Government 

does not intend to dictate the composition of the ideal team to perform this TO.  Therefore, the 

Government will allow and will evaluate up to three additional Key Personnel as proposed by the 

offeror. 

a. Program Manager (PM) 

b. Portfolio Program Manager (PPM) – ATM 

c. Portfolio Program Manager (PPM) – BI 

d. Portfolio Program Manager (PPM) – CSM 

e. Portfolio Program Manager (PPM) – eCommerce 

The Government desires that Key Personnel be assigned for the duration of the TO. 
 

H.2.3 PROGRAM MANAGER 

It is required that the PM has the following qualification: 

a.   Certified Project Management Professional Certification (PMP or PgMP) at the time of 

proposal Part II submission. 

 

It is desirable that the PM has the following qualifications: 

a. Experience in managing an application development, enhancement, operations, and 

management program similar in size, scope, and complexity to the requirements of this 

order. 

b. Formal training or accreditation in Agile software development methods. 
c. An ITIL® Foundation and/or Practitioner Certification, for either ITIL® v.2 or v.3. 

d. Experience with the management, manpower utilization, and supervision of employees 

(including subcontractors) of various labor categories and skills in projects similar in size 

and scope as proposed for the TOR. 

e. Excellent written communication skills, including experience in presenting material to 

senior Government officials. 
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H.2.4 PORTFOLIO PROGRAM MANAGER (PPM) FOR ASSET AND 

TRANSPORTATION MANAGEMENT (ATM) 

It is desirable that the PPM for ATM has the following qualifications: 

a. PMP® Certification, and an ITIL® Foundation and/or Practitioner Certification, for 

either ITIL® v.2 or v.3 at the time of proposal Part II submission. 

b. Formal training or accreditation in Agile software development methods. 

c. Experience transforming organizations from Waterfall development methodologies to 

Agile development methodologies. 

d. Experience in the management of teams providing SDLC development and enhancement 

of applications (i.e., from requirements gathering through design, development, and 

testing, to full documentation and implementation). 

e. Experience programming applications on a mainframe (an operating system similar to 

that which is used to support the applications that are described as requiring support in 

this TOR). 

f. Knowledge of the Federal Government’s travel, transportation, and acquisition 

environment. 
 

H.2.5 PORTFOLIO PROGRAM MANAGER (PPM) FOR BUSINESS INTELLIGENCE 

(BI) 

It is desirable that the PPM for BI has the following qualifications: 

a. Certification from The Data Warehousing Institute (TDWI) on Certified Business 

Intelligence Professional (CBIP) at the time of proposal Part II submission. 

b. Agile Certified Practitioner (PMI-ACP)®. 

c. Experience transforming organizations from Waterfall development methodologies to 

Agile development methodologies. 

d. Experience in management of teams integrating large and complex legacy Content 

Management Systems, Enterprise Data Warehousing, Business Objects, SalesForce.com 

applications, and Enterprise Service Oriented Architecture. 

e. Experience in managing teams, including subcontractors, which provide analysis on large 

data sets and have the ability to prioritize the most critical aspects of the project to ensure 

completion within budget constraints. 

f. Experience as a Change Agent in the delivery of business intelligence solutions. 

g. Experience in management of teams integrating large and complex legacy applications 

with new innovative technologies. 

h. Core experiences in Electronic Content Management Systems, Enterprise Data 

Warehousing, Business Objects, SalesForce.com applications, and Enterprise Service 

Oriented Architecture. 

i. Excellent written communication skills, including experience in presenting material to 

senior Government officials. 
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H.2.6 PORTFOLIO PROGRAM MANAGER (PPM) FOR CONTRACT SERVICE 

MANAGEMENT (CSM) 

It is desirable that the PPM for CSM has the following qualifications: 

a. PMP® Certification, and an ITIL® Foundation and/or Practitioner Certification, for 

either ITIL® v.2 or v.3. at the time of proposal Part II submission. 

b. Formal training or accreditation in Agile software development methods. 

c. Experience transforming organizations from Waterfall development methodologies to 

Agile development methodologies. 

d. Experience in the management of teams providing SDLC development and enhancement 

of applications (i.e., from requirements gathering through design, development, and 

testing, to full documentation and implementation). 

e. Demonstrated knowledge of the Federal Government’s acquisition and supply 

environments. 

f. Experience programming applications on both open systems and a mainframe. 

g. Excellent written communication skills, including experience in presenting material to 

senior Government officials. 
 

H.2.7 PORTFOLIO PROGRAM MANAGER (PPM) FOR eCOMMERCE 

It is desirable that the PPM for eCommerce has the following qualifications: 

a. PMP® Certification, and an ITIL® Foundation and/or Practitioner Certification, for 

either ITIL® v.2 or v.3, at time of proposal Part II submission. 

b. Formal training or accreditation in Agile software development methods. 

c. Experience transforming organizations from Waterfall development methodologies to 

Agile development methodologies. 

d. Experience in the management of teams providing SDLC development and enhancement 

of applications (i.e., from requirements gathering through design, development, and 

testing, to full documentation and implementation). 

e. Knowledge of the Federal Government’s acquisition and supply chain environments. 

f. Excellent written communication skills, including experience in presenting material to 

senior Government officials. 
 

H.2.8 KEY PERSONNEL SUBSTITUTION 

The contractor shall not replace any personnel designated as Key Personnel without the written 

concurrence of the CO.  Prior to utilizing other than personnel specified in proposals in response 

to a TOR, the contractor shall notify the Government CO and the COR of the existing TO. This 

notification shall be no later than ten calendar days in advance of any proposed substitution and 

shall include justification (including resume(s) and labor category of proposed substitution(s)) in 

sufficient detail to permit evaluation of the impact on TO performance. 

Substitute personnel qualifications shall be equal to, or greater than, those of the personnel being 

substituted.  If the Government CO and the COR determine that the proposed substitute 

personnel is unacceptable, or that the reduction of effort would be so substantial as to impair the 

successful performance of the work under the TO, the contractor may be subject to default action 

as prescribed by FAR 52.249-6, Termination (Cost Reimbursement) or FAR 52.249-8, Default 

(Fixed-Price Supply and Service). 
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H.5   GOVERNMENT-FURNISHED PROPERTY (GFP) 

The GFP is listed in Section J, Attachment G and will be provided at PS. 
 

H.7  SECURITY CONSIDERATIONS 

This is currently an unclassified requirement.  The Government anticipates that there will be a 

Top Secret facilities clearance requirement in the future. Should this requirement materialize, 

the Government will provide a draft DD-254 identifying the security requirements for the 

company and for the affected personnel.  In the absence of the above referenced security 

requirements, the contractor shall meet the below requirements. Contractor personnel assigned a 

GSA.gov email address shall keep their contact information current in GSA Credential and 

Identity Management System (GCIMS). 

 

The contractor shall comply with agency personal identity verification procedures identified in 

the TOR that implement Homeland Security Presidential Directive - 12 Information Processing 

Standards Publication (FIPS PUB) Number 201. The contractor shall insert this clause in all 

subcontracts when the subcontractor is required to have physical access to a federally controlled 

facility or access to a Federal Information system. Work on this project may require contractor 

personnel to have access to limited information to fully integrate financial, operational, 

procurement, and personnel data. The clearance is considered sensitive, but unclassified. 

 

Contractors shall comply with GSA Order 2100.1 - "IT Security Policy," GSA Order ADM 

9732.1C - "Suitability and Personnel Security," and OCHCO/OCIO HSPD-12 Personal Identity 

Verification and Credentialing Standard Operating Procedures (SOP). Background investigations 

are required for access to GSA information systems (including contractor operations that design, 

operate, test, maintain, and/or monitor GSA systems). The RBA is categorized as a "Moderate 

Risk" system; therefore, contractors supporting the project shall be required to undergo a 

Minimum Background Investigation (MBI). The contractor shall adhere to all security-related 

laws, requirements, and regulations that bind the Government. The contractor shall have all staff 

members complete a confidentiality agreement prior to working under this contract. Contractor 

personnel involved in the management, operation, programming, maintenance, and/or use of 

information technology shall be aware of these responsibilities and fulfill them. Detailed security 

responsibilities for the contractor are found in the GSA Orders/Handbooks listed in the TOR. 

 

Contractor personnel working under this TO will not be required to have a security clearance. 

When Government on-site meetings are required, the Government will provide personnel escorts 

on a very limited basis to ensure approved contractor personnel have access to Government 

facilities. Selected contractor employees may be required to complete mandatory Security 

Awareness and Privacy Training (this training is often provided internally by GSA). 

 

The contractor shall be responsible for properly protecting all information used, gathered, or 

developed as a result of the TO. The contractor shall implement procedures to ensure that 

appropriate administrative, technical, and physical safeguards are established to ensure the 

security and confidentiality of sensitive Government information, data, and/ or equipment. The 

contractor's procedures shall be consistent with Government and GSA policies, including GSA 

Order 2100.1, Information Technology Security Policy (or most current version), OMB 

Memorandums & Circulars, FISMA, the Computer Security Act of 1987, and the Privacy Act. In 
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addition, during all activities and operations on Government premises the contractor shall 

comply with the policies, rules, procedures, and regulations governing the conduct of personnel 

or protection of Government facilities and data as expressed by GSA, written or oral. 

 

The contractor shall be responsible for properly protecting all information used, gathered, or 

developed as a result of work under this TO. The contractor shall also protect all Government 

data, equipment, etc. by treating all information in its custody as sensitive. The use of any 

information that is subject to the Privacy Act will be utilized in full accordance with all rules of 

conduct as applicable to Privacy Act Information. 
 

H.9 ORGANIZATIONAL CONFLICT OF INTEREST AND NON-DISCLOSURE 

REQUIREMENTS 
 

H.9.1 ORGANIZATIONAL CONFLICT OF INTEREST 

If the contractor (or any subcontractors or consultants) has or is currently providing support or 

anticipates providing support to GSA, the contractor shall immediately disclose this fact in 

accordance with FAR Subpart 9.5.  The contractor is also required to complete and sign an 

Organizational Conflict of Interest (OCI) Statement in which the contractor (and any 

subcontractors or consultants) agrees to disclose information concerning the actual or potential 

conflict with any proposal for any solicitation relating to any work in the TO. All actual or 

potential OCI situations shall be identified and addressed in accordance with FAR Subpart 9.5. 
 

H.9.2 NON-DISCLOSURE REQUIREMENTS 

If the contractor acts on behalf of, or provides advice with respect to any phase of an agency 

procurement, as defined in FAR 3.104-4, then the contractor shall execute and submit a 

Corporate Non-Disclosure Agreement (NDA) Form (Section J, Attachment GG) and ensure 

that all its personnel (to include subcontractors, teaming partners, and consultants) who will be 

personally and substantially involved in the performance of the TO: 

a. Are listed on a signed Addendum to Corporate Non-Disclosure Agreement (NDA) Form 

(Section J, Attachment HH) prior to the commencement of any work on the TO, 

b. Are instructed in the FAR 3.104 requirements for disclosure, protection, and marking of 

contractor bid or proposal information, or source selection information, and 

c. Are instructed in FAR Part 9 for third party disclosures when acting in an advisory 

capacity. 

All proposed replacement contractor personnel also must be listed on a signed Addendum to 

Corporate NDA and be instructed in the requirements of FAR 3.104.  Any information provided 

by contractors in the performance of this TO or obtained by the Government is only to be used in 

the performance of the TO.  The contractor shall put in place appropriate procedures for the 

protection of such information and shall be liable to the Government for any misuse or 

unauthorized disclosure of such information by its personnel, as defined above. 
 

H.14   SECTION 508 COMPLIANCE REQUIREMENTS 

Unless the Government invokes an exemption, all Electronic and Information Technology (EIT) 

products and services proposed shall fully comply with Section 508 of the Rehabilitation Act of 
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1973, per the 1998 Amendments, 29 United States Code (U.S.C.) 794d, and the Architectural 

and Transportation Barriers Compliance Board’s Electronic and Information Technology 

Accessibility Standards at 36 Code of Federal Regulations (CFR) 1194. The contractor shall 

identify all EIT products and services provided, identify the technical standards applicable to all 

products and services provided and state the degree of compliance with the applicable standards. 

Additionally, the contractor must clearly indicate where the information pertaining to Section 

508 compliance can be found (e.g., Vendor’s or other exact web page location). The contractor 

must ensure that the list is easily accessible by typical users beginning at time of award. 
 

H.16   COST ACCOUNTING SYSTEM 

The adequacy of the contractor’s accounting system and its associated internal control system, as 

well as contractor compliance with the Cost Accounting Standards (CAS); affect the quality and 

validity of the contractor data upon which the Government must rely for its management 

oversight of the contractor and contract performance.  Prior to the award of a TO, the CO shall 

verify the validity of the contractor's cost accounting system for receipt of a cost type contract. 

Thereafter, the contractor is required to certify to the CO, no later than 30 calendar days prior to 

the exercise of any options, the continued validity of their accounting system. The contractor’s 

cost accounting system shall be deemed adequate, by a cognizant Federal Government 

authority, during the entire period of performance and shall permit timely development of all 

necessary cost data in the form required by the contract. 
 

H.18 PURCHASING SYSTEMS 

The objective of a contractor purchasing system assessment is to evaluate the efficiency and 

effectiveness with which the contractor spends Government funds and complies with 

Government policy with subcontracting. 

Prior to the award of a TO the CO shall verify the validity of the contractor's approved 

purchasing system, where approval is determined by a cognizant Federal Government authority. 

Thereafter, the contractor is required to certify to the CO, no later than 30 calendar days prior to 

the exercise of any options, the validity of their purchasing system. Additionally, if reviews are 

conducted of the purchasing system after the exercise of the option, the contractor shall provide 

the results of the review to the CO within 10 workdays from the date the results are known to the 

contractor. 
 

H.19 EARNED VALUE MANAGEMENT SYSTEM 

The contractor shall employ EVM in the management of this TO in accordance with the 

ANSI/Electronic Industries Alliance (EIA) Standard-748-A-1998, Earned Value Management 

Systems.  A copy of the standard is available at http://global.ihs.com/. The Government expects 

the contractor to employ innovation in its proposed application of EVM techniques to this TO in 

accordance with best industry practices.  EVM controls being applied will vary from project to 

project as needed.  The following EVM status information shall be included in each MSR: 

a. Planned Value (PV) 

b. Earned Value (EV) 

c. Actual Cost (AC) 
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d. A cost curve graph plotting PV, EV, and AC on a monthly basis from inception of the TO 

through the last report, and plotting the AC curve to the estimated cost at completion 

(EAC) value. 

e. An EVM variance analysis that includes the following: 

1. Cost variance = (EV - AC) 

2. Cost Variance % = (CV/PV X 100%) 

3. Cost Performance Index (CPI) = (EV/AC) 

4. Schedule Variance = (EV minus PV) 

5. Schedule Variance % = (SV/PV X 100%) 

6. Schedule Performance Index (SPI) = (EV/PV) 

7. Estimate at Completion (EAC) 

8. ACcum + 1/CPI X (BAC minus EV cum) 

9. ACcum + 1/CPI X SPI X (BAC minus EVcum) 

10. Variance at Completion (VAC) = (BAC minus EAC) for EAC 

11. Variance at Completion % + (VAC/BAC X 100%) for EAC 

12. Estimate to Completion (ETC) 

13. Expected Completion Date 

f. Explain all variances greater than ten percent. 

g. Explain, based on work accomplished as of the date of the report, whether the 

performance goals will be achieved. 

h. Discuss the corrective actions that will be taken to correct the variances, the risk 

associated with the actions. 

The Government will conduct an Integrated Baseline Review within 60 calendar days after PS, 

or exercise of significant TO options, or incorporation of major TO modifications.  The objective 

of the Integrated Baseline Review is for the Government and the contractor to jointly assess 

areas, such as the contractor's planning, to ensure complete coverage of the TO, logical 

scheduling of the work activities, adequate resources, and identification of inherent risks. 
 

H.23 TRAVEL 
 

H.23.1 TRAVEL REGULATIONS 

Contractor costs for travel will be reimbursed at the limits set in the following regulations (see 

FAR 31.205-46): 

a. Federal Travel Regulations (FTR) - prescribed by the GSA, for travel in the contiguous 

U.S. 

b. Joint Travel Regulations (JTR), Volume 2, Department of Defense (DoD) Civilian 

Personnel, Appendix A - prescribed by the DoD, for travel in Alaska, Hawaii, and 

outlying areas of the U.S. 
 

H.23.2 TRAVEL AUTHORIZATION REQUESTS 

Before undertaking travel to any Government site or any other site in performance of this Task 

Order, the contractor shall have this travel approved by, and coordinated with, the FEDSIM 

COR.  Notification shall include, at a minimum, the number of persons in the party, traveler 
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name, destination, duration of stay, purpose, and estimated cost. Prior to any long distance 

travel, the contractor shall prepare a Travel Authorization Request (Section J, Attachment EE) 

for Government review and approval.  Long-distance travel will be reimbursed for cost of travel 

comparable with the Federal Travel Regulations (FTR). 

Requests for travel approval shall: 

a. Be prepared in a legible manner. 

b. Include a description of the travel proposed including a statement as to purpose. 

c. Be summarized by traveler. 

d. Identify the TO number. 

e. Identify the CLIN associated with the travel. 

f. Be submitted in advance of the travel with sufficient time to permit review and approval. 

The contractor shall use only the minimum number of travelers and rental cars needed to 

accomplish the task(s).  Travel shall be scheduled during normal duty hours whenever possible. 

 

H.24 TOOLs AND ODCs 

The Government may require the contractor to purchase hardware, software, and related supplies 

critical and related to the services being acquired under the TO. Such requirements will be 

identified at the time the TOR is issued or may be identified during the course of a TO by the 

Government or the contractor.  If the contractor initiates a purchase within the scope of this TO 

and the prime contractor has an approved purchasing system, the contractor shall submit to the 

FEDSIM COR a Request to Initiate Purchase (RIP) (Section J, Attachment FF). If the prime 

contractor is to lose an approved purchasing system, the contractor shall submit to the FEDSIM 

CO a Consent to Purchase (CTP). The RIP shall include the purpose, specific items, estimated 

cost, cost comparison, and rationale. The contractor shall not make any purchases without an 

approved RIP from the COR and without complying with the requirements of Section H.25, 

Commercial Supplier Agreements. 
 

H.25 COMMERCIAL SUPPLIER AGREEMENTS  

H.25.1 The Government understands that commercial supplier tools and services may be 

purchased in furtherance of this TO as described in Section C and as contemplated in the 

Tools and ODC CLIN in Section B may be subject to commercial agreements which may take 

a variety of forms, including without limitation licensing agreements, terms of service, 

maintenance agreements, and the like, whether existing in hard copy or in an electronic or 

online format such as "clickwrap" or "browsewrap" (collectively, "Supplier Agreements"). 

For purposes of this TO, the Supplier Agreements are “collateral agreements” within the 

meaning of the FAR clause at 52.227-14. 
 

H.25.2 The contractor shall ensure that any proposed Supplier Agreements allow the 

associated software and services to be used as necessary to achieve the objectives of this TO. 

The contractor shall provide all applicable Supplier Agreements to the FEDSIM CO prior to 

purchase and shall cooperate with the Government, including negotiations with the licensor as 

appropriate, to ensure compliance with this Section. Without limiting the generality of the 

foregoing, a compliant Supplier Agreement shall permit all of the following at no extra 
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charge to the Government: (a) access and use by support contractors, including a successor 

contractor upon termination or expiration of this TO; (b) access and use by employees of 

other Federal, state, and local law enforcement agencies; (c) transfer to a different data center 

and/or a successor contractor’s cloud; and (d) the creation of derivative works that shall be 

subject to at least the same rights as set forth in subparagraphs (a) through (c) above. The 

above rights constitute “other rights and limitations” as contemplated in subparagraph (d) of 

the FAR clause at 52.227-14, Rights In Data – General (May 2014), Alternate III (Dec 2007). 
 

H.26 INTELLECTUAL PROPERTY RIGHTS 

The existence of any patent, patent application or other intellectual property right that encumbers 

any deliverable must be disclosed in writing on the cover letter that accompanies the delivery.  If 

no such disclosures are provided, the data rights provisions in FAR 52.227-14 apply. The 

Supplier Agreements referenced in section H.25, amended as contemplated therein, shall be 

deemed to constitute such disclosure with regard to their associated commercial software tools 

and shall prevail over any inconsistent provision in FAR 52.227-14 to the extent of such 

inconsistency. 
 

            H.27 APPLICATION ASSIGNMENT 

The Government shall utilize Application Assignment Letters (AALs) to assign applications to 

the contractor (Section J, Attachment A). This includes adding applications to and removing 

applications from the contractor, and is at the sole discretion of the Government. Application 

Assignment Letters shall be issued by the CO or the FEDSIM COR. 

 

H.27.1 Technical direction to perform effort under the TO may be given by means of AALs 

that will be issued in numerical sequence.  AALs will be issued with task order modifications to 

describe or clarify specific efforts to be performed within each task area of the awarded TO.  

An AAL may be used to: 

a. Specify or clarify tasks to be accomplished under the TO. 

b. Adjust performance or tasks on certain applications under the TO, specifically with 

regards to optional CLINs X007 and X008 when exercised. 

c. Move applications for performance between the CAMEO SB TO and the CAMEO LB 

TO, specifically with regards to optional CLINs X006, X007, and X008 when 

exercised. 

d. Specify or clarify deliverables within those specified in TO. 

e. Provide other direction as may be required to successfully achieve the objectives of 

the TO within the parameters established by the scope of work. 

 

H.27.2 AALs may be issued during the course of task order performance to provide technical 

direction that may more closely reflect new information or changed priorities within the TO 

SOW. 

 

H.27.3 An AAL shall not, in any event, expand or otherwise modify the scope or terms of the 

TO awarded pursuant to this TOR. If the contractor believes that an AAL has been issued that 

will expand or otherwise modify the scope or terms of the task order, then the contractor shall 

promptly notify the CO as required by FAR 52.243-7. 

 

H.27.4 An AAL shall be issued by the CO as an attachment to task order modifications and 
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transmitted to the contractor. 

 

H.27.5 An AAL may be modified, cancelled, or superseded anytime by issuance of a new AAL. 

 

H.27.6 The AAL shall identify the applicable task area and CLIN(s) (if applicable) under which 

the effort is to be performed for purposes of identifying the price of that individual effort.  It is 

the Government’s intent, that the total cost associated with AALs does not exceed the 

established CLIN cost ceilings for the TO. 

 

H.27.7 AALs are not intended to replace informal direct communication or day to day 

communications between the contractor, the contractor's team members/subcontractors, and 

Government personnel. 
 

H.28 SAFEGUARDING SENSITIVE DATA AND INFORMATION TECHNOLOGY 

RESOURCES 
 

In accordance with FAR 39.105, this section is included in the contract. 

 

This section applies to all users of sensitive data and information technology (IT) 

resources, including awardees, contractors, subcontractors, lessors, suppliers and 

manufacturers. 

 

The following GSA policies must be followed. These policies can be found at 

http://www.gsa.gov/directives or https://insite.qsa.qov/directives. 

1. CIO P 2100.1 GSA Information Technology (IT) Security Policy 

2. CIO P 2100.2B GSA Wireless Local Area Network (LAN) Security 

3. CIO 2100.3B Mandatory Information Technology (IT) Security Training 

Requirement for Agency and Contractor Employees with Significant Security 

Responsibilities 

4. CIO 2104.1A GSA Information Technology IT General Rules of Behavior 

5. CIO 2105.1 B GSA Section 508: Managing Electronic and Information 

Technology for Individuals with Disabilities 

6. CIO 2106.1 GSA Social Media Policy 

7. CIO 2107.1 Implementation of the Online Resource Reservation Software 

8. CIO 2160.4 Provisioning of Information Technology (IT) Devices 

9. CIO 2162.1 Digital Signatures 

10. CIO P 2165.2 GSA Telecommunications Policy 

11. CIO P 2180.1 GSA Rules of Behavior for Handling Personally Identifiable 

Information (Pll) 

12. CIO 2182.2 Mandatory Use of Personal Identity Verification (PIV) Credentials 

13. CIO P 1878.2A Conducting Privacy Impact Assessments (PIAs) in GSA 

14. CIO IL-13-01 Mobile Devices and Applications 

15. CIO IL-14-03 Information Technology (IT) Integration Policy 

16. HCO 9297.1 GSA Data Release Policy 

17. HCO 9297.2B GSA Information Breach Notification Policy 

18. ADM P 9732.1 D Suitability and Personnel Security 

The contractor and subcontractors must insert the substance of this section in all 

subcontracts. 
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NOTE: The Section numbers in this TO correspond to the Section numbers in the Alliant 

Contract. 
 

I.2 FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 

This TO incorporates one or more clauses by reference with the same force and effect as if they 

were given in full text. Upon request the CO will make their full text available. Also, the full 

text of a provision may be accessed electronically at: 

FAR website:  https://www.acquisition.gov/far/ 
 

Clause No Clause Title Date 

52.202-1 Definitions (Jan 2012) 

52.203-5 Covenant Against Contingent Fees (Apr 1984) 

52.203-6 Restrictions on Subcontractors Sales to the 

Government 

(Sept 2006) 

52.203-7 Anti-Kickback Procedures (Oct 2010) 

52.203-8 Cancellation, Recession, and Recovery of Recovery of 

Funds for Illegal or Improper Activity 

(Jan 1997) 

52.203-10 Price of Fee Adjustment For Illegal or Improper 

Activity 

(Jan 1997) 

52.203-12 Limitation on Payments to Influence Certain Federal 

Transactions 

(Oct 2010) 

52.203-13 Contractor Code of Business Ethics and Conduct (Apr 2010) 

52.203-14 Display of Hotline Posters: (3) link will be provided at 

time of award. 

(Dec 2007) 

52.204-2 Security Requirements (Aug 1996) 

52.204-4 Printed or Copied Double-Sided on Postconsumer 

Fiber Content Paper 

(May 2011) 

52.204-7 Central Contractor Registration (Feb 2012) 

52.204-9 Personal Identity Verification of Contractor Personnel (Jan 2011) 

52.204-10 Reporting Executive Compensation and First-Tier 

Subcontract Awards 

(Aug 2012) 

52.204-14 Service Contract Reporting Requirements (Oct 2016) 

52.204-15 Service Contract Reporting Requirements for 

Indefinite-Delivery Contracts 

(Oct 2016) 

52.204-21 Basic Safeguarding of Covered Contractor Information 

Systems 

(Jun 2016) 

52.209-6 Protecting the Government’s Interest When 

Subcontracting with Contractors Debarred, Suspended, 

or Proposed for Debarment 

(Dec 2010) 

52.215-2 Audit and Records – Negotiation (Oct 2010) 

52.215-10 Price Reduction for Defective Certified Cost or Pricing 

Data 

(Aug 2011) 

52.215-11 Price Reduction for Defective Certified Cost or Pricing 

Data—Modifications 

(Aug 2011) 

52.215-12 Subcontractor Certified Cost or Pricing Data (Oct 2010) 



SECTION I – CONTRACT CLAUSES 

Task Order GSQ0014AJ0024_Mod PS60 
PAGE I-2 

 

 

 

 
 

52.215-13 Subcontractor Certified Cost or Pricing Data— 

Modifications 

(Oct 2010) 

52.215-15 Pension Adjustments and Asset Reversions (Oct 2010) 

52.215-16 Facilities Capital Cost of Money (Jun 2003) 

52.215-17 Wavier of Facilities Capital Cost of Money (Oct 1997) 

52.215-18 Reversion of Adjustment of Plans for Postretirement 

Benefits (PRB) other Pensions 

(Jul 2005) 

52.215-21 Requirements for Cost or Pricing Data or Information 

Other than Cost or Pricing Data – Modifications 

(Oct 2010) 

52.215-21 Alternate I (Oct 2010) 

52.216-7 Allowable Cost and Payment: a(3): 30th (Jun 2011) 

52.217-8 Option to Extend Services 
Fill-In Date: no later than 60 days of contract 

expiration 

(Nov 1999) 

52.217-9 Option to Extend the Term of the Contract 

Fill-In Date: (a) 30 days 

Fill-In Date: (b) 60 days 

Fill-In Date: (c) 5 years and 6 months 

(Mar 2000) 

52.219-8 Utilization of Small Business Concerns (Jan 2011) 

52.222-2 Payment for Overtime Premiums: (a) Time and one 

half for non-salaried employees. 

(Jul 1990) 

52.222-3 Convict Labor (Jun 2003) 

52.222-21 Prohibition of Segregated Facilities (Feb 1999) 

52.222-26 Equal Opportunity (Mar 2007) 

52.222-35 Equal Opportunity for Veterans (Sep 2010) 

52.222-36 Affirmative Action for Workers with Disabilities (Oct 2010) 

52.222-37 Employment Reports Veterans (Sep 2010) 

52.222-50 Combating Trafficking in Persons (Feb 2009) 

52.222-54 Employment Eligibility Verification (Jul 2012) 

52.223-3 Hazardous Material Identification and Material and 

Material Safety Data:  (b) None 

(Jan 1997) 

52.223-3 Hazardous Material Identification and Material and 

Material Safety Data (Alternate I) 

(Jul 1995) 

52.223-5 Pollution Prevention and Right-to-Know Information (May 2011) 

52.223-5 Pollution Prevention and Right-to-Know Information 

(Alternate I) 

(May 2011) 

52.223-5 Pollution Prevention and Right-to-Know Information 

(Alternate II) 

(May 2011) 

52.223-6 Drug-Free Workplace (May 2001) 

52.223-10 Waste Reduction Program (May 2011) 

52.223-12 Refrigeration Equipment and Air Conditioners (May 1995) 

52.223-15 Energy Efficiency in Energy-Consuming Products (Dec 2007) 

52.223-16 IEEE 1680 Standard for the Environmental Assessment 

of Personal Computer Products 

(Sep 2007) 
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52.223-16 IEEE 1680 Standard for the Environmental Assessment 

of Personal Computer Products (Alternate I) 

(Dec 2007) 

52.224-1 Privacy Act Notification (Apr 1984) 

52.224-2 Privacy Act (Apr 1984) 

52.225-5 Trade Agreements (Nov 2012) 

52.225-8 Duty Free Entry (Oct 2010) 

52.225-13 Restrictions on Certain Foreign Purchases (Jun 2008) 

52.227-14 Rights in Data – General (Dec 2007) 

52.227-14 Rights in Data – General (Alternate II) (Dec 2007) 

52.227-14 Rights in Data – General (Alternate III) (Dec 2007) 

52.227-15 Representation of Limited Rights Data and Restricted 

Computer Software 
(Dec 2007) 

52.227-16 Additional Data Requirements (June 1987) 

52.230-2 Cost Accounting Standards (May 2012) 

52.230-3 Disclosure and Consistency of Cost Accounting 

Practices 

(May 2012) 

52.230-6 Administration of Cost Accounting Standards (Jun 2010) 

52.232-9 Limitation on Withholding of Payments (Apr 1984) 

52.232-20 Limitation of Cost (Apr 1984) 

52.232-22 Limitation of Funds (Apr 1984) 

52.232-23 Assignment of Claims (Jan 1986) 

52.232-23 Assignment of Claims (Alternate  I) (Apr 1984) 

52.232-33 Payment By Electronic Funds Transfer – Central 

Contractor Registration 

(Oct 2003) 

52.232-99 Providing Accelerated Payment to Small Business 

Subcontractors (Deviation) 

(Aug 2012) 

52.232-18 Availability of Funds Clause (Apr 1984) 

52.233-1 Disputes (Jul 2002) 

52.233-1 Disputes (Alternate I) (Dec 1991) 

52.233-3 Protest After Award (Aug 1996) 

52.233-3 Protest After Award (Alternate I) (Jun 1985) 

52.233-4 Applicable Law For Breach of Contract Claim (Oct 2004) 

52.237-2 Protection of Government Buildings, Equipment, and 

Vegetation 

(Apr 1984) 

52.237-3 Continuity of Services (Jan 1991) 

52.237-10 Identification of Uncompensated Overtime (Oct 1997) 

52.239-1 Privacy or Security Safeguards (Aug 1996) 

52.242-1 Notice of Intent to Disallow Costs (Apr 1984) 

52.242-3 Penalties for Unallowable Costs (May 2001) 

52.242-4 Certification of Final Indirect Costs (Jan 1997) 

52.242-13 Bankruptcy (Jul 1995) 

52.243-2 Changes – Cost Reimbursement (Aug 1987) 

52.243-2 Changes – Cost Reimbursement (Alternate  II) (Apr 1984) 

52.243-7 Notification of Changes: (b) 15 days (Apr 1984) 

52.244-5 Competition in Subcontracting (Dec 1996) 
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52.244-6 Subcontracts for Commercial Items (Dec 2010) 

52.245-1 Government Property (Apr 2012) 

52.245-9 Use and Charges (Apr 2012) 

52.246-4 Inspection of Supplies- Fixed Price (Aug 1996) 

52.246-23 LIMITATION OF LIABILITY (Feb 1997) 

52.246-25 Limitation of Liability – Services (Feb 1997) 

52.247-14 Contractor Responsibility for Receipt of Shipment (Apr 1984) 

52.247-67 Submission of Transportation Documents for Audit: (c 
) COR – See Section G 

(Feb 2006) 

52.249-6 Termination (COST-REIMBURSEMENT) (May 2004) 

52.249-14 Excusable Delays (Apr 1984) 

52.251-1 Government Supply Sources (Aug 2012) 

52.251-2 Interagency Fleet Management System Vehicles and 

Related Services 

(Jan 1991) 

52.253-1 Computer Generated Forms (Jan 1991) 
 

I.3 GENERAL SERVICES ADMINISTRATION ACQUISITION MANUAL (GSAM), 

INCORPORATED BY REFERENCE 

The full text of a provision may be accessed electronically at: 

GSAM website: https://www.acquisition.gov/gsam/gsam.html 
 

Clause No Clause Title Date 

552.204-9 Personal Identity Verification Requirements (Oct 2012) 

552.212-4 Contract Terms and Conditions –Commercial Items. 

Alternate II, FAR Deviation 

(Jul 2015) 

552.232.25 Prompt Payment (Nov 2009) 

552.232-39 Unenforceability of Unauthorized Obligations.  FAR 

Deviation 

(Jul 2015) 

552.232-78 Commercial Supplier Agreements – Unenforceable 

Clauses 

(Jul 2015) 

552.236-75 Use of Premises (Apr 1984) 

552.239-70 Information Technology Security Plan and Security 

Authorization 

(June 2011) 

552.239-71 Security Requirements for Unclassified Information 

Technology Resources 

(Jan 2012) 

552.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (FAR 

DEVIATION) (JULY 2015)  

(a) Except as stated in paragraph (b) of this clause, when any supply or service acquired under 

this contract is subject to any commercial supplier agreement (as defined in 502.101) that includes 

any language, provision, or clause requiring the Government to indemnify the Contractor or any 

person or entity for damages, costs, fees, or any other loss or liability that would create an Anti-

Deficiency Act violation (31 U.S.C. 1341), the following shall govern:  

(1) Any such language, provision, or clause is unenforceable against the Government.  
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(2) Neither the Government nor any Government authorized end user shall be deemed 

to have agreed to such clause by virtue of it appearing in the commercial supplier agreement. 

If the commercial supplier agreement is invoked through an “I agree” click box or other 

comparable mechanism (e.g., “click-wrap” or “browse-wrap” agreements), execution does not 

bind the Government or any Government authorized end user to such clause.  

(3) Any such language, provision, or clause is deemed to be stricken from the 

commercial supplier agreement.  

(b) Paragraph (a) of this clause does not apply to indemnification by the Government that is 

expressly authorized by statute and specifically authorized under applicable agency regulations and 

procedures.  

(End of clause)  

552.232-78 COMMERCIAL SUPPLIER AGREEMENTS – UNENFORCEABLE CLAUSES 

(JULY 2015)  

(a) When any supply or service acquired under this contract is subject to a commercial supplier 

agreement, the following language shall be deemed incorporated into the commercial supplier 

agreement. As used herein, “this agreement” means the commercial supplier agreement:  

(1) Notwithstanding any other provision of this agreement, when the end user is an agency or 

instrumentality of the U.S. Government, the following shall apply:  

(i) Applicability. This agreement is part of a contract between the commercial supplier 

and the U.S. Government for the acquisition of the supply or service that necessitates a license 

(including all contracts, task orders, and delivery orders not using FAR Part 12).  

(ii) End user. This agreement shall bind the ordering activity as end user but shall not 

operate to bind a Government employee or person acting on behalf of the Government in his 

or her personal capacity.  

(iii) Law and disputes. This agreement is governed by Federal law. (A) Any language 

purporting to subject the U.S. Government to the laws of a U.S. state, U.S. territory, district, 

or municipality, or foreign nation, except where Federal law expressly provides for the 

application of such laws, is hereby deleted. (B) Any language requiring dispute resolution in a 

specific forum or venue that is different from that prescribed by applicable Federal law is 

hereby deleted. (C) Any language prescribing a different time period for bringing an action 

than that prescribed by applicable Federal law in relation to a dispute is hereby deleted.  

(iv) Continued performance. If the supplier or licensor believes the ordering activity to 

be in breach of the agreement, it shall pursue its rights under the Contract Disputes Act or 

other applicable Federal statute while continuing performance as set forth in 52.233-1 

Disputes.  

(v) Arbitration; equitable or injunctive relief. In the event of a claim or dispute arising 

under or relating to this agreement, (A) binding arbitration shall not be used unless 

specifically authorized by agency guidance, and (B) equitable or injunctive relief, including 

the award of attorney fees, costs or interest, may be awarded against the U.S. Government 

only when explicitly provided by statute (e.g., Prompt Payment Act or Equal Access to Justice 

Act). 

(vi) Additional terms.  
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(A) This commercial supplier agreement may unilaterally incorporate 

additional terms by reference. Terms may be included by reference using electronic 

means (e.g., via web links, click and accept, etc.). Such terms shall be enforceable 

only to the extent that:  

(1) When included by reference using electronic means, the terms are 

readily available at referenced locations; and  

(2) Terms do not materially change government obligations; and  

(3) Terms do not increase government prices; and  

(4) Terms do not decrease overall level of service; and  

(5) Terms do not limit any other Government right addressed elsewhere 

in this contract.  

(B) The order of precedence clause of this contract notwithstanding, any 

software license terms unilaterally revised subsequent to award that is inconsistent 

with any material term or provision of this contract is not enforceable against the 

government.  

(vii) No automatic renewals. If any license or service tied to periodic payment is 

provided under this agreement (e.g., annual software maintenance or annual lease term), such 

license or service shall not renew automatically upon expiration of its current term without 

prior express Government approval.  

(viii) Indemnification. Any clause of this agreement requiring the commercial supplier 

or licensor to defend or indemnify the end user is hereby amended to provide that the U.S. 

Department of Justice has the sole right to represent the United States in any such action, in 

accordance with 28 U.S.C. 516.  

(ix) Audits. Any clause of this agreement permitting the commercial supplier or 

licensor to audit the end user’s compliance with this agreement is hereby amended as follows: 

(A) Discrepancies found in an audit may result in a charge by the commercial supplier or 

licensor to the ordering activity. Any resulting invoice must comply with the proper invoicing 

requirements specified in the underlying Government contract or order. (B) This charge, if 

disputed by the ordering activity, will be resolved through the Disputes clause at 52.233-1; no 

payment obligation shall arise on the part of the ordering activity until the conclusion of the 

dispute process. (C) Any audit requested by the contractor will be performed at the 

contractor’s expense, without reimbursement by the Government.  

(x) Taxes or surcharges. Any taxes or surcharges which the commercial supplier or 

licensor seeks to pass along to the Government as end user will be governed by the terms of 

the underlying Government contract or order and, in any event, must be submitted to the 

Contracting Officer for a determination of applicability prior to invoicing unless specifically 

agreed to otherwise in the Government contract.  

(xi) Non-assignment. This agreement may not be assigned, nor may any rights or 

obligations thereunder be delegated, without the Government’s prior approval, except as 

expressly permitted under the clause at 52.232-23, Assignment of Claims.  

(xii) Confidential information. If this agreement includes a confidentiality clause, such 

clause is hereby amended to state that neither the agreement nor the Federal Supply Schedule 

price list shall be deemed “confidential information.” Issues regarding release of “unit 

pricing” will be resolved consistent with the Freedom of Information Act. Notwithstanding 
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anything in this agreement to the contrary, the Government may retain any confidential 

information as required by law, regulation or its internal document retention procedures for 

legal, regulatory or compliance purposes; provided, however, that all such retained 

confidential information will continue to be subject to the confidentiality obligations of this 

agreement.  

(2) If any provision of this agreement conflicts or is inconsistent with the preceding 

subparagraph (a)(1), the provisions of subparagraph (a)(1) shall prevail to the extent of such 

inconsistency.  

(End of clause) 
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J.1   LIST OF ATTACHMENTS 
 

Attachment Title  

A Draft Application Assignment Letter  

B Application Environment  

B.1 GSA Tech Turn Complex Scrubbed  

B.2 GSA Database Instance Inventory  

C Full GSA CAMEO Systems Inventory  

D FAS Project Classification Schema  

E OCIO Testing Handbook  

F SDLC Guidance  

F.1 Appendix C to SDLC  

G GFP  

H FAS Static Code Scanning SOP  

I Business Requirements Document Template  

J CIO IT Security 06-30 – Revision 7  

K CIO IT Security 09-48 - Revision 1  

L CIO IT Security Policy P 2100-1-H  

M CAMEO FISMA Representation  

N TR5 Supply Chain and Transportation  

O CSMD Supporting Documentation  

P Help Desk Process Diagram  

Q ATM CAMEO Division Information  

R Standard Operating Procedures (SOPs)  

S Additional ATM Files  

T Advantage CAMEO Requirements Supporting Documentation  

T.1 Advantage CAMEO Requirements Supporting Documentation  

T.2 Advantage CAMEO Requirements Supporting Documentation  

T.3 Advantage CAMEO Requirements Supporting Documentation  

T.4 Additional Advantage SOPs and Supporting Documents  

U ECMS Software List  

V ECMS Operations Manual  

W Captiva SOP  

X ECMS Key File Creator  

Y ECMS Architecture  

Z ECMS Checklist for COOP Failover  

AA ECMS Functional View  

BB BI Division Background Information  

CC Incremental Funding Table CPFF  

DD Incremental Funding Table FFP  

EE Travel Authorization Template (electronically attached .xls)  

FF Request to Initiate Purchase Template (electronically attached .xls)  

GG Corporate Non-Disclosure Agreement (NDA)  

HH Corporate NDA Addendum  
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Attachment Title 

II Quality Assurance Surveillance Plan (QASP) 

JJ REMOVED 

KK Problem Notification Report 

LL REMOVED 

MM REMOVED 

NN REMOVED 

OO REMOVED 

PP REMOVED 

QQ REMOVED 

RR FAS eSOA Engagement Model 

SS FAS eSOA Service Ownership Model and Heuristics 

TT FAS eSOA Service Interaction Profile 

UU FAS eSOA Vocabulary 

VV FAS eSOA Governance Model and Procedures 

WW FAS eSOA Reference Architecture 
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1. Introduction 
This General Services Administration (GSA) Federal Acquisition Service (FAS) Testing 
Handbook is developed to help GSA FAS testers use testing practices that are the appropriate 
choices for satisfying organizational testing goals. It conveys the essential concepts of testing in 
easy-to-understand terms so that the test team can understand the standards to be followed when 
conducting testing.  This handbook is a living document that will be updated as necessary. 

1.1 Purpose and Background 

The purpose of this document is to outline the approach for software testing within the divisions 
supported by the FAS OCIO. The approach describes the components that are involved in 
managing software verification and validation to meet System Development Life Cycle (SDLC) 
standards. Additional details on testing procedures can be found in the various sections of this 
document. 

1.2 Intended Audience 

All testers supporting FAS OCIO are encouraged to thoroughly review and to follow the 
guidelines in this document. This Handbook is aimed at providing testers with various test types, 
test phases and test models and serves as a guide on how to perform effective testing for their 
projects.  

1.3 Scope 

The scope of this document is to help testers understand the concepts of testing, various testing 
techniques, and how to apply these techniques effectively to their daily tasks. The requirements 
of this document apply to all changes to FAS OCIO software applications, irrespective of scope. 
This document covers the planning, execution and monitoring of system (smoke testing, 
functional testing and integration testing), regression, performance and Section 508 Compliance 
testing of software products during the software release cycle and describes tasks, activities and 
deliverables associated with each phase. 

1.4 Assumptions 

This document is based on the following assumptions: 

 The FAS SDLC applies to all IT projects within FAS, including all Development, 
Maintenance and Enhancement (DME), Earned Value Management (EVM) and 
Operations and Maintenance (O&M) projects. 

 The test teams are well versed in testing best practices and have knowledge and 
experience in implementing those best practices. 
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1.5 Definitions, Acronyms, and Abbreviations  

 
Table 1.1  Definitions, Acronyms, and Abbreviations 

Term Definition 

BOE Basis of Estimate 

BPA Blanket Purchase Agreement 

CMMI Capability Maturity Model Integrated 

DBA Database Administrator 

DME Development, Maintenance and Enhancement 

IEEE International Electronics and Electrical Engineering 

EVM Earned Value Management 

FAS Federal Acquisition Service 

FRD Functional Requirements Document 

GSA General Services Administration  

GUI Graphical User Interface  

HTML Hyper Text Markup Language 

IPR Internal Problem Report 

IPT Integrated Process Team 

ISSO Information Systems Security Officer 

LOE Level Of Effort 

O&M Operations and Maintenance 

OCIO Office of the Chief Information Officer 

PM Program Manager 

PMO Program Management Office 

PVCS Project Version Control System 

QA Quality Assurance 

QTP Quick Test Professional 

RTM Requirements Traceability Matrix 

SBU Sensitive But Unclassified 

SCR Software Change Request 

SDLC System Development Life Cycle 

SME Subject Matter Expert 



 

GSA FAS OCIO Testing Handbook 

 

N-PMO-TD001-01 3 July 16, 2010 

Sensitive But Unclassified 

Term Definition 

SQL Structured Query Language 

ST&E Security Testing and Evaluation 

TAR Test Analysis Report  

TRR Test Readiness Review 

UAT User Acceptance Testing 

1.6 References 

 GSA_FAS_SDLC_Guidance_Document_-_V2.0- June 2009 

 IEEE Standards for Software Engineering: 
http://www.ieee.org/publications_standards/index.html 

 CMMI Second Edition, Guidelines for Process Integration and Product Improvement: 
http://www.sei.cmu.edu/library/abstracts/books/0321279670.cfm 

 Section 508 Standards: http://www.section508.gov 

 "Electronic and Information Technology Accessibility Standards": http://www.access-
board.gov/sec508/standards.htm 
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2. GSA Testing Workflow 
The Testing Workflow, as summarized in Figure 2.1, is organized in a series of phases that 
follows the SDLC for EVM, O&M and DME projects. The activities described in Test Execution 
phase are not presented in a sequential order, as some activities could be executed concurrently 
or in a different order than the diagram shows. It is not expected that every activity or type of test 
will be performed for every project or release.  

Figure 2.1: Testing Workflow  

 

As depicted in the Test Workflow diagram, the major testing tasks are completed during the 
Requirements, the Design and the Development/Integration and Test SDLC Phases as defined in 
the SDLC Guidance document. 

The Basis of Estimate (BOE) or Level of Effort (LOE) estimates will be prepared for the DME 
and EVM projects testing activities after reviewing the stakeholder or feature requirements. The 
initial estimates are done during SDLC Planning Phase, and will be updated during 
Requirements phase if necessary.  
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 The SDLC phase during which any testing activity should be started or completed is not strictly 
defined. For example, the LOE and Test Plan can optionally be created during the SDLC Project 
Planning Phase prior to the start of the SDLC Requirements Phase; The Test Readiness Review 
(TRR) can be conducted at the start of the SDLC Development/Integration and Test Phase. It is 
expected that many of the testing phase activities will be started in one SDLC phase and updated 
or finalized in a later SDLC phase. 

During the SDLC Implementation Phase the test team can take the opportunity to update 
regression test cases and prepare for automation of these test cases for use in future release. It is 
also important to note that during the Implementation Phase, as an option, the test team conducts 
production validation. 

3. Testing Methodology and Life Cycle 
The testing methodology focuses on providing the right level of testing required for each asset. 
This methodology is to be viewed as a component of a continually improving process model and 
is expected to evolve as the model matures. 

The process begins with preparing the LOE for the current release of an application. The lead 
tester/tester will create the Test Plan and Test Cases and Test Scripts. The test cases transform 
requirements and/or use cases into a series of scenarios that represent actual paths through the 
completed system.  

The test cases will be used to validate requirements and will include all approved requirements. 
The test cases will be mapped to requirements in the Requirements Traceability Matrix (RTM).  

The test team will ensure that the test data is prepared, execute test cases, and will record and 
analyze the test results. The team will perform defect tracking and management to investigate 
unexpected results, log defects, and perform the defect workflow and reporting functions 
described below for each test execution cycle.  

At the conclusion of testing each release, a Test Analysis Report (TAR) will be created. The 
TAR communicates the results of testing activities performed. It also ensures that the project 
conforms to the Software Change Requests (SCRs)/requirements identified in the project 
Requirements Document. The results of testing will determine whether the system under test is 
ready to progress to the next phase. 

Testing Life Cycle activities and work products are guided by the methodologies described in the 
SDLC, as summarized in Table 3.1. While most testing activities occur in the 
Development/Integration and Test Phase, test team participation in earlier SDLC phases is 
mandatory. 
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Table 3.1 SDLC Phases 
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Test Plan (PT) C C R F 

Level of Effort (LOE) c C R F 

Test Data  c C C/F 

RTM  C V F 

Test Cases  c C C/F 

Test Analysis Report 
(TAR) 

   C/F 

Test Problem Report    C/F 

KEY: C=Create, F=Finalize, R=Revise, V=Validate; Lower Case=Optional 

3.1 Test Planning (SDLC Phase: Requirements Analysis Stage)  

The primary activities of the Test Planning phase are to select the strategies, policies, processes, 
and procedures for achieving the objectives and goals of the 
testing. Planning is deciding in advance what to test, how to test 
it, when to test it, where to test it, and who is going to test it. Test 
planning applies to all projects – regardless of size.  

Test Planning begins with the review and validation of 
requirements, preparation of testing LOE estimates identification 
of the requirements for the test environment hardware/software 
for system testing, identification of resources and development of 
a test plan. The test plan outlines the scope and strategies of 
testing, types of testing to be conducted, key milestones, 
assumptions and constraints associated with the current project or release. The plan is then 
reviewed and updated throughout the remaining SDLC stages and testing phases. 

The requirements identified in project related materials are the primary input to this phase. This 
information forms the foundation for all subsequent test planning activities.  

3.1.1 Inputs 
 Functional Requirements Document (FRD) Draft 

 Requirements Traceability Matrix (RTM) Draft 

Test Planning 

 

 Prepare LOE 

  Specify scope and 

objectives 

 Allocate Testing 

Resources 

 Track Risks and Issues 

 Create Test Plan  
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3.1.2 High Level Activities 
 Prepare LOE for testing efforts 

 Identify scope of testing 

 Allocate testing resources 

 Track risks and issues to testing 

 Create Test Plan  

3.1.3 Deliverables and Work Products 
 Test Plan 

 LOE Estimates 

 Risk Register 

3.1.4 Tasks and Activities 
The following activities are performed as part of the Test Planning phase. The results of these 
activities are captured in work products that are initiated during this phase as well as updates to 
prior stage products. 

Prepare LOE for testing efforts: The Division Test Manager will receive a request from the 
project team to test the current release of the application. The Division Test Manager or assigned 
Lead Tester will prepare the BOE or LOE for the current release test activities after reviewing 
the stakeholder or feature requirements as per the request from Division Program/Project 
Manager.  

The Division Test Manager will provide the BOE/LOE to the Project Manager after the final 
review. Refer to Appendix A for the LOE template and for more detailed instructions. 

Identify scope of the testing: The tester identifies the scope of the system testing, regression 
testing, performance testing and Section 508 testing. The scope of the regression testing is 
determined based on the impact analysis conducted by the Business Analysts. The type of the 
performance testing is determined based on the performance requirements.  

Based on the proposed feature requirements and the BOE/LOE, the Test Manager will provide 
detailed input for the Testing sections of the project schedule. 

Allocate Testing Resources: The Division Test Manager will assign a project release to a Lead 
Tester/Tester who will be responsible for testing the current release of the project. The tester will 
provide status of the testing activities to the Division Test Manager.  

Track Risks and Issues to Testing: The Division Test Manager/tester should identify potential 
risks and issues that apply to testing and implementing the software within budget and on time. 
The risks should be reported to the project manager and tracked in the Risk Register.  
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Create Test Plan: A test plan should be developed for all EVM, DME and O&M projects. The 
initial draft of the test plan is created in the Project Planning or the Requirements Analysis SDLC 
Phase.  

The test plan establishes the testing necessary to validate that the requirements have been met. It 
also ensures that a systematic approach to testing is established and that the testing is adequate to 
verify the functionality of the system. The test plan includes the resources, roles and 
responsibilities and the techniques needed to plan, develop, and implement the testing activities 
that will occur throughout the life cycle. In the SDLC Project Planning or the Requirements 
Analysis phase, the test plan is written at a high level and focuses on identifying the testing 
phases and techniques. During the remaining phases of the life cycle, detailed information 
regarding the test procedures are added to this test plan.  

The test plan will define the overall testing strategy. This should include testing phases and types 
of testing: system, regression, performance, and Section 508, and the planning that is needed. 
The scope of each type of testing will be determined during the test planning phase and described 
in the test plan.  

Regression testing is conducted to find whether a new system or modifications to an existing 
system affect the functionality of dependent applications or modules. This testing is conducted 
against all known components and interfaces of the application under test to provide a high 
degree of confidence that the systems function as designed. Regression testing for an O&M 
release is limited in scope to the modules that have been identified as having a high probability 
of being affected by the changes. 

The test plan will identify the responsibility for setting up the test environment, developing test 
data to be used during the test (if necessary), and developing and performing the tests. The test 
plan should list all the limitations and constraints for the current project or release testing. The 
business, product line or technical dependencies and constraints that may impact the manner in 
which the tests are to be conducted should be identified. Also, the test plan should identify 
limitations imposed on the testing, including lack of specialized test equipment and resources. It 
should indicate what steps, if any, are being taken to reduce program risk because of the test 
limitations(s). The tester should list all known release-level limitations that occur during the 
testing effort. Additional limitations will be added as necessary. 

The tester will use the approved SDLC Test Plan template to create the initial draft of the test 
plan.  

 

The test plan should be peer reviewed by another member of the test team to verify the scope and 
feasibility of implementing the test plan and document corrective actions if necessary. The test 
plan shall be submitted to a member of the Quality Assurance (QA) team for additional review. 
The author of the test plan will update the test plan to address the review comments and submit it to 
the Division Test Manager for final review. The test plan is finalized based on the review 
feedback and submitted for approval from stakeholders. Refer to Appendix C: Test Plan Peer 
Review Checklist. 
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The test plan should be reviewed, approved and signed off by the key stakeholders.  

The test plan is intended to be viewed as a living document. As such, it is subject to revision in 
the SDLC Design phase and finalized in the SDLC Development/Integration & Test phase.  

3.2 Test Preparation (SDLC Phase: Design Stage) 

The primary activities of the Test Preparation Phase are to complete the activities that have been 
identified in the Test Planning phase as preconditions for performing the tests. This phase 
requires an understanding by the testers of the application under 
test, the environment, any dependent systems and the changes that 
are being implemented during the current release. 

Test Preparation begins with the review of design and additional 
requirements. Once this is completed, develop test scenarios, test 
cases, map test cases to requirements, and prepare test data. The 
test cases may be refined during the Test Execution phase when 
applicable. 

3.2.1 Inputs 
 Functional Requirements Document (FRD) 

 Design Document 

 LOE Estimate 

 Test Plan 

3.2.2 High Level Activities 
 Review design documentation and requirements 

 Create test scenarios and test cases  

 Map test cases to requirements  

 Prepare test data 

3.2.3 Deliverables and Work Products 
 Test cases 

 Requirements Traceability Matrix (RTM) 

 Test data 

 Automated regression test scripts if applicable 

 Performance test scripts if applicable 

 Updated Test Plan  

Test Preparation 

 

 Review Requirements and 

Design documentation for 

tests 

 Create Test Scenarios and 

Test Cases 

 Map Test Cases to 

Requirements 

 Prepare Test Data 
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3.2.4 Tasks and Activities 
Review Requirements Documents for preparing Test Cases\Scripts: The test team should 
participate in the SDLC Requirements Analysis and Design phase by reviewing the draft 
versions of the FRD. The tester gathers all documentation (FRD, Design Document, etc.) from 
the requirements and development teams. The tester begins review of the documentation and 
determines the scope of the assigned task. If any of the requirements are ambiguous, the tester 
should return the requirements to the business analyst for clarification. The requirements will be 
reviewed against the design documents to verify that all high level requirements are addressed. 
The tester should meet, if necessary, with the developer/SME to ensure the scope and intricacies 
of the task are fully understood. Other recommended criteria for analyzing requirements are: 

 Clarity 

 Consistency  

 Completeness 

 Uniquely identified to provide tracking through the life cycle 

 Traceability to source documents. 

Wherever applicable, requirement prototypes, including HTMLs, should be reviewed for section 
508 compliance standards and anomalies should be addressed with the customer and the Project 
Manager prior to the start of the development phase. The tester should review the non-functional 
requirements for conducting performance testing.  

Create Test Scenarios and Test Cases: A test scenario will be comprised of one or more test 
cases, including primary and alternate flows. The scope of a test scenario determines the range of 
associated test cases. The process for defining and creating the test scenarios will be described in 
detail in the next release of the Testing Handbook. Manual test cases will be created to verify and 
validate each requirement. Multiple test cases may be created to test a single requirement. The 
test cases will provide clear and explicit descriptions of the steps that will be executed and the 
expected result of each step. Test cases will be created to accommodate each type of testing that 
will be executed, including: 

 Smoke Testing 

 Functional Testing 

 Integration Testing 

 Section 508 Compliance Testing 

 Performance Testing 

Functional test cases and regression test cases from prior releases will be incorporated into the 
current suite of test cases to form a regression test bed. These test cases will be modified to 
address expected changes in functionality to the system. 
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Refer to Appendix D: Test Case\Script Development Work Instructions for more detailed 
instructions. Refer to Appendix E: Test Case Peer Review Checklist. 

Link Test Cases to Requirements and update the RTM: An RTM will be created that links 
each high level requirement to one or more testable requirements and to one or more test cases. 
The RTM will provide evidence that all high level requirements and testable requirements have 
been included in the test effort. 

Prepare Test Data: The test lead and project manager are responsible for ensuring that the data 
required for executing the test cases is available in the test environment and that all of the test 
cases are executed with the correct data sets. The data guidelines should be defined with the help 
of the business analysts and developers. The location of the data sets should be identified in the 
test plan and also the method and time required to refresh or to restore the data sets. 

3.3 Test Execution (SDLC Phase: Development/Integration & Test 
Stage) 

The primary activities of the Test Execution phase are to perform the tests that have been 
identified in the Test Planning Phase. System testing (smoke testing, functional testing, and 
integration testing), regression, performance, Section 508 compliance 
testing, security testing and UAT are performed during the Test 
Execution phase. The development team conducts unit testing and 
the system test execution begins with smoke testing after the TRR. 
The activities described in Test Execution phase are not presented in 
a sequential order, as some activities may be executed concurrently. 
It is not expected that every activity or type of test will be performed 
for every project or release. 

Since testing and development are typically iterative processes, test 
execution is completed in several cycles. The terms cycle and 
iteration are used interchangeably in this document. The number of 
cycles will vary depending on the number and severity of defects 
reported. It is common to conduct more than one type of testing 
during each cycle. 

 Smoke test execution is performed to ensure that the system 
is stable and is ready for system testing. 

 Iteration 1 of system testing is conducted and defects are 
recorded and reported to the relevant stakeholders, including the development team and 
project managers. 

 Iteration 2 of test execution begins when new code is delivered to the test team that 
contains fixes for the defects found during the first iteration. During this cycle, re-test of 
the code is completed to determine whether the code fixes resolved the defects found. 

Test Execution 

 

 Conduct Unit Testing 

 Facilitate Test 

Readiness Review  

 Conduct System Testing 

(Smoke Testing, 

Functional Testing and 

Integration Testing)  

 Conduct  Regression 

Testing 

 Conduct Performance 

Testing as needed 

 Perform Section 508 

Compliance Testing as 

needed 

 Perform Security Testing 

 Conduct UAT as needed 
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Regression, performance, and Section 508 Compliance Testing can also be performed 
during this cycle.  

 Iteration 3 test execution efforts are a re-test of the defects reported and fixed during 
regression, performance and Section 508 Compliance Testing. The Iteration3 test 
execution is optional and is conducted as needed. 

 Iteration 4 test execution efforts are a re-test of the defects found during user acceptance 
testing.  

This phase requires an understanding by the testers of the application under test, the 
environment, any dependent systems and the changes that are being implemented during the 
current release. 

The following table describes the testing activities and the parties who will perform the testing. 
Roles and responsibilities for each activity will be defined at the Division level. 

 
Table 3.2 Testing Activities 

Testing Types Activity Responsibility 

Unit Testing -
Component/Module Testing 

Perform component/module testing to 
verify the functionality of each module. 

Development Team 

Unit Testing - Development 
Integration Testing 

Perform development integration testing 
in which software components are 
combined and tested to evaluate the 
interaction between them. 

Development Team 

Smoke Testing Verify that the application under test is 
stable and ready to enter the system test 
phase. 

Test Team 

Functional Testing Perform system testing. Verify all 
requirements have been met. 

Test Team 

Integration Testing Verify that functionality, interfaces and 
data flows among applications perform 
properly 

Test Team 

Performance Testing Perform load, stress or volume testing Test Team 

Accessibility Testing Perform testing to verify compliance with 
Section 508 guidelines. 

Test Team 

Regression Testing Verify that the functionality of the 
application has not been adversely 
affected by changes in the current 
release. 

Test Team 

User Acceptance Testing Actual users perform system testing. 

May include several groups of users. 

Business Users 
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Testing Types Activity Responsibility 

Security Testing Perform tests to include security scans 
when applicable and make 
recommendations on all products. 

Security Team 

 

3.3.1 Inputs 
 Design documents 

 Test Plan 

 Test Cases 

 Automated regression test scripts if applicable 

 Performance test scripts if applicable 

 Test data 

 RTM 

3.3.2 High Level Activities 
 Conduct unit testing 

o Component/module testing 

o Development integration testing 

 Facilitate the TRR for system testing 

 Conduct system testing 

o Smoke testing 

o Functional testing 

o Integration/interface testing 

 Conduct performance testing 

 Conduct Section 508 testing 

 Conduct security testing 

 Conduct regression testing 

 Conduct UAT 

3.3.3 Deliverables and Work Products 
 Defect reports 

 Test execution reports 
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 Updated Test Plan 

 Updated Test Cases 

 Updated automated regression test scripts if applicable 

 Updated performance test scripts if applicable 

3.3.4 Tasks and Activities  

Conduct Unit Testing: It is the process of testing individual components of code to ensure that a 
defect does not propagate to another stage of testing. The development team conducts following 
types of unit testing. 

 Component/Module Testing: As a component of unit testing, Component/module 
testing verifies the inputs and outputs for each module. Successful unit testing indicates 
the validity of the functions (i.e., requirements) performed by the module and shows 
traceability to the design document. During unit testing, each module is tested 
individually and the module interface is verified for consistency with the design 
specification.  

All important processing paths through the module are tested for expected results as well 
as all error handling paths. Unit testing is driven by test cases and test data that are 
designed to verify requirements and to exercise all program functions, edits, in-bound and 
out-of-bound values, and error conditions. 

 Development Integration Testing: As a component of unit testing, the individual 
components are successively integrated and tested in a systematic manner by the 
development team. An incremental approach to integration enables verification that, as 
each new component is integrated, it continues to function as designed and both the 
component and the integrated product satisfy their allocated requirements.  

Facilitate the TRR for System Testing: In preparation for the TRR, the tester will prepare 
evidence that the application is ready to enter the system testing phase. The tester will perform 
the following: 

 Verify the results of the previous testing phase and that all known problems are 
documented. 

 Verify that all required work products are completed for the next phase of testing, to 
include the detailed test plans, test cases, and test environments. 

 Verify that the test team has the required resources to properly execute the test. 

Refer to Appendix F: System Testing TRR Work Instructions for more detailed instructions.  

During the Test Execution phase, the types of testing described below are candidates for 
inclusion for each application release. 
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Conduct System Testing: During system testing, the completely integrated system is tested to 
verify that it meets all requirements. The smoke testing, functional testing and integration testing 
are conducted during the system testing. The test team performs system testing to assure that the 
system performs as expected and that each function executes without error. 

System testing is conducted in the system test environment using the methodology and test cases 
described in the test plan. The system test environment should be as similar as possible to the 
production environment. The results of each test are documented in the Test Analysis Report. 
Any failed components should be migrated back to the development stage for rework. 

 Smoke Testing: Smoke Testing consists of a high level test of the main screens within 
each application. The testers will verify that screens open correctly with no errors and 
that the system is stable enough to commence execution of functional tests. The test team 
performs smoke testing. 

Refer to Appendix G: Smoke Testing Work Instructions for more detailed instructions 

 Functional Testing: This testing will focus on all test requirements that can be traced 
directly to use cases and business rules. The goals of these tests are to verify proper data 
acceptance, processing, and retrieval, and the appropriate implementation of the business 
rules. This type of testing is based upon black box techniques, that is, verifying the 
application (and its internal processes) by interacting with the application via the GUI 
and analyzing the output (expected results).  

The test team will execute test cases to ensure proper application navigation, data entry, 
processing, and retrieval. The test team will verify that the expected results occur when 
valid data is used, the appropriate error / warning messages are displayed when invalid 
data is used, and that each business rule is applied correctly. If the application connects to 
a database, the test team will validate the data using Structured Query Language (SQL) 
queries. Known as back end testing, this will provide assurance that the data values 
displayed by the application are accurate. 

Application security ensures that, based upon the desired security, users are restricted to 
specific functions or are limited in the data that is available to them. System security 
ensures that only those users granted access to the system are capable of accessing the 
applications and only through the appropriate gateways. Steps for role based security 
testing to verify that roles and privileges are enforced should be included in the test 
scenarios where applicable. The test team performs role-based security testing. 

 Integration Testing: Integration testing should be performed on every 
application/module that interfaces or exchanges data with another application/module. 
Test cases should be created to verify: 

o Data input dependencies from other applications/modules function 

o Data output dependencies to other applications/modules function 

o Business rules across applications/modules are enforced 
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o Security requirements across applications/modules are enforced 

Integration testing should be a component of system testing. Where feasible, integration 
testing should be accomplished via test automation tools. The test team performs 
Integration Testing. 

Conduct Regression Testing: Regression testing will be performed for every release to ensure 
that the functionality of the application has not been adversely affected by changes in the current 
release. The scope of regression test can include all major functionality of the application or a 
focused test to determine whether the functionality of closely integrated modules has been 
affected by the changes in the current release. A test automation tool will be used to perform 
regression testing whenever possible. Regression testing will be conducted for major new 
development projects after the final build testing for the release. The test team performs 
regression testing.  

Refer to Appendix B for establishing an Automation Framework and Appendix H: Regression 
Testing Work Instructions for more detailed instructions.  

Conduct Performance Testing: The test team, with the input from the project team and 
customer, will identify scenarios for performance testing using the following criteria: 

 For new development: 

o Functions which are expected to have high traffic 

o Critical paths of the new functionality 

 For changes to existing functionality: 

o Significant changes to existing modules  

o Projected levels of usage to existing modules 

The test team will record and execute the performance test scripts for identified performance 
testing scenarios. The results recorded will be compiled into report format and will be reported to 
the development team and the project management. The test team performs performance testing 
and will work with the development team to analyze issues identified during performance 
testing. 

The inclusion of performance testing in the test strategy for a release will be identified during the 
Test Planning Phase. Resources for conducting Performance testing will be included in the 
Project Schedule. 

Objectives to consider when determining the need for performance testing include: 

 To help identify bottlenecks in an application. Bottlenecks can be caused by several 
issues such as memory leaks, slow response times, or contention under load 

 To establish a baseline for future performance testing  

 To determine compliance with performance goals and requirements  
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 To analyze behavior of an application at various load levels  

 To collect performance-related data to help stakeholders make informed decisions related 
to the overall quality of the application being tested  

 To help estimate the hardware configuration required to support the application(s) when 
it “goes live” to production  

 To determine the capacity of an application’s infrastructure and to determine the future 
resources required to deliver acceptable application performance  

 To compare different system configurations to determine which one works best for both 
the application and the business 

The performance testing will be conducted for the O&M releases based on the results of the 
impact analysis of the proposed SCRs or requirements. It is recommended to conduct 
performance testing if there are changes in the system architecture or database, including 
modifications to stored procedures or tables.  

Refer to Appendix I: Performance Testing Work Instructions for more detailed instructions. 

Conduct Section 508 Testing 

Section 508 mandates that information technologies be available to people with disabilities. The 
Accessibility test focuses on Section 508 compliance and conformity verification. The following 
test approaches have been identified to ensure compliance to Section 508: 

 Test team will perform the Section 508 checklist implementation on the application to be 
tested, in order to verify the level of compliancy and validate the accessibility and 
usability test readiness. 

 Manual Review – The development team will conduct code review to verify the 
conformity of the source code. 

 Assessment with Assistive Technology –The JAWS screen reader tool will be used to 
check key functional areas in the application to ensure that they are compliant. The test 
team performs Section 508 compliance testing. 

Both manual review and assessment with assistive technology test approaches should be 
employed for each Section 508 test. 

The inclusion of Accessibility testing in the test strategy for a release will be identified during 
the Test Planning phase. The criteria for determining the need for accessibility testing includes 
new development work and maintenance releases that alter the user interface, including new 
screens, changes to frames, forms, buttons, links, charts, graphics, images, drop down boxes, 
cascading style sheets, applets, ActiveX controls, and changes to tables that are displayed on 
screen. 

Refer to Appendix J: Section 508 Accessibility Testing Work Instructions for more detailed 
instructions.  
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Conduct Security Testing 

The ISSO team performs security testing.  

Conduct User Acceptance Testing (UAT) 

The purpose of UAT is to determine whether a system satisfies its acceptance criteria and to 
enable the users to determine whether to accept the system. 

The extent of testing team participation in the UAT will be determined at the Division level. The 
scope of UAT is dependent upon the specific needs of the client. The project team should consult 
with the client early in the testing process to determine the extent of the UAT required. The 
extent of the UAT can range from only the main client testing to full user group sessions. The 
business users perform UAT. An established user acceptance testing environment should be 
defined for this testing effort. All defects or issues discovered during UAT shall be reported to 
the project team for resolution.  

The UAT test manager will schedule and facilitate the UAT TRR for applications that have been 
scheduled for UAT. The purpose of the UAT TRR is to provide the application users the 
assurance that the software has completed system testing and is ready for turnover to UAT, the 
next test phase. Refer to Appendix K: User Acceptance Testing TRR Work Instructions for more 
detailed instructions and refer to Appendix L: User Acceptance Testing Work Instructions for 
more detailed instructions. 

3.4 Test Results Analysis and Reporting (SDLC Phase: 
Development/Integration and Test) 

The tester will verify the following at the completion of testing: 

 Verify that all scheduled test cases have been executed.  

 Ensure that test cases results have been reviewed and resolved. 

 Ensure that all defects and discrepancies have been 
documented. 

 Request that the development team create IPRs/SCRs for all 
open defects deferred to a future release. 

 Prepare and submit TAR. 

3.4.1 Inputs 
 Defect reports 

 Test execution reports 

3.4.2 High Level Activities 
 Review test results 

 Create TAR 

 Test Results Analysis and 

Reporting 

 

 Review Test Results 

 Create Test Analysis 

Report (TAR) 

 Submit TAR to the 

Project Team 
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 Submit TAR 

3.4.3 Deliverables and Work Products 
 Test analysis report 

 Defects list 

 Internal Problem Report (IPR) 

3.4.4 Tasks and Activities 

Review Test Results: After conducting the test, the tester compares the actual result to the 
expected result. If there is no difference, record the test as ‘passed’ on the test case. If there is a 
difference, record the test as ‘failed’ and record the discrepancy on the case and determine if the 
discrepancy is the result of an error in the requirement/design/code or an error in the expected 
result that is documented in the test scenarios. If the expected result is in error, correct the 
expected result, and rerun the test. Otherwise, the tester records the discrepancy as a defect and 
opens an IPR in the defects tracking tool. The results analysis provides management and the 
development team with a report of the product quality. 

Create Test Analysis Report: A TAR should be developed for all projects at the end of each 
build/iteration test. It will contain the overall results of the testing, including the defect metrics 
and results captured in the Test Management tool and a summary of the requirements based 
coverage. The TAR will provide recommendations for whether the system is ready to move to 
the next phase.  

The tester will use the approved SDLC TAR template to create the TAR.  

 

Submit Test Analysis Report: The tester will forward the TAR for peer review and make 
necessary revisions. The TAR will be submitted to the QA team for their review. The tester will 
send the TAR to the Division Test Manager for final review. The Tester will update the TAR 
with the final review comments and check-in to the document repository. The Division Test 
Manager will submit the TAR to the stakeholders.  

3.5 Defect Workflow and Reporting 

As test cases are executed, actual outputs are compared to the expected outputs and defects are 
identified. The tester will enter all defects found in a defects tracking tool. The terms ‘defect’ and 
‘defect report’ are used interchangeably. 

The process for testing applications involves a series of procedures, activities and the use of 
automated tools which assist with the defect reporting and tracking process. When defects are 
discovered during testing, the Defect Workflow will be initiated. The Change Management 
Integrated Project Team (IPT) is in the process of defining and communicating the Defects 
Tracking Workflow. 
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At a minimum, the following fields should be filled by the testers when writing a Defect:  

 Headline – Headline should be complete and easy to understand. The Headline should 
give a good idea about what the defect is. 

 Description – Include all the relevant information about the defect.  

o Brief description about the defect 

o Explain the steps to re-create the defect 

o Actual Result 

o Expected Result  

o Data Used  

o User details like login credentials 

o Discovered By – Testing Team 

o User – Submitter name 

Be very specific when describing the defect. Proofreading and spell-checking the defect report 
are very important before submitting it. If there is an error message involved, be sure to include 
the exact wording of the text in the defect report. Attach a screenshot of the defect. 

3.6 Test Metrics  

The test team will collect and analyze test metrics to measure testing process improvements. The 
Testing IPT team will define testing metrics and standardize a method for collecting and 
analyzing testing metrics. These will be used to measure the effectiveness of GSA Testing and 
will aid in implementing measurable improvements. The Testing IPT team will work with QA 
IPT team to establish the method for collecting testing metrics. 

4. Lessons Learned 
The Division Test Manager will include Lessons Learned as an item in the test team meetings 
agenda for discussion on the completed releases. The Lessons Learned will be reviewed at the 
meeting and the test team will determine whether the Lessons Learned should be implemented. 
All approved Lessons Learned will be stored in the document repository that is appropriate for 
each division. 

5. Testing Glossary 
Refer to Appendix N for Testing Glossary.  

6. Handbook Maintenance and Change Process 
The Testing IPT will review this Testing Handbook quarterly to ensure it remains accurate and 
up to date. This Handbook is a dynamic document and will change, as necessary, to meet 
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program or customer imperatives. Appropriate version control will be implemented as changes 
are made. 

7. Appendices 
The following 14 appendices are included in this document. 

1. Appendix A. Testing LOE Template 

2. Appendix B. Test Automation Framework 

3. Appendix C. Test Plan Peer Review Checklist 

4. Appendix D. Test Case Development Work Instructions 

5. Appendix E. Test Case Peer Review Checklist 

6. Appendix F. System Testing TRR Work Instructions 

7. Appendix G. Smoke Testing Work Instructions 

8. Appendix H. Regression Testing Work Instructions 

9. Appendix I. Performance Testing Work Instructions 

10. Appendix J. Section 508 Accessibility Testing Work Instructions 
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Appendix A. Testing LOE Template 

The Testing LOE Checklist is attached as an icon.  

Testing LOE 
Template.xlsx  
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Appendix B. Test Automation Framework  
B-1 Approach for Establishing the Automation Framework  

 

The GSA Test Automation Framework is defined as a set of assumptions, concepts, and 
practices that constitute a work platform for automated testing. The test automation 
framework is a hybrid of the Data Driven framework and the Modular Testing framework 
models. The framework will define the environment and resources that support automated 
testing. 

In a Data Driven framework, input and output data are read from files and loaded into 
variables in a test script. Verification points are driven by the data sets used. Test data is in 
files that are external to the script. In a Modular Testing framework, small scripts for each 
action or function of an application are created and executed in a hierarchical manner to test 
individual application modules. 

The hybrid approach incorporates the concepts of modular, reusable actions along with the 
data driven approach that isolates data from the test scripts. This framework will allow a 
large number of scripts to be quickly developed by making calls to the reusable actions from 
the library of actions. The reusable actions with local data sheets will allow the script to 
execute using multiple data sets to enable comprehensive testing of the applications under 
test. 

Test scripts will be created using QTP’s built in advance Keyword Driven Framework or a 
custom keyword framework and Expert View scripting options. Test Scripts and Test Data 
will be stored and executed in the existing HP Quality Center projects for each application, 
making the scripts and data available from any location. Functions that are common to 
multiple scripts will be created and stored in libraries. These functions can be called from 
any script to perform validation routines, execute Recovery Scenarios and access test data. 
Test Execution will be performed using Quality Center (QC) and QTP. Automated scripts 
and results of test execution will be located in QC.  

 

B-2  Framework Components  

The Framework is made up of five component areas, as shown in Figure 1, that provide the 
foundation of creating test scripts against GSA applications. This Framework provides 
flexibility and growth potential needed for successful automation.  
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Figure 1. A hybrid test automation framework 

 

 

B-3 Test Script Template  

3.1 Purpose 

The template provides a starting script for the Tester. Selecting the template and saving it 
with the proper Test Script name, the Tester is ready to create an automated test script for 
any application. 

The template is made up of four primary sections: (1) PreScripting; (2) Test Script 
Execution; (3) PostScripting; and (4) Function Libraries. The template contains a 
standardized layout for documenting the scripts. 

 

Framework 
Components

Data Driven 
Execution

Function 
Libraries

Test Script 
Template

Re‐Usable 
Components

Documentation
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The PreScripting section prepares the Framework for execution. This process associates the 
test script with one or more function libraries and one or more shared object repositories and 
configures QTP with a standard configuration.  

The Test Script Execution section is the location where the tester will enter the QTP 
execution statements. The main functional areas of the application under test will be 
identified and each functional component will be contained in a reusable action in an action 
script. A driver script will call the required reusable actions from the action script(s) for 
execution. The action scripts will be created using QTP’s recording functions. 
Parameterization and verification points will be created in this section. The tester will also 
use VBScript descriptive programming and calls to procedures in the associated libraries to 
introduce scripting functions that are not provided by QTP. 

The PostScripting section prepares the Framework and application for closure. The Tester 
does not need to make any modifications or enhancements in this section.  

 

3.2 Layout of QTP Script File Template 

The test script template will be stored in QC in the format <ApplicationName.TST>.   

The layout for a class will be broken up into the following main sections: 

Action Header 

The Header in each Script File will contain the following information 

/*===================================================== */ 

*Action Name - Name of the Action. The action name will specify the module name  

* and type of test action                                                               

*Module Tested – Name of the module to be tested                          

*Object Repository – Name of the Object Repository    

*Libraries Used – Name of Library files (if used)                           

*Called From – Name of the calling action    

*Parameters                            

*Created by – Name of the test engineer                                        
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*Date – Date of creation of the Test Action                                                                         

*Updated- Name of the test engineer who updated the script with date                        

*===================================================  * 

Driver file 

 Single startup file to make calls to action scripts in the script file 
 Load function libraries 
 Make the mappings of the custom objects to standard objects permanent. 

 

Script File 

 Open connection to the test data set (ODBC /Excel) 
 Reusable actions for functional components 
 Close connection to the test data set 

 

Object Repository File:- A shared file with the extension *.tsr. This file contains the 
information about the objects used in the test. 

Separate action for each module 

 Separate action file will be created, depending upon the type of testing performed 
(e.g. functionality, database) 

 Script header is to be included in all the action files. 
 Manual test case name, for which a code is being written, is to be mentioned. 
 Comments to be included. 
 Purpose of using a function in the script, is to be specified in the comments. 
 Preferably small action files with modular approach. 

 

3.3 Documentation 

Documentation for the Test Automation process provides guidance and standards to the 
automation testers and test managers to ensure that test automation is implemented 
uniformly among all divisions and applications. Standard operating procedures (SOP) 
describe how the test tools and environment will be configured for successful script 
generation and execution.  The Test Script Template provides a script header that tracks the 
variables, parameters and change history of each script. 
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7.1 Data Driven Execution 

Data-driven testing is a framework component where test input and output values are read 
from data files (csv files or Excel files) and are loaded into variables in driver scripts. The 
data files are imported into the scripts via a function in the library or by using the import 
function built into QTP. In this framework, variables are used for both input values and 
output verification values. Output values from a script can be used as input values in another 
script. 

Variables will be parameterized so that a script or a subset of a script can be executed 
repeatedly using different sets of data. Data sets will contain data elements that will enable 
negative testing of the application. This will test whether the application will, for example, 
accept data that is not in an acceptable format or is outside of an acceptable range. 

7.2 Library of Common Functions 

While many of the functions that are required to create automated scripts are included in 
QTP, it is often necessary to create custom functions. These functions can, for example, 
import test data from an external source or perform validation routines on expected results. 
The functions are maintained in libraries external to the test script. Library files will be 
stored in Quality Center. 

The libraries will be divided into two types: Global Libraries and Local Libraries.  Global 
libraries will contain functions that are common to all scripts. Local libraries will contain 
functions that are unique to a specific action (sub-script) in a script. A library can be 
associated with multiple scripts and a script can have multiple libraries associated with it.  

7.3 Coding Standards 

This section specifies the various standards to be followed by the test team while developing 
and maintaining QTP scripts. 

7.4 Naming Conventions 

The first letter of each word should be capitalized when naming variables, objects and 
functions. 

7.5 Variables (Based on Variable type) 

Variable Type Prefix Example 

Array arr arr_NewArray 
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Variable Type Prefix Example 

Boolean bln bln_Exists 

Character chr chr_Delimiter 

Constant c c_TestPath 

Float flt flt_Stockprice 

Integer int int_Count 

Object obj obj_Object 

String str str_ExpectedText 

 

7.6 Constants 

All constants should be Upper case. 

7.7 Objects 
Variable Type Prefix Followed by 

Browser bsr Object name beginning with upper case for each segment of the 
name 

Button btn Object name beginning with upper case for each segment of the 
name 

Check Box chk Object name beginning with upper case for each segment of the 
name 

Combo Box cbo Object name beginning with upper case for each segment of the 
name 

Dialog dlg Object name beginning with upper case for each segment of the 
name 

Frame frm Object name beginning with upper case for each segment of the 
name 

Image img Object name beginning with upper case for each segment of the 
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name 

Label lbl Object name beginning with upper case for each segment of the 
name 

Link lnk Object name beginning with upper case for each segment of the 
name 

Page pge Object name beginning with upper case for each segment of the 
name 

Radio Button rad Object name beginning with upper case for each segment of the 
name 

Text Box txt Object name beginning with upper case for each segment of the 
name 

Window win Object name beginning with upper case for each segment of the 
name 

 

Example: For Userid Text Box, the naming should be txtUserID. 

7.8 Comments 

Comments are used to help anyone who is attempting to understand and maintain the actual 
code. For consistency, all comments should adhere to the following guidelines: 

 Comments should be included in scripts to provide an explanation of what the code is 
doing and to make it easier for the reader to understand and maintain it. For this reason, it 
is not necessary to try to comment each individual line or to describe obvious code, but it 
is necessary to comment major blocks of code. 

 Comments lines should begin with the ‘ character indented at the same level as the code 
they are documenting. 

 Code comments should be written in clear, concise English with correct spelling and 
grammar. 

 The purpose of comments is to increase your code readability. Often using good variable 
and method names make the code easier to read than if too many comments are present. 

 When "commenting out" code include a description why you did so. If the code isn't 
necessary, it should be deleted. 
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7.9 Re-usable Components 

To maximize the efficiency of test automation, each script is designed to test a specific function 
of an application to be reusable.  An example of this is a login script, whose sole purpose is to 
log in to an application using an encrypted password. Once this script is recorded, it can be 
associated with any test, thereby removing the need to create the same script for every test. 

QTP uses the concept of using sub-scripts, known as Action, to break a large test into 
manageable units. Each of the Actions tests a specific functionality of the application under test. 
The Actions that constitute a Test can easily share common data inputs, outputs, and variables 
and object repositories. 

Other reusable components include functions, error handling routines and data pools, and 
libraries.  

 

B-4  Using the Test Automation Framework 

The Test Automation Framework describes a hybrid approach to implementing automated 
testing. In this framework, the utilities provided by QTP will be used as an important tool for 
creating scripts. This ‘Record and Playback’ method can be used to capture most of the 
functionality of the application under test. There is, however, a need to use other techniques to 
create robust and reusable scripts. These techniques include Descriptive Programming, inserting 
VBScript logic and functions and manually manipulating the Object Repository and the recorded 
QTP code. 

This document is intended to provide technical guidance to testers using QTP. The sections that 
follow will provide general suggestions for using the tool and solutions to specific scenarios that 
might be encountered. Automation testers are encouraged to contribute to this document. 

4.1 Configuring Quick Test Pro 

Several configuration steps need to be made before QTP can access scripts in Quality Center and 
the scripts can be properly recorded and played back. 

 

A. The QuickTest Professional Add-in must be installed on the tester’s workstation in order 
to enable QTP to connect to Quality Center.  

 

B. Launch QTP by selecting StartAll Programs Quick Test ProfessionalQuick Test 
Professional. The Quick Test Professional – Add-in Manager will display the installed 
add-ins that can be loaded with the script. Since each installed add-in uses system 
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resources, it is advisable to use only the add-ins that are needed. The Add-in Manager 
should be displayed each time QTP is launched. After selecting the appropriate add-ins, 
click the OK button. 

 

C. QTP will open, along with a startup screen with the following options: 

o Tutorial 

o Start Recording 

o Open Existing 

o Blank Test 

Clear the checkbox to Show this screen on startup and select Blank Test. The startup screen will 
close. 

D. In the blank test, select Tools Options from the menu. Click the Run tab and check the 
box to allow other Mercury Interactive tools to run tests. This option only needs to be 
selected the first time QTP is used and will allow a tester the option of running QTP 
scripts from Quality Center.  

 

E. From the Menu Bar, select Automation – Record and Run Settings 
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Select the option to Record and run test on any open browser 

 

F. From the Menu Bar, select Tools  Editor Options. Under the General Options column, 
check the box for Line numbers in gutter. This will display line numbers in QTP scripts. 
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Option in QTP to display line numbers in scripts. 

G. Optimizing Browser Settings 

When using Internet Explorer, clear the option to use AutoComplete for user names and 
passwords. This will ensure that all operations are accurately recorded while creating tests.  

To clear the AutoComplete option:  

1. In Internet Explorer’s menu bar, choose Tools > Internet Options > Content tab. 
2. Click AutoComplete in the Personal information area. The AutoComplete Settings 

dialog box opens. 
3. In the Use AutoComplete for area, clear the User names and passwords on forms 

option. 
4. Click OK to save your changes and close the dialog box. 

Set the default home page for the browser to ‘about:blank’. This will prevent QTP from 
generating an error if a script is executed on workstations with different home pages. 
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H. Configure Object Identification settings 

 Many of the links in the applications under test spawn a new instance of the browser. In 
order for QTP to properly recognize the current browser, Object Identification setting must be 
modified: 

1. From the QTP menu bar, select Tools – ObjectIdentification  
2. From the Environment dropdown, select Web 
3. Select the Browser Object class 
4. Under Assistive Properties, click Add/Remove 
5. Select the checkbox for openurl and click OK.  
6. Click OK again to save the setting 

 

Option in QTP to configure Object Identification 

4.2 Shared Object Repositories 

By using a shared Object Repository (OR), the level of effort for maintaining scripts can be 
reduced and the risk of failed scripts can be minimized. If an object, such as a button, is changed 
in the application, the object will need to be changed only once in a shared repository, as 
opposed to having to change the local repository for every script.  
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There is some extra effort in setting up a shared OR during the script creation and debugging 
phase. The following steps describe how to share an OR for two actions. 

1. Create a new QTP script 
2. Insert a Call to New Action 

a. Rename the Action 
b. Click the ‘Reusable Action’ box 

3. Open the Object Repository for the new action 
a. Click File – Export – Local object 
b. Enter a location and name for the shared repository 

4. Open Object Repository Manager 
a. Select Tools – Object Repository Merge Tool 
b. Select the 1st OR and open 
c. Select the 2nd OR and OK 
d. Verify that no conflicts were found and close OR Manager 

5. Save the new OR with a new name 
6. Open OR Tools – Associate Repositories 
7. Click the green + button 
8. Select the shared OR 
9. Select each of the Actions on the left and add them to the column on the right 
10. Save the OR (in Quality Center, if it is being used) 

 

a. Actions 

The basis for Functional Decomposition is to create reusable actions for each major functional 
area of the application under test.  There are two major benefits to this approach: 

 If there are significant changes to one functional area or module of the application, the 
actions associated with that functional area can be identified and easily updated without 
affecting other actions. 

 Since the actions are reusable, an existing action can be called by another script. This 
reduces the level of effort that would be required to create the action again for each new 
script. 

 

The steps in QTP for creating reusable actions are: 

1. Create a new QTP script. A new action named Action 1 will be created by default. This 
action will contain only comments. 

2. Rename the default action to a name that is appropriate for the script. 
3. Insert a Call to New Action 

a. Rename the new action to identify the functional area being tested 
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b. Click the ‘Reusable Action’ box 
c. Record the script 

b. Function Libraries 

Libraries are text files which contain functions and subroutines that can be called from any script 
or action.  These functions are commonly used to perform tasks in an application that need to be 
performed in more than one script or action.  The example below shows a subroutine named 
SIN_Select that is used in eOffer to select a SIN. Since this activity is used in many eOffer 
scripts, it is a good candidate for including in a function library 

************************************************************************ 

SUB SIN_Select 

'In eOffer- Goods and Services tab, some solicitations have been configured to display SINS and 
some will display SIN Groups which display SINS. 

'This script will determine whether SIN Groups are present 

'If SIN Groups are present, a SIN Group will be randomly selected 

'After a SIN Group is selected, a SIN within the group will be randomly selected 

'A NAICS code will be randomly selected from the NAICS dropdown list 

If Browser("name:=Goods And Services").WebElement("name:=Select SIN group").Exist(1) 
Then 

' 

' Count the number of  SIN Groups in the list 

GroupListCount = Browser("name:=Goods And 
Services").WebList("name:=sinGroupSelected").GetROProperty("items count") 

 

'      Randomly select a SIN group 

Browser("name:=Goods And Services").WebList("name:=sinGroupSelected").Select 
RandomNumber (0,GroupListCount-1)  

Browser("name:=Goods And Services").WebList("name:=sinGroupSelected").Click 
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Browser("name:=Goods And Services").WebButton("name:=Select SIN Group").Click 

End If 

' Count the number of SINS in the Group 

SINListCount = Browser("name:=Goods And 
Services").WebList("name:=sintype").GetROProperty("items count") 

 

' Randomly Select a SIN and select it 

Browser("name:=Goods And Services").WebList("name:=sintype").Select 
RandomNumber(0,SINListCount - 1) 

Browser("name:=Goods And Services").WebList("name:=sintype").Click 

Browser("name:=Goods And Services").WebList("name:=sintype").Output 
CheckPoint("sintype") 

Browser("name:=Goods And Services").WebButton("name:=Add SIN Details").Click   

 

' Count the number of NAICS codes in the NAICS list 

NaicsListCount = Browser("name:=SIN 
Information").WebList("name:=NaicsCode").GetROProperty("items count") 

' Randomly Select a NAICS code 

Browser("name:=SIN Information").WebList("name:=NaicsCode").Select 
RandomNumber(0,NaicsListCount - 1) 

Browser("name:=SIN Information").WebList("name:=NaicsCode").Click 

End SUB 
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Multiple functions and routines can be kept in a single text file. After the library is created, it 
needs to be associated with a QTP script. To associate a library: 

Open the QTP  script 

Select File – Settings – Resources 

Click the green plus sign 

If a QTP connection has been made to Quality Center, it will be displayed in the search box. 
Select the browse button on the right and select the library file. 

 

4.2-1: Associating Library Files 
  

To call the procedure, simply enter the name of the procedure in an Action.C;\Temp\auth deal 
2.xls 
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c. Driver Scripts 

A Driver script is a QTP script whose only purpose is to call actions from other scripts. A driver 
script makes the process of reusing actions very easy and allows the tester to create tests without 
having to write any new scripts. 

 

To create a driver script: 

Open a new QTP test 

Click Insert – Call to Existing Action. The Select Action box will open 

 

 

 

In the From test: section, either select the test containing the action that you wish to add or click 
the browse link on the right and select the test from either QC or the file system. 

From the Action: dropdown list, select the action that you want to add 
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Click the OK button 
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The test will now contain two actions. Action1 will contain a single line similar to: 

RunAction "Goods&Services [eOffer_Actions_Script_2]", oneIteration 

A copy of the action that is being called will be displayed as an External Action 

 

Add additional actions as needed to complete the test. 

d. Descriptive Programming 

While Record and Playback and the Object Repository are useful in most situations, there are 
times when the best, and sometimes only, way to create a script is by using Descriptive 
Programming.  It is especially useful for creating code that can be copied into multiple scripts 
without have to update the OR and for creating procedures and sub-routines. 

 

When a tester is first learning descriptive programming, it is easiest to record the steps and then 
convert the recorded code into descriptive code.  Using QTP, a step would be recorded as: 

 

Browser(“Goods And Services").Page(“Goods And 
Services").WebList("sinGroupSelected").Click 

 

This can be rewritten as: 

Browser("name:=Goods And Services").WebList("name:=sinGroupSelected").click  

 

It is beyond the scope of this document to fully explain Descriptive Programming.  

 

e. Quality Center 

By keeping the QTP scripts in Quality Center, they will be available for any tester to use. The 
QC Test Lab module allows a tester to select a group of scripts or actions (Using a Driver Script) 
and execute them without manual intervention between each script. Results of test execution will 
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be recorded and a history of the Pass/Fail status of each test will be maintained. Along with the 
scripts, the shared Object Repository and the Functional Libraries can be kept in QC as 
attachments.  

A folder structure should be created in the Test Plan module to host each of the components. 

 

The scripts, function libraries and shared repositories can be executed from QC, but they must be 
downloaded to a local drive to be modified. After modification, the files should be saved in QC 
again. When saving the files to QC, the libraries and share ORs should be saved first. The scripts 
should then be modified to associate the QC version of the OR and the libraries with the script 
actions. 

f. QTP Tips 

 Data Table 

a. Leading zeros are dropped from the data table. To add numbers with leading 0s to 
the data table, format the cells as follows (This approach only works if all of the 
numbers in the cells are the same length): 
 

a. Select the range of cells to be formatted and right click. 
b. Select Format – Custom Number 
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c. In the top box on the right, the word General is displayed. Delete this word 
and add zeros that match the length of the number that the cell will hold. 
For example, if the number is 000521, enter 6 zeros. 

d. Click OK 

 WebTables 

Web Tables are often used in applications to display dynamic data. It is frequently necessary for 
the tester to access the data within the table. Using QTP’s record and playback, however, does 
not add the entire web table to the OR; it must be added manually.  The following example 
demonstrates the steps needed to add a web table to the OR and to access the data: 

 

To add the eOffer Upload Documents Table into the QTP Object Repository (OR) and get the 
row count: 

 

1. Open eOffer and open an offer to the Upload Documents tab 
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2. Record a mouse click on any of the Upload links in the Actions column and stop 
recording 

3. Open the QTP  OR 
4. Locate the “Upload Documents” Page object and click it 
5. In the OR menu, select Object..Add Objects to Local 
6. Using the hand cursor, click on the first data row (not the header row) in the table. A 

“Select an Object” window will display the objects that were identified. 
7. Select the instance of WebTable: Type that is immediately above WebElement: Upload. 

 

 

 

8. Click the OK button 
9. Right Click the new object in the OR and rename it to something meaningful (e.g. 

Upload Documents Table) 
 

10. Close the OR 
 

Run the following script to test it: 

var = Browser("Upload Documents").Page("Upload Documents").WebTable("Upload 
Documents Table").RowCount 

msgbox var 

 Radio Buttons  
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If a page contains several radio buttons whose existence or description changes dynamically, it is 
not practical to create a script that tests for the presence of each radio button and select them. A 
more usable approach is to count the number of radio buttons on the page and select all of them. 
If a particular radio button needs to be de-selected, an additional step can be recorded after all 
buttons have been selected. 

 

'The following selects ‘Yes’ for all radio buttons in eOffer Solicitation Clauses 

 

Set rDesc = Description.Create() 

rDesc("micclass").Value = "WebRadioGroup" 

set rCount = Browser("Solicitation Clauses").Page("Basic Information").ChildObjects(rDesc) 

trCount = rCount.Count 

For i =0 to trcount-1 

rCount(i).select "#0" 

Next 

 Text Boxes 

It is common for QTP to fail to record text that is written into a text box.  The following code 
tests  for the existence of a dynamic text box and then inserts text into the box. 

If Browser("Basic Information").Page("Basic 
Information").WebEdit("OverseasCoverageGeographicArea").Exist(1) Then 

Browser("Basic Information").Page("Basic 
Information").WebEdit("OverseasCoverageGeographicArea").Set "Enter this text in the box" 

End if 
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Appendix C. Test Plan Peer Review Checklist 
The purpose of the Test Plan Review Checklist is to provide guidance for reviewing the Test 
Plan. The checklist will be periodically updated to implement process improvements and to meet 
the latest industry standards as they arise. 

Table C.1 Test Plan Review Checklist 
Project Name:  <Name> Work Product Name:  <Name> 

Reviewer:   <Name> Date:   <Date> 

Item Yes No N/A Comments1 

1. Was the FAS SDLC template used to 
develop the Test Plan? 

    

2. Have estimates been established for 
resources, LOE, and test artifacts? 

    

3. Does test plan adequately describe the 
testing scope? 

    

4. Has test sequence and coverage been 
described for each test phase? 

    

5. Are all planned tests (inclusions) 
described in the Test Plan? 

    

6. Does test plan define success 
(pass/fail) criteria for all test phases? 

    

7. Does test plan adequately describe the 
test environment? 

    

8. Does test plan describe conditions 
under which testing will be halted and 
resumed? 

    

9. Does test plan define sufficient and 
proper regression testing? 

    

10. Have roles and responsibilities been 
identified for all testing 
phases/activities?  

    

11. Does the test plan clearly state the 
activities for which the test team is not 
responsible? 

    

12. Does the test plan identify all 
dependencies, and assumptions? 

    

13. Are test phase entrance and exit 
criteria realistic? 

    

1 
Indicate your response to the questions with a Yes, No, or N/A. Provide comments for the No and N/A responses. 
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Appendix D. Test Case Development Work Instructions  
This process for creating Test Cases is initiated in the design phase of the FAS SDLC once the 
development team has gathered and analyzed all requirements and determined all the changes 
that need to be made. Further development of the test cases\scripts occur as the project 
progresses through design, code, and unit test activities. The test cases will be reviewed before 
the test execution. 

The following sections describe the major activities and guidelines when creating a test case:   

Review Requirements Specifications:  

 Review Requirements documents, Design and Architecture documents, Database 
documents, User Manuals and Guides, Test Cases from previous releases if applicable for 
preparing test cases. As each sentence or phrase in the SCRs\Requirements is covered, 
highlight it out on a printout, or keep a softcopy with strikeout marks on it. This will 
ensure that all aspects of the SCRs\Requirements are covered, as it is easy to miss or 
skim over an essential portion of the requirement. 

 Review Impact Analysis documents, if available, to analyze impact of the change to a 
requirement in other modules of the same application or other applications.  

 Discuss with Development (or Requirements Analyst or Business Team, as applicable), 
to ensure complete Test coverage of stated Requirements. 

 Note: SCRs\Requirements are testable. If they are not testable or are only partially 
testable, work with the Test Manager so that a solution can be determined. If the solution 
cannot be addressed prior to the release, ensure this issue is documented in the Test Plan 
and the Test Analysis Report (TAR) and should be reported to the government as a risk 
for remediation. 

Determine testing types and scenarios per the testing strategy: 

 Identify the business scenario types, which are the situations that occur in the real 
business world. A business scenario type is a typical real life circumstance that is handled 
by the system being tested. A business scenario type can represent various situations, 
(e.g., a simple situation, or an exceptional situation, that requires complex processing). 

 Identify the User Roles to be used for testing, and the impact on scenarios.  

 Note: Test Scenario’s/Cases are built on specific functionality, so the work is re-usable. 
Test cases may be created for specific SCRs but these cases should reference functional 
test cases, highlighting any specific changes. 

Focus on defining scenarios that follow information through the entire lifecycle. 
Individual test cases should target specific functionality or flows.  
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 Determine the types of testing to be conducted in addition to functional testing and 
document it in the Test Plan (e.g., 508, data validation, webservice). 

 Define the alternate paths. Clues include business rules that stipulate multiple conditions, 
“If Then” statements, Data validations, and invalid data from services. (e.g., State the 
SCRs\Requirements in negative form, and test as if you are verifying negative form for 
negative tests) 

 Examine dependencies to assist in organizing the test cases within scenarios (e.g., a 
contract must be created before it can be approved). 

 Define scenarios that apply appropriate testing techniques such as pairwise testing, 
orthogonal array-based testing methods, boundary analysis, decision tables and more 
thorough combination testing strategies based on the scope of a test scenario 

 Determine the priority of each of the test cases, to assist in scoping regression or 
emergency testing.  

Review Risks associated to SCRs\Requirements: 

 Escalate issues/risks relate to a specific SCR\Requirement which may impact testing to 
the Test Manager and make sure that it is documented in the Test Plan and risk tracking 
documents. 

Example: If Testing will take longer than anticipated based on the additional 
requirements analysis conducted for preparing the test cases then additional testing is 
required due to software changes/additions etc. The client will be notified and a new 
testing schedule will be provided. 

Review and update Requirements Traceability matrix: 

 Map test cases back to SCRs\Requirements. 

 Enter a reference to the RTM document and individual line item. 

Create Test cases to verify error codes, exceptions, and boundary conditions: 

 Create generic test cases that document how to validate boundaries and generate error 
codes (e.g., invalid date formats or number types), if appropriate. Much of the code is in 
branches designed to handle exceptions, unusual cases such as zero-length input, etc. 

Design test data: 

 Create a data matrix for test cases as needed.  

Note: Matrices are valuable when: 

o Many variations of filling out a form, same fields, different values, input files 

o Same inputs, different platforms, browsers, configurations 

o Character based screens 
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o Input and outputs can also be best represented in a matrix when testing multiple 
data conditions 

o Mapping to primary and alternate flows 

o Validating business rules 

o Verifying webservices 

Example: 

Hiring 
Date 

Active? Division Position Vacation 
Hours 

01/23/1999 Y SFS Manager 24 

03/15/1995 N ATS Admin 8 
04/23/2002 Y CMS DBA 16 

Considering the following when creating a data set: 

o Valid data set – primary flow: (Happy Path) Create the valid test data to check if 
application is functioning as per requirements and valid input data is properly 
saved in database or files.  

o Valid data set – Alternate flows:  Identify the data needed to generate the alternate 
flows, verifying against business rules, requirements and data diagrams 

o Invalid data set: Prepare invalid data set to check application behavior for 
negative values, alphanumeric string inputs and make sure that invalid input data 
is not saved in database or files. 

o Illegal data format: Make one data set of illegal data format. System should not 
accept data in invalid or illegal format. Also check that proper error messages are 
generated. 

o Boundary Condition data set: Data set containing out of range data. Identify 
application boundary cases and prepare data set that will cover lower as well as 
upper boundary conditions. 

o No data set: Create cases on blank or default data to see if proper error messages 
are generated. 

o Data sets for performance, load and stress testing will be generated separately.  

Testers should coordinate with the test team to ensure that needless data is not created, for 
reusable data, and unique data is created that will be consumed by the test cases. Sufficient data 
should be generated to conduct several test runs. 

Write Test Case/script: 

 Provide statement of purpose and what is being tested or the testable 
requirements/features/functions. 
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 Provide information about the setup and environment to run the test case.  

 Define acceptance criteria for environment readiness (e.g., XX webservice is running). 

 List prerequisite test case numbers for any tests that must be completed successfully, 
prior to tests within the scenario. 

 Document the types of roles to be used in the test, or to be tested. 

 List platforms, browsers, etc. (IE, Firefox, Netscape, Mac Safari, VPN, cookies off, etc.) 
on which the testing needs to be conducted. 

 Provide the name of the test data file and other information related to test data. 

 Describe Expected results and it describes the correct functionality, in terms of the 
system output, which are typically affirmative statements. In other words, say, "The file 
is saved" instead of, "The file should be saved". 

Note: Test Instructions must be specific, but clear enough so that anyone can understand 
them. If an instruction contains a phrase with a conjunction, ("and then...", "or...", "but 
if..."), consider splitting it into two smaller steps. 

Test Case should include the following: 

o Boundaries of the input and output.  

o Decision points are documented to alternate steps or alternate flows are 
documented.  

o Verification of key values (see data considerations). 

o Verification for the following should be included in a test case: 

i. Error caused when responses from application functions are not received 
in the expected sequence. 

ii. Error in the flow of a program. 

iii. Error caused by the program misinterpreting complicated formulas.  

 Document the mapped requirements and add any comments why a given step changes for 
an SCR. 

 Document the specific steps required for back-end testing. 

o Verify Logs, verify data adds & deletes, confirm notifications, verify document 
posting.  

 Document post conditions 

o Returning system to initial state.  
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Appendix E. Test Case Peer Review Checklist 
The purpose of the Test Case Review Checklist is to provide guidance for reviewing a test case. 
The checklist will be periodically updated to implement process improvements and to meet the 
latest industry standards as they arise. 

Table E.2 Test Case Review Checklist 
Project Name:  <Project Name> Work Product Name:  <Work Product Name> 

Reviewer:  <Name> Date:  <Date> 

Item Yes No N/A Comments 

1. Do the test cases accurately 
implement the test plan? 

    

2. Have all test case standards been 
followed? 

    

3. Are the test cases complete?     

4. Are the test cases correct?     

5. Are the test cases unambiguous?     

6. Are the test cases documented so 
as to be 100 percent reproducible? 

    

7. Does each test case objective 
clearly define what the test case is 
trying to achieve? 

    

8. Does each test step include a 
complete description of the 
expected input and output or result? 

    

9. Have all test case dependencies 
been identified and described? 

    

10. Have all test entrance and exit 
criteria been addressed? 

    

11. Have all the data needs been 
accurately specified? 

    

12. Have all the setup needs been 
accurately specified? 

    

13. Has the test phase and environment 
of execution been specified for each 
test case? 

    

14. Have all testing execution steps 
been defined and documented? 

    

15. Have all variations exercised by 
each test case been clearly 
documented in the test case 
description? 
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Project Name:  <Project Name> Work Product Name:  <Work Product Name> 

Reviewer:  <Name> Date:  <Date> 

Item Yes No N/A Comments 

16. Are representative values/actions 
used to test each test case? 

    

17. Does each test case test for all 
boundaries – minimum, maximum, 
off-by-one? 

    

18. Have combinations of input/actions 
been used to test boundaries? 

    

19. Are the test cases designed to show 
omissions and extensions? 

    

20. Are the test cases designed to show 
the presence of failure and not 
merely the absence of failure? 

    

21. Do the number and depth of the test 
cases comprehensively test the 
requirements? 

    

22. Have all the test cases been 
assigned to a tester? 

    

23. Have all the test cases been placed 
in the test management tool? 

    

Indicate your response to the questions with a Yes, No, or N/A. Provide comments for the No and N/A responses.    
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Appendix F. System Testing TRR Work Instructions 
The test team will schedule and facilitate a Test Readiness Review (TRR) for all application 
releases. A Test Readiness Review Checklist will be suggested to create during the project 
initiation phase and completed before the testing phase. During the Test Readiness Review 
meeting, the checklist will be reviewed and discussed to determine whether the application is 
ready to begin testing.  

The scope of the Test Readiness Review Checklist is to inspect for completeness and accuracy 
all design, development and test documents related to the current release. This allows the test 
team to verify that no outstanding issues were found during unit testing and the environment is 
properly configured.  

Table F.3 TRR Roles and Responsibilities 

Roles Responsibilities 

 Division test 
manager / Test Lead 

 Required attendance to TRR meeting 

 Complete TRR Checklist prior to meeting 

 Facilitate and conduct TRR meeting 

 Create TRR meeting minutes 

 Independent Tester 

 Program Manager 

 Requirements 
Manager 

 Project 
Development Lead 

 Analyst 

 Required attendance to TRR meeting 

 Complete TRR Checklist prior to meeting 

 Provide input and support for TRR tasks 

 Quality Assurance 
Manager 

 Optional attendance to TRR meeting 

 Provide oversight of TRR tasks and meeting 

The Test Readiness Review meeting is required for all EVM, DME and O&M projects. The 
division test manager / test lead is responsible for the following: 

 Emailing the Test Readiness Review Checklist given below to stakeholders ten business 
days before the System Integration Test phase begins 

 Scheduling the Test Readiness Review meeting five business days before the test phase 
begins 

 Planning and facilitating the Test Readiness Review meeting 

 Creating and distributing meeting minutes  
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Note: For emergency releases, a Test Readiness Review Checklist and Test Readiness meeting 
are not required. 

Table F.2 TRR Checklist 
Project Name:  <Name> Work Product Name:  <Name> 

Test Manager/Lead:   <Name> Date:   <Date> 

Item Yes No N/A Comments1 

1. Are there any changes that impact the 
release schedule? 

    

2. Are there any changes or 
modifications to the requirements 
since development began?  If yes, did 
the tester update the appropriate test 
cases to reflect the changes? 

    

3. Did the developer(s) satisfactory 
complete unit testing? 

    

4. Did the developer(s) find any critical 
defects/issues after unit testing? If, 
yes, are all the critical defects/issues 
resolved? 

    

5. If required, did the developer(s) demo 
the changes to the test team? 

    

6. Did the tester(s) conduct a test case 
peer review? 

    

7. Is the test environment properly 
configured for the tester(s) to begin 
testing? 

    

8. Did the developer(s) setup the test 
data for the tester(s)? 

    

9. Does the tester(s) have proper access 
to the application, database, and/or 
environment? 

    

1 
Indicate your response to the questions with a Yes, No, or N/A. Provide comments for the No and N/A responses. 
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Appendix G. Smoke Testing Work Instructions 
The Testing IPT is in the process of developing the Smoke Testing Work Instructions.  

A smoke test is a series of test cases that are run prior to executing functional and regression tests 
for an application.  The idea is to test the high-level features of the application to ensure that the 
application is stable and ready to enter the functional test phase. 

To implement smoke tests, the tester will develop a set of test cases that are run any time a new 
release is provided from the development team. These test cases are used to test the major 
functional areas of the system.  This is a "shallow and wide" approach to testing the application. 
The tester "touches" all areas of the application without getting too deep, looking for answers to 
basic questions like, "Can I launch the test item at all?", "Does it open to a window?", "Do the 
buttons on the window do things?" Detailed testing of the application will be performed during 
functional testing. 

 

Steps for Performing Smoke Testing 

1. Define the scope of the test 

a. Applications under test 

b. Modules with the application 

c. Major functional areas of the application or module 

2. Evaluate existing smoke cases 

3. Update the smoke test bed 

4. Execute the test cases 

5. Record the test results 

6. Track defects 

7. Communicate defects to the Test Manager and Development Manager 

8. Include Smoke Test results in the Functional Test TAR 

 
If the application fails any part of the Smoke Test, the application should be returned to the 
Development team for remediation. After the defects are resolved, Smoke Testing should be 
performed again. Only after all Smoke Test cases have passed should the Functional Test phase 
begin. 
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Appendix H. Regression Testing Work Instructions  

Regression testing will be performed for every release to ensure that the functionality of the 
application has not been adversely affected by changes in the current release. The scope of 
regression test can include all major functionality of the application or a focused test to 
determine whether the functionality of closely integrated modules have been affected by the 
changes in the current release. A test automation tool will be used to perform regression testing 
whenever possible. Complete regression testing will be conducted for major new development 
projects after the final build testing for the release. Regression testing is also necessary when 
there are changes to the environment or core middleware. The test team performs regression 
testing.  

A Regression Test Set (RTS) containing current test cases should be maintained in the test tool 
used by each Division. These test cases should test all major functional areas of the application 
under test. To ensure that regression testing remains effective, the RTS must be updated for 
every release.  

The scope of Regression testing will vary depending on resource availability and the types of 
changes to the application. Cosmetic changes to a web page introduce far less risk than do 
changes to functionality and would require a narrower scope of testing. The scope of testing 
could include: 

 The entire application 

 The modules that were changed and any modules that share functionality  

 The application and other applications that share data (Integration Testing) 

 Business flow (Integration Testing) 

 Retest of previous defects 

The regression test scope will be defined in the release Test Plan. 

In order to perform effective regression testing, the functional integration and data flow among 
applications and modules must be understood and documented. This involves the cooperation 
and coordination of the test, development and requirements teams for multiple applications and 
of the infrastructure team. 

 

Steps for Performing Regression Testing 

 Analyze changes in the current release for their potential impact on the application and on 
other applications if applicable 

 Communicate the potential impact that changes will have on interfacing applications with 
the test teams for those applications 
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 Analyze recent changes to interfacing applications and their impact on the application 
under test 

 Review existing regression test cases 

 Update regression test cases from the functional test cases of the prior release 

 Map requirements to test cases to ensure that all requirements are covered 

 Prepare test data 

 Execute the test cases for the application under test 

 Execute test cases for downstream and interfacing applications 

 Record the test results in the testing tool 

 Communicate any defects to relevant stakeholders 

 Report the results in the release TAR 
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Appendix I. Performance Testing Work Instructions  
The Performance Testing Work Instructions document is designed to ensure all testing efforts are 
systematically aligned for optimal performance. This document addresses the need for 
uniformity across the GSA FAS OCIO Applications.  

The following events and justifications will be analyzed in making a determination as to whether 
an application release will enter the performance testing phase: 

 New development work introduces an application that will be deployed to the Production 
environment. 

 Operations and Maintenance enhancements to an existing project have been developed 
that might impact performance of the system. 

 Changes or upgrades that could affect system performance have been made to core 
middleware or utilities that support an application.  

 Verification that the business processes function properly under expected user load and 
the system is stable enough to go into Production. 

 Database changes\upgrades, software installations running on shared/virtual 
environments that might affect performance of the applications. 

 Verification that the response time is acceptable according to specifications and the 
response of the application is quickly enough for the intended users. 

 Verification that the application is stable and the number of transactions required by the 
business is handled by the application under expected and unexpected user loads.  

 Determination of the cause of degradation in performance of a system and at what point 
the degradation in performance occurs. 

Performance testing, to apply industry best practices, should begin in the design/architecture 
phase. There are many activities that can/should happen well before traditional application 
performance testing that can be referenced here including: 

 Database performance checks 

 Capacity planning 

 SQL Tuning 

 Network accessibility checks 

The list below describes the major activities and guidelines when planning and executing 
performance testing. The basic flow of these activities is: 

 Identify the Test Environment 

 Identify Performance Acceptance Criteria 

 Plan performance testing, including activities for actors outside the test team 
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 Develop the Performance Test schedule, taking into account delivery of systems, planned 
outages, user impact during testing and availability of a stable system 

 Design Tests 

 Configure the Test Environment 

 Create Test Scripts 

 Identify and create Performance Test data 

 Baseline and Benchmark 

 Execute Tests 

 Analyze and Report Results 

Performance testing should follow a process that starts with relevant stakeholders identifying 
performance targets and metrics for the system under test. These targets will be included in the 
Performance Test Plan and agreed to before testing starts. The targets should be specific in 
regard to the metrics that will be measured and the minimum level of performance that is 
acceptable. 

It is imperative that a baseline is created for the system being tested. Creating a baseline is the 
process of running a set of tests to capture performance metric data for the purpose of evaluating 
the effectiveness of subsequent performance-improving changes to the system or application. A 
critical aspect of a baseline is that all characteristics and configuration options except those 
specifically being varied for comparison must remain unchanged. Once a part of the system that 
is not intentionally being varied for comparison to the baseline is changed, the baseline 
measurement is no longer a valid basis for comparison. 

As an initial step in executing performance testing, a benchmark test should be run before the 
new release is migrated to the test environment. The results of the benchmark test will be 
compared with the baseline and will be compared against the performance tests run against the 
upgraded system to determine whether modifications to the system impact performance. 

The following steps provide a foundation and sequence for the activities to be conducted for a 
successful performance testing for new development and for new releases of applications in 
Production. 

Table I.1 Performance Testing Work Instructions 

Step Action Responsibility 

1.  Gather Performance Testing Requirements 

 Determine Performance Testing goals 

 Determine Performance Testing scope or system boundaries 

 Test Team 
Lead/Tester 
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Step Action Responsibility 

2.  Identify System Change Requests (SCRs) and Conduct Impact 
Analysis  

 Identify SCRs that require performance testing 

 Identify use cases which require Performance Testing; refer to 
System Requirements Specification (SRS) document for use cases 
(basic, alternate, and exception flows) 

 Validate SCRs that require coordination with other project team(s) 
to conduct performance testing 

 Conduct impact analysis 

 Business Analyst 

 Developers 

 Testers 

3.  Create Performance Test Plan (Including Performance Test 
Schedule) 

 Include the following in the Performance Test Plan 

o Strategy 

o Assumptions 

o Scenarios 

o Criteria 

o Dependencies 

o Risks 

o Entry Criteria 

o Exit Criteria 

 Test Team 
Lead/Tester 

4.  Create Performance Test Scenarios 

 Each planned test must have a scenario defined. The test scenario 
controls all aspects of how the load will be applied to the system. 
The following aspects need to be considered when defining test 
scenarios: 

o Number of virtual users – The total number of users to be 
emulated 

o Business Functions – Which business functions (scripts) 
are needed, and how many users will perform each 
function concurrently 

o Test Data – The source of test data 

 Create scenarios that document the actual test script activities 

 Test Team 
Lead/Tester 
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Step Action Responsibility 

5.  Create Automated Performance Scripts 

Create performance scripts in Load Runner using the test scenarios 
that were created. 

 Create Virtual User Script (Vuser) by recording user actions using 
VuGen i.e. Virtual User Generator. 

 Enhance the Vuser Script with transaction, rendezvous points, 
LoadRunner functions, parameterization, debugging statements 
etc. 

 Execute the VuGen Script as a Scenario from Controller with 
appropriate run time settings. 

 Tester 

6.  Prepare Performance Test Data & Test Environment 

 Coordinate with Technical Lead to set up performance test data 
and test environment 

 Load the test data in Performance Test environment 

 Development 
Team/Tester 

7.  Prepare for Performance Test Execution:   

 Communicate with other project team(s) to plan performance 
testing activities 

 Communicate with infrastructure team to monitor performance 
testing  

o Web servers 
o Application servers 
o Database(s) 
o Network(s) 

 Development 
Team/Tester 

8.  Execute & Monitor Planned Performance Testing –  

 Execute planned performance testing baseline before the 
scheduled release SCRs are migrated to Test environment. Start 
the performance test by ramping up from single user to the 
maximum number of users using a ramp up interval and duration as 
defined in the release test plan. 

 After the test environment has been updated with the new code, 
execute the performance test again. 

 Coordinate with infrastructure to monitor performance test  
 If issues are discovered, discuss items with internal project team 

 Development 
Team/Tester/Net
work 
Administrator/ 
DBA 
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Step Action Responsibility 

9.  Review and Analyze Baseline Test Results 

 Compare the results of the performance test with the baseline test. 

 Analyze the results and generate reports from LoadRunner. 

 Distribute the test results to the Project Team members comprising 
of Project Manager, Developers, QA personnel, Business Analysts, 
and Stake holders including infrastructure and DBAs. 

 Conduct baseline test results review with internal project team. 

 Tester 

10.  Conduct Tuning and Optimization Analysis – As Required 

 Perform tuning and optimization analysis based upon results from 
baseline 

 Development 
Team/ Network 
Administrator/ 
DBA 

11.  Create Performance Test Report Draft 

 Record performance test results in LoadRunner and Performance 
Test Analysis Report 

 Tester 

12.  Deliver Performance Test Results 

 Upload Performance Test Analysis Report to the Deployment 
Checklist for the scheduled release 

 Deliver Performance Test Results Report to GSA Project Manager 

 Tester 
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Appendix J. Section 508 Accessibility Testing Work 
Instructions  
The Section 508 project requirements should be identified at the conception of the project, and 
the PM should make sure that developers are aware that their applications are to be planned and 
developed in conformance with Section 508 Standard. Addressing accessibility requirements 
early in the development cycle is more cost effective than modification of software and web 
pages later in the development integration cycle. 

Section 508 of the Rehabilitation Act Amendments of 1998, signed into law on 
August 7, 1998 (Public Law 105-220), as a part of the Workforce Investment Act of 1998 
requires that when Federal agencies develop, procure, maintain, or use electronic and 
information technology, Federal employees with disabilities have access to and use of 
information and data that is comparable to the access and use by Federal employees who are not 
individuals with disabilities, unless an undue burden would be imposed on the agency. Section 
508 also requires that individuals with disabilities, who are members of the public seeking 
information or services from a Federal agency, have access to and use of information and data 
that is comparable to that provided to the public who are not individuals with disabilities, unless 
an undue burden would be imposed on the agency. (Reference: Access Board's Final Rule, 
Section 508 Standards can be viewed at http://www.section508.gov/. 

These steps describe at a high level the tasks that should be performed for accessibility testing. It 
is assumed that the 508 tester has knowledge and experience in accessibility testing and in the 
configuration and use of the test tools. 

Table J.1 Section 508 Testing Workflow 
Step Description of Activity Responsibility 

1. Assign task to Tester  

Test Manager will assign a task to a Tester who will be 
responsible for the 508 testing. 

Test Manager 

2. Identify the modules of the application that will be tested 

Review the application with the development team to 
determine the scope of testing 

Tester; Test 
Manager 

3. Review the application for applicability to Section 508 
standards 

Identify the Section 508 provisions that are applicable to the 
application under test 
Typically, the applicable provisions are: 
 Standard 1194.21 – Software Applications and Operating 

Systems 
 Standard 1194.22 – Web-based Information and 

Applications 
 Standard 1194.31 – Functional Performance Criteria 
 Standard 1194.41 – Information, Documentation, and 

Support 

Tester 
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Step Description of Activity Responsibility 

4. Create the test schedule 

 Identify responsibilities 
 Identify tasks to be performed 

Identify start and completion dates for each activity 

Tester 

5. Identify the tools that will be used for testing 

 JAWS for screen reading  
AccVerify for code verification 

Tester 

6. Complete the Applicability Checklist (Section 7.4 of this 
document) of which standards will be tested 

 Analyze the application against each of the Standards to 
determine the scope of testing. 

Tester 

7. Conduct 508 Testing 

 Perform testing with test tools 
 Perform manual testing 

Tester 

8. Record Findings 

 Record the defects 
 Review issues of non-compliance 
 Recommend remediation actions 
 Record test results and defects in the test tracking tool 

Tester; Test Lead; 
Development 
Team 

 

9. Retest Defects (if needed) 

Retest any defects that have been fixed. 

Tester 

10 Include results in the Test Analysis Report (TAR) 

The TAR should include the Defects found and fixed during 
testing 508 Compliance testing along with all Open Defects. 
The TAR should also include the Test Results, RTM and 
Recommendation to progress. 

Tester 

11 Peer Review the TAR 

The TAR should be reviewed following the established peer 
review process. 

Tester; Test 
Manager; 
Development 
Team 

12 Submit the TAR Test Manager 

13 Record Lessons Learned from 508 Compliance Testing 

Upon completion of testing, the tester will document all 
Lessons Learned that occurred during the test effort and 
send to the Test Manager 

Tester; Test 
Manager; 
Development 
Team 

Manual testing is one of the safest methods to determine the accessibility of a web page. The 
accuracy of the results solely depends on the knowledge of the tester. The process involves a 
thorough understanding of the client side code. This code can be viewed in most web browsers. 
The tester checks the page structure, and reviews the code where it is necessary. Manual testing 
allows finding accessibility problems which cannot be found programmatically. For example, a 
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testing tool can determine if an image has descriptive text associated to it, but during manual 
testing it is possible to determine if the description provides enough information about the image. 
Manual testing requires a precise systematic overview especially in case of larger sites making 
sure that all pages and elements are covered. 

Because the visual observation of the screen navigation on the application is so central to the 
Section 508 testing, the testing must be conducted by a tester with good visual acuity and 
attention to detail. 

This section provides instructions for performing manual testing on web based applications. 

Table J.2 Manual Section 508 Testing Guidelines 

(a) TEXT TAGS 

This provision requires that when an 
image is used to represent page 
content, the image must have a text 
description accompanying it that 
explains the meaning of the image. 

(b) MULTIMEDIA PRESENTATIONS 

This provision requires that when an audio portion of a multimedia 
production is captioned, as required in provision (a), the captioning 
must be synchronized with the audio. Synchronized captioning 
would be required so someone reading the captions could also 
watch the speaker and associate relevant body language with the 
speech. 

(c) COLOR 

This provision addresses not only the 
problem of using color to indicate 
emphasized text, but also the use of 
color to indicate an action. For 
example, a web page that directs a 
user to "press the green button to 
start" should also identify the green 
button in some other fashion than    
simply by color 

(d) READABILITY 

Style sheets can enable users to define specific viewing 
preferences to accommodate their disability. For instance, users 
with low vision may create their own style sheet so that, regardless 
of what web pages they visit, all text is displayed in an extra large 
font with white characters on a black background. If designers set 
up their pages to override user-defined style sheets, people with 
disabilities may not be able to use those pages 

(e) SERVER-SIDE IMAGE MAPS 

An "image map" is a picture (often an 
actual map) on a web page that 
provides different "links"   to other web 
pages, depending on where a user 
clicks on the image 

(f) CLIENT-SIDE IMAGE MAPS 

Unlike server-side image maps, the client-side image map allows 
an author to assign text to each image map “hot spots.” This 
feature means that someone using a screen reader can easily 
identify and activate regions of the map 
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(g)&(h) DATA TABLE 

(g) Row and column headers shall be 
identified for data tables. 

(h) Markup shall be used to associate 
data cells and header cells for data 
tables that have two or more logical 
levels of row or column headers 

(i) FRAMES 

Frames shall be titled with text that facilitates frame identification 
and navigation. 

(j) FLICKER RATE 

Pages shall be designed to avoid 
causing the screen to flicker with a 
frequency greater than          2 Hz and 
lower than 55 Hz. 

(k) TEXT-ONLY ALTERNATIVE 

Text-only pages must contain equivalent information or 
functionality as the primary pages. Also, the text-only page shall 
be updated whenever the primary page changes 

(l) SCRIPTS 

When pages utilize scripting 
languages to display content, or to 
create interface elements, the 
information provided by the script shall 
be identified with functional text that 
can be read by assistive technology. 

(m) APPLETS AND PLUG-INS 

When a web page requires that an applet, plug-in or other 
application be present on the client system to interpret page 
content, the page must provide a link to a plug-in or applet that 
complies with §1194.21(a) through (l). 

(n) ELECTRONIC FORMS 

When electronic forms are designed to 
be completed on-line, the form shall 
allow people using assistive 
technology to access the information, 
field elements, and functionality 
required for completion and 
submission of the form, including all 
directions and cues. 

(o) NAVIGATION LINKS 

This provision provides a method to facilitate the easy tracking of 
page content that provides users of assistive technology the option
to skip repetitive navigation links. 

(p) TIME DELAYS 

When a timed response is required, 
the user shall be alerted and given 
sufficient time to indicate more time is 
required. 
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1194.22. Web-based 
Applications Requirements 

GUI Testing 
Requirements 

Checklist 

Manual and Testing Tools 
Methodology & Verification 

Developer’s Validation & Coding Methodology 

1194.22 (a) TEXT TAGS. A text equivalent for every non-text element shall be provided (e.g. via “alt”, “longdesc”, or in element content). 

1) AT users shall be able to 
access all meaningful 
non-text elements 

Screen readers shall 
be able to speak all 
alt text or equivalent 
elements. 

 

1. Tab through the page and 
note if the page has a logical 
top-bottom, left-right flow. (in 
certain situations left-right, 
top-bottom may not be a 
desirable solution) 

2. Tab through controls to 
ensure that they speak and 
are meaningful. Arrow 
through images to see that 
they speak and are 
meaningful 

3. Open links list to ensure that 
all links are unique, with 
appropriate descriptions. Use 
INSERT+F7 to open Links 
List in JAWS. Use 
INSERT+F6 to open Header 
List. 

A non-text element is an image, graphic, audio clip, or other feature 
that conveys meaning through a picture or sound. Examples include 
buttons, check boxes, pictures and embedded or streaming audio or 
video. 

HTML Source Code: <img src="art/logo-green.gif" alt="Access 
Board Logo"> 

This provision requires that when audio presentations are available 
on a multimedia web page, the audio portion must be captioned. 
Audio is a non-textual element, so a text equivalent of the audio 
must be provided if the audio is part of a multimedia presentation, 
Multimedia includes both audio and video. If the presentation is 
audio only, a text transcript would meet this requirement. 

There are several ways of providing textual information so that it can 
be recognized by assistive technology devices. For instance, the 
<IMG> tag can accept an "alt" attribute that will enable a web 
designer to include text that describes the picture directly in the 
<IMG> tag. 
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HTML source code: <img src=”image/ab_logo1.gif” alt=”The 
Architectural and Transportation Barriers Compliance Board 
emblem-Go to Access Board website. 

Finally, yet another way of providing a textual description is to 
include it in the page in the surrounding context as described below: 

Below is a picture of me during my great vacation! 
<p><IMG src="pictureofme.jpg"> 

2) Keyboard and voice input 
users must be able to 
access all text equivalent 
alternatives for non-text 
elements 

All alt text or any 
equivalent must be 
exposed by the 
keyboard or voice 
input 

Navigate by keyboard to see 
whether alt text or tool tips are 
exposed by using the keyboard or 
voice 

 

3) If textual links are not 
possible, then the screen 
name of the non-text 
element will be at the 
beginning of the alt-text 
tag, long description, title 
attribute, etc 

All text links must 
have alt text 
beginning with the 
screen text shown 

Use AT to expose alt text using 
screen readers, keyboard, or voice 
input 

 

1194.22 (b) MULTIMEDIA PRESENTATIONS. Equivalent alternatives for any multimedia presentation shall be synchronized with the presentation 
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1) AT users must be able to 
access all multimedia 
presentations or 
alternatives 

Any type of 
multimedia 
presentation must 
have a text 
alternative 

Use AT to access the content of 
multimedia presentations 

This provision requires that when an audio portion of a multimedia 
production is captioned, as required in provision (a), the captioning 
must be synchronized with the audio. Synchronized captioning would 
be required so someone reading the captions could also watch the 
speaker and associate relevant body language with the speech. 

2) Text must be sizable; 
background and 
foreground colors must 
be modifiable 

Multimedia elements 
must be sizable and 
colors must be 
modifiable. If this is 
not possible, then 
equivalent text 
alternatives must be 
provided 

Use the Windows 
Display/Appearance/Advance 
options to size and change the 
colors 

If a website offers audio files with no video, do they have to be 
captioned?  No, because it is not multimedia. However, since audio 
is a non-text element, a text equivalent, such as a transcript, must 
be available. Similarly, a (silent) web slide show presentation does 
not need to have an audio description accompanying it, but does 
require text alternatives to be associated with the graphics. 

3) Multimedia presentation 
must be able to be 
stopped by configuration 
settings or keyboard 
control 

User preferences or 
keyboard access 
must be provided to 
stop or create an 
alternative 
appearance for 
multimedia 
presentation 

Use the keyboard or configuration 
settings to stop or create an 
alternative view for multimedia 
presentations 

 

4) Sound or voice 
associated with 

Sound or voice 
associated with 

Use the keyboard or configuration 
setting to turn speech and/or 
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presentations must have 
the ability to be turned off 

multimedia 
presentations must 
have a keystroke or 
configuration setting 
to turn it on or off. 

sounds that accompany 
multimedia presentations on or off. 

5) Sound or voice 
associated with 
presentation must have a 
text equivalent and be 
synchronized with the 
presentation 

Any sound or voice 
must have a text 
equivalent and by 
synchronized with the 
presentation. 

Navigate to the multimedia 
presentation and see whether 
captioning is provided with the 
sound or voice presentation. A 
separate text equivalent is not 
acceptable. 

If a Federal agency official delivers a live audio and video webcast 
speech, does it need to be captioned? Yes, this would qualify as a 
multimedia presentation and would require the speech to be 
captioned 

6) Voice Input User must be 
able to Control the 
presentation using voice. 

Voice input must be 
able to start or stop a 
presentation and to 
control any other 
parts of the 
presentations 
(volume, speed, etc.) 

Use voice input to control all 
aspects of a multimedia 
presentation 

 

1194.22 (c) COLOR. Web pages shall be designed so that all information conveyed with color is also available without color, for example, from 
context or markup 

1) Color shall not be the only 
means to convey 

Text equivalents 
must be readily 

Use the keyboard to navigate 
through color coded elements. Any 

This provision does not prohibit the use of color to enhance 
identification of important features. It does, however, require that 
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information or an action apparent to any color 
coded screen 
element. 

To Developer: See if 
there are any 
alternatives for color 
coding. 

color coding must expose text 
elements and be spoken or 
keyboard accessible. 

There are two simple ways of 
testing a web page to determine if 
this requirement is being met: by 
either viewing the page on a black 
and white monitor, or by printing it 
out on a black and white printer. 
Both methods will quickly show if 
the removal of color affects the 
usability of the page 

some other method of identification, such as text labels, must be 
combined with the use of color. This provision addresses not only the 
problem of using color to indicate emphasized text, but also the use 
of color to indicate an action. For example, a web page that directs a 
user to "press the green button to start" should also identify the 
green button in some other fashion than simply by color. 

1194.22 (d) READABILITY. Documents shall be organized so they are readable without requiring an associated style sheet. 

1) Style sheets shall not 
interfere with user-
defined style sheets and 
users shall be able to 
override styles sheets 
with Windows settings. 
Content can still be read 
in a “logical” fashion, 
even if the application’s 

Determine if screen 
readers speak all 
controls properly 
when style sheets 
are off 

Turn off style sheets using the web 
accessibility toolbar 

Style sheets can enable users to define specific viewing preferences 
to accommodate their disability. For instance, users with low vision 
may create their own style sheet so that, regardless of what web 
pages they visit, all text is displayed in an extra large font with white 
characters on a black background. If designers set up their pages to 
override user-defined style sheets, people with disabilities may not 
be able to use those pages. For good access, therefore, it is critical 
that designers ensure that their web pages do not interfere with 
user-defined style sheets. 
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style sheet is disabled. In general, the "safest" and most useful form of style sheets is 
"external" style sheets, in which the style rules are set up in a 
separate file. An example of an external style sheet is: 

Example of source code: <link rel=stylesheet type="text / css" 
href="section508.css> 

2) All colors and text must 
be modifiable for low 
vision users if style 
sheets are turned off 

Identify if low vision 
users have the same 
capabilities with style 
sheets turned off in 
regard to text size 
and colors. 

Turn off style sheets using the web 
accessibility toolbar 

 

1194.22 (e) SERVER-SIDE IMAGE MAPS. Redundant text links shall be provided for each active region of a server-side image map 

1) Redundant text links 
shall be accessible to AT 
users for links of server-
side image maps. 

Redundant text links 
shall be accessible to 
AT users for links of 
server-side image 
maps 

 An "image map" is a picture (often an actual map) on a web page 
that provides different "links" to other web pages, depending on 
where a user clicks on the image. There are two basic types of 
image maps: "client-side image maps" and "server-side image 
maps." 

  By contrast, clicking on a location 
of a server-side image map only 
specifies the coordinates within 
the image when the mouse was 

When a web page uses a server-side image map to present the 
user with a selection of options, browsers cannot indicate to the user 
the URL that will be followed when a region of the map is activated. 
Therefore, the redundant text link is necessary to provide access to 
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depressed. The ultimate selection 
of the link or URL must be 
deciphered by the computer 
serving the web page. 

the page for anyone not able to see or accurately click on the map.  

1194.22 (f) CLIENT-SIDE IMAGE MAPS. Client-side image maps shall be provided instead of server-side image maps except where the regions cannot 
be defined with an available geometric shape 

1) AT users should be able 
to access client-side 
image map links. It is 
highly recommended to 
avoid client-side image 
map links or any image 
based links, as it 
presents accessibility 
issues for keyboard 
users 

Any image links must 
have meaningful alt 
text 

Tab to the link and see if JAWS 
speaks understandable every alt 
text links. 

With client-side image maps, each "active region" in a picture can be 
assigned its own "link" (called a URL or "Uniform Resource Locator") 
that specifies what web page to retrieve when a portion of the picture 
is selected. HTML allows each active region to have its own 
alternative text, just like a picture can have alternative text (see 
§1194.22(a)). 

2) Low Vision and keyboard 
users must be able to 
access text alternatives 
with keyboard 

When the link is 
navigated to, the alt 
text must be 
exposed. All colors 
and sizing must be 
available for this link. 

1. Tab to the image map link; 
the alt text should be in focus 
so that it is readable. 

2. Use the view menu to size 
the text; it must be able to be 
increased. 

3. Change the colors using 
“ignore colors” from the 

Unlike server-side image maps, the client-side image map allows an 
author to assign text to each image map “hot spots.” This feature 
means that someone using a screen reader can easily identify and 
activate regions of the map. An explanation of how these image 
maps are constructed will help clarify this issue. 
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accessibility options and use 
“high contrast” options for the 
display settings; these must 
be modifiable. 

Creating a basic client-side image map requires several steps: 

 Identify an image for the map. First, an image must be used in a 
client-side image map. This image is identified using the <img> 
tag. To identify it as a map, use the "usemap" attribute.  

 Use the <MAP> tag to "areas" within the map. The <MAP> tag 
is a container tag that includes various <AREA> tags that are 
used to identify specific portions of the image.  

 Use <AREA> tags to identify map regions. To identify regions 
within a map, simply use <AREA> tags within the <MAP> 
container tags. Making this client-side image map accessible is 
considerably easier to describe: simply include the "ALT" 
attribute and area description inside each <AREA> tag. The 
following HTML demonstrates how to make a client-side image 
map:  

<img src="navbar.gif" border="0" usemap="#Map"> 
<map name="Map"> 
<area shape="rect" coords="0,2,64,19" href="general.html" 
alt="information about us" > 
<area shape="rect" coords="65,2,166,20" href="jobs.html" alt="job 
opportunities" > 
<area shape="rect" coords="167,2,212,19" href="faq.html" 
alt="Frequently Asked Questions" > 
<area shape="rect" coords="214,2,318,21" href="location.html" 
alt="How to find us" > 
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<area shape="rect" coords="319,2,399,23" href="contact.html" 
alt="How to contact us" > 
</map> 

3) Voice input users must 
be able to discern any 
alternative text that is 
different than screen text 
by using voice 

Client-side image 
maps links must be 
selectable by voice. 

Use voice to select a link. If it is 
not selectable, then the alt text 
must include the beginning screen 
text. 

 

    

1194.22 (g) DATA TABLE ROW AND COLUMN. Row and column headers shall be identified for data tables 

1) Screen readers must be 
able to associate row 
and column headers with 
data elements when 
navigated to within a 
table 

All row and column 
headers must speak 
while navigating 
through cells in a 
table 

1. Use the JAWS table reading 
commands to speak row and 
column headers while 
navigating through a table 
(CTRL + ALT + Arrow Keys). 

2. Use CTRL + ALT = NumPad 
5 to speak the current cell 
information that has virtual 
cursor focus. 

How can HTML tables be made readable with assistive technology?  

Using the "Scope" Attribute in Tables – Using the "scope" 
attribute is one of the most effective ways of making HTML 
compliant with these requirements. It is also the simplest method to 
implement. The scope attribute also works with some (but not all) 
assistive technology in tables that use "colspan" or "rowspan" 
attributes in table header or data cells.  

Using the Scope Attribute – The first row of each table should 
include column headings. Typically, these column headings are 
inserted in <TH> tags, although <TD> tags can also be used. These 
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tags at the top of each column should include the following attribute: 
scope="col" 

2) Screen magnification 
users must be able to 
associate row and 
column headers with 
data elements 

Screen magnification 
users must be able to 
have the row and 
column headers 
exposed while 
navigating through a 
table. 

1. Tab to a table. ALT Text tab 
indices must be supplied in 
order to use keyboard 
navigation through a table 

 The ALT TEXT must be exposed 
(JavaScript example) 

2. Press T to identify tables. 
Navigate with JAWS table 
commands to ensure proper 
association between table 
cells and headers. To hear 
information about the current 
table cell,  

3. Press ALT+CTRL+NUM PAD 
5. To read from the beginning 
of the row to the current cell,  

4. Press 

By doing this simple step, the text in that cell becomes associated 
with every cell in that column. Unlike using other approaches 
(notably "id" and "headers") there is no need to include special 
attributes in each cell of the table. Similarly, the first column of every 
table should include information identifying information about each 
row in the table. Each of the cells in that first column are created by 
either <TH> or <TD> tags. Include the following attribute in these 
cells: 

scope="row"                                                                        By 
simply adding this attribute, the text in that cell becomes associated 
with every cell in that row. While this technique dramatically 
improves the usability of a web page, using the scope attribute does 
not appear to interfere in any way with browsers that do not support 
the attribute. 
Example of source code – the following simple table summarizes 
the work schedule of three employees and demonstrates these 
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INSERT+SHIFT+HOME. To 
read from the current cell to 
the end of the row  

5. Press 
INSERT+SHIFT+PAGE UP. 
To read the current column, 

6. Press INSERT+SHIFT+NUM 
PAD 5. ALT+CTRL+RIGHT 
ARROW, reads the column 
header and the data in the 
cell and announces the 
column number 

principles. 

   Example of source code – the following simple table summarizes 
the work schedule of three employees and demonstrates these 
principles. 

<table> 
<tr><th>&nbsp;</th> <th scope="col" >Spring</th> <th scope="col" 
>Summer</th> <th scope="col" >Autumn</th> <th scope="col" 
>Winter</th> </tr> <tr> <td scope="row" >Betty</td> <td>9-5</td> 
<td>10-6</td> <td>8-4</td><td>7-3</td> </tr><tr> <td scope="row" 
>Wilma</td> <td>10-6</td> <td>10-6</td> <td>9-5</td> <td>9-
5</td></tr><tr> <td scope="row" >Fred</td> <td>10-6</td> <td>10-
6</td> <td>10-6</td> <td>10-6</td></tr> 
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</table> 

This table would be displayed as follows: 

Employe
e 

Sprin
g 

Summ
er 

Autum
n 

Winte
r 

Betty 9-5 10-6 8-4 7-3 

Wilma 10-6 10-6 9-5 9-5 

Fred 10-6 10-6 10-6 10-6 

 

1194.22 (h) DATA TABLE CELLS AND HEADER. Markup shall be used to associate data cells and header cells for data tables that have two or more 
logical levels of row or column headers 

1) Screen readers shall be 
able to speak all 
elements of tables 
including table with two 
or more logical levels or 
row or column headers, 
and associate row an 
column headers with 
data elements when 

Multi-level data table 
row headings and 
columns must be 
spoken by JAWS 

Navigate through a table to see 
whether all multi-level heading 
are spoken. 

 

Combinations of <thead><col>, 
<colgroup>, and <th> elements as 
well as “axix”, “id”, “scope”, and 
“header” attributes must be 

Unlike using the "scope" attribute, using the "id" and "headers" 
attributes requires that every data cell in a table include special 
attributes for association. Although its usefulness for accessibility 
may have been diminished as browsers provide support for the 
"scope" attribute, the "id" and "headers" attributes are still very useful 
and provide a practical means of providing access in smaller tables. 

The table in this example includes the work schedules for two 
employees. Each employee has a morning and afternoon work 
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navigated to within a 
table 

present. schedule that varies depending on whether the employee is working 
in the winter or summer months. The "summer" and "winter" 
columns each span two columns labeled "morning" and "afternoon." 
Therefore, in each cell identifying the work schedule, the user needs 
to be told the employee's name (Fred or Wilma), the season 
(Summer or Winter), and the shift (morning or afternoon). 

<table> 
<tr> 
<th>&nbsp;</th><th colspan="2" id="winter" >Winter</th> 
<th colspan="2" id="summer" >Summer</th></tr> 
<tr><th>&nbsp;</th><th id="am1" >Morning</th><th id="pm1" 
>Afternoon</th><th id="am2" >Morning</th><th id="pm2" 
>Afternoon</th></tr><tr><td id="wilma" >Wilma</td> 
<td headers="wilma am1 winter" >9-11</td> 
<td headers="wilma pm1 winter" >12-6</td> 
<td headers="wilma am2 summer" >7-11</td> 
<td headers="wilma pm2 summer" >12-3</td> 
</tr><tr><td id="fred" >Fred</td><td headers="fred am1 winter" 
>10-11</td><td headers="fred pm1 winter" >12-6</td> 
<td headers="fred am2 summer" >9-11</td><td headers="fred pm2 
summer" >12-5</td></tr> 
</table> 

This table would be displayed as follows: 
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 Winter Summer 

Employe
e 

Mornin
g 

Afternoo
n 

Mornin
g 

Afternoo
n 

Wilma 9-11 12-6 7-11 12-3 

Fred 10-11 12-6 9-11 12-5 

 

2) Screen magnification 
users shall be able to 
associate row and 
column headers with 
data elements 

Multi-level data table 
row headings must 
be accessible to 
MAGic users. 

Navigate through a table. All multi-
level column and row headers 
must be exposed and accessible 
to the screen magnifier. 

 

    

1194.22 (i) FRAMES. Frames shall be titles with text that facilitates frame identification and navigation 

1) Screen readers must be 
able to speak all frame 
names in a meaningful 
manner 

Frame names must 
be meaningful and 
not include frame as 
part of its name. 

1. Press F6, CTRL + Tab, or “M” 
with JAWS running to hear 
the frame speak. 

 Press INS + F9 to get a list of 
frames and their names. 

2. Ensure that frames are 
navigable.  

The most obvious way to accomplish this requirement is to include 
text within the body of each frame that clearly identifies the frame.  

For instance, in the case of the navigation bar, a web developer 
should consider putting words such as "Navigational Links" at the 
beginning of the contents of the frame to let all users know that the 



 

 

Draft GSA FAS OCIO Testing Handbook 
 

I-PMO-TD001-01 81 July 30, 2010 

Sensitive But Unclassified 

     

1194.22. Web-based 
Applications Requirements 

GUI Testing 
Requirements 

Checklist 

Manual and Testing Tools 
Methodology & Verification 

Developer’s Validation & Coding Methodology 

3. To move to the next frame, 
press M. To move to the prior 
frame  

4. Press SHIFT+M. To open a 
list of frames  

5. Press INSERT+F9. Press UP 
and DOWN ARROW to move 
through the list, or press the 
first letter of a frame.  

6. To move the cursor to the 
location of the selected 
frame, press ENTER. To 
close the list,  

7. Press ESC. There should be 
no more than 3 frames on a 
screen, and frame names 
should be meaningful. 

frame depicts navigational links.  

Providing titles like this at the top of the contents of each frame will 
satisfy these requirements. An additional measure that should be 
considered by agencies is to include meaningful text in the <frame> 
tag's "title" attribute. 

 Although not currently supported by major manufacturers of 
assistive technology, the "title" attribute is part of the HTML 4.0 
specification and was intended to let web developers include a 
description of the frame as a quote-enclosed string. 

2) Navigation to frames with 
a keyboard must be 
equivalent to navigating 
with a mouse 

Frames must be 
navigable with a 
single keystroke. 

Press F6, CTRL + Tab, or the 
JAWS quick key “M” to move from 
frame to frame. 

 

3) Frames must be 
designed so that voice 

Voice input must be 
capable of moving 

Use the Dragon frame command 
to move from frame to frame. A 

When frames are used in a web page, the first page that is loaded 
must include a <frameset> tag that encloses the basic layout of the 
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commands provide 
visible navigation to the 
frame and functionality 

from frame to frame well-defined visual focus must be 
evident around the frame. 

frames on the page. Within the <frameset> tag, <frame> tags 
specify the name, initial contents, and appearance of each separate 
frame. Thus, the following example uses the "title" attribute to label 
one frame "Navigational Links Frame" and the second frame 
"Contents Frame." 

<frameset cols="30%, 60%"> 
<frame src="navlinks.html" name="navlinks" title="Navigational 
Links Frame"> 
<frame src="geninfo.html" name="contents_page" title="Contents 
Frame"> 
</frame> 

4) Hidden frames used for 
storage or work areas 
must not be spoken or 
exposed to assistive 
technologies 

Hidden frames must 
not be spoken, 
appear on a frames 
list, or be navigable 

Use the frames keystroke to move 
to frames. Hidden frames must not 
get focus, be spoken or appear in 
a JAWS frame. Hidden frames or 
working frames must not be 
spoken when screens are 
introduced or refreshed. 

 

5) Excessive  use of frames 
must not be used when 
unnecessary for 
navigation or information 

Tabbing controls 
should result in no 
speech or focus 

1. Tab through an implication to 
see if there is loss of focus or 
speech. 

2. Use CTRL + Tab, F6, or the 
screen reader quick key for 
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purposes navigating frames (JAWS 
uses the letter “M”). 

1194.22 (j) FLICKER RATE. Pages shall be designed to avoid causing the screen to flicker with a frequency greater than 2 Hz and lower that 55Hz 

1) Screen flicker or screen 
flashing of any kind must 
have the ability to be 
disabled 

Any noticeable flicker 
of flashing will be 
intensified by screen 
magnifiers. 

1. Turn magnification on and 
notice flashing of the screen. 

2. Increase the magnification to 
judge distracting screen 
flashing 

(j) Pages shall be designed to avoid causing the screen to flicker with 
a frequency greater than 2 Hz and lower than 55 Hz. This provision 
is necessary because some individuals with photosensitive epilepsy 
can have a seizure triggered by displays that flicker, flash, or blink, 
particularly if the flash has a high intensity and is within certain 
frequency ranges. 

2) Any “red” flashing of 
elements or flicker must 
have the ability to be 
disabled or the color 
changed 

Any “red” flashing of 
elements or flicker 
must have the ability 
to be disabled or the 
color changed 

Use a keystroke or configuration 
setting to disable or change the 
color of red flashing/blinking 
elements. 

 

1194.22 (k) TEXT ONLY ALTERNATIVE. A text-only page, with equivalent information or functionality shall be provided to make a web site comply 
with the provision of this part, when compliance cannot be accomplished in any other way. The content of the text-only page shall be updated 
whenever the primary page changes 

1) Text only pages must 
provide equivalent 
content as their  

The information 
provided on a text 
only page must be 
equivalent to the text, 

Compare screen by screen 
graphical and text only pages. 
Images with meaning must be 
conveyed for text pages, all notes, 

A text-only page, with equivalent information or functionality, shall be 
provided to make a web site comply with the provisions of these 
standards, when compliance cannot be accomplished in any other 
way. The content of usemap the text-only page shall be updated 
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graphical counterpart 

The text-only page provided 
to meet this requirement 
must also be designed to 
allow screen readers to be 
able to speak appropriately 
with equivalence to a non-
text alternative. In addition, 
all text-only pages must have 
equivalent keyboard 
navigation, text size, and 
color modification capabilities 
with equivalence to a non-
text alternative 

images, charts, etc. 
on a text and 
graphical page. 

 

instructions, tables, and error 
handlings must convey 
comparable meaning to the non-
text only screen. 

whenever the primary page changes 

 

2) Text alternative pages 
must contain equivalent 
keyboard navigation 

Navigation through 
the page must be 
equivalent for a 
graphical page, as it 
is for a text only page 

1. Navigate through the text only 
page.  

2. Ensure that all elements can 
be assessed, as they are on 
a non-text only page. 

 

3) Text alternatives pages 
must retain color and text 
size modification 
capabilities as required 

The capabilities to 
change colors and 
text size must be 
retained on text only 

1. Use the view menu to change 
the text size. 

2. Use the ignore colors and 
display options to changes 

Text-only pages must contain equivalent information or functionality 
as the primary pages. Also, the text-only page shall be updated 
whenever the primary page changes. 
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by 1194.22.c screens the foreground/background 
colors. 

 
All these capabilities must be 
available for any text only pages. 

Example: Disability.gov displays a text only page on home page 

HTML source code: <div ID=”textonly”> <p><a 
HREF=”../textonly/default.asp”>Text Only</a> </p></div> 
Link: http://www.disability.gov/ 

1194.22 (l) SCRIPTS. When pages utilize scripting languages to display content, or to create interface elements, the information provided by the 
script shall be identified with functional text that can be read by Assistive Technology 

1) Any content or interface 
elements must be 
keyboard or voice 
accessible 

Any content or 
interface elements 
must be keyboard or 
voice accessible. 

Keyboard and voice 
input must be able to 
navigate to all 
content and interface 
elements 

Use the keyboard and voice to 
navigate content and interface 
elements. These must be spoken 
by screen readers accessible by 
voice 

Web developers working with JavaScript frequently use so-called 
JavaScript URL's as an easy way to invoke JavaScript functions. 
Typically, this technique is used as part of <a> anchor links. For 
instance, the following link invokes a JavaScript function called 
myFunction: 

<a href="javascript:myFunction();">Start myFunction</a> 

This technique does not cause accessibility problems for assistive 
technology. A more difficult problem occurs when developers use 
images inside of JavaScript URL's without providing meaningful 
information about the image or the effect of the anchor link. For 
instance, the following link also invokes the JavaScript function 
myFunction, but requires the user to click on an image instead of the 
text "Start myFunction": 

<a href="javascript:myFunction();"><img src="myFunction.gif"></a> 
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2) Any content or interface 
element must have a 
well-defined visual focus 

Content and interface 
elements produced 
by scripting must 
have focused text 
equivalents 

Navigate to the content and 
interface elements to see whether 
a well-defined visual focus is 
present 

The <img> tag, of course, supports the "alt" attribute that can also 
be used to describe the image and the effect of clicking on the link. 
Thus, the following revision remedies the accessibility problems 
created in the previous example: 

<a href="javascript:myFunction();"><img src="myFunction.gif" 
alt="picture link for starting myFunction"></a> 

3) Any content or interface 
element must be 
accessible to the 
Assistive Technologies 

Functional text must 
be available to the 
AT 

Use the AT to speak, magnify, or 
navigate to the functional text 

 

4) Sufficient information 
about a user interface 
element including the 
identification, operation 
and state of the element 
must be available to the 
Assistive Technology 

Any controls or 
interface elements 
created by scripting 
must be accessible to 
the Assistive 
Technologies 

The AT must be able to perform 
their normal function with any 
controls by scripting 

 

1194.22 (m) APPLETS AND PLUG-INS. When a web page requires that an applet, plug-in or other application be present on the client system to 
interpret page content, the page must provide a link to a plug-in or applet that complies with § 1194.21.a through § 1194.21.l  

1) AT shall be able to use 
all plug-ins appropriately 

Non-fillable PDF 
forms must speak 

Use the Down Arrow key to 
navigate through the application. 

To make it possible for these files to be viewed by web browsers, 
add-on programs or "plug-ins" can be downloaded and installed on 
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with the same 
functionality as depicted 
in 1194.21. These 
include, but are not 
limited to PDF forms and 
document, Java applets, 
Flash, and ActiveX 
controls 

from left to right and 
top to bottom. Multi-
line fields take 
precedence in the 
reading order and 
therefore, must 
speak its content in it 
entirety before 
subsequent fields 

The screen reader must speak 
non-fillable forms in a field by field 
format in a left to right and top to 
bottom navigational flow 

the user's computer that will make it possible for their web browsers 
to display or play the content of the files. This provision requires that 
web pages that provide content such as Real Audio or PDF (Adobe 
Acrobat's Portable Document Format) files also provide a link to a 
plug-in that will meet the software provisions 

2) PDF documents and 
forms must retain the 
same clarity with screen 
magnification software, 
as they do when not 
magnified 

When magnification 
is increased, 
characters must not 
be blurred and 
images no pixilated. 

1. Verify that smoothing is 
turned on through the Adobe 
Reader or Acrobat program.  

2. Navigate through the 
application with screen 
magnification levels at 6-8X. 

3. Check for blurring or difficulty 
in seeing the document or 
form. 

Plug-ins can usually be detected by examining a page's HTML for 
the presence of an <OBJECT> tag. Some plug-in manufacturers, 
however, may require the use of proprietary tags. Like plug-ins, 
applets can also be identified by the presence of an <OBJECT> tag 
in the HTML source for a web page. Also, an <APPLET> tag may 
also signal the inclusion of an applet in a web page 

3) PDF fillable forms must 
comply with 1194.21.a-l 

All software 
requirements apply to 
a fillable, including 
but not limited to 
keyboard access, a 
well-defined visual 
focus, all the 

Tab through the form to ensure 
that all elements speak track and 
are accessible by voice input. A 
PDF fillable form follows the same 
Testing Method as  testing an 
application. 
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elements exposed to 
the assistive 
technology, ability to 
changes colors and 
electronic form 
compatibility with AT. 

4) PDF documents and 
forms, Java applets, 
ActiveX controls and any 
other plug-ins must track 
with Braille displays 

The Braille display 
must display position 
on the screen and 
also display Braille 
equivalence to 
speech. 

Look at the Braille display or 
JAWS Braille Viewer to verify that 
Braille is being displayed that 
supports JAWS speech and 
positional information is shown. 

 

5) Java applets must 
comply with 1194.21.a-l 

Java applets must 
speak, track and be 
voice accessible as 
any other application 
or screen element 

1. The current Sun JRE and 
Java Access Bridge must be 
installed properly for JAWS 
and MAGic to speak and 
track properly.  

2. For Oracle based applets, the 
current version of the 
JInitiator and proper 
installation of the files 
contained in the Java Access 
Bridge are essential. See the 
Oracle white paper on 
installation guidelines. 
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3. Test these applets with the 
Assistive Technologies using 
the same testing 
methodologies for application 
testing , stressing keyboard 
access, focus, elements 
being exposed color 
changing, electronic forms, 
etc. 

6) ActiveX controls must 
comply with all applicable 
section of 1194.24. a-l 

Applications that 
include ActiveX 
controls (Intranet 
eForms) must comply 
with the key elements 
of 1194.21, including 
but not limited to 
keyboard access, 
focus, exposure of 
elements, color 
changing, and 
access to electronic 
forms apply. Any 
added “dll’s” to 
enhance speech 
must be compatible 
and not conflict with 

Use normal testing methodologies 
for testing application when 
looking at ActiveX controls. Pay 
particular attention to Braille 
display as this has been 
problematic in the past. There are 
some JAWS configuration 
manager settings that can be used 
to enhance accessibility. 
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the screen reader. 
Compliant operation 
with Braille displays 
is also mandatory. 

1194.22 (n) ELECTRONIC FORMS. When electronic forms are designed to be completed on-line, the form shall allow people using Assistive 
Technology to access the information, field elements, and functionality required for completion and submission of the form, including all directions 
and cues 

1. AT users must have 
access to all controls, 
labels, directions, and 
cues for an electronic  
form. Electronic forms 
are defined as “anytime a 
web page or software 
program request 
information from the user 
is interacting with a 
form”. 

Screen readers must 
speak all controls, 
labels directions, and 
cues in a logical 
order. 

All direction, cues, 
labels, and 
instructions must be 
spoken in order to fill 
out a field properly 

Navigate through an application.  
 Test to see whether all 

information is spoken in order to 
fill out a form properly. 

 Radio Button – If there is an 
associated question with a group 
of radio buttons, that question 
should be read with the first and 
last radio button if there are 
more than 2. 

For instance, if an input box is intended for receiving a user's last 
name, the web developer must be careful that the words "last name" 
(or some similar text) appear near that input box or are somehow 
associated with it. 

2. Keyboard users must get 
focus to all controls, 
labels, directions, and 
cues 

Focus must be visible 
on all controls, 
directions, and cues. 

Navigate through an application 
 See whether there is a well-

defined visual focus on all 
directions, controls, and cues. 

While the relationship between the titles "First Name" or "Last Name" 
and their respective input boxes may be obvious from visual 
inspection, the relationship is not obvious to a screen reader. 
Instead, a screen reader may simply announce "input box" when 
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encountering each input box. 

3. Errors can be handled by 
the use of pop-ups, “red 
balls”, or any other 
means to identify an 
error. Errors can also be 
displayed after inputting 
a field or submitting a 
page 

All errors information 
must receive focus 
and navigation to 
errors must be key-
able and productive 
with a minimum of 
keystrokes 

Error Handling – 
Force errors in the 
page by leaving a 
required field blank, 
etc. Error lists should 
be linked directly to 
fields in error. The list 
of errors should be at 
the top of the page 
with each error 
starting with 
“ERROR” so that the 
“links list” groups 
errors. Navigate 
errors by bringing up 

If pop-up errors are displayed 
they must receive focus and 
speak. 

 Other indicators of errors must 
have a well-defined visual focus, 
speak the error message and 
provide a means of navigating to 
successive errors in a productive 
keyboard manner. 
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the JAWS or MAGic 
links list. 

4. Voice-recognition users 
must have access, by 
voice command, to all 
Menus, Toolbars, and 
Field Elements 

Using voice, users 
must be able to 
control all elements 
of the screen 
including menus, 
toolbars, and any 
other navigable 
elements 

Use voice to gain access to 
elements of the screen needed to 
complete the on-screen 
information 

How can developers provide accessible HTML forms?        The 
first rule of thumb is to place labels adjacent to input fields, not in 
separate cells of a table. For the web developer who does not wish 
to place form elements immediately adjacent to their corresponding 
titles, the HTML 4.0 specification includes the <LABEL> tag that lets 
web developers mark specific elements as "labels" and then 
associate a form element with that label. 

5. A list of errors shall be 
identified at the top of the 
screen and receive focus 

Errors must be 
displayed at the top 
of a page indicating 
the number and links 
to errors or a way to 
arrive consecutively 
at errors with the 
keyboard. 

1. Test for focus on errors at the 
top of the page; visual focus 
or hearing the number of 
errors. 

2. Select first error to see focus 
moves to that control. 

3. Use the JAWS or MaGic links 
list command to resurface list 
or errors. 

4. Ensure that checkbox are not 
selected by default. 

5. Enter forms mode (Press 
Enter) and ensure that each 
checkbox receives focus in 
logical order 

There are generally two ways to use the label tag: explicit labels and 
implicit labels. 

“Explicit Labels" Work Well 
Experience has shown that explicit labeling works extremely well 
with all popular assistive technology and are recommended in all but 
the very simplest of tables. We recommend that all agencies ensure 
that their web developers are familiar with these important concepts. 
Using "explicit" labels involves two distinct steps: 

 Use the <LABEL> Tag and Associated "FOR" Attribute to Tag 
Labels. In other words, identify the exact words that you want to 
use as the label for the form element and enclose those words 
in a <LABEL> tag. Use the "FOR" attribute to uniquely identify 
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6. Verify that each checkbox 
can be selected and that 
proper label is spoken.  

7. For mutually exclusive 
checkboxes ensure that only 
one checkbox is selected at a 
time. 

8. Ensure that focus goes to 
each control, not to the label. 

9. Ensure that items in lists are 
spoken as well as selectable 
through an intermediate 
function, such as F4 or ALT + 
DownArrow to open list 
boxes. Use Shift + F8 to 
begin selection of non-
contiguous items in a list box. 
Onchange events are 
discouraged due to sudden 
shift in focus.  

5. Ensure that items within list 
boxes can be selected by 
typing first letter of the item 
(e.g. M for Maryland). 

that element.  
 Use the "ID" Attribute in the Associated Form Element. Every 

form element supports the "ID" attribute. By setting this attribute 
to the identifier used in the "FOR" attribute of the associated 
<LABEL> tag, you "tie" that form element to its associated label. 
For instance, we have rewritten the HTML code for our simple 
form-inside-a-table to include explicit labels below. The new 
HTML code for the explicit labels is indicated in bold:  

<FORM> 
<TABLE> 
<TR> 
<TD><B><LABEL FOR="first"> FIRST NAME:</LABEL> 
</B></TD><TD><INPUT TYPE="TEXT"  NAME="FIRSTNAME" 
ID="first" ></TD></TR><TR><TD><B><LABEL FOR="last"> LAST 
NAME:</LABEL> </B></TD><TD><INPUT TYPE="TEXT" 
NAME="LASTNAME" ID="last" ></TD></TR></TABLE> 
<P><INPUT TYPE="SUBMIT" VALUE="SUBMIT"> 
</FORM> 

6. Each error on the page is 
associated with the 
element in error by some 

Error message text 
must be associated 
with each error 

Visual and auditory checks of the 
error messages are associated 
with each control and error 

Test the page with JavaScript turned off to compare functionality 
(controls will not function properly with JavaScript turned off. Check if 
alternative is provided. Also, Onchange events may not function if 
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indicator, identifiable by 
speech or text 

element. All error 
messages must be 
understandable in 
order to correct the 
error 

messages must be 
understandable for correction 

JavaScript is turned off) 

7. The user shall have the 
ability to navigate 
precisely to each 
identified error and know 
precisely where each 
error is without entire 
form navigation 

Techniques must be 
provided to navigate 
directly to errors with 
3 keystrokes 

Navigate to successive errors on a 
page. Navigation must be within 3 
keystrokes of moving through 
errors within a field. 

 

    

1194.22 (o) NAVIGATION LINKS. A method shall be provided that permits users to skip repetitive navigation links 

1. Provide links/methods to 
skip over links 

A skip navigation link 
must be provided to 
move/avoid repetitive 
links. 

AT and other 
keyboard users shall 
be able to skip over 

1. Select the skip navigation 
link. Identify whether the 
focus has changed. 

2. Check functionality of skip 
navigation link. When 
activated, this link should lead 
to the first important item in 

Why do navigational links present impediments to screen 
readers and other types of assistive technologies?  This 
provision provides a method to facilitate the easy tracking of page 
content that provides users of assistive technology the option to skip 
repetitive navigation links. Web developers routinely place a host of 
routine navigational links at a standard location – often across the 
top, bottom, or side of a page. If a nondisabled user returns to a 
web page and knows that he or she wants to view the contents of 
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repetitive navigation 
links. Skip Navigation 
links must be tested 
to actually skip over 
repetitive links and 
move focus to a 
logical control or text 
area. Additionally, the 
skip navigation link 
must be either made 
visible or become 
visible when tabbed 
to. Frames should 
not be used to skip 
repetitive links 

the content, usually an 
onscreen page title or 
Heading 1.  

3. Press the tab key after 
selecting the skip navigation 
link in order to determine if 
focus has moved past the 
repetitive links. 

that particular page instead of selecting a navigation link to go to 
another page, he or she may simply look past the links and begin 
reading wherever the desired text is located. For those who use 
screen readers or other types of assistive technologies, however, it 
can be a tedious and time-consuming chore to wait for the assistive 
technology to work through and announce each of the standard 
navigational links before getting to the intended location. In order to 
alleviate this problem, the section 508 rule requires that when 
repetitive navigational links are used, there must be a mechanism 
for users to skip repetitive navigational links. 

2. Links must be 
visible/made visible when 
tabbed 

Skip Navigation links 
must be visible to 
keyboard users or 
become visible when 
tabbed 

1. If pop-up errors are displayed 
they must receive focus and 
speak. 

2. Other indicators of errors 
must have a well-defined 
visual focus, speak the error 
message and provide a 
means of navigating to 
successive errors in a 

Example:  Websites use the Skip Repetitive Navigational Links as 
described below: 
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productive keyboard manner 

3. Focus must be past the 
repetitive links and to the 
next control after the skip 
link is invoked and the 
next tab is keyed 

When selected, skip 
links must focus and 
be a visible shift and 
the anchor must 
move so that the next 
tab is past redundant 
links 

Select the skip link. Tab to see 
whether the focus is now on 
the next link or control after 
the repetitive link. 

 

1194.22 (p) TIME DELAYS. When a timed response is required, the user shall be alerted and given sufficient time to indicate more time is required 

1. If there is a “time-out” 
feature, users must be 
clearly advised up-front 
in the application that it 
exists 

AT users shall be 
provided information 
detailing each of the 
following 
occurrences: 

Conditions 

I. If an 
application/p
age has a 
time out 
feature 

II. When an 

There must be on screen 
documentation or a separate Help 
screen that describes the time-out 
feature. 

Look for documentation at the 
beginning of an application, 
detailing the time-out capability 

Ensure that Timeout feature provides proper feedback before it 
takes effect. Feedback must specify time remaining and what must 
be done to avoid timeout. 

When a timed response is required, the user shall be alerted via a 
prompt and given sufficient time to indicate whether additional time 
is needed. 
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application/p
age time out 
occurs 

III. How to 
request more 
time to 
complete the 
application/p
age 

This information 
shall be readily 
spoken by the 
screen reader and 
represented by a 
well-defined focus 

2. The time-out message 
must pop-up, speak, and 
get focus 

The time-out 
message must be 
accessible to the AT 
when displayed 

When the message appears, verify 
that it speaks/has focus. 

 

3. Users must have time to 
initiate actions allowing 
time extensions 

There must be at 
least 5 minutes 
allowed to extend the 
time needed to 

After the message appears, initiate 
the action to extend the time-out 
period. 
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continue the 
application 

4. If users time-out, they 
must have the capability 
to return easily to the last 
addressed page 

Once the application 
has timed-out, the 
user must be able to 
return (within 3 
keystrokes) to the 
last addressed page 

Navigate back to the discontinued 
page after timing-out within 3 
keystrokes. Ensure that the 
instructions are clear on how to 
get back where you were 
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Appendix K. User Acceptance Testing TRR Checklist  
The purpose of this checklist is to provide guidance for conducting UAT TRR. The checklist will 
be periodically updated to implement process improvements and to meet the latest industry 
standards as they arise. 

Table K.1 UAT TRR Checklist 
Project Name:  <Name> Work Product Name:  <Name> 

Reviewer:   <Name> Date:   <Date> 

Item Yes No N/A Comments1 

1. Have the UAT testers been identified 
and contacted? 

    

2. Has the UAT Test Plan been 
developed and reviewed? 

    

3. Did the System test team sufficiently 
complete integration testing? 

    

4. Have test cases been developed and 
reviewed? 

    

5. Is the test environment properly 
configured for the UAT tester(s) to 
begin testing? 

    

6. Has the test data been set up?     

7. Does the UAT tester(s) have proper 
access to the application, database, 
and/or environment? 
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Appendix L. User Acceptance Testing Work Instructions 
The scope of UAT testing is to validate that the system meets user requirements from the users' 
perspective before moving the system into production. In addition to executing scripts that have 
been created for UAT, testers will have the flexibility to conduct any unscripted testing 
necessary to obtain assurance that the system is acceptable for use. UAT may include regression 
testing of critical functionality of the applications under test to ensure that no new defects have 
been introduced or old defects reintroduced during the implementation of SCRs.  

At the successful completion of the UAT, the enhancements and issue resolutions specified in 
the requirements defining the content and scope of the UAT will be officially accepted by the 
user. 

Assumptions: 

 UAT test scenarios are created by the business users. The development team or 
independent test team will create test cases based on the test scenarios and the user 
community will review and accept the test cases. 

 The UAT environment will be available and desktops will be available to perform testing. 

 The Business team has reviewed and accepted functionality identified in the business 
requirements and software requirements documents. 

 Resources identified in this plan are available to test the application and resolve defects 
and address issues as they are raised by the test team. 

 Test cases will be mapped to requirements in the RTM. 

 
Table L.1 Roles and Responsibilities 

Role Responsibilities Government 
Representative 

Contractor 
Representative 

Business Line 
Representative 

 Represents the user 
organization and has “sign-off” 
authority for the TRR Checklist 
and TAR 

 Identifies user testers / 
operators  

 Initials each test component 
and decides whether the test 
passes or fails 

  

Program 
Manager 

 Program representative 
 Monitor UAT testing progress 
 Communicates with user to 

agree on format and scope of 
UAT 

 Agrees to acceptance criteria 
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Role Responsibilities Government 
Representative 

Contractor 
Representative 

with the user community prior to 
commencing UAT 

 Creates the Project Plan 

Test Manager  Coordinates and directs the 
execution of the test and report 
status 

 Conducts standing meetings to 
track testing status, defects and 
defect remediation 

 Communicates with relevant 
stakeholders to reach 
agreement on format and scope 
of UAT 

 Facilitates TRR meeting and 
completes the TRR Checklist 

 Facilitates kick off meeting 
 Coordinates training meeting 
 Prepares the test plan 
 Prepares and submits the TAR 
 Tracks UAT findings and 

defects 

  

User Observer  Observes the execution of the 
test components  

 Adds comments and 
qualifications to the test report 

  

User Tester / 
Operator 

 Prepares UAT test  scenarios 
 Executes the test components 

on the test platform 
 Represents the user 

organization 
 Records “pass or fail” on the 

report form 

  

Independent 
Tester 

 Ensures that bugs identified 
during UAT are logged in the 
defect tracking tool 

 Assists in identifying and setting 
up test data 

 Assists in preparing UAT test 
cases 

 Prepares the TAR 

  

Project Support 
Team  

 Assists in preparing UAT test 
cases 

 Peer reviews test cases 
 Prepares the test environment 

(location, equipment, software, 
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Role Responsibilities Government 
Representative 

Contractor 
Representative 

test data, etc.) 
 Creates/updates training 

documentation 
 Presents demonstration of the 

application 
 Offers support during test 

execution 
 Members of requirements and 

development team 
 Assists in preparing the TAR 

UAT Workflow: 
The workflow describes, at a high level, the order of activities that will be performed during 
UAT.  

1. Identify UAT resources. 

 Participants in the UAT will be identified. 

 Participants will be contacted and informed of their roles. 

 The project schedule will identify milestones and resource usage. 

2. Prepare the UAT test plan. 

 Create the test plan. 

 Peer review the test plan. 

 Submit the Test Plan for approval. 

3. Prepare test scenarios. 

 Identify the business flow to be tested. 

 Create the test scenarios. 

 Review test scenarios. 
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Figure L.2 UAT Workflow 
 

4. Prepare test cases. 

 Create test cases from the scenarios. 

 Export test cases into the test management tool (optional). 

5. Review test cases. 

 Peer review test cases. 

 Project team review test cases. 

6. Hold a TRR meeting. 

 Complete the TRR checklist. 

 Obtain sign-off on the Memorandum of Participation. 

7. Hold a kickoff/orientation meeting. 

Identify UAT 
Resources 

Prepare UAT Test 
Plan 

Prepare UAT Test 
Scripts 

Review UAT Test 
Cases 

UAT TRR  

 

UAT Kick-off meeting 

Execute UAT Test 
Cases 

Track UAT 
Defects 

Retest Fixed 
Defects 

UAT Regression 
testing as needed 

UAT Test 
Results Analysis 
and prepare 
UAT TAR 

Submit UAT 
Test Analysis 
Report 
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 Create training materials. 

 Create test orientation presentation material. 

 Provide a demonstration of the application. 

 Discuss expectations of the UAT. 

 Review the schedule. 

8. Execution. 

 Execute the test cases. 

 Record and report the status of test case execution. 

 Attend standing meetings to monitor the status of test execution, defects and defect 
remediation. 

9. Defects tracking. 

 Record defects.  

 Verify that defects are valid and repeatable. 

 Enter defects in the tracking tool. 

10. Retest defects (and regressing testing if required). 

 Defects will be fixed, tested by the Integration Test team and deployed to the test 
environment. 

 Record and report results of retesting. 

11. Perform Regression Testing as needed. 

12. Test Results and Analysis. 

 Analyze the results of test cases execution. 

 Prepare the TAR. 

 Peer review the TAR. 

13. Submit the TAR. 

Defects found during UAT will be tracked in the defect tracking tool. Items that do not 
function as stated in the requirements will be considered defects and logged accordingly. 
Each defect will specify a severity level as described in the project’s UAT Test Plan.  

Any reported defects that were not introduced in the current release will be identified as pre-
existing defects and will be considered for deferment to a future release. 

Procedures for tracking UAT defects are: 

 Document defects in the defects tracking tool with the support of the project team. 
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Include detailed information in the Defect: 

o Summary 

o Description of the defect 

o Steps to recreate the defect 

o Expected Result 

o Actual Result 

o Print screen the error screen if possible and attach it to the defect 

 Assign a Severity Level to the defect. 

 Report the error via email to the Test Manager. 

 After a defect is reported, the project team will investigate and resolve the problem. 

 The project team will inform the UAT testers when the defect has been resolved and 
completed integration testing. 

 UAT testers will retest the defects. 

This process will continue until all identified defects have been resolved and all test steps in the 
UAT test cases have been executed and the results reported. 
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Appendix M. Tools 
The tools that are currently used for supporting GSA testing are MS Project and Office, Quality 
Center, PVCS Tracker, TRAC, LoadRunner, JAWS and Quick Test Professional (QTP). Use of 
these tools is based on their availability at the division level. Some essential test hardware and 
software items that will be used to conduct these tests include tester workstations with web 
browsers, system test environment access, and test environment access.  

The Testing IPT team will evaluate and standardize the implementation of the testing tools for 
test management, test automation and load/performance testing to increase quality across the 
program. The Testing IPT will leverage technical knowledge and functional expertise of testing 
experts in Section 508 Compliance Testing, automated regression and performance testing for 
quality and consistency.  

The IPTs are conducting an analysis of the set tools that can most effectively integrate with each 
other, allowing data to be shared among the tools. When the results of this analysis are 
implemented, Appendix M will be updated.  
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Appendix N. Testing Glossary 
Accessibility Testing - Testing to determine whether a system meets the standards defined by 
Section 508 for accessibility by people with disabilities. 

Acceptance Test - Formal testing conducted to determine whether or not a system, subsystem, or 
configuration item satisfies its acceptance criteria and to enable the customer to determine 
whether or not to accept. See User Acceptance Test. 

Automated Testing - Testing using software tools which execute tests without manual 
intervention. It can be applied in GUI, performance, API, etc. The use of software to control the 
execution of tests, the comparison of actual outcomes to predicted outcomes, the setting up of 
test preconditions, and other test control and test reporting functions. 

Benchmark - A standard against which measurements or comparisons can be made. 

Black Box Testing - Testing based on requirements and functionality. Internal system design is 
not considered in this type of testing. The goal is to test how well the system conforms to the 
approved requirements for the system.  

Branch Testing - Testing in which all branches in the program source code are tested at least 
once; usually performed by the developer. 

 Code Coverage - An analysis method that determines which parts of the software source code 
have been tested (covered) by the test case suite and which parts have not been executed. 

Deliverable - A formal product that must be delivered to (and approved by) the customer. 

Development/Integration & Test Stage - The period of time in the systems development life 
cycle to convert the work products of the Design Stage into a complete system. Subsystem 
integration, system, security, and user acceptance testing are conducted; done prior to the 
Implementation Stage. 

Development Integration Testing- Testing in which software components, hardware 
components, or both are combined and tested to evaluate the interaction between them. 

Functional Requirement - A requirement that specifies a function (activity or behavior, based 
on a business requirement) that the system (or system component) must be capable of 
performing.  

Functional Requirements Document - A formal document of the business (functional) 
requirements of a system; the baseline for system validation. 

Functional Test - Testing software based on its functional requirements. This testing is 
performed to ensure all functional requirements have been implemented according to the 
requirements and design documentation. 
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Gray Box Testing - A combination of Black Box and White Box testing methodologies: testing a 
piece of software against its specification but using some knowledge of its internal workings. 

Inspection - A semiformal-to-formal technique in which software requirements, design, or code 
are examined in detail by a person or group other than the originator to detect errors. See 
Review, Walk-through. 

Integration Test – Testing in which the interaction or communication between external systems 
(or system components) are tested to evaluate the interaction between them and the data flow. 

Lessons Learned - A formal or informal set of examples collected from experience (for example, 
experience in system development) to be used as input for future projects to know what went 
well and what did not; collected to assist other projects. 

Manual Testing - Software testing that requires human input, analysis, or evaluation. 

Metrics - A quantitative measure of the degree to which a system, component, or process 
possesses a given attribute. 

Module - In system design, a software unit that is a logically separate part of the entire program. 

Negative Testing - Testing conducted to fail the system based on negative test scenarios.  

Performance Measures - A category of quality measures that address how well a system 
functions. 

Process - A finite series of activities as defined by its inputs, outputs, controls (for example, 
policy and standards), and resources needed to complete the activity. Defines "what" needs to be 
done. Compare to Procedure. 

Procedure - A series of steps (or instructions) required to perform an activity. Defines "how" to 
perform an activity. Compare to Process. 

Project - The complete set of activities associated with all life cycle stages needed to complete a 
systems development or maintenance effort from start to finish (may include hardware, software, 
and other components); the collective name for this set of activities. Typically a project has its 
own funding, cost accounting, and delivery schedule. 

Quality Assurance - A discipline used by project management to objectively monitor, control, 
and gain visibility into the development or maintenance process. 

Regression Test - Testing to determine whether a new system or modifications to an existing 
system affect the functionality of dependent applications or modules. Regression testing is 
conducted against all known components and interfaces of the application under test to provide a 
high degree of confidence that the systems function as designed. Regression testing for an O&M 
release is limited in scope to the modules that have been identified as having a high probability 
of being affected by the changes. 
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Release - A configuration management activity wherein a specific version of software is made 
available for use. 

Requirement - A capability needed by a user; a condition or capability that must be met or 
possessed by a system (or system component) to satisfy a contract, standard, specification, or 
other formally imposed documents. 

Requirements Analysis Stage - The period of time in the systems development life cycle during 
which the requirements for a software product are formally defined, documented and analyzed. 

Requirements Management - Establishes and controls the scope of system development efforts 
and facilitates a common understanding of system capabilities between the System Proponent, 
developers, and future users. 

Requirements Traceability Matrix - Provides a method for tracking the functional requirements 
and their implementation through the development process. 

Review - A formal process at which an activity or product (for example, code, document) is 
presented for comment and approval; reviews are conducted for different purposes, such as peer 
reviews, user reviews, management reviews (usually for approval) or done at a specific 
milestone, such as stage reviews (usually to report progress). 

Risk - A potential occurrence that would be detrimental to the project; risk is both the likelihood 
of the occurrence and the consequence of the occurrence. 

Security Test - A formal test performed on an operational system, based on the results of the 
security risk assessment in order to evaluate compliance with security and data integrity 
guidelines, and address security backup, recovery, and audit trails. Also called Security Testing 
and Evaluation (ST&E). 

System - A collection of components (hardware, software, interfaces) organized to accomplish a 
specific function or set of functions; generally considered to be a self-sufficient item in its 
intended operational use. 

System Change Request - The formal Change Control Document procedure used to request a 
change to a system baseline, provide information concerning the requested change, and act as the 
documented approval mechanism for the change. See Change Control Documents. 

System Test - The process of testing an integrated hardware/software system to verify that the 
system meets its documented requirements. Smoke testing, functional testing and Integration 
testing are conducted during the system testing. 
Test - The process of exercising the product to identify differences between expected and actual 
results and performance. Typically testing is bottom-up: unit test, integration test, system test, 
and acceptance test. 
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Testability - A metric used to measure the characteristics of a requirement that enable it to be 
verified during a test. 

Test Analysis Report - Formal documentation of the software testing as defined in the Test Plan. 
This report records summary of the test results, presents the deficiencies for review, and provides 
a means of assessing software progression to the next stage. 

Test and Evaluation (T&E) - T&E occurs during all major stages of the development life cycle, 
beginning with system planning and continuing through the operations and maintenance stage, 
ensures standardized identification, refinement, and traceability of the requirements as such 
requirements are allocated to the system components. 

Test Case - A specific set of manual test instructions developed for a test. 

Test Files/Data - Files/data developed for the purpose of executing a test; becomes part of a test 
case. See Test Case. 

Test Management - The process of planning, organizing, staffing, directing, and controlling the 
testing activities of a system. 

Test Plan - A test plan documents the strategy that will be used to verify and ensure that a 
product or system meets its requirements and design specifications.  

Test Problem Report - Formal documentation of problems encountered during testing; the form 
is attached to the Test Analysis Report. See Test Analysis Report. 

Test Readiness Review - A formal stage review to determine that the test procedures are 
complete and to ensure that the system is ready for formal testing. 

Test Script - A specific set of automated test steps developed for performance and regression 
tests. 

Test Scenario - Definition of a set of test cases or test scripts and the sequence in which they are 
to be executed. 

Traceability - In requirements management, the identification and documentation of the 
derivation path (upward) and allocation path (downward) of requirements in the hierarchy. 

Unit Test - In testing, the process of ensuring that the software unit executes as intended; usually 
performed by the developer. 

Usability testing –Application flow is tested during this testing; this testing will check whether a 
new user can understand the application easily and if sufficient help documentation is available 
when a user gets stuck. Basically system navigation is checked in this testing. 
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User Acceptance Test - Formal testing conducted to determine whether or not a system satisfies 
its acceptance criteria and to enable the user to determine whether or not to accept the system. 
See Acceptance Test. 

Validation - The process of determining the correctness of the final product, system, or system 
component with respect to the user's requirements. Answers the question, "Am I building the 
right product?" Compare to Verification. 

Verification - The process of determining whether the products of a life cycle stage fulfill the 
requirements established during the previous stage; answers the question, "Am I building the 
product right?" Compare to Validation. 

Volatility - In requirements management, the degree to which requirements are expected to 
change throughout the systems development life cycle; opposite of stability. 

Walk-through - A software inspection process, conducted by peers of the software developer, to 
evaluate a software component. See Inspection, Review. 

White Box Testing: This testing is based on knowledge of the internal logic of an application’s 
code. Internal software and code working should be known for this type of testing. Tests are 
based on coverage of code statements, branches, paths, conditions. 
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} ~ge\[�wpmx�yzz{v��̀_Ẑ�n]ge\ecY�e\f[\ZY\e�u��

} ~ge\[�wpmx�yzz|v�n]ge\e�ẁY_�cY�e\f[\ZY\e
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